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[bookmark: _Toc534607211]Introduction
In this paper, for Task 1, the author will be discussing what the best components for designing a desktop computer for use in the electrical field of work. This computer will have to be able to run designing software's such as SolidWorks at a stable pace whilst remaining cool with very little resistance from the computer. It should also be reasonably priced.
For Task 2, the author will be addressing a scenario where a company has very little to no protection against hackers/malware.
This task required the author to identify and evaluate potential impacts of each cybersecurity risk, prioritise order to deal with them and why, develop a holistic strategy, design and incident report and identify applicable cybersecurity standards.


[bookmark: _Toc407014649]Task 1
[bookmark: _Toc1470799071]Designing a Desktop Computer
[bookmark: _Toc244840258]A Compatible CPU and Motherboard
To start off this build, the author has found a suitable motherboard with a compatible CPU. The ASUS PRIME H610M-A is a suitable motherboard as it offers a wide range of compatible CPUs, has 2 RAM slots, a HDMI port, a disport connector as well as a VGA port and 4 USB connectors. This motherboard is compatible with 12th, 13th and 14th generation Intel processors which gives a wide range of modern CPUs which will be required to run software such as SolidWorks Electrical.
The author chose this motherboard over the ASUS Prime B550M-K AMD B550 (Ryzen AM4), micro ATX as the Ryzen AM4 only offers 1 HDMI port as well as a VGA port and is a micro motherboard. These differences are key in having a computer to run design work as there will need to be a powerful graphics card to run certain types of software which is a lot harder to get on a micro motherboard and although the 2 HDMI ports are not essential as they do offer a VGA connector, the type of work that will be conducted on this PC, will need a better output to the monitors.
For the CPU, the author has gone for a 12th generation Intel core i5-12400F as this one is compatible with the motherboard, has a base frequency of 2.5 GHz and is able to work well with the allocated RAM slots on the motherboard.
This was chosen over the Intel Core i7-14700K processor as even though the i7 processor is better, it is almost triple the cost and does not state what it is combatable with. 



[bookmark: _Toc1438977237]Amount of Ram
With the motherboard, it allows compatibility with DDR5 Rams. After searching through some online, the author came across the Corsair Vengeance 6000Mhz 32GB. These are 2 16GB sticks of ram and have a lot of memory speed. Memory speed is very important when looking for ram as well as the memory size as these will help the PC perform better and more efficiently. 
This was chosen over the Patriot Viper Venom 16GB because, even though this one is cheaper, it is only 1 stick, and the PC will not be getting full use of its potential if it is only using 1 stick. 
[bookmark: _Toc683470084]Type and Size of Non-Volatile Storage
The SSD the author has gone for is the Samsung 990 EVO Plus, 2TB. This SSD is a recommended fit for the motherboard and has several great features. It has a heat panel built on it to prevent the SSD from overheating and can be used in desktop computers as well as laptops.
However, the author could have gone for the Acer FA100 M.2 2280 SSD. Although this SSD offers enough storage, the hard disk from factor is also much bigger. On this one it is 2.5 inches, whereas, on the Samsung it was 22 millimetres.
[bookmark: _Toc470050677]Input/Output Features
For the input/output features required for this type of build, we need to see what external devices would be used for a good performance from the user. For the best results whilst designing, a dual monitor setup will greatly benefit them. This allows the user to have a high-definition display whilst working. The board has an ethernet port which will let the user have a wired connection to the internet for faster results.
[bookmark: _Toc1752112551]Graphics Card
For the graphics card the author has gone for the ZER-LON GeForce GTX 1050 Ti as it offers a high memory clock speed of 7008MHz, has a NVIDIA graphics processor and has many ports for outputs such as HDMI. It also includes 4GB of internal RAM
[bookmark: _Toc2066660567]Case and Power Supply
The author has opted for the CORSAIR FRAME 4000D RS ARGB Modular Mid-Tower ATX PC Case as this case has more than enough room for all the key components for this build. It has a built-in power supply that is compatible with the motherboard and offers lots of fans to keep the desktop running smoothly.

[bookmark: _Toc1418301016]External Devices
For the monitor the ASUS VY279HGR Eye Care Gaming Monitor – 27 inch FHD (1920x1080) has been chosen. Even though this is stated as a gaming monitor, it offers a nice big display of 27”, a fast refresh rate of 120Hz and the correct ports needed to plug into the computer.
[bookmark: _Int_Z1DQpsyH]For the keyboard and mouse, the Rii Keyboard and Mouse Set, USB Wired Keyboard and Mouse Combo for PC Business Office Usage has been chosen. This is because it is easily portable, offers all standard features required for office work and connects via USB.
[bookmark: _Toc1117806394]Network Connectivity
The author has decided to go for a wired network connection as this allows a more reliable connection and faster speeds. For this, the user will need an ethernet cable to make the connection between the desktop and the router.
[bookmark: _Toc276507459]Software
For the software, Windows 11 Professional has been chosen. This is because, with the user needing to use writing and CAD tools, this will offer great benefits from using it. With it being the newest version of windows as well, it has good cybersecurity defence.




[bookmark: _Toc1217452846]Shopping List
	Item
	Price
	Website

	Motherboard
	£84.99
	ASUS PRIME H610M-A WIFI Intel H610 (LGA 1700) mATX motherboard with PCIe 4.0, dual M.2 slots, DDR5, Intel 1Gb Ethernet, DisplayPort, HDMI, VGA, USB 3.2Gen 2 ports, Addressable Gen 2 headers, Aura Sync : Amazon.co.uk: Electronics & Photo


	CPU
	~£145
	Intel Core i5-12400F 12th Generation Desktop Processor (Base Clock: 2.5GHz, 6 Cores, LGA1700, RAM DDR4 and DDR5 up to 128GB) : Amazon.co.uk: Computers & Accessories


	Ram
	£399.95
	CORSAIR VENGEANCE RGB DDR5 RAM 32GB (2x16GB) 6000MHz CL36-44-44-96 1.35V Intel XMP 3.0 Computer Memory – Black (CMH32GX5M2E6000C36) : Amazon.co.uk: Computers & Accessories


	Storage
	£255.01
	Samsung 990 EVO Plus, 2TB, PCIe 4.0 x4 / 5.0 x2, NVMe2.0 (up to 7250 MB/s), NVMe M.2 (2280), Internal Solid State Drive (SSD), MZ-V9S2T0BW : Amazon.co.uk: Computers & Accessories


	Graphics
	£128.51
	ZER-LON GeForce GTX 1050 Ti Gaming Graphics Card, 4GB GDDR5 128bit 1291MHz DP HDMI DVI-Output GPU, PCI Express 3.0 Support Up to 4K Video Card for Office and PC Gaming : Amazon.co.uk: Computers & Accessories


	Case and Power
	£89.99
	CORSAIR FRAME 4000D RS ARGB Modular Mid-Tower ATX PC Case – High Airflow, 3x Pre-Installed RS ARGB Fans, InfiniRail™ Fan Mounting System, ASUS BTF, MSI Project Zero, Gigabyte Project Stealth – Black : Amazon.co.uk: Computers & Accessories


	Monitor
	£84.99
	ASUS VY279HGR Eye Care Gaming Monitor – 27 inch FHD (1920x1080), IPS, 120Hz OC, SmoothMotion, 1ms MPRT, Adaptive Sync, Eye Care Plus, Blue Light Filter, Flicker Free, antibacterial, SmoothMotion : Amazon.co.uk: Computers & Accessories


	Keyboard and Mouse
	£14.98
	Rii Keyboard and Mouse Set,USB Wired Keyboard and Mouse Combo for PC Business Office Usage-1 Pack: Amazon.co.uk: Computers & Accessories


	Software
	£25.00
	Microsoft Windows 11 professional Lifetime – Digital-Zones.com






[bookmark: _Toc434834344]Task 2
[bookmark: _Toc994380330]Identifying and Evaluating Potential Impacts of the Cybersecurity Risks
This company has many different risks that will have a great impact if not rectified. With the company having an outdated firewall, it can lead to some very easy cyber-attacks. One item that has been pointed out as poor is that they do not have segmentation between corporate and operational systems. The lack of segmentation allows hackers to gather all the information they would need in one spot to exploit said company.  
The company has many embedded devices which have outdated firmware. This outdated firmware, does not typically have great protection against hackers. As technology is always evolving, so do attackers, therefore having outdated firmware can lead do easy access for attackers.
Default passwords is a big risk here. With defaulted passwords, they can be easy for attackers to guess or even run malware to work out what the password is. This allows them to gain easy access into the system and be able to do what they want.
As the company sources their parts internationally, some of these suppliers do not follow secure development or validation practices. This makes the network venerable to many forms of cyber-attacks.
With the employees not receiving adequate cybersecurity training, they can easily fall for a phishing email. These emails will typically send a hyperlink for the employee to click and follow. They usually will install a software onto the computer allowing the attacker access to customers private information. 
“Malware threats are diverse and constantly evolving, posing a significant risk to organizations of all sizes. Understanding the different types of malware is crucial in developing effective prevention strategies. There are several forms of malware, including viruses, worms, trojans, ransomware, and spyware. Each type has its own distinct characteristics and capabilities, making it essential to grasp their behavior and potential impact. [1]”



[bookmark: _Toc1591413700]Prioritising Areas of Affect
The company should prioritise items that can start to work against cybersecurity by simply replacing them over working on a new firewall and then getting rid of the device.
If the company goes in the order of:
· Upgrading components
· Updating the engineering workstations
· Updating firewall 
· Updating passwords to make them stronger
· Training staff on cybersecurity
Following this order allows the company to not double back on themselves. Training staff on the risks they can face is very important and should be a top priority but, if they learn on old equipment and then it all gets swapped out, some of them will not be able to transfer their skills.
By starting with the hardware, this allows the company to have the ability for the hardware to protect itself using things such as Windows Security which will help them a bit there. That will make it harder for malware to enter the system.


[bookmark: _Toc1832222279]Cybersecurity Strategy
If the company gathers new technology for the staff, mostly getting rid of the international sourced goods, the company will be able to get a more secure system without subscribing to new firewalls. By doing this, it allows the company to cover a lot of ground within cybersecurity and prevent major leaks or hackers being able to get in. It will not fully prevent it, but it will be a major part in developing cybersecurity.
If the company follows a priority list, this will help them by having an order of operation to deal with the matters. When it comes to upgrading the engineering workstations, they should make sure that they have updated equipment so that the operating systems on them can update. This will help prevent against malware from taking over the system.
The next risk is the weak firewall. Having a weak firewall allows an increased risk of unauthorised access amongst the system. “A fire wall functions as a network security tool, either hardware or software, that oversees and regulates incoming and outgoing network traffic based on predefined security protocols. It serves as a protective barrier between a trusted internal network and external, potentially untrusted networks like the Internet, with the primary aim of preventing unauthorized access and malicious activities [2].”
By integrating password updates, this will allow the company to make a limit on items such as, how many characters, special characters and numbers. This can make a password a lot stronger and will decrease the likelihood of easy attacks through trial and error.
Finally, developing the staffs understanding of these risks by having them take courses, will benefit the company as their staff will be a lot more hesitant to open suspicious emails and links. From this, it stops phishing scams which would have spread malware through the system.


[bookmark: _Toc395337765]Incident Response Plan
Firstly, the user should disconnect the affected device from the internet as this is how a lot of malwares or unauthorised users communicate with devices.
Put the device is safe mode and run a security check. Whether that is the one from Windows or an external supplier.
Whilst this is commencing, the user should speak to a higher member of staff to notify them of the issue, and they can assist with dealing with it.
If the software has located the suspicious virus in the computer, it should have a way of dealing with it.
If the corruption has not been found, it would be worth factory resetting the device. This is a difficult call to make, especially if work has not been uploaded to a server.
After all of this, the virus should have been dealt with.


[bookmark: _Toc1652945582]Cybersecurity Standards
Standards within cybersecurity should be high as, especially within companies, valuable information can be a target for hackers. With the information that they gather, they have a lot of possibilities on what they can do. Whether that is personal information about a customer or secrets that can be detrimental to a company.
“The volume and sophistication of cyberattacks have grown significantly since the first computer viruses emerged in the 1970s and the Morris worm became the first major internet-based attack in 1988. Moreover, the number of devices connected to the internet and corporate networks exploded during the past few decades. The reliance on IT systems for everyday business tasks also spiked in recent years, driven partly by digital transformation initiatives in companies [3]”.
One of the best practices for high cybersecurity is to a strong firewall as these will flag, block and stop most cybersecurity attacks.


[bookmark: _Toc1444804492]Conclusion
In conclusion, the first task seemed relatively simple but proved to be more challenging. This was the case as every other time the author has designed a desktop, they have always done it using websites that will only show compatible parts. Not having this feature proved to make it more difficult.
For the second task, this was a lot easier to write about but made it more difficult with the word count limit. Trying to include all points across each section made it difficult to not exceed the word limit. All though the task seemed to be easier than task 1, it required a lot more work mentally.
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