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Introduction

* A firewall monitors and controls traffic based on security rules, acting as a
barrier between trusted and untrusted networks [1]

e This project implements a multi-layered firewall using Check Point
SmartConsole

« Network security is critical to protecting enterprise assets from unauthorised

access and cyber threats [1]
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Security Features & Threat
Prevention

Discuss IPS and firewall capabilities

* Intrusion Prevention System (IPS) provides real-time threat detection and
blocking [2]

» Application Control monitors and restricts application-level traffic

* Threat Prevention integrates multiple security layers for comprehensive
protection [2]

* Log Analysis enables forensic investigation and compliance reporting

Check Point SmartConsole integrates advanced threat prevention mechanisms,
combining network-level filtering with application-aware security to defend against

evolving cyber threats.
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PROJECT METHODOLOGY

Workilow Overview

Installation . Implementatio
Setup Policy n

Install SmartConsole
Prep lab and create and apply licenses Design rules and

three VMs configure policies

Monitoring

Analyze logs and

Deploy rules to
enable IPS

gateway devices

A structured five-phase methodology ensures systematic deployment and validation of the enterprise firewall.
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Environment Setup & SmartConsole Installation

& UTM File Edit VirtualMachine View Window Help ® 2 @ T m Q 8 @ WedAprs 1526
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login: _
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This system is for authorized use only. Summary Task

login: _
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Three Virtual Machines

. A-SMS — Security Management Server
*  A-GW — Security Gateway
*  A-GUI — SmartConsole Client

(G) Figure 1: All three VMs operational on macOS host

— all 3 are working in mac.png

SmartConsole Login

. Connects to A-SMS via IP and admin credentials
*  Central interface for policy management and gateway

configuration

(G) Figure 2: SmartConsole login interface —

smartconsol.png
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Version

Description

Tral Period

Software Bla CPSML-5CPSM-NGSM C Secunty Management co

Software Bla CPSMLC-5CPSM-NGSMC Securty Management co
Software Bla CPSB-WS CPVP-SNX-U-N Web Securty blade. SSI

Tnal Penod

Software Bla PSGC-8-UCPSGL-8-UC.. Securty Gateway Conta

Operation Status

Operation

@ Attaching license 'CPSG-C-8-U CPSG-C-8...
W Attaching license "CPSB-WS CPVP-SNX-U...
W Attaching license 'CPSM-C-5 CPSM-NGS...
W Attaching license 'CPSM-C-3 CPSM-NGS...

Ve

Software Bl... 10.1.1.101  CPSM-C-5 CPSM-N...
Software Bl... 10.1.1.101 CPSM-C-5 CPSM-N...
Software Bl... 10.1.1.101 CPSB-WS CPVP-SN...
Software Bl... 10.1.1.101 CPSG-C-8-U CPSG-...

Status

License has been successfully a
License has been successfully a
License has been successfully 3
License has been successfully a

Secunty Management container
Security Management container
Web Security blade. SSL Networ

Security Gateway Container for S

IEMROAE OO0 -

License Installation & System
Architecture

» Licence activated via SmartConsole to unlock IPS, Application Control, and
Threat Prevention

« All components validated and operational before policy configuration

® Figure 3: Licence activation and component validation — /icense.png

A-SMS A-GW

Central management server Traffic inspection gateway

A-GUI

Admin console client
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Policy Structure Overview

W® Access Control

0 (0%, Zero)

® Figure 5: Custom policy structure (Vanshajl) — Shows ® F igure 6: Standard policy overview — Demonstrates the

the tailored policy configuration for this project baseline policy framework

The layered policy design separates concerns across Network, Management, and Traffic Control policies, enabling granular security control and

simplified administration.

B

onepie) @ SIMGO 2
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Policy Types & Network Policy Configuration

©: - | {9 Objects ~ | @ Install Policy Session ~
Standard Manage Policies Vanshaji x B8
“«
=9 n : - @ Install Policy |\ 2 Actions ~
=5y + T stall Policy [, [ Actions
GATEWAYS
& SERVERS - A} Policy

€ Network

& Management

SECURITY
POLICIES € Traffic control

6 NAT

Summary Details Logs

v“‘r Accept  Rule 1 1 Created by
s VPN Communities a”OW_ICMP Date created:
F 0 Updates ® Expiration time:
- Comments
COMMAN > it Count:

® CHECK POINT —
G SmartConsole

Services & Applicati Acti
25 icmp-requests & Accept
32 dns & Accept

® Drop

vanshaj Additional Rule Info;

01/04/2026 03:55
1/04/. =

Never

0 (0%, Zero)

No changes

ey @ sPRlgo 2

suonepi|

Three Policy Layers

 Network Policy — Controls ICMP, DNS,

and general traffic

« Management Policy — Governs
SmartConsole and SSH access

e Traffic Control Policy — Manages
HTTP/HTTPS and Telnet rules

Network Policy Rules

ICMP — Allows ping for connectivity
testing

 DNS — Permits name resolution

* Cleanup Rule — Drops all unmatched

traffic

® Figure 4: Network Policy rule set

— network.png
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Management & Traffic Control Policies

® CHECK POINT - & I
6 SmartConsole

© a%lo :

Services & Applications  Content

hitp

==
o | https

SECURITY
POLICIES
3 AG - % Any ssh

~

Summary  Details

B Accept  Rule 1 Vansky)
01/04/2026 04:06
Allow_smartconsole
e Never

Comments:
it Count: 0 (0%, Zero)

No changes | vanshaj

® CHECK POINT - & I
G SmartConsole

e}
£
<

Services & Applications  Content

No.
19 Allow AD(theoritical) R 1dap

SECURITY Allow HTTP/HTTPS

POLICIES

~

Summary  Details

i
) Accept  Rute 1 vanshaj
31/03/2026 04:46

Allow AD(theoritical)

Never

0 (0%, Zero)

Management Policy

. Restricts SmartConsole access to authorised

administrators
Permits SSH for secure remote management only

(G) Figure S: Management Policy configuration —

management.png

Traffic Control Policy

« HTTP/HTTPS — Allowed for web access
Telnet — Blocked (insecure, unencrypted)

*  Active Directory — LDAP/Kerberos designed but not

implemented due to lab constraints

(@ Figure 6: Traffic Control Policy with AD rule —
trafic-rule.png
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Policy Installation Process

& UTM File Edit Virtual Machine View Window Help ® 2 @ = W Q 8 @ WedAprs 1524

O <4 A-GUIV

O: - | ¥ Objects ~ | @ Install Policy Session ~ ® CHECK POINT
- v G SmartConsol¢

Columns: @ General - #+ N X = saipts~ [ Adions~ (5 Monitor | Q Search...
=1
=3 IP ¥  Version Active Blades Hardware CPU Usage Recommended Updates Recommended Jumbo Comments

GATEWAYS
& SERVERS | A-SMS 10.1.1.101 81.20 w B Open server a

10.1.1.1 R81.20 Open server

: f-?.: UserCheck Interactic
Rvice: @ Limit
SERVICES

Summary Tasks

SETTINGS A-GW
h ddress:

1Py

Open server ams Firewall a Monitoring

Recent Tasks

All

VMAND Policy installation - Standard

y installation has started.

Policy installation - Standard [ IEG_G_—— ‘* g 10.1.1.101 No ct

0800I NHROHO OEOO~ B . o o -MEEPR .U

Figure 8: Policy installation progress and deployment — Demonstrates the automated policy compilation and installation workflow to the

Security Gateway

Policy installation translates the configured rules into gateway-executable format, ensuring consistent enforcement across all security layers. The

installation process validates syntax and deploys policies atomically to prevent partial or inconsistent rule application.
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Global Properties & Default
Rules

« Implied rules define default security behaviour for unmatched traffic

« Ensures consistent enforcement across all policy layers

* Global Properties define implied rules such as management access and system-
level permissions

* These rules operate in the background and ensure baseline connectivity for

essential services

® Figure 7: Global Properties and default rule configuration — Screenshot
2026-04-24 at 12.15.33.png

5
Accept control connections
Accept Remote Access control connections
Accept SmartUpdate connections
Accept IPS-1 management connections

Accept cutgong packets onginating from Gateway

__ | Accept RIP

| Accept Domain Name over UDP (Quenes)
(] Accept Domain Name over TCP (Zone Transfer)
| | Accept ICMP reguests

Accept Web and SSH connections for Gateway's administration
(Small Office Appliance)

Accept incoming traffic to DHCP and DNS services of gateways
(Senall Office Apphance)

Accept Dynamic Address modules’ outgong Intemet connections

Accept VRRP packets orginating from cluster members
(VSX IPSO VRRP)

Accept Identity Awareness control connections
Track

(] Log implied Rules

No matches found for your search

Sedact the following properties and choose the position of the rules in the Rule Base

Before Last
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Policy Implementation — Verification Results

N Admimsteator: Windows Pows X

Nininum = les, Maxirum = 9ns, Ave
\Users\vanshaj> telnet 18.1.1.1

%2

& Q -
IS SO00TH2OO" OFPQOY B .o 00 o

 ICMP — Ping successful; connectivity rule validated
 SSH — Secure remote login established
« HTTP/HTTPS — Web access permitted

« Telnet — Blocked; insecure protocol denied

® Figures 8—11: Implementation verification — ICMP-implimentation.png, ssh.jpeg, http.png, telnet-block.png
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ICMP Rule Verification

® CHECK POINT — 5

B &9 Objects ~ Install Policy Session ¥
- i O 1o rchg G SmartConsole
Manage Policies Vanshaj1 x "
o
: E §
e #* New a
) Services & Applications i X i (1]
Object Categories ~
a ICMP ¥ Anv A-GW booaa na 2 - <
€ Network Slicw. IO w & icmp-requests 3
] &
S € Management 5
SECURITY - e () B¥ Administrator: Windows Powt X ]
BGES € Traffic control

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\vanshaj> ping 16.1.1.1
Pinging 10.1.1.1 with 32 bytes of data: O vimit
Reply from 16.1.1.1: bytes=32 time=18ms TTL=64
(R Policy Reply from 16.1.1.1: bytes=32 time=2ms TTL=64
Reply from 16.1.1.1: bytes=32 time=u4ms TTL=64
Reply from 10.1.1.1: bytes=32 time=3ms TTL=64

Ping statistics for 10.1.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 18ms, Average = 6ms
PS C:\Users\vanshaj>

F Inspection Settings ®

L) Accept  Rule 1 1 Created by: vanshaj Additional Ru

~ Date created 01/04/2026 03:55
s VPN Communities allow ICMP e Ticket Number

o Up 3 @ Expiration time: Never
Ticke

_ Comments
erCheck @ Hit Count: 0 (0%, Zero)

No changes | vanshaj

No tasks in progress «

This rule allows ICMP traffic to enable network connectivity testing using ping. ICMP is essential for network diagnostics and troubleshooting,

allowing administrators to verify reachability between hosts.

® Figure X: ICMP rule configuration — Shows the allow ICMP rule permitting ping and network diagnostics
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SSH Access Verification

virtual Machine ~ View  Window  Help C ® 3 @@ = m Q S8 @ WedApr8 1547
< A-GUIV
= - | &9 objects ~ | @ Install Policy Session ~ G. (S:;Ea?:c:::c:le — =

=0
| —c
GATEWAY
& SERVERS
SECURITY
POLICIES
(J B¥ Administrator: Windows Powe X
™ : o
ﬁgi;ﬁp ’ ) Minimum = 1ms, Maximum = 9ms, Average = 3ms
B on PS C:\Users\vanshaj> telnet 16.1.1.1
telnet : The term 'telnet' is not recognized as the
INFINITY
SERVICES
MANAGE &
SETTINGS
Anc 1
+ FullyQualifiedErrorId : CommandNot
PS C:\Users\v§nshaj> ssh admin@le.1.1.1 . Objects Pane (F11) -
The authenticity of host '10.1.1.1 (10.1.1.1)' can't be established.
ED25519 key fingerprint is SHA256:632aqutctlUpBgo7MhVT38FtOGRAgupVbiEV1q5/0b8.
ommunities This key is not known by any other names.
s Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
ER Warning: Permanently added '10.1.1.1' (ED25519) to the list of known hosts.
COMMAND R 3 This system is for authorized use only.
SN - . admin@10.1.1.1's password:
@ Last login: Mon Mar 30 22:08:11 2026
WHAT'S

No changes | admin

Demonstrate successful SSH secure remote access through the firewall.

This demonstrates that SSH (Secure Shell) traffic is successfully allowed through the firewall. SSH provides encrypted remote access, replacing insecure
protocols like Telnet. The policy permits SSH connections while maintaining strong encryption and authentication, enabling secure administrative access to

network devices.

SSH access verification — Terminal successfully establishing encrypted SSH connection through the firewall
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HTTP/HTTPS Access Verification

=

€]

QP Objects ~

0 Install Policy

Standard

SECURITY
POLICIES

No tasks in progress «

This demonstrates that HTTP/HTTPS traffic 1s successfully allowed through the firewall. Web access is a critical business function, and the policy

% Autonomous Policy

s Exceptions

Summary

Ac

% VPN Communities

Allow

Commen

L.FB Application Wiki

@ Installation History

llow_ICMP

Allow_HTTP_HTTPS

Q google - Search

Q« & A

See Apple.uk >

Apple iPhone 17 Pro Max
1TB Cosmic Orange On O
£30.00

sririedrd? 50

X  Q apple.uk - Search

www.bing.com)/s¢

apple.uk

(® London, Greater London

Apple iPhone 16, los, 6.1",
5G, SIM Free, 128GB

£649.00

Apple iPhone 15, los, 6.1",
5G, SIM Free, 128GB
£599.00

John Lewi

srirkeded; 1K+

Y
Services & Applications O
25 icmp-requests
% HTTP_and_HTTPS_pr...

permits legitimate web browsing while maintaining security controls.

®

Figure X: HTTP/HTTPS access verification — Browser successfully accessing web content through the firewall

® CHECK POINT
G SmartConsole

N UserCheck Interactions

@ Limit

= |

s | vanshaj

spAlgo =

suonepi|ep
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Telnet Traftic Blocked

@ UTM File Edit Virtual Machine View Window Help C ® 2 @ = W Q & @ WedAprs 15145
O <A acuv
[~ R¥ Objects ~ Install Poli Sess - ® CHECK POINT - B X
= W Obje B sssion 6 SmartConsole
Standard i
o
«“ i g
GATEWAY'S .
& SERVERS a
Object Categories g
&5 icmp-requests 2.
ma 1
= s . 2 % Any % Any HTTP_and_HTTPS pr... .
SECURITY - - .
POLICIES C = 3 GW % Any ssh
telnet
~ :
kLOG”‘ . () B¥ Administrator: Windows Pows X ~
MONITOR i
Pinging 10.1.1.1 with 32 bytes of data:
Reply from 16.1.1.1: bytes=32 time=9ms TTL=64 B o ctions
Reply from 10.1.1.1: bytes=32 time=3ms TTL=64
Reply from 10.1.1.1: bytes=32 time=1ms TTL=64
Reply from 10.1.1.1: bytes=32 time=1lms TTL=64
10 Ping statistics for 16.1.1.1:
i;;fi} Packets: Sent = 4, Received = 4, Lost = @ (8%
- Approximate round trip times in milli-seconds:
Minimum = 1lms, Maximum = 9ms, Average = 3ms
PS C:\Users\vanshaj> telnet 10.1.1.1
% VPN Communities
EE 52
COMMAND
LINE
HATS @ Installation History . SOLLSAALL
NEW ST TR PS C:\Users\vanshaj> | "o to Settings tc A3

. Policy installation - Standard Succeeded » No changes | admin

Q Search

00000 FEEO0PIOTOIXORE OPQAO B . - o -HIER .§

The firewall successfully blocks insecure Telnet traffic, enforcing security policy. Telnet transmits credentials in plaintext and is considered a

critical security risk. The policy explicitly denies Telnet connections, forcing users to adopt secure alternatives such as SSH.

Figure 13: Telnet traffic blocked — PowerShell error confirming firewall denial of Telnet connection attempts
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Logs, Monitoring & Threat Prevention

v 1/ g onicts < toh B e ecreckeont | — & [
& - Ch O, st eoty 4 @ snanconsole

Log Analysis

. Real-time monitoring of dropped and accepted traffic with
comprehensive log analysis for forensic investigation and threat
detection [3]

Rule-matching verification and ICMP log review

POBDBDBDDBD
L]

(G Figure 12: Real-time log view — logs.png

Q: - | ¥ Objects ~ | @ Install Policy

eneral Overview

C G Q © Today g File ¢ :
< ’ © Last Fh:xur 32) LOg Filtering

Founc
- © Today ) . Filters isolate specific events for targeted analysis
imm ast 24 Hours (Since 22/04/202
= O Last24H
-mas (=)
e (@ Vesterday ( 26) (G Figure 13: Log filter interface — filter.png
R © This Week (Since 2
‘ (O Last 7 Days (Since
~ '
g (© This Month (Since 0
MONITOR © Last s [Since 2
© All Time
co (© Custom
INFINITY

Specific Search

Q O Today ~ . Targeted queries locate individual events for forensic review

Q@ serviceticmp-re
Qicmp

(@) Figure 14: Specific log search — specific-search.png
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Results & Key Outcomes

*Firewall rules successfully enforced network access control
[CMP, SSH, and HTTP traffic were allowed as configured
Insecure Telnet traffic was blocked by the firewall

*Logs confirmed real-time monitoring and rule enforcement
*Multi-layered policy improved security and network segmentation

Access Control
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T'hank You

~Securing networks 1s not just implementation:
— 1t 1s responsibility, precision, and continuous vigilance.

Presented by: Vanshaj Patel
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