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Abstract  
This report represents the complete security governance and compliance required for AeroLink Logistics (ALL). The organisation is a multinational logistics company with current security risk within an AI cloud environment and outsourcing technology set up. The study evaluates cloud security weaknesses, AI, IoT and governance challenges. The vulnerability in operations of different regions and the challenge of data breaches while exploitation within the data point have resulted in penalties for the organisation under the regulatory environment of the EU. For addressing this gap, this report aims to maintain a better industrial framework and develop a high-security model proposition focusing on the hybrid archive structure to support operations. The report also emphasises on the critical evaluation of the NIST Cyber Security Framework (CSF), ISO/IEC 27001 and COBIT 2019 for proposing an effective governance framework tailored to AeroLink Logistics (ALL). The solution of the framework includes the information security governance and regulatory compliance based on the requirements of the assessment. 
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1. Introduction  
The increasing adoption of digital environments through cloud computing, artificial intelligence (AI), Internet of Things (IoT) and other digital environments has led to a transformation in the operational landscape of modern organisations. The cybersecurity and governance risks can be directly affected with the nature of the digital ecosystem and cloud infrastructure, which has developed different threats, including cyber vulnerability, insider threat, data breach, and other non-compliance with the regulatory environment [9].  
AeroLink Logistics (ALL), as a multinational logistics company have expanded its business operations across different regions, which has been dealing with the challenges that are directly affecting the security measures of the organisation. The company also provides logistics services and storage along with packaging across different time zones [3]. However, these remote endpoints are unmanaged as of now and have resulted in a data breach related to the customer's Personally Identifiable Information (PII).
This report is the strategic roadmap for ALL regarding the capability of the organisation to maintain the industrial governance framework by identifying the major security governance and compliance frameworks, including NIST Cybersecurity Framework (CSF), ISO frameworks, COBIT 2019 and ITIL. The ITIL application further supports the operational policies for incident and change management. The service continuity can further help in the service-level management. This report also proposes an integrated framework that is suitable for the continuous upgrading of the organisation and responds to the emerging technologies. 
[bookmark: _u78aj0l9zlvi][bookmark: _Toc234408831]2. Organisational Background and Explicit Research Assumptions 
[bookmark: _aknxeh312e4k][bookmark: _Toc234408832]2.1 Overview of AeroLink Logistics and Issues 
AeroLink Logistics (ALL) is a multinational organisation logistics provider having operations through the digital framework operating across different jurisdiction dealing with the issue of poor cyber and digital security within the multi-jurisdictional logistics ecosystem for the maintenance of their business related to the supply chain and logistics. The organisation has different operations that include multiple services, including freight through Air, road and sea, as represented in the Figure 1 below. 
[image: ] 
Figure 1: Services of the Organisation 
[Source: 3]
The operating model of the organisation is highly digitalised due to its global connectivity through online platforms like cloud computing infrastructure, IoT-based tracking sensors, and AI-powered analytics platforms. The company outsources around 88% of infrastructure through the infrastructure-as-a-Service (IaaS) and Software-as-a-Service (SaaS) vendors, providing effective scalability along with operational flexibility across different regions. There are also remote operational environments for the Employees, logistics partners, and suppliers access organisational framework of the operations that relate to the logistics partners and suppliers for the corporate resources’ evaluation, developing from the unmanaged devices across multiple regions and time zones. 
[bookmark: _mlyeh9aqb6ci]The rapid expansion of the organisation is having a direct impact on the business operations of ALL dues to the decentralised environment of the company. The organisation is dealing with repeated data breaches of the customer information and unauthorised modification of shipment records having a significant weakness in its security governance and operational controls having direct impact on the business management. The data breach can have a direct impact on the business operations and brand value of the organisations [10]. There is also a lack of a centralised security and governance framework for the maintenance of standards like GDPR or ISO 27001. Apart from that, the incident response framework, which is one of the most essential aspects of global business ventures is lacking within the organisation [22]. 
[bookmark: _5o6fl56zzib7][bookmark: _Toc234408833]2.2 Assumptions of the Case 
The analysis is based on structural, financial and operational assumptions about ALL. This report expects that the business is operating within a mid-to-large multinational enterprise having a 12% budget of the overall IT expenditure. The outsource infrastructure is deemed to depend on one cloud provider, like Amazon Web Services or Microsoft Azure. From the organisational benchmark perspective, it is established at the capability, maturity model integration, level one, having a strategic objective of progress towards level four governance maturity. From the perspective dynamic perspective, more than 5000 nodes operating through unmanaged endpoints are assumed as a parameter.  
[bookmark: _rucixyfcqtb7][bookmark: _Toc234408834]3. Literature Review and Research into Security Frameworks  
The analysis of the governance framework of the organisation is effective in the development of the structured methodology for the management of the cyber security risk reduction and maintain obligations along with operational resilience. The cloud-based environments require frameworks like NIST cyber security framework, ISO/IEC 27001 and 27002, and COBIT 2019, which are widely adopted for establishing security governance and management of the compliances [13]. Each of these security frameworks has different objectives and capabilities of influencing progress towards level 4 to manage security, governance, and maturity.  
[bookmark: _cd44ipyl2weh][bookmark: _Toc234408835]3.1 NIST Cybersecurity Framework (CSF)
The NIST Cybersecurity Framework, or CSF, is a cybersecurity assessment that has been developed by the National Institute of Standards and Technology for organisational resilience and improvement against the global cyber threat [19]. The adoption of the of CSF 2.0 in the ALL can help in managing the foundational elements of corporate governance with the statical measurements related to the context-based assessment and vendor supply chain policies essential for the executive board members. As represented in the Figure 2 below, the NIST Cybersecurity Framework includes six integrated governances for supporting cybersecurity management continuously.
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Figure 2: Factors of NIST Cybersecurity Framework
[Source: 19]
The framework is structured around the functionalities that include identify, protect, detect, respond and recover for establishing a continuous lifecycle to cybersecurity management [13]. This framework also helps in the promotion of the governance policies for the asset and identity management. This can also help in the continuous monitoring, for the vulnerability management along with the incident response planning. The primary advantage of the framework is in its accessibility and risk-focused flexibility for translating technical challenges towards the perspective of the professional outcome by facilitating communication between the technical experts like engineers and the executive management. The NIST Cybersecurity Framework (CSF) 2.0 also supports decision-making and provides strong guidance for incident response along with cyber resilience, while maintaining integrity towards the cloud and third-party vendor systems, making it relevant for multinational organisations [11]. This framework application at ALL can overall help in the maintenance of the data security in the initial phase. However, the primary disadvantage of this framework remains in the fundamental non-prescriptive nature of the framework, which makes it not effective in complex global distributed environments 
[image: ]
Figure 3: NIST CSF v2.0.
[Source: 24]
In the case of the ALL context, the NIST Cybersecurity Framework (CSF) 2.0 is represented in the Figure 3, which can provide validity, structured management of the risk, and provide an operational roadmap to address the fragmented process of incident management [24]. 
[bookmark: _dqg9j29y58dc][bookmark: _Toc234408836]3.2 ISO/IEC 27001 and ISO 27002
The standard ISO/IEC 27001:2022 is effective in defining the necessary and effective specifications related to the establishment, implementation, operational and monitoring process of the formal Information Security Management System (ISMS) improvement [2]. This framework is effective for the operations related to the Plan-Do-Check-Act (PDCA) model represented in the Figure 4 below and supporting continuous improvement within the governance framework as represented in the image below.
[image: ]
Figure 4: Plan-Do-Check-Act (PDCA) Cycle
[Source: 2]
The fundamental capability of this framework relies in the international recognition and strong compliance. The ISO 27001 is the international recognition and strong compliance framework demonstrating an effective commitment towards the information security development and regulatory accountability [8]. The certification further provides independent third-party validation of the security posture of the organisation. The implementation requires significant investment and a burden of continuous documentation. With low maturity, it is possible to have direct administrative overhead for maintaining continuous compliance. ISO/IEC 27001 application also support the information security for the policy documentation policies relating to access control, supplier relationships, business continuity, and the effective classification of the information.
From the perspective of ALL, it can help the organisations for the mitigation of the reputational harm. The implementation of the ISO framework can address the governance finalisation and compliance auditing, along with your supplier management effectively [25]. The primary issue of the framework is a lack of vendor oversight authority, with 88% of outsourcing providers. 
[bookmark: _chd6i23ac8fx][bookmark: _Toc234408837]3.3 COBIT 2019
The control objectives for the Information and Related Technology are primarily developed by ISACA as a comprehensive framework that is developed for enterprise governance and strategic management. Unlike the technically focused framework, COBIT focuses on strategy, governance and performance management for the long run [7]. The domains of this framework, like Evaluate, Direct and Monitor (EDM), Align, Plan and Organise (APO) and Build, Acquire and Implement (BAI), are collectively effective to support enterprise governance. The framework of COBIT further provides the recommendations related to the governance policies that helps in the performance monitoring and helps in the maintaining of the stakeholder accountability.
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Figure 5: COBIT Framework
[Source: 2]
The primary strength of the governance domains of COBIT 2019, represented in the figure 5, which the governance-oriented and auditing capacity. It has excellent capability of aligning IT investment directly with the corporate business strategy for providing a clear and mature model. However, the limitation of the framework is highly complex and abstract for organisations operating with a low security maturity level [21]. For the organisations ALL, this framework is valuable as it can improve accountability and vendor oversight. The alignment ensures that cloud and AI technology investments are effectively managed through the centralised management of risk. 
[bookmark: _37o45a1sjo1q][bookmark: _Toc234408838]3.4 Comparative Analysis of Frameworks
	Framework
	Focus
	Strengths
	Weaknesses
	Suitability for ALL

	NIST CSF
	Cybersecurity
	Flexible and risk-based
	Resource intensive
	High

	ISO 27001
	Compliance and ISMS
	International recognition
	Expensive implementation
	Very High

	COBIT 2019
	Governance
	Strategic alignment
	Complex deployment
	High


Table 1: Comparative analysis of the security frameworks
The table above represents that the organisation ALL must establish a continuous risk management cycle that aligns with the frameworks like NIST CSF 2.0, ISO 27005, and COBIT 2019 while focusing on the risk management practices effectively (referred to table 1). The primary focus and differentiation must focus on cloud-based framework and IoT device exposure, along with the insider threat. 
[bookmark: _9goro4jxlx0h][bookmark: _Toc234408839]4. Proposed Security, Governance, and Compliance Approach for ALL  
[bookmark: _7mlocfouqjvu][bookmark: _Toc234408840]4.1 Proposed Integrated Security Framework
The integrated approach combines ISO/IEC 27001, NIST CSF and COBIT 2019 into a hybrid framework for multinational cloud-based organisations. The combined architecture of security ensures governance aligns with corporate policies. The integrated approach strengthens cybersecurity and governance. 
[bookmark: _jpc2qltd21kk][bookmark: _Toc234408841]4.2 Governance Structure Design
The Board of Directors of ALL are the responsible group of people for strategic guidance, development and implementation of the framework, and approving enterprise security goals. The Chief Information Security Officer (CISO) within the membership of the board is expected to drive enterprise-wide cybersecurity governance and have coordination related to the enterprise-wide risk management activities. The Risk Management Team, on the other hand, needs to do the risk assessments and monitoring exercises along with the Compliance Officers for the management of the GDPR, ISO 27001 and regulatory requirements [17]. IT Operations, on the other hand, should be tasked with implementing technical controls, and the Vendor Management Team should be responsible for monitoring third-party security performance and Service Level Agreements (SLAs). For sustainable measurement farmwork development, the ALL must develop a three-year Strategic Security Plan to meet the objectives of the company. The plan should emphasise on the Zero Trust deployment, certification of ISO/IEC 27001 and AI-based cybersecurity for a mature development. The governance development represented in the Figure 6 below is effective in enhancing responsibility allocation and cross-department coordination while also maintaining accountability.
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Figure 6: IS Governance Structure for ALL
(Source: Self-generated)
[bookmark: _kq55xu8p3dm][bookmark: _Toc234408842]4.3 Risk Management and Assessment
Given the current business situation of the ALL, it is essential to have a risk management lifecycle for ongoing development and maintain compatibility with ISO 27005 and NIST risk management principles [11]. The vulnerabilities related to the cloud and IoT devices and the insider threat, along with the supply chain systems, need to be focused on in the identification of the risk. The risks identified in the table below need to be measured and mitigated accordingly for the minimisation of the impact of these vulnerabilities related to the impact on the business and their likelihood of the risk occurring (refereeing to table 2 below).  
	Threat/Issues
	Impact
	Likelihood
	Risk Level
	Contingency Approach/Mitigation

	Cloud breach
	4
	5
	(4*5) = 20
	Encryption and MFA

	IoT compromise
	5
	5
	(5*5) = 25
	Network segmentation

	Insider threat
	3
	3
	(3*3) = 9
	RBAC and monitoring

	Vendor compromise
	4
	4
	(4*4) = 16
	Vendor audits

	Ransomware attack
	5
	4
	(5*4) = 20
	Backup and EDR


Table 2: Risk Matrix
Continuous monitoring needs to be implemented using security information and management systems to detect the appropriate endpoints and enable automatic threat intelligence. 
[bookmark: _gu3kskrmx93x][bookmark: _Toc234408843]4.4 Security Policies and Access Controls
The application of the Zero Trust Architecture (ZTA) can be effective for the management of the risk associated with remote access and unmanaged devices. It assumes that no device or system needs to be automatically trusted based on the network location. The model with multifactor authentication needs to be used mandatorily for the organisational system. Role-based access must ensure that access is distributed accordingly based on the power and requirement [1]. Additionally, data encryption needs to be implemented during data transitions. Security awareness training should also be conducted regularly for the reduction of social engineering, phishing or any insider threat, maintaining the acceptable use policies, remote working policy and data handling procedure. AI-based SIEM framework also helps in the analysis of the activities of users and highlight the different behaviours while prioritising the threats automatically.  
[bookmark: _d3wzht5y991b][bookmark: _Toc234408844]4.5 Compliance, Legal Considerations and Vendor
The operations of ALL multinational regulation environments need to comply with the GDPR and data protection law on the ISO 27001 governance requirements. The cross-border data transmission should also maintain a system through appropriate contracts with encryption and security standards. The encryption standard of minimisation and operational principle with fairness and accountability with maintenance [17]. 
Considering the outsourcing of 88% of the infrastructure for ALL, it is essential to manage third parties and operational necessity and shift from each vendor integration need to a verified shared responsibility model. The security assessment needs to be conducted before onboarding and periodic contractual relationship development [23]. The table 3 below, represent the area of each vendor and recommended controls procedure for them. 


[image: ]
Table 3: Vendor Risk Assessment
[bookmark: _Toc234408845]4.7 Contingency Planning
The Contingency planning must support the continuity of the business planning for the the development of alternative procedures for the events of major cyber events related to the vital logistics functions. Contingency exercises, alternative communication procedures, manual shipping procedures, and cyber challenging activities for the performance of the operation facilitation in case the cloud becomes unavailable. 
[bookmark: _dtul232feyx3][bookmark: _Toc234408846]

5. Critical Discussion: Importance of Continuous Regulatory and Standards Updates 
In recent times, the utilisation of advanced technology has influenced the global cybersecurity system and has driven changes within business operations. The companies are increasingly utilising the cloud-based infrastructures along with advanced technologies like AI or IoT [15]. These technologies, on the other hand, also pose some challenges in terms of cyber threats threatening the business operations system of the companies related to governance and regulatory control. Therefore, it is crucial to always keep the cyber rules and standards up to date to meet the current cyber framework of operations.
[bookmark: _hqfjg1n43rsj][bookmark: _Toc234408847]5.1 New Technologies and Evolving Issues 
[bookmark: _c8u6vxf2y89w]Integration of new technology within the global supply chain environment has altered the operation and management of the corporate organisation along with the threat perspective [9]. Global companies like ALL need to maintain the security standard for the prevention of compromising systematic business paths through its Digital infrastructure. The cyber security events have significantly increased in number in recent years, and now these are being influenced using autonomous systems or artificial intelligence. When combined with the framework of advanced technology and data infrastructure, these frameworks are effective in addressing vulnerabilities within the existing system. Hackers are using advanced language, learning models and autonomous software for easy discovery of enterprise-wide vulnerability and patch configurations [13]. These risks require stronger governance. The Future cybersecurity governance framework further demands the preparation of the quantum-resistant cryptography, autonomous AI application. 
[bookmark: _Toc234408848]5.2 Necessity of Continuous Regulatory Standard Updates
Continuous development in any business is one of the most necessary aspects, specifically in the case of digital technology. Continuous upgradation of the regulatory and compliance environment with security norms is necessary for reducing cyber threats. In the constantly changing environment of the governance framework and cyber attacking, the traditional policies are not effective for addressing these issues [13]. Therefore, it is essential to adopt a new and measured infrastructure that can be aligned with the ongoing change of the technology and can be effective in stopping attacks by reducing fragmentation in the regulatory space. Individuals like Chief Information Security Officer (CISO) should coordinate cross-functional cyber security implementation and the vendor security workshops for spreading the security awareness events to validate organisational capavilities. For example, under the NIS 2 Directive [18] as per the European Union, a network of information, security directive and digital operations need to have a collaborative environment for proper implementation with appropriate security measures. The GDPR regulations have also focused on strict handling of personal data and maintaining boundaries under the legal article for data protection [4]. Previously, the cyber-attack at SolarWind have represented how attackers can gain access towards thousands of organisational information through that party software vendor [6]. These further represent the necessity of maintaining standards within the business infrastructure in terms of vendor management and ongoing security adoption.  
[bookmark: _osqds4zbotqi][bookmark: _Toc234408849]5.3 Consequences of Outdated Security Standards
In case of any failure in updating the governance, framework and maintaining compliance standards, there can be several operational, financial and reputational damages for the organisations [16]. Additionally, the dependency on traditional governance frameworks further introduces catastrophic corporate risk due to the non-adaptation of emerging regulatory frameworks to manage the current threat. The catastrophic impact in the case study of MOVEit has represented the necessity of maintaining adequate patch management practices [5]. The operation disruption can also become a severe challenge during cyber incidents where companies lack updated responses for breach incidents and a resilient strategy.
[bookmark: _3x87npigi805][bookmark: _Toc234408850]6. Conclusion 
Currently, AeroLink Logistics faces significant threats to cybersecurity, governance and challenges of compliance primarily arising from excessive dependency on cloud computing. The security weaknesses at AeroLink Logistics largely generated from the high dependence on outsourced cloud infrastructure along with the immature governance compliance related issue that are primarily developing from the excessive dependency on cloud computing and advanced technologies. Development in these areas is also driving demand for integrated architecture and cloud tracking without any unified security framework like NIST CSF, ISO or COBIT 2019 that represents the capability of individual frameworks to reduce the gap between market requirements of security frameworks and actual implementation procedures. Future work should evaluate AI-based governance tools and Zero Trust maturity in global logistics. 
[bookmark: _kucebun8ldv6]
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