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Can Amazon Rekognition Reliably Compare Driving License Photos for Identity Verification?
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[bookmark: _Toc202522702]Background
The use of modern technology for identity comparison in the current verification of identity and fraud detection systems continues to increase in significance. The increasing number of digital interactions and the worldwide spread of biometric-based identification systems have created a demand for face comparing solutions that are safe, scalable, and fair. The goal of this project is to explore the facial comparison technology and its application that uses cloud services and various facial recognition technologies to help caseworkers effectively and morally verify photo updates. The project's background also takes into account the changing biometrics regulatory landscape, the growing public scrutiny of facial recognition software, and the technological difficulties in guaranteeing accuracy and fairness throughout a range of demographics. Solutions that strike a balance between innovation and privacy are desperately needed as biometric technologies continue to be incorporated into routine services. The use of biometric technologies worldwide continues to grow and becoming increasingly used across many different services, increasing the need for solutions that considers innovation with privacy, transparency, and accountability [1][4][8].


[bookmark: _Toc202522703]Introduction to Facial Recognition
Facial recognition technology has evolved significantly since its origins in the 1960s, progressing from geometric models measuring facial landmarks to today’s advanced deep learning systems [1]. Early methods, such as the Eigenfaces approach in the 1990s, applied principal component analysis for facial representation, but these struggled in practical environments where lighting, pose, and expression varied [1]. 
When deep learning emerged, the facial recognition filed was completely transformed. By incorporating facial characteristics into spaces with high dimensions for comparison, convolutional neural networks like DeepFace, FaceNet, VGG-Face, and ArcFace were able to achieve a good accuracy level [2][3]. Accuracy is now further enhanced by transformer-based architectures and self-supervised learning methods, especially in situations with limited labelled data [1].
With the addition of depth information, three-dimensional facial recognition becomes more resilient to changes in different conditions such as lighting and posture [1]. For security applications, multimodal systems that combine facial data with iris, fingerprint, or voice features increase accuracy, while thermal and multispectral imaging enhance performance in complex or low-light environments [1]. Although public datasets such as CASIA-WebFace, MS-Celeb-1M, MegaFace, and LFW have sped up progress, biases within these datasets lead to performance variations throughout demographic categories [4]. In order to increase fairness and diversify training sets, GAN-generated synthetic data is being used more and more.

[bookmark: _Toc202522704] Applications of Facial Comparison 
Facial comparison is important in many different fields for example banks employ it in Know Your Customer and in preventing fraud, many governments agencies employ it in passport, and visa systems, healthcare providers use it for patient verification and social networking sites use it for tagging and moderation [1]. Face comparison is used for touchless security gates in stadiums, airports, and offices as well. Newly developed smart cities employ it for statistics and monitoring, but these applications have raised concerns about civil liberties and privacy [4]. Even with extensive use, accuracy issues still exist, particularly with regard to age progression, image quality, and expression variability. It is becoming increasingly preferred to use hybrid systems that combine automated scoring with human review in order to reduce risks [4].


[bookmark: _Toc202522705]Technologies for facial Comparison
Technologies for facial similarity differ in terms of deployment model, accuracy, and design. When working with limited datasets, AWS Rekognition achieves an excellent accuracy in similarities ratings; however, it performs worse when dealing with profile photos or moderate lighting conditions [1]. Similar outcomes are obtained by the Microsoft Azure Face API, which has been shown to have an excellent identification rate in frontal, high-resolution photos [4]. Although it performs well in liveness detection, Face++, which is used in Asia, raises questions about transparency [7][4]. With proper tuning, open-source alternatives such as InsightFace and OpenFace can achieve a slightly lower accuracy in benchmarks, matching commercial solutions [7]. According to comparative studies, there are trade-offs between cost, the ability to configure, and bias reduction, and no single solution performs well under all circumstances. NIST evaluations draw attention to demographic differences, such as the higher false match rates for females with darker skin across multiple APIs [7]. Examples involve Australian financial services pilots using Azure Face API, which reported a decrease in fraud but ran into privacy issues, and UK Home Office tests, where Rekognition helped with immigration screening but was criticised for inaccurate results. Also, by a notable BBC investigation HMPO passport photo verification demonstrates bias towards darker in colour women, which revealed that darker-skinned women were more than twice as likely to have their perfectly valid images rejected. These illustrations highlight how crucial it is to choose technology that is in line with ethical norms and working setting.
Examination of facial similarity is supported by a number of technologies. Similarities score-based APIs for comparison and identification are offered by Amazon Rekognition [1]. The demographic information attribute estimations, landmark identification, and facial verification are all provided by the Microsoft Azure Face API [4]. Facial recognition is possible with Google Cloud Vision, but similarities scoring is not available. A popular app in Asia, Face++ offers attribute examination, liveness detection, and comparison. The science of neurotechnology For on-premises use, the VeriLook SDK provides high configurability. For research or regulated industries that need transparency, OpenFace, Dlib, InsightFace, and OpenCV offer custom pipelines and bias evaluation [1]. Comparative research reveals compromises in cost, precision, equality, and simplicity of use [7]. The need for careful technology selection is highlighted by the demographic differences across tools shown by NIST benchmarks [7].
While Face++ does well in speed but does not have explicit transparency oversight, Azure's containerised deployments provide onsite management. Rekognition provides excellent assistance and incorporates easily with AWS infrastructure, but explainability and use offline still need work.
	Feature
	Rekognition
	Azure Face API
	Face++ (Megvii)

	Face Matching
	Yes
	Yes
	Yes

	Liveness Detection
	Yes
	Yes
	Yes

	Bias Auditing
	Yes
	Yes
	

	GDPR Alignment
	Yes
	Yes
	Partial

	Explainability Tools
	Limited
	Limited
	None

	Offline Support
	Cloud only
	Via containers
	SDK deployment
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For analysing images tasks, Serverless architectures such as AWS Lambda, Azure Functions, and Google Cloud Functions offer elasticity, cost effectiveness, and event-driven processing that is perfect [5][6]. Such platforms facilitate flexible development, lower operating overhead, and seamlessly interact with databases as well as storage in the cloud. In order to lower latency in real-time use cases, Serverless designs are becoming paired with edge computing. Vendor lock-in, execution time constraints, and cold start delays continue to be major obstacles [5].
Serverless architectures additionally offer modularity in the setting of facial image processing, which makes it easier to integrate various APIs and services. For example, Rekognition can be combined with Azure Face API or with custom open-source components. Because of this flexibility, developers can put together innovative solutions without having to worry about complicated server infrastructures. Additionally, Serverless designs facilitate event-driven processing pipelines, allowing for instantaneous reaction to triggers such as image uploads. This makes them perfect for use cases involving facial verification that require real-time or nearly real-time responses. By integrating audit, logging, and security features into cloud-native processes, these architectures can also make compliance easier [6].
[bookmark: _Toc202522707]Amazon Rekognition for Facial Similarity
Rekognition by Amazon provides models that have been trained which can compare, analyse, and detect faces. The integration into verification of identity workflows is made easier with its Amazon Rekognition CompareFaces API, which calculates a similarity score between faces in two images [14]. Although research has expressed concerns regarding bias, specifically with regard to age, gender, and ethnicity, assessments of Amazon Rekognition have emphasised its excellent performance in controlled settings [12]. Rekognition is an appropriate option for serverless applications that need on-demand facial comparison because of its scalability and API-driven interface [13].
[bookmark: _Toc202522708]Challenges in Face Comparison for Official Records
Even with advances in technology, there are still many obstacles to overcome when utilising facial recognition for official records management. Because facial features change over time, age progression is a well-known issue; systems may find it difficult to match images of people taken years apart [14]. Furthermore, adjustments to accessories, facial hair, and hairstyle can impact the accuracy of comparisons [15]. Handling biometric data is subject to stringent ethical and legal requirements, especially under frameworks like the GDPR. The implementation of facial comparison technologies in governmental settings requires that systems be transparent, equitable, and auditable.

[bookmark: _Toc202522709]Ethical, Legal and Social Considerations
Regulations such as the GDPR require biometric usage of data to be fair, transparent, and accountable [8][9]. Consent, purpose limitation, and the ability to view or remove data are all necessary. Facial recognition's role in civil liberties and surveillance is being questioned in public discussions around the world, leading to restrictions in some countries. More powerful oversight, empirical impact studies, and adhering to human rights principles are demanded by academic criticises [4]. Design guidance is provided by ISO IEC standards, but enforcement varies [10]. The possibility of function creep, in which systems are modified for unforeseen surveillance purposes, and the difficulties in gaining meaningful consent in automated settings are further ethical issues. Social discussions concerning racial profiling, misidentification, and how facial recognition technology exacerbates systemic injustices have been sparked by these technologies.
Organisations like the IEEE have developed principles of ethics to help direct the creation of accountable facial recognition. Transparency, accountability, and human oversight in AI systems, such as biometrics, are promoted by the IEEE's Ethically Aligned Design initiative. It highlights how crucial explainability, public involvement, and bias audits are to system design. Guidelines for evaluating and reducing discriminatory outcomes are provided by standards such as IEEE P7003, which concentrate on algorithmic bias considerations. By using these frameworks, it will be possible to make certain that facial comparison technologies respect human rights and values of society [11].


[bookmark: _Toc202522710]Gaps in Existing Solutions
The existing literature on facial comparison and technological solutions has a number of significant gaps which leave room for more investigation. The lack of studies on the effects of glare, light reflection, and uneven lighting on facial similarity scoring is one significant gap. Light artefacts are frequent in real-world settings and can seriously impair system accuracy, particularly in online or self-service photo submission circumstances. Nevertheless, only a small number of studies have offered mitigation strategies for automated systems or thoroughly assessed effectiveness under such circumstances.
Age progression is another area that has not received enough attention. Images of a single person taken years apart are frequently difficult for existing systems to match, especially during times of major facial change like adolescence or advanced ageing. This calls into question the inclusiveness and fairness of identity verification. Furthermore, little research has been done on training facial comparison models by combining datasets that represent different genders, ages, and ethnicities. The current systems' capacity to provide impartial and equitable performance across demographic groups is constrained by the lack of such large, balanced datasets.
Furthermore, the majority of published trials and benchmarks have limited applicability in large-scale operational environments due to their reliance on small or restricted datasets. Research that tests facial comparison technologies on a variety of representative datasets, assesses how resilient they are to these difficult factors, and creates workable plans to improve resilience in real-world deployments is obviously needed.

[bookmark: _Toc202522711]Case Studies
The possibilities and constraints of facial comparison technologies in verification of identity are demonstrated by a number of case studies. For border and passport checks, the Home Office tested facial recognition software, such as Amazon Rekognition. Although this increased efficiency, it also caused false positives and raised concerns about fairness, especially for darker-skinned people and non-frontal images [4][7]. In addition, a BBC report revealed that passport photo checkers were biassed, with darker in colour women nearly twice as likely as lighter coloured women to have legitimate photos incorrectly rejected [13].
In Australia, banks implemented digital onboarding using the Microsoft Azure Face API, which decreased fraud but raised privacy and incorrect identification issues when the quality of images was poor [7]. According to NIST benchmarks, accuracy decreases when there is poor lighting, occlusion, or age progression, even though commercial APIs such as Rekognition and Azure Face API perform well on high-quality, frontal images [7]. Although they need more engineering work.
Overall, when implementing facial comparison in operational settings, these assessments highlight the necessity of thorough testing, suitable configuration, and fairness monitoring.

[bookmark: _Toc202522712]Conclusion
The review of the literature shows that although facial comparison technologies have made great strides, there are still gaps in their use for actual identity verification, especially in high-volume situations. Research demonstrates that current solutions frequently lack transparency and strong bias mitigation, highlighting issues with light reflection, age progression, demographic fairness, and dataset diversity. A promising deployment model is provided by the serverless architecture, which combines scalability with the modular integration of technologies such as Azure Face API and Amazon Rekognition. Building on these discoveries, this study assesses and uses facial comparison tools in a new operational setting with the goal of enhancing their practicality, accuracy, and fairness.

[bookmark: _Toc202522713]Background, Context, and Rationale
The proposed research project focusses on digital identification verification using facial recognition technology. An established biometric method that is frequently used in fields like financial services, law enforcement, and border control is facial comparison. Nevertheless, not enough research has been done on its dependability in demanding, real-world identity validation tasks, like comparing the photos of driver's licenses. The processing of driving licence photo renewals, where clerks must rapidly ascertain whether a newly submitted image represents the same person as the current licence photo, is the operational context that this study focusses on.
Since public-sector organisations such the DVLA are looking for technological solutions that help employees and lower identity related inaccuracies the research is current and relevant. The practical requirement for tools that support decisions is evident given that over 450,000 photo renewals are submitted through every year, and clerks will have to go over each image in a matter of seconds. Prior efforts to employ automated classifiers have demonstrated shortcomings and was only focused on acceptance criteria rather than comparing images. The use of facial comparison tools, like Amazon Rekognition, for driving licence photo matching in such applied contexts is also not well covered in the literature. Also, Minimal work carried in handling situations involving dim lighting, light reflection, or changes in facial expression over time, as well as limitations in accuracy.
There are definite gaps in the literature that this study fills. Despite the fact that facial recognition systems have been thoroughly researched, little research has been done on how well they perform when comparing images that have been impacted by light artefacts, age progression, or when working with large, diverse datasets that represent a range of genders, ages, and ethnicities. The majority of existing research uses restricted datasets, which restricts its applicability in real-world settings. Instead of creating a brand-new facial comparison algorithm, the study aims to test and implement Amazon Rekognition in a fresh, real-world setting. The research intends to improve the fairness, accuracy, and efficiency of identity verification systems by methodically examining its dependability for driving licence photo comparison.


[bookmark: _Toc202522714]Driver And Vehicle Licencing Agency
DVLA is essential to the upkeep of driver and vehicle records. Approximately 450,000 driving licence photo renewals and change of photo applications are submitted and processed by the DVLA annually. Each photograph must be manually evaluated by clerks to make sure it satisfies official acceptance standards, which include facial visibility, background colour, lighting, and size etc. Crucially, clerks need to confirm that the submitted photo is of the same person and stop identity theft by comparing it to the one that is currently on the licence.
Clerks are usually expected to process each image rapidly so this task must be completed quickly. Human error is greatly increased by the large number of applications and the fast-paced environment. Fake or mismatched photos have been accepted in documented instances, which has weakened system trust and caused administrative problems. Without technological assistance, the manual nature of these checks puts a significant strain on employees and raises the possibility of errors.
Similar difficulties arise with the DVLA's online photo renewal procedure. At the moment, no automated system checks to see if submitted images match current records or meet acceptance criteria. The possibility that invalid or non-compliant images will enter the workflow and later need manual intervention rises as a result of this lack of validation.
This project suggests incorporating Amazon Rekognition into the DVLA photo renewal procedure in order to address these problems. By automatically comparing the submitted photo to the preexisting image and generating a similarity score, recognition helps clerks make fast, accurate decisions. Furthermore, the technology can assist in verifying technical aspects of the image, like identifying meeting the criteria and a similarity score. By lowering identity-related errors, this solution seeks to increase the DVLA's photo verification process's effectiveness, dependability, and fairness.




[bookmark: _Toc202522715]Aims and Objectives
[bookmark: _Toc202522716]Aims
The purpose of this research is to determine if Amazon Rekognition, when incorporated into a Serverless architecture, can accurately compare driving licence images for identity verification in an authentic environment with high quantity. In particular, the research will evaluate working appropriateness, accuracy, as well as fairness while filling in the gaps in managing diverse datasets, age progression, and light reflection.
[bookmark: _Toc202522717]Hypothesis
To design a service that will, with a high level of accuracy and fairness, determine whether a newly submitted driving licence photo matching the same person as in the existing licence photo, even under challenging conditions such as light reflection, age progression, and diverse demographic characteristics. This hypothesis is broken down into the following.
[bookmark: _Toc202522718]Objectives
· To design and develop a serverless facial comparison application using AWS Lambda, Amazon S3, Rekognition, DynamoDB, API Gateway, and CloudWatch, ensuring modularity, scalability, and auditability.
· To evaluate the performance of the application in comparing driving licence photos, with a focus on scenarios involving light reflection, varied lighting conditions, and age progression.
· To analyse the fairness and bias of facial similarity scoring by testing the system against datasets representing diverse ethnicities, age groups, and genders.
· To critically assess the operational suitability of the solution by benchmarking processing speed, accuracy, and potential for supporting clerks in decision-making, with recommendations for further development.



[bookmark: _Toc202522719]Expected Outcomes and Deliverables
The following results and deliverables are anticipated at the end of this project:

· Utilising AWS Lambda, Amazon S3 Bucket, Rekognition, DynamoDB, API Gateway, and CloudWatch, this Serverless facial comparison application can handle images, generate facial similarity scores, and assist in identity verification decision-making processes.
· A thorough evaluation of the application's achievement that takes into account factors like accuracy, fairness, reliability against identified criteria
· Suggestions for implementation and upcoming enhancements
· The final product will address the gaps found in the study and suggest improvements for facial comparison technology for identification verification contexts according to the analysis of primary testing data and secondary literature review.
· A user manual for prospective clerks, along with comprehensive documentation for the application architecture, implementation, configuration, and a user guide for clerks and potential users.



[bookmark: _Toc202522720]What is Required to Complete the Project
[bookmark: _Toc202522721]Hardware
· Standard laptop
[bookmark: _Toc202522722]Software
· Amazon Lambda, S3, Rekognition, DynamoDB, API Gateway, CloudWatch
· Access to Amazon Console
· Use of data analysis tools for evaluation

[bookmark: _Toc202522723]Data Access
· An appropriately sized dataset of images with diverse representation in age, ethnicity, and gender, light reflection.

[bookmark: _Toc202522724]Funding
· Funding when exceeding free tier version of the AWS Serverless technologies.
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