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[bookmark: _Toc31276394] 1. Abstract	Comment by Carlene Campbell: 
This should be the last thing you write.  It should highlight key findings or soultions from the report.  See this as a means of selling your project to obtain funding from a funding body.  You would hihliht key aspect that would attract the funder, it's like a sales pitch but tangible outcome from your report.  You should also writs in the past, since you have already done the work and know exactly what the comes are. don't write as if youare going to do it, it's already done.
The main focus of this paper is to compare and contrast the principles, and practices of four industry leading frameworks. These frameworks include; CSA CCM (Cloud security alliance, Cloud Controls Matrix), ISO/IEC:27000 series, NIST CSF (National Institute of Standards and Technology, cybersecurity framework) and, CIS Controls (Centre for Internet Security). The evaluation of these frameworks throughout the paper leads to the most effective, designed approach. This re-designed approach, will be applied to the company ‘Caribbean Coffee.’

[bookmark: _Toc31276395]2. Introduction
There is a multitude of Information Security (InfoSec) frameworks that have been developed over the last 20 years for different industries, to standardise best practices.  A good example is the National Institute of Standards and Technology (NIST) 800-53, USA Federal Government.  This industry implementation practice resulted in numerous frameworks being developed that had to be applied with overlapping security controls e.g PCI-DSS etc.	Comment by Carlene Campbell: Reference this 
	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.
Standardisation benefits can be described as having a time-tested process in use, which can decrease; ambiguity and guesswork, guarantee quality, boost productivity, and increase employee morale.
There have been several revisions and remodeling techniques to create frameworks that can be standardised, but flexible enough to allow easy customisation to fit any Industry, for example, NIST CSF (Cybersecurity Framework).  The frameworks used throughout the industry have also been mapped or cross-referenced, meaning the relationship between them is easily apparent (Harmonisation and Metaframworks).
Online international intellectual property demand has exploded [1].  Business practices like the use of human trend analysis, e.g. (Cambridge Analytica [2]), online\digital marketing techniques (Social media, Email, etc.), legal regulations like GDPR (General Data Protection Regulation) [3], and the continual growth of company data breaches have amplified the importance of information security. 
Information security is usually analysed and investigated using the three key areas listed below, these will also be used throughout the document [4]:
1) Confidentiality - define and enforce certain access levels for information
2) Integrity - designed to protect data from deletion or modification from any unauthorized party
3) Availability – ensure information is available when it is needed.
The paper consists of two main parts:
1) Part one - will attempt to compare and contrast NIST, ISO/IEC:27000 and CSA CCM. It will then recommend a framework strategy to implement an information security program. 
2) Part two – Will attempt to apply the strategy to the scenario.


[bookmark: _Toc31276396]3. Framework Analysis
NIST 800 series, NIST CSF, ISO/IEC:27000 series, Cobit 5, PCI-DSS, ITIL, etc.  These are some of the most popular frameworks.  This text will mainly concentrate on comparing NIST CSF, ISO/IEC:27000, CSA CCM and CIS CSC.  However, it will reference some of the other frameworks and industry best practices, e.g., ITIL, COBIT, etc.

[bookmark: _Toc31276397]3.1 Framework - ISO/IEC:27000 Series
The ISO/IEC 27000 is a family of international standards that have been developed to build Information Security Management Systems (ISMS).  An ISMS is a system that preserves the confidentiality, integrity, and availability of information by applying risk management [5].
ISMS can also be defined as the processes that allow an organisation to design, implement and maintain a coherent set of policies, processes, and systems to manage risks to its information assets, thus ensuring acceptable levels of information security risk to the business. It’s how you decide which controls you need and how strong they should be.  There should be documented logic and rationalisation to the controls you have implemented [6].

[image: ]

Figure 1: ISMS Family of Standards Relationship [7]




ISO 27001 is a documented specification that outlines what is regarded as the best practice for information security, by building an Information Security Management System (ISMS).
It was created in 2005 by ISO (International Standards Organisation) and revised in 2013. 
It consists of 114 controls and 14 domains that give organisations guidance on how to establish, implement, maintain, and continually improve an ISMS.  As part of the ISMS process, it uses the PDCA (Plan do check model/life cycle), this is the reasoning behind the continuous improvement and continuous risk assessment.

[image: ]
Figure 2: PDCA Lifecycle [8]

ISO/IEC:27001 is the accredited international standard in the series. It focuses on keeping customer and Stakeholder information confidential, maintaining its integrity, and only allowing authorised personnel or systems access [9].  The accreditation is renewed every three years and must be carried out by an externally accredited auditor.
Every tier/level in the organisation is involved in cybersecurity.This is due to the implementation processes relating to identifying information assets in every department or business function, and classifying the importance of the assets, i.e., value to the business. ISO/IEC:27001 is a top-down approach frameowrk that can be used in any industry; and works from the highest management level/tier (Governance), i.e., Mission statement and company objectives to the lowest tier.

The implementation process creates a more secure environment with risks that are clearly established, mapped-out and planned.  The ISO 27001 implementation process identifies the information assets, classifies the assets, and evaluates them by using a risk model. The risk model is used by the organisation to decide if security control/s should be applied to the information assets.  This action allows the organisation to either eliminate the risk, or reduce the probability of it occurring.  They may also decide that the risk level is acceptable, and no action is needed due to the ROI (return on investment) not being beneficial to the organisation.  ROI refers to the cost of implementing the security control/s, and is more expensive than the benefits. The risk is not a high enough priority, i.e., the risk calculation takes into account the likelihood of it occurring as well as the loss of value to the business if the risk/vulnerability occurs.  

ISO/IEC:27002 compliments ISO 27001 because it has an in-depth description of each control listed in ISO/IEC 27001.  ISO/IEC:27002 is the code of practice/implementation notes for the ISO/IEC:27001 standard.  ISO/IEC:27001 tells you what you need to do, and ISO/IEC27002 tells you how to do it.  It is only possible to get certified using ISO/IEC:27001, not ISO/IEC:27002, or any of the other standards in the 27000 series [10].

All the remaining ISO/IEC 27000 series can be independently implemented or used as a code of practice; however, they are from different perspectives.  Some are codes of practice for implementing an ISMS from a cloud provider, point of view, and others are from a customer or standalone company perspective. There is a code of practice standard related to risk assessment (ISO/IEC:27005); it can either be independently used, or used as part of ISO/IEC:27001.  The PII (Personal Identifiable Information) ISO/IEC:27018 is one of the standards implemented if your organisation wants to be GDPR (General Data Protection Regulation [3]) compliant.  


Swot analysis for ISO/IEC:27000 series.	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.	Comment by Carlene Campbell: 
Very good approach in analysing this framwork.
	Strengths
1) Well established and respected

2) In-depth implementation procedures/codes of practice adhere to numerous standards e.g. PCI-DSS, GDPR (compliance needs ISO/IEC:27018 applied as well). 

3) Company accreditation/compliance tells industry you are fit for purpose and a good company to do business with (reputable). Lower probability of high-risk security breaches.

4) A clear and simple list of guidelines regarding what standards to apply.  Browse the ISO\IEC website [11].

5) Extensive standards in numerous areas, e.g. ISMS, Risk Management, PII etc.

6) Continuous monitoring, review, and improvement of Information security (PDCA)

7) Can be used from the cloud provider perspective (ISO/IEC:27017) and the customer (ISO/IEC:27002). 

8) Goes beyond IT environments e.g. Paper based information, information flows through conversations and meetings.  ISO 27001 is better prepared to manage these situations.

	Weakness
1) Implementation costly compared to other frameworks, people hours (labour intensive). It takes a long time to fully implement and mature compared to other frameworks e.g. NIST-CSF. 



	Opportunity

Harmonisation – makes it easier to audit controls applied from numerous frameworks.  If the company isn’t using ISO/IEC:27001,  Cross-referencing and mapping makes it easier to transition/move to the ISO standard e.g. CSA CCM (Excellent at cross- referencing/mapping.







	Threat

1) There is a charge for every standard in the 27000 series – Competing Frameworks are free

2) Harmonisation – Mapped controls to other free frameworks e.g., NIST 800-53, Cobit 5 etc.










[bookmark: _Toc31276398]3.2 NIST Framework
NIST CSF is a voluntary cybersecurity framework available to organisations overseeing critical infrastructures.  It was introduced to industry (published) in 2014 and revised in 2017 and 2018, and it is currently on version 1.1.  This framework is the result of a past and a present collaboration between industry, academia, and government.  The present collaboration refers to the fact that it is a live document that will continue to be developed.

NIST CSF doesn’t have an external accreditation like ISO/IEC:27001. However, its goals are the same as ISO/IEC:27001 with an emphasis on identifying, evaluating and managing the acceptable risks to information systems by focusing on the CIA (Confidentiality, Integrity, Availability) characteristics of information assets .	Comment by Carlene Campbell: 
Avoid using contractions (shortened form of a word combination using the apostrophe (') e.g. don't, isn't)!

Write " not" instead of "n't".

Reference(s):http://grammar.about.com/od/words/a/EnglishContractions.htm

The Framework strategy is based on existing industry-accepted standards in the cybersecurity environment. It does not introduce new standards or concepts.  The strategy leverages and integrates seasoned/well known industry-leading cybersecurity practices like NIST SP 800-53 Rev.4, ISO/IEC 27001, ISO/IEC 27002, COBIT 5, CIS CSC, among others [12]. 

NIST CSF also uses a continuous lifecycle like ISO/IEC:27001 to constantly review and improve the information security at the top management tier of the organisation and the lower implementation tier. The Risk management and implementation diagram illustrates the continuous PDCA lifecycle/model.

[image: ]

Figure 3: Notional Information and Decision Flows within an Organization [12]

NIST CSF is a flexible framework or sometimes referred to as a set of guidelines and best practices. It was re-engineered from previous government frameworks (Nist 800-53).  The original Frameworks was created for federal government agencies and require that any company working with government agencies has to abide by them.

The NIST CSF can accommodate everything from standard information systems to the Internet of Things. It is divided into three sections;

1) The Core - a set of security planning activities and functions, it also includes resources to make implementation easier.  Functional requirements are needed to build a comprehensive cybersecurity plan.  The five functions are; Identify, Protect, Detect, Respond, and Recovery.  The core consists of 22 categories and 108 subcategories.  The informative references heading (figure 4) show what controls from different frameworks can be implemented to fulfill the subcategory [12].


[image: ]
Figure 4: List of all the controls for two sub-categories 
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Figure 5: Function and Category Unique Identifiers


2) Implementation tiers – Cybersecurity maturity consists of four levels.  The tiers characterise an organisation’s practices; Partial (Tier 1), Risk-Informed (Teir 2), Repeatable (Tier 3), and Adaptive (Tier 4).  Each level chronologically corresponds to a better completed CSF implementation, and a better security posture. It is the metric used to determine how well the organisation is applying the functions defined by the core, i.e., the level of maturity of the security program.


[image: ]
Figure 6: |Framework Implemenetation Tiers [13]

3) Profiles - CSF profiles are organisational outlines, which help us understand where our information security program is today, and where we want it to be.   It is a roadmap designed to help companies find weak spots and improve their information security. These profiles can be seen as outcomes. The current profile is where we are today, and the target profile is the desired outcome.  The difference between the profiles is described as a gap analysis [13]. 



Swot analysis for NIST CSF
	Strengths

1) A hierarchical, well thought out structure that makes it easy to report to senior management.

2) Major players in Industry are implementing the framework, i.e. AWS, Microsoft, VMware etc.

3) Flexible and easy to customise, so it fits any business type.

4) Hurmonisation – Mapps/cross references to other industry-leading standards [14].

5) Live Document – All sectors of industry, Academia and government are continually investing time improving the model.

6) Implementation – Flexible cost, can be low compared to other frameworks, not as labour intensive. It doesn’t have to take a long time to fully implement and mature compared to other frameworks e.g. ISO/IEC:27001

7) Continuous monitoring, reviewing, and improving Information security (PDCA).

8) If you follow the CSA CCM, you are preparing your organization to follow some required\regulatory standards, including: NIST, HIPAA, PCI, ISO 27001 etc (because it is a Harmonised Metaframework of 40+ standards) .


	Weakness

1) A relatively new standard in comparison to other tried and tested frameworks.

2) Flexibility can be a strength and a weakness. The implementation process could be misinterpreted because of the CSFs simplistic structure and procedures.  ISO/IEC:27000 family versions are very descriptive in comparison e.g., ISO/IEC:27001 process explained, then ISO 27002 in-depth code of practice or others if required.

3) Lack of accreditation/compliance Industry unaware you have introduced best practice information security.  They may question whether you are reputable\fit for purpose and a good company to do business with.  Maybe labelled as  high-risk.

	Opportunity

1) Harmonisation (Mapping) – makes it easier to integrate and audit controls applied from numerous frameworks.  If the company isn’t using CSF,  Cross-referencing and mapping make it easier to transition/move to the standard.  It depends on the business’s legal and statutory requirements (PCI-DSS, etc.).






	Threat

1) Unable to satisfy compliance with statutory regulations like PCI-DSS, GDPR etc.  Needs to integrate heavily with other frameworks.










[bookmark: _Toc31276399]3.3 Cloud Security Alliance
Cloud Security Alliance (CSA) created the Cloud Controls Matrix (CCM) for information security.  It’s a meta-framework of cloud-specific security controls mapped to ISO 27001, ISO 27002, PCI/DSS, HIPAA, COBIT, and other standards.
It has 16 domains with 133 controls in total. These are cross-referenced to 40 plus frameworks (figures 6-13): the Control ID and the colour pinpoint what domain the control relates to.  
Below are the 16 domains that the CCM covers:
1. Application & Interface Security (AIS)
2. Audit Assurance & Compliance (AAC)
3. Business Continuity Management & Operational Resilience (BCR)
4. Change Control & Configuration Management (CCC)
5. Data Security & Information Lifecycle Management (DSI)
6. Datacenter Security (DCS)
7. Encryption & Key Management (EKM)
8. Governance & Risk Management (GRM)
9. Human Resources (HRS)
10. Identity & Access Management (IAM)
11. Infrastructure & Virtualization Security (IVS)
12. Interoperability & Portability (IPY)
13. Mobile Security (MOS)
14. Security Incident Management, E-Discovery, & Cloud Forensics (SEF)
15. Supply Chain Management, Transparency, and Accountability (STA)
16. Threat & Vulnerability Managemen

The CCM is a well thought out matrix with a wealth of mapping/cross-reference knowledge (Harmonisation) [15].
Meta-framework provides a mapping of security controls across a set of international information security standards [16].


[image: ]
Figure 7: CCM-1 - [14]
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Figure 8: CCM-2 - [14]
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Figure 9: CCM-3 - [14]

[image: ]
Figure 10: CCM-4 - [14]
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Figure 11: CCM-5 - [14]
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Figure 12: CCM-6 - [14]
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Figure 13: CCM-7 - [14]
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Figure 14: CCM-8 - [14]
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Figure 15: CCM-9 - [14]

CSA CCM/STAR was developed to be “a de-facto standard for cloud security assurance and compliance” that can guide CSPs (Cloud Service Providers) in optimizing their security posture.  The CCM can be used to help companies/tenants to assess their security posture [17]. 
Although it has close similarities to ISO 27001, it was specifically created for cloud-based computing.  It can be implemented from the cloud providers' perspective and the cloud customer/tenant. CSA CCM/STAR has three main documents and tools;
1) The Consensus Assessments Initiative Questionnaire (CAIQ) - is a checklist of around 300 “yes or no” questions designed to cover all relevant key aspects of cloud computing security.  If the assessment pinpoints key areas of concern, you can use the Matrix to devise a plan to eliminate or counteract the vulnerability or risk.

2) The Cloud Control Matrix (CCM) is a framework with a detailed set of security controls with a wealth of information that maps a long list of well-known frameworks to the controls [14].  The mapping process is referred to as harmonisation i.e. it lists what part of the different frameworks you should study to implement the control (Metraframework) Figure 7-15. 


3) CSA Code of Conduct for GDPR Compliance is a tool created in collaboration with industry experts and representatives from EU national data protection authorities.  It was created with all the requirements to ensure organisations are adhering to the European General Data Protection Regulation.

The Cloud Control Matrix also clearly specifies the Architectural relevance i.e. Physical, Network, compute, storage, application, and data.  It states whether the control is linked directly to different cloud service delivery models [14];
1) SaaS – Software as a service
2) PaaS – Platform as a service
3) IaaS – Infrastructure as a service.
The CCM identifies whether the controls should be for the cloud provider, cloud customer, or both.  Figure 7 shows an example where the domain is only related to the CSP not the tenant.
The CCM has auditing and compliance capabilities. The auditing\compliance has three levels; each of the three levels offers a different level of assurance. 

1) Level one self-assessment, 
2) level two third-party certification
3) level three continuous monitoring.  

Each incremental level requires a more involved in-depth audit.  GDPR is carried out by an external audit at level 2.  At level 1, it is a self-assessment published on the STAR registry, audited, and rewarded a compliance mark.
There is in-depth documentation that specifies very stringent and robust guidelines for auditors i.e., One of the guidelines regarding the auditor must have industry-level auditing certification e.g. ISO/IEC 27001, and a certain amount of years experience, etc [18].



[image: ]
Figure 16: Open Certification Framework - [18]


Swot analysis for CSA STAR/CCM
	Strengths


1) CSP (Cloud Service Providers) accreditation/compliance tells industry you are fit for purpose and a good company to do business with (reputable).  Lower probability of high-risk security breaches.

2) Hormonisation Cross-reference/mapped to a large list of standards.  The largest out of the three, 40 plus frameworks.

3) It can be used from the cloud service provider perspective and the customer.

4) Has its own internationally recognised auditing program i.e. STAR.  Strict guidelines regarding auditors with indepth knowledge and experience.  Tells industry you are fit for purpose and a good company to do business with (reputable). Lower probability of high-risk security breaches   

5) Most of the largest and well known Cloud Service Proiders have been audited using STAR.  Industry have accepted it as an important Certification e.g. AWS, Microsft, VMware, Google etc [19].



	Weakness

1) Implementation - high cost compared to other frameworks, labour intensive.  It takes a long time to fully implement and mature compared to other frameworks e.g. NIST-CSF.

2) Relatively new standard in comparison to other frameworks.
 


	Opportunity

Harmonisation – makes it easier to audit controls applied from numerous frameworks.  If the company isn’t using ISO/IEC:27001, cross-referencing and mapping make it easier to transition/move to the ISO standard e.g. CSA CCM, NIST CSF.



	Threat












[bookmark: _Toc31276400]3.4 Center for Internet Security (CIS) Controls
The CIS controls have been referred to by several different names in response to the responsible companies or bodies have changed several times.  It was previously referred to as CIS CSC, CIS 20, CCS CSC, SANS Top 20 or CAG 20.  
It was initially created by the San Institute to pinpoint the top 20 best-practice security controls to mitigate/defend against the most common high-risk attacks and vulnerabilities.  It is now looked after by the Center for Internet Security (CIS), a non-profit organisation.
The CIS involves a huge contribution from technology experts in all types of international organisations, including; Industry, Academia and Government. Feeding back their attack, vulnerability experiences and implementation experiences.
Their contributions have allowed the controls to mature by [20]:
1) Sharing insight into attacks and attackers, identify root causes, and translate that into classes of defensive action; 
2) Document stories of adoption and share tools to solve problems; 
3) Track the evolution of threats, the capabilities of adversaries, and current vectors of intrusions; 
4) Map the CIS Controls to regulatory and compliance frameworks and bring collective priority and focus to them; 
5) Share tools, working aids, and translations.
6) Identify common problems (like initial assessment and implementation roadmaps) and solve them as a community.

Invaluable contributions from the community ensure the CIS controls are a prioritised, highly focused set of actions that make them implementable, usable, scalable and compliant with any organisations security requirements.
The industry professionals involved in the continuous project development include roles like; threat responders, users, policy-makers, auditors, etc. The vast and varying input from professionals in differing fields means a good overall holistic few.  The strength of the controls has come about through collaboration and sharing of ideas.  
The controls don’t just block the initial compromise but also detect already compromised devices.  The controls can:
1) Reduce attack surface – device hardening configuration
2) identifying compromised machines to address long-term threats
3) disrupting attackers command-and-control of implanted malicious code etc.
The CIS controls have their own implementation methodology.  It structures the controls in three categories i.e. Basic, foundational, and organisational . 
1) Basic – Key controls that should be implemented in every organization for essential cyber defense readiness.
2) Foundational - technical best practices provide clear security benefits and are a smart move for any organization to implement.
3) Organizational - These controls are more focused on people and processes involved in cybersecurity.


For each control, there are; multiple sub-controls and three implementation groups (IG) per sub-control.  The implementation group is directly linked to the level of human resources available to implement the controls.  The recommendation is if there is a limited human resource, start with IG1, and work towards IG3.  The Risk assessment (CIS RAM) can confirm if there is a need to implement all the IG2 and IG3 sub-controls.
1) Implementation Group 1 - An organization with limited resources and cybersecurity expertise available to implement Sub-Controls.
2) Implementation Group 2 - An organization with moderate resources and cybersecurity expertise to implement Sub-Controls.
3)  Implementation Group 3 - A mature organization with significant resources and cybersecurity experience to allocate to Sub-Controls.

[image: ]
Figure 17: CIS Controls example [20]
Even though the CIS Controls is not a complete framework, they have developed their own risk assessment, CIS RAM (Risk Assessment Method) [21].
It is also cross-referenced in numerous documents and matrices with the leading frameworks like NIST CSF, ISO27000, NIST 800-53 and CSA CCM [12] (Figure 4).
Swot analysis for CIS Controls
	Strengths


1) Implementation low cost compared to the frameworks, not labour intensive, it takes a long time to implement ISO 27000 and NIST-CSF in comparison. 

2) In-depth implementation procedures e.g. Implemention Groups 1,2,3.

3) It’s own risk assessment for the controls i.e. CIS RAM.

4) CIS Website has loads of good documentation and tools i.e., implementation, benchmarking, case studies, whitepapers, etc [22] [23]. 

5) Cybersecurity industry leading companies like SAN, AWS, VMware recommended using the controls .



	Weakness

1) Relatively new in comparison to ISO/IEC:27000.

2) A small number of controls compared to ISO 27000, CSF, and STAR.

3) Not a framework, it has to be fully integrated with one of the frameworks to develop a proper information security system.





	Opportunity

1) Mapping to the CSA CCM 







	Threat

2) Doesn’t have the same level of security controls as  leading frameworks.

3) Unable to satisfy compliance with statutory frameworks like PCI-DSS, GDPR, etc.  Needs to be 







[bookmark: _Toc31276401]4. Conclusion:
[bookmark: _Toc31276402]4.1 Accreditation:
ISO/IEC:27001 standard is a framework that has a longterm internationally recognised accreditation. The CSA CCM STAR is increasing in popularity and has an in-depth accreditation procedure similar to ISO 27001.  The list of Cloud Service Providers and customers (CSP)  that have become accredited with the CSA STAR is at 400 and increasing in size.  The CSA STAR allows cloud customers to check the CSP’s security posture online by downloading the self-assessment carried out by the CSP.  NIST CSF does not have accreditation and neither does CIS CSC because it’s not a complete framework, and relates more to the technical security implementation, i.e., Firewall, Malware, IPS, IDS, Asset register, etc. [20].
A number of the main CSP’s including AWS (Amazon Web Services), Microsoft, VMware, Google, etc. are included in the CSA Star accreditation list [19].
I would rate ISO 27001 and CCM joint first as they are the only frameworks with an accreditation/compliance system.  NIST CSF or the CIS CSC don’t have any, and therefore do not satisfy the criteria.
[bookmark: _Toc31276403]4.2 Key Implementation Process Stages and Risk Assessment
Nist CSF and ISO/IEC:27001 develop an ISMS in the very early stages; this means that their approach doesn’t consider IT in the early stages.  It creates the ISMS based on the business process and information assets.  They use IT in the later stages to aid with reducing, counteracting, or removing the vulnerabilities.  CSA CCM is a meta-framework, so it doesn’t have its own ISMS or risk assessment.  It is a flexible framework that requires you to use one of the industries leading standards to build an ISMS/Risk environment, i.e., NIST CSF or ISO/IEC:27001.  The CIS Controls can map to ISO/IEC:27001 and NIST CSF but not CSA CCM.   The CIS Controls has its own risk assessment but doesn’t have any ISMS capabilities, so you need to use a framework like ISO 27001, NIST CSF, Cobit, etc.  I would rate the ISO/IEC:27001 best in this area with NIST CSF in joint second place.  The CIS Controls third because it doesn’t have ISMS capabilities linked in with risk.  The CSA CCM (Metraframework) would be 2nd because it can use ISO/IEC:27001 and 2, 17, and 18 which has more in-depth and descriptive implementation procedures compared to the NIST CSF.

[bookmark: _Toc31276404]4.3 Harmonisation (Mapping/Cross-referencing) accuracy 
NIST CSF is limited to mapping/cross-referencing five standards per sub-category (ISA 62443, ISO/IEC:27001, NIST SP 800-53, COBIT 5, and CIS CSC.  It re-iterates that the NIST CSF cannot be used to easily work towards compliance of the regulatory standards because it doesn’t reference/cross-reference them e.g. PCI-DSS etc.
CSA CCM has the 40 plus standards listed, which means you can prepare your organisation for all the different frameworks depending on the domain. (see figures 7-15 [14]).  Since the CCM mapping is based on the 40 standards, the fulfillment of one category in the CCM leads to the fulfillment of a comparable category in another standard/framework.
The ISO 27000 series doesn’t have mapping/cross-reference. They are standards that have all the relevant details in so it doesn’t require that ability.  However, there is no need as the standards market place has the other frameworks like the CCM, NIST CSF and there is documentation in NIST 800-53 mapping and cross-referencing to some of its 300 controls.  The CIS CSC is Mapped to the NIST CSF as well [12]. 
I would rate CCM in the first place, NIST CSF second and ISO/IEC:27001 and CIS Control joint third because neither of them has this ability.
[bookmark: _Toc31276405]4.4 Ease of implementation.
CIS CSC looks to be the easiest to implement, which also relates to the fact it isn’t a complete framework, so it doesn’t have the extra processes needed to build an ISMS.  However, it does have a partial implementation strategy with its CIS RAM, Categories, Implementation groups, and the controls map to the NIST CSF.  The NIST CSF would allow you to build an ISMS with the process to develop the Tiers, Profiles, Gap analysis and mapping the core functions integrated with the CIS RAM (Risk Assessment Method).
The NIST CSF also can follow the same process either using its own Risk Management or the CIS RAM, and map its subcategories to the CIS Controls.  The CIS controls do not cover all the subcategories in the NIST CSF. However, by implementing the NIST CSF, you will cover all the subcategories related to the CIS Controls and a lot more.  It means that NIST CSF is a lot more comprehensive compared to the CIS Controls.
Amazon Web Service (AWS) has mapped its cloud security services to the NIST CSF. Figure 18 shows how these security services are related to the functions in the NIST CSF.  If you are building your network in the cloud, you can easily see the services that are available and check that the relevant controls apply to the AWS security services.
It can also act as a reference as each service has a competitor in the cloud market so you can compare AWS with Azure, Google, VMware, and use Gartner or other industry leaders to compare and rate how effective they are.
ISO/IEC:27000 series is a lot more in-depth and human resource hungry compared to the NIST CSF.  Its ISMS guidelines (ISO/IEC:27001) and implementation procedures\code of practice standards have a lot more detail and security controls compared to NIST CSF, e.g., ISO/IEC:27002/3/5/17/18, etc.
It results in a lot more time and effort needed to implement an effective information security system fully, i.e., NIST CSF only refers to ISO/IEC:27001, which directly links to ISO 27002.  
The CSA CCM is a meta-framework so it’s implementation directly relates to what framework or frameworks you use to implement the domain controls.  It doesn't map directly to the NIST CSF as the NIST Core functions are very similar to the CCM with implementation and risk assessment methodologies.  The CSA CCM doesn’t map to the CIS controls, which are the easiest to implement.  It is possible to cross-reference them using ISO 27001, Cobit or NIST 800-53 but it adds further difficulty.
These points make it more difficult to implement, even if the complexity is intentionally reduced by limiting the scope of the information analysis, or the ISMS.
Ease of implementation would result in CIS Controls and NIST CSF being joint first. ISO/IEC:27001 second and CSA CCM third.
[image: ]
Figure 18: AWS Security Services Ecosystem [24] [25]

[bookmark: _Toc31276406]5. Framework recommendation:
Three frameworks were compared as well as one mini framework. The mini framework is compared because of the 20 controls that can be implemented independently and has it’s own risk assessment, implementation methodology i.e. implementation groups and categories (basic, functional and organisational).  The flexibility of NIST which can map with the CIS controls and be integrated with ISO/IEC 27001 to create a ISMS.  Numerous article, whitepapers and blogs referenced integrating NIST CSF with ISO/IEC:27001 as a viable process to use [26].  However, it takes a lot of effort and time to build a fully mature and comprehensive security policy so the best approach might be to carrying out a staged\phased approach. 	Comment by Carlene Campbell: 
Spelling mistake

· Phase 1: Implement the CIS Controls integrated with NIST CSF
· Phase 2: Integrate NIST CSF with ISO 27001 to build comprehensive and complete ISMS.  Carryout ISO auditing.
· Phase 3: Integrate the CCM meta-framework and Harmonisation matrix with the relevant domain controls.  The CCM domain controls can be introduced if they do not already exist. This process results in guiding the company towards compliance with several standards e.g., PCI-DSS, HIPAA, etc
 

Points Awarded: 1st=4, 2nd=3, 3rd=2, 4th=1
	
	Accreditation/
Compliance
	Risk Assessment
	Harmonisation
	Ease of Implementation
	

	ISO 27001
	4
	4
	0
	3
	11

	NIST CSF
	0
	3
	3
	4
	10

	CSA CCM
	4
	3
	4
	2
	15

	CIS Controls
	0
	2
	0
	4
	6
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[bookmark: _Toc31276408]7. CASE SCENARIO

Caribbean Coffee sells Blue Mountain Peak coffee from Jamaica, one of the best and most sought-after blends in the world. CaribbeanCoffee has extensive presence around the globe. The company uses cloud services to deliver IT services to its staff and clients. It is estimated that almost 95% of the company's network is wireless based. The company also has a massive online presence and social media presence to promote its activities.
Owing to its large staff and international customer base, the company has recently come under immense pressure to allow both its staff and customers to use their personal devices to access the company's network/resources. Security of personal staff's data and client's data is the company's major concern. The company is also concerned about protecting its intellectual properties, which is worth billions. Information Security is a priority to the company, but everything is in disarray. There is no established policy covering their security need.

Task 2:
Based on the scenario on CaribbeanCoffee above.  Design your own approach to meet the need of the company utilising the research information on frameworks and models in task 1. Tables and diagrams may be used in your approach.
Some factors to consider in aiding the appropriate solution(s):
· Security Policies
· Risk Management
· Security Management Models and Practices
· Contingencies Planning
· Protection Mechanisms
· Service Level Agreement

[bookmark: _Toc31276409]8. Assumptions:
1) The Chief Executive officer has recently brought in a consultancy auditing firm to carry out a full audit.  There has also been a new CISO (Chief Information Security Officer) employed.  The consultancy auditing company is temporary acting as the CIO (Chief Information Officer).  The decision is made on whether an existing employee will act as a CIO after training or an external CIO will be employed.

2) Caribbean Coffee owns Blue Mountain Peak Coffee as well as other Caribbean coffee producers.  Blue Mountain accounts for 40% of its profits, so any major disruption will have a huge effect on its profitability.  Carribean coffee employees deal with all Blue Mountain Peak Coffee sales.   The auditing consultancy firm is also looking at Blue Mountain servers and services because their supply and information flow is important to the supply chain of Carribean Coffee.

3) The auditing firm has arranged for internal and external penetration tests to be carried out.


4) The Sales team are using the Salesforce CRM cloud solution (SaaS)

5) Payroll and finance are using SAGE cloud service (SaaS).

6) Office 365 cloud services are being used as well as onsite Microsoft services e.g., Server 2016, Office 2016, Active Directory etc

7) Caribbean Coffee's main distribution center is based in Florida because it has a huge customer base in America. It uses several distribution\courier companies around the globe to satisfy customer sales requirements.


[bookmark: _Toc31276410]9. Mission Statement: 
· To lead the International market with the highest-quality organic Coffee.

[bookmark: _Toc31276411]9.1 Business Objective: 
· Increase Market share by 5%
· Growing business through acquisition or joint venture.
· Improve business process operation efficiency as a way to increase productivity.
· Increased revenue and profitability by providing the highest level of security for customers’ sensitive data
· Compliance with industry regulations
[bookmark: _Toc31276412]10. Define a Method of Risk Assessment:
The approach chosen from section 1 is to implement the framework as a phased approach.  PHASE 1, use the NIST CSF to implement the CIS CSC controls using the CIS RAM (Risk Assessment Method).  The CIS RAM was developed using industry-leading risk management standards, i.e., ISO 27005, NIST 800:30, and RISK IT (ISACA - Information Systems Audit and Control Association created COBIT another industry lead standard).  CIS is an excellent resource for Information security practices and quality free security tools.

9 is the acceptable impact score, approved by senior management 

	Impact
Score
	Impact to Mission

State the Organisation’s Mission

To lead the  International market with the highest-quality organic Coffee
	Impact to Objectives

State the Organisation’s Objectives

Operate Profitably
	Impact to obligations

State the Organisation’s
Obligations
Make every effort possible to honour Customer SLA’s and contracts.

	1
	No outage to core/critical systems that will adversely affect Supply chain or other key options.
	Profits are on target
	No loss of service to customers or from Suppliers.  adhered to contract and SLA.   

	2
	The Supply chain temporary disrupted, only one department affected
	Profit off target but within an acceptable variance.
	SLA still honored, but revenue generation affected for a limited time.

	3
	The supply chain Significantly interrupted.  More than one department can’t function properly.
	Profit off-target, not within an acceptable recoverable variance.
(over £75k).
	Temporary outage. A small part of the SLA not honored for a limited time.

	4
	Virus attacks halt supply chain, adverse effect on company reputation e.g. Ransomeware.
	Major loss of Sales (revenue).  Loss of customer trust (reputation).
Over 250k

	50% failure of customer SLA’s.  Recovered but outside of the SLA.

	5
	Loss of manufacturing or warehouse full of produce,
Loss of Coffee trees.  Act of God (Hurricane), fire, etc.

	Complete loss off revenue/profit generators.  Major loss of revenue to the stakeholders. Unable to function for a prolonged period.  
	Complete failure of SLA and contractual agreements to customers.  Unable to recover in the near future.  Major re-construction needed.










	Likelihood Score
	Foreseeability

	1
	Not foreseeable. This is not plausible in the environment

	2
	Foreeable. This is plausible, but not expected

	3
	Expected.  We are certain this will eventually occur

	4
	Common. This happens repeatedly.

	5
	Current. This may be happening now






[bookmark: _Toc31276413]11.Vunerabilties, Risk and Treatment

The manufacturing server automatically transfers coffee production levels to Salesforce.  Repeat orders can be fulfilled with limited human intervention.  Sales forcasting and revenue can be automatically processed etc.

Loss of the manufacturing server due to the corruption of data, loss of integrity, outages to the internet feed, and outages to the physical server will halt the supply chain.  There is a need for synchronous backup and verification and a Business continuity plan.

Internal Penetration test result 
The manufacturing server (Blue Mountain Peak, Jamaica) does not encrypt the data to the highest industry standard.

Solution:
Increased encryption level or create IPsec VPN between the firewall and Salesforce or both.

1) Real-time synchronisation from the onsite manufacturing server to a onsite Blue Mountain Peak DMZ server

2) The Blue Mountain DMZ server synchronses with Salesforce Cloud.  

3) The Manufacturing server also backups via a Blue Mountain external firewall IPSec VPN to a Carribbean Coffee DMZ server.

4) Carribbean Coffee DMZ uploads the information to Salesforce cloud for verification.

5) Salesforce compares the input from the Caribbean Coffee to the Blue Mountain DMZ server.

6) If both are equal verification completed. If there is a discrepancy, email alerts generated by Salesforce and sent to Senior Manufacturing and Sales Managers. 
	Ransonware

	Information Asset
	Workstation and laptops

	Threat
	Internal penetration test has identified a lack of protection on workstations and servers.  Phishing emails could be opened and trigger an installation of ransomware.  Email may be received through personal email accounts.

	CIS Control
	8.1

	Description 
	Utilise centrally managed anti-malware software to monitor and defend each of the organisation's workstations and
Servers, continuously.

	Control 
	Signature-based anti-virus on each desktop. Filtering of suspicious web URLs using a dictionary that is updated monthly.

	Vunerability
	Advanced malware prevention is not included in endpoint protection applications on enduser workstations. End-users may be victims of phishing over personal email services that they can access from offices and on work computers.  

	Threat Likely
	3 

	Mission Impact 
	3 or possible 4 if ransomware spreads to some servers

	Objectives Impact
	4

	Risk Score
	12  (Threat x Highest of Mission impact or Objectives)

	Risk Acceptability
	Unacceptable

	Risk Treatment Option
	Reduce

	Recommendadtion 
	Add advance malware protection module to end-point protection

	Safeguard Risk
	Budget from the previous year so project will be initiated as soon as possible.  As soon as the project is completed the threat will be defended against.  No impact to mission, Objectives or obligations.

	Safeguard Threat Likelihood
	2 

	Safeguard Mission Impact
	1

	Safeguard Objectives Impact
	1

	Safegaurd Risk Score
	2

	Safe Guard Risk Acceptable
	Acceptable








	Unauthorised Wireless Access Point

	Information Asset
	Wireless access points

	Threat
	Internal pentration test has identified lack of security to defend against unidentified access points connecting to the network.  .

	CIS Control
	15.3

	Description 
	Use a wireless intrusion detection system (WIDS) to detect and alert on unauthorized wireless access points connected to the network. 

	Control 
	Deploy WIDS and WIPS
WIDS monitors the radio spectrum for the presence of unauthorized, rogue access points and the use of wireless attack tools.  The system monitors the radio spectrum used by wireless LANs, and immediately alerts a systems administrator whenever a rogue access point is detected.  In addition to intrusion detection, a WIPS also includes features that prevent against the threat automatically. For automatic prevention, it is required that the WIPS is able to accurately detect and automatically classify a threat.

	Vunerability
	Gain entry into internal network and carryout black hacker processes.  Ransonware payload install, Hack into core system and take them down.  Hack into firewall console and open a door for easy stealth access remote etc.

	Threat Likely
	5

	Mission Impact 
	4

	objectives
	4

	Risk Score
	20  (Threat x Highest of Mission impact or Objectives)

	Risk Acceptability
	Unacceptable

	Risk Treatment Option
	Reduce

	Recommendadtion 
	Add/license WIDS and WIPS on existing system or look to purchase a new SDN system like Meraki with has WIPS and centrally management.

	Safeguard Risk
	Unexpected cost but senior management are delaying a less critical project to source the revenue needed.

Wireless access point hack will no longer be expected, no impact on mission, objective or obligations.

	Safeguard Threat Likelihood
	3

	Safeguard Mission Impact
	1

	Safeguard Objectives Impact
	1

	Safegaurd Risk Score
	2

	Safe Guard Risk Acceptable
	Acceptable






	Data Loss Prevention

	Information Asset
	Data Classification has only been 20% completed but DLP technology hasn’t been implemented anywhere in the network.

	Threat
	Internal penetration testing has identified a lack of protection for data loss.  Onsite and cloud services are within the scope i.e. Salesforce (Cloud), Sage (Cloud), Office 365 and perimeter firewall.

	CIS Control
	13.3

	Description 
	Deploy an automated tool on network perimeters that monitors for unauthorized transfer of sensitive information and blocks such transfers while alerting information security professionals.

	Control 
	Enable Data Loss Prevention license on external firewalls, email system and Salesforce and Sage cloud systems.

	Vunerability
	There is no restriction in place regarding how sensitive the data is and where it is allowed to be sent intentionally or unintentionally.
Users on any internal or BYOD device could view confidential data and print or upload it.  A competitor could inadvertently or intentionally gain secret information like planned company acquisitions or Personal Identifiable Information leaks could put the company in breach of GDPR and result in a hefty fine.

	Threat Likelihood
	4

	Mission Impact 
	4

	objectives
	4

	Risk Score
	16  (Threat likelihood x Highest of Mission impact or Objectives)

	Risk Acceptability
	Unacceptable

	Risk Treatment Option
	Reduce

	Recommendadtion 
	Enable DLP on cloud systems (Sage, Salesforce), on firewalls and Office 365 to help limit what BYOD devices can do.
Continue with classifying data, classify all confidential data first.

	Safeguard Risk
	If BYOD is fully implemented after the pilot the importance of DLP will increase.
  No impact to mission, or Objectives.

	Safeguard Threat Likelihood
	2 

	Safeguard Mission Impact
	1

	Safeguard Objectives Impact
	1

	Safegaurd Risk Score
	2

	Safe Guard Risk Acceptable
	Acceptable






	Staff Information Security Training

	Information Asset
	Staff\People

	Threat
	Staff interviews by auditing company have pinpointed a serious lack knowledge at all levels with regards to information security and legislation e.g. GDPR, Malware, Phishing etc..

	CIS Control
	17.3

	Description 
	Create a security awareness program for all workforce members to complete on a regular basis.  This will ensure they understand the necessary behaviors and skills to needed to help ensure the security of the organization. The organization’s security awareness program should be communicated in a continuous and engaging manner.

	Control 
	Sign staff up to a number of online information security courses and make it compulsory for users to renew the courses every year.  The user completion should be recorded and linked into Appraisals

	Vunerability
	Lack of knowledge is a major cause of information security breaches [27].  Phishing attacks are one the main causes of Malware attacks e.g. Ransomware.

	Threat Likelihood
	4

	Mission Impact 
	3

	objectives
	4

	Risk Score
	12  (Threat likelihood x Highest of Mission impact or Objectives)

	Risk Acceptability
	Unacceptable

	Risk Treatment Option
	Reduce

	Recommendadtion 
	Sign staff up to a number of online information security courses and make it compulsory for users to renew the courses every year.  The user completion should be recorded and linked into Appraisals

Train user on the importance of the security policy and remind them of the company policies that they must abide by.

	Safeguard Risk
	Relatively low cost, will save company money in the long run i.e. less security issues.
.  
No impact to mission, or Objectives.

	Safeguard Threat Likelihood
	3

	Safeguard Mission Impact
	2

	Safeguard Objectives Impact
	2

	Safegaurd Risk Score
	6

	Safe Guard Risk Acceptable
	Acceptable







	BYOD Pilot

	Information Asset
	Mobile devices and office 365 (Cloud)

	Threat
	Device not owned by Carribean Coffee so Anti-virus updates could be out of date, automatic VPN software does not exist.  Higher probability of software bugs, buggy apps, malicious apps, rooting/jailbreaking.

	CIS Control
	17.3

	Description 
	Multiple Controls

2.1 - Maintain an up-to-date list of all authorized software that is required in the enterprise for any business purpose on any business system.

2.6 - Ensure that unauthorized software is either removed or the inventory is updated in a timely manner.




	Control 
	Draft BYOD policy pinpoints that users are only allowed to use Office 365.  If they need access to any other specific application, a special request\case will have to be put forward for consideration.  The device will also have to be fully enrolled with Intune (MDM) and WIP (DLP) enabled.  This will mean that Caribbean Coffee controls the device at the hardware level i.e., all software on the mobile device.  It checks all software is up to date (patched), forces update because it wont connect until it is.  Removes any software that is not on the authorised list etc.


If the user is only connecting to office 365, MAM App protection policies can be enabled to protect at the application level.
App protection policy will only allow access to Office 365.

	Vunerability
	Device connected to network with virus

	Threat Likelihood
	4

	Mission Impact 
	3

	objectives
	4

	Risk Score
	12  (Threat likelihood x Highest of Mission impact or Objectives)

	Risk Acceptability
	Unacceptable

	Risk Treatment Option
	Reduce

	Recommendation 
	Apply MDM and MAM

	Safeguard Risk
	Must be implement to introduce BYOD, 365 already implemented cost   
No impact to mission, or Objectives.

	Safeguard Threat Likelihood
	3

	Safeguard Mission Impact
	2

	Safeguard Objectives Impact
	2

	Safegaurd Risk Score
	6

	Safe Guard Risk Acceptable
	Acceptable







[bookmark: _Toc31276414]12. Scoping Table – Supply Chain Assets

	Asset Type
	Asset Name
	Business Owner
	Steward
	Classification

	Information
	Cloud SMTP Gateway
	CISO
	Devops
	Confidential and Official

	Information
	Cloud SMTP Gateway Backup
	CISO
	Devops
	Confidential and Official

	Information
	SMTP Gateway Backup
	CISO
	DevOps
	Confidential and Official

	Information
	SMTP Gateway Backup
	CISO
	DevOps
	Confidential and Official

	Applications Manufacturing 
Database Cluster.
	Onsite Blue Mountain Server that Synchronises Quantity of coffee produced to Carribean Coffee Salesforce Cloud.
	Manufacturing Blue Mountain Peak
	Dev\Ops
	Confidential

	Applications Sage Cloud
	Payroll
	Head of Payroll
	DevOps
	Confidential

	Application Sage Cloud
	Forecasting, Budgets, Balance Sheet\Profit&loss, etc
	Finance Department
	Dev\Ops
	Confidential and Official

	Applications 
Salesforce
	Customer Purchase/ forecasting
	Senior Sales Management
	DevOps
	Confidential

	Application
Salesforce
	Existing customer details
	Customer Services
	DevOps
	Confidential

	Application Salesforce
	New Customer Lead Information
	Sales Department
	DevOps
	Confidential 

	Server
	
	
	
	

	Server
	LDAP Server 1
	CISO
	DevOps
	

	Server
	LDAP Server 2
	CISO
	DevOps
	

	Server
	Primary DNS
	CISO
	DevOps
	

	Server 
	Backup DNS
	CISO
	DevOps
	

	Cloud Server
	Primary Server, Company Website
	CISO
	DevOps
	Confidential and unclassified

	Cloud Server
	Backup Server, Company Website
	CISO
	DevOps
	Confidential and unclassified

	Cloud Database Server
	Primary Production/R&D Database Cluster Node1
(Cluster Member)
	CISO
	DevOps
	Confidential

	Cloud Database Server
	Backup Production/R&D Database Cluster Node2
(Cluster Member)
	CISO
	DevOps
	Confidential

	Network Device
	Primary Firewall
	CISO
	Comms Team
	

	Network Device
	Backup Firewall
	CISO
	Comms Team
	

	Network Device
	DMZ Switch 
	CISO
	Comms Team
	

	Network Device
	Primary L3 Switch 
	CISO
	Comms Team
	

	Network Device
	Backup L3 Switch
	CISO
	Comms Team
	

	Process
	Workstations
	CISO 
	DevOps
	Confidential, Official and Unclassified

	Process
	
	
	
	

	Process
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1. Introduction
2. Scope
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5. Access Control
6. Physical and environmental security
7. Operational security controls
8. Compliance measurement
9. Sponsor
10. Custodian
11. Ensuring Equality of Treatment





[bookmark: _Toc31276417]13.2 Introduction

Information security management enables information to be shared, whilst ensuring the protection of information and hardware assets. It has three basic components:

· Confidentiality: protecting sensitive information from unauthorised disclosure or interception

· Integrity: safeguarding the accuracy of information

· Availability: ensuring that information is available to members, employees, outside bodies and the general public when required


The main objectives of the policy are to ensure: 

· Carribbean Coffee information assets and ICT equipment are adequately protected against any action that could have an adverse effect on the security of information.

· That all information assets must be “owned” by a named officer within the authority.  Caribbean Coffee defines directors or Heads of the Department as Information Asset Owners.

· That staff are aware and comply with all relevant legislation and Caribbean Coffee policies related to how they conduct their day-to-day duties in relation to ICT.


[bookmark: _Toc31276418]13.3 Scope

This policy is applicable to all information assets held by Carribean Coffee.  An information asset is defined as:
	
“an electronic or non-electronic asset owned or entrusted to Caribbean Coffee (by internal and external customers) and includes, but is not limited to, all hard copy documentation and electronic data held in our systems and databases.”

This policy applies to:

· All employees 
· All employees and agents of other organisations who directly or indirectly support or use the Carribean Coffee network
· All temporary staff directly or indirectly employed by the Carribben Coffee
· All users having access to systems, networks and ICT resources owned by the Carribben Coffee.


[bookmark: _Toc31276419]13.4 Policy Statements

Carribean Coffee will implement controls and practices to support the core concepts of Confidentiality, Integrity, and Availability to prevent the loss or corruption of information assets and to reduce the risk of information being unavailable to the end-user.

Caribbean Coffee information assets will be used in accordance with:

· Handling Personal Information Policy and Procedure (Being Drafted)
· Breach Reporting and Response Policy (Being Drafted)
· Email Usage and Monitoring Policy (Being Drafted)
· Internet Usage and Monitoring Policy (Being Drafted)
· Relevant legislation – including but not limited to the General Data Protection Regulation, the Data Protection Act 2018, the Computer Misuse Act 1990, the Freedom of Information Act 2000 and the Copyright, Designs and Patents Act

Any breaches of this policy may lead to disciplinary action being taken against those who fail to comply.

This policy is approved by, and has the full support of, Carribbean Coffee. 


[bookmark: _Toc31276420]13.5 Responsibilities

Each member of staff is responsible for:

· Assisting in the protection of Carribean Coffee systems and equipment by complying with the security requirements contained in this document.
· Using all of the appropriate security measures and safeguards to protect application systems and data files, and making sure that personal or otherwise confidential information, whether electronic or paper-based, is protected from theft, unauthorised disclosure/use, accidental loss and destruction.
· Not attempting to subvert or bypass any installed security mechanisms. This includes not sharing passwords; under no circumstances should users ever disclose their passwords to anyone or allow another user to share their credentials to overcome access controls.
· Following the Carribean Coffee Breach Reporting and Response Policy, when a suspected personal data breach occurs.
· On suspecting the presence of unauthorised use of Caribbean Coffee equipment.  A computer virus or cyber-attack, bringing the issue to the attention of the IT Helpdesk without delay.
· Ensuring that all Carribbean Coffee data is stored on Carribean Coffee file plan or business system and not on the hard disk drive of the computer.
· Ensuring that portable devices and removable media are encrypted and are only used in exceptional circumstances in accordance with the Portable Device Usage Policy and Handling Personal Information Policy.
· Ensuring that only authorised software runs on Caribbean Coffee systems.
· Using only authorised devices on the Carribbean Coffee corporate network.
· ICT equipment must only be disposed of in a secure manner arranged by ICT Services.
· Ensuring   that Carribbean Coffee  email system is used in accordance with the Email Usage and Monitoring Policy.
· Ensuring  that  any  access  to  the  internet  is  in  accordance  with  Caribbean Coffee Internet Usage and Monitoring Policy.
· Ensuring   that   personal   data   is   dealt with in accordance with Carribbean Coffee Handling Personal Information Policy and Procedure.
· Ensuring that they are aware of and understand all Information Governance Policies and associated guidance.

Line Managers are responsible for:

· Ensuring that their employees are aware of and observe all of the security requirements of the ICT equipment, facilities and data.
· Ensuring that their employees are aware of and observe all legal requirements concerning the use of proprietary software, e.g. respecting copyright and site licenses.
· Ensuring that employees for whom they have responsibility receive appropriate security awareness training, including material for legal requirements such as the General Data Protection Regulation (GDPR). Each line manager shall arrange training for each new employee and periodic training for all their personnel, to respond to changing procedures and legislation. 
· Ensuring that on leaving the authority or transferring to another section, employees' access rights are reviewed and revoked when appropriate, and ICT equipment is returned
 

Heads of Service, as Information Asset Owners, are responsible for:

· The overall information security within their service area. 
· Providing management support and resources for carrying out the requirements of this policy.
· Ensuring that all major application systems and resources are identified and that a “System Owner” is appointed for each major application system.
· Ensuring compliance with all legal requirements concerning the use of commercial proprietary software e.g. respect of copyright and site licensing.
· Addressing security at the recruitment stage, ensuring that security requirements are included in job descriptions and employment contracts.
· Ensuring that potential recruits are adequately screened, especially for posts in sensitive areas such as social care. 
· Ensuring that employees and third parties are aware that information is owned by Caribbean Coffee and should be treated as confidential, as unauthorised disclosure may result in disciplinary procedures or, in the case of third parties, a termination of contracts or association.
· Ensuring that users are provided with written authorisation describing their access rights and restrictions.  For example, to permit access to an otherwise unpermitted resource of information.
· Providing resources and advice to ICT Services when responding to a personal data breach or security incident.
· Establishing business continuity plans to protect critical business processes from the effects of major failures or disasters. Procedures will be established to develop and maintain appropriate plans for the speedy restoration of critical business processes and services in the event of serious business interruptions.
· Business continuity planning to include measures to identify and reduce risks, limit the consequences should a breach be realised, and ensure speedy resumption of essential operations.
· Work with ICT Services to establish Business Continuity working zones where required by the service.
· Ensuring that procedures are in place to ensure continuity of services throughout the recovery period. 
· All security issues including access permissions and security of manual information.
· Ensuring System Owners keep a register of system users to enable accurate access rights management.
· Ensuring that all system changes are formally documented through a change control procedure and reviewed to ensure that they do not compromise the security of either the system or the operating environment. 

 ICT Services are responsible for:

· Maintaining a  schedule of all core servers, backup strategies and officers for effecting backup.  
· Overseeing and coordinating cross-platform issues regarding computer security.
· Assisting system owners prior to award to any outside contractor, that their contract depends on compliance with all applicable security measures.
· Establishing procedures for the management of incidents of system and network intrusion and malicious software threats.
· Ensuring the security of all computers, including servers that support a system and its data, and end-user devices.
· Developing and maintaining contingency plans to include designated personnel to be responsible for effecting backup and recovery operations.
· Ensuring  that  ICT  Services staff receive appropriate security awareness training.
· In collaboration with line managers, establishing and communicating the security safeguards required for protecting their application systems. This responsibility includes safeguards for hardware, software, communications and personnel.
· Identifying security requirements at the design stage of a system implementation. Appropriate security controls, including audit trails and fallback processing, will be designed into application systems. Additional countermeasures may be required for systems that process, or have an impact on sensitive, valuable or critical data.
· Evaluating security products and recommending solutions to multilevel security problems.
· Ensure a resilient and robust cyber-security strategy is in place
· Keep a record of network activity and access logs for use in investigating a breach or security incident for a period of 6 months
· Being aware of current security status of major systems and potential problems that may arise. This will include the commissioning of security certification tests, penetration tests and internal security audits.
· Awareness of and research into the value of new technological developments.

The Digital Security Officer:

Will oversee the implementation and monitoring of all IT security controls and also advise on the development of future strategies.

Human Resources

Security must be addressed at the recruitment stage and included in job descriptions, contracts and all induction courses. Job descriptions should define security responsibilities as laid down in Caribbean Coffee Information Security Policy. This should include any general responsibilities for implementing or maintaining the Caribbean Coffee Information Security Policy, as well as any specific responsibilities for the protection of particular systems or for the execution of security processes.

[bookmark: _Toc31276421]14. Access Control

[bookmark: _Toc31276422]User identification and authentication 

Access to information assets must be restricted to authorised users and must be protected by appropriate controls.  

These will include, but will not be limited to:

· Physical restrictions to Caribbean Coffee buildings such as swipe card entry systems
· Robust authentication process to access the Caribbean Coffee network by validating user identity
· Enforcement of access permissions to electronic data, operating to the principle of least privilege

[bookmark: _Toc31276423]User access

Information Asset Owners must ensure that access to information assets are restricted according to the users’ specific job function.  Access must be based on the minimum privileges required to perform the function.

Users must only access information assets when they need to do so in order to do their job role or specific task assigned to them. Intentional access to information assets outside of these situations is considered as being unauthorised and without the consent of Caribbean Coffee.

Unauthorised access to information is a breach of this policy and may result in disciplinary action being taken.

This may also constitute a breach of the General Data Protection Regulation and Computer Misuse Act 1990, and be reportable to the Information Commissioner and result in criminal prosecution of the user concerned.  

[bookmark: _Toc31276424]Password management

All passwords used to access information assets must be kept confidential and be changed at regular intervals as per the password guidance (Needs to be written).

[bookmark: _Toc31276425]Access termination, modification or revocation

Any changes to an individual’s job function that affect their requirements for access to information must be noted by their line managers and reported ICT Servicesimmediately.

Users also have a responsibility to notify ICT Services and their line manager of any known conflict of interest that may arise, which would affect their job role and access to information. 

Where staff leave the employment of Caribbean Coffee, including where employees are suspended, the Human Resources team will without undue delay ensure that Caribbean Coffee ICT Services are notified to ensure that access permissions are terminated. 

Line Managers are responsible for ensuring that system administrators of systems (e.g. Ohms, CareFirst etc) are notified to remove terminated/suspended access accounts. 

[bookmark: _Toc31276426]Third-Party Access

All third party access (contractors, business partners, consultants, vendors, customers) must be appropriately authorised and monitored.  Third-party access to information assets will be granted in increments of 6 months or less. In cases where access is needed for longer periods, the business owners must specify access timeframes and justification for such access. 

[bookmark: _Toc31276427]Data Processors
The Processors must only act on the documented instructions of Caribbean Coffee, under a binding written contract (Data Processing Agreement). Service delivery by third parties must include agreed security arrangements, service definitions, and service delivery agreements. The application of GDPR is imperative in this process.
[bookmark: _Toc31276428]System monitoring

Access to and use of critical systems will be logged to detect non-compliance, with the access control measures defined in this policy, and to record evidence in case of breaches/security incidents.  
         Records must be reviewed on a regular basis.

[bookmark: _Toc31276429]Audits

Periodic audits are to be performed within Caribbean Coffee to validate the levels of access and to ensure compliance.


[bookmark: _Toc31276430]15. Physical and environmental security

Secure areas

Any media, including ICT equipment, supporting sensitive information (e.g. personal information) must be based in secure areas. Physical protection from unauthorised access, damage and interference must exist (e.g. locked doors). These will be sited in secure areas, protected by a defined security perimeter, with appropriate entry controls and security barriers (e.g. partition for desks/walls, card control entry, etc.).

Clear screen and clear desk

To ensure the security of information, desk and offices must be cleared of sensitive information (for example, personal information). Personal computer screens must also be clear of information when desks and offices are left unattended and should.  Users should not leave themselves logged in to ICT equipment if it is left unattended.


16. [bookmark: _Toc31276431]Operational Security Controls

Documented operating procedures

To ensure the correct and secure operation of information processing facilities, procedures will be prepared for system activities such as, but not limited to, start up and shutdown, backups, recovery and maintenance.

ICT Equipment Asset Management

ICT Services keeps documentary evidence of all computer equipment and software. These records must be maintained for accuracy.

· Each inventory item must clearly identify each ICT asset by an identity tag detailing its unique asset number
· ICT equipment and software can only be purchased through ICT Services
· No equipment should be installed on the Caribbean Coffee network without prior consent of ICT Services
· All disposals of equipment must be done through ICT Services and recorded. 




Change management

ICT Services will follow documented change control procedures to enable the identification and recording of significant changes.  The procedure must consider the planning and testing of changes, assessment of potential impacts, a formal approval procedure for proposed changes, communication of change details to relevant parties and back-out procedures.


Segregation of duties

Wherever practical and possible duties should be segregated. For example, the initiation of an event should be separated from its authorisation.

System planning and acceptance

To minimise the risk of system failures, controls will be implemented for capacity management and system acceptance.

Protection against malicious and mobile code

To protect against damage from malicious and mobile code such as computer viruses, the authority will implement systems and controls to prevent the execution of unauthorised code on systems.  These controls include, but are not limited to removal of administrative rights, endpoint anti-virus, email and internet filtering and Intrusion Prevention/Detection Systems at our internet gateway

Backup

Backups of critical data will be taken, recorded and tested to ensure that all essential information and software can be recovered, following a disaster or media failure.

Network security management

IT Services will implement controls to ensure the security of information in networks and the protection of connected services from unauthorised access.

To ensure the secure installation, maintenance and use of WiFi access and, where there is a business need, approved Wireless networking equipment will be installed by ICT Services or approved third parties.

Wireless access to the corporate network will be restricted to corporate devices and require authentication.

Wireless networking equipment and management interfaces must be adequately secured to prevent unauthorised access.

Regular audits of wireless networks will be undertaken and any unauthorised access points will be removed.


Information systems acquisition, development and maintenance

Information Systems should not be acquired without explicit consent from ICT Services to ensure that systems are safe, secure and compatible with our ICT Infrastructure. This includes operating systems, infrastructure, business applications, off-the-shelf products, services and user-developed applications that support the business process. Security requirements should be identified and agreed prior to the development and/or implementation of information systems.



17. [bookmark: _Toc31276432]Compliance measurement

Compliance with this Information Security Policy is mandatory

18. [bookmark: _Toc31276433]Sponsor

This Policy is owned by the Corporate Information Governance Group

19. [bookmark: _Toc31276434]Custodian

It is the responsibility of the Digital Security Officer to ensure that the policy is regularly reviewed and updated.

20. [bookmark: _Toc31276435]Ensuring equality of treatment

This policy must be applied consistently to all irrespective of race, colour, nationality, ethnic or national origins, language, disability, religion, age, gender, gender reassignment, sexual orientation and parental or marital status.




	Policy approval by the Executive Board:
	Pending

	Policy review:
	30 January 2021

	Policy written by:
	CIO (Chief Information Officer and CISO (Chief Information Security Officer)






















21. [bookmark: _Toc31276436]Apendix 2: BYOD Policy (Draft)

[bookmark: _Toc31276437]21.1 Contents

1. Introduction

1. Terms and Conditions

1. Scope

1. Policy Statements

1. Usage Principals 

1. Device Controls and Authentication 

1. Responsibilities 

1. Compliance Measurement

8. Ensuring Equality of Treatment











[bookmark: _Toc31276438]21.2 Introduction

The purpose of this policy, is to allow greater flexibility to staff by allowing them to access Caribbean Coffee resources from personal devices. This policy provides advice, guidance and mandatory measures on the use of the BYOD scheme.  The policy will ensure compliance with relevant legislation and best practice for the use of BYOD by ensuring that applicable and relevant security controls are set in place on all BYOD devices used to access Caribbean Coffee information. 

This policy makes references to the terms BYOD throughout and clarity on the meaning is below:

· BYOD – refers to Bring Your Own Device and is the scenario where a Caribbean Coffee employee chooses to use their own smartphone to access Caribbean Coffee information and systems.

· This will allow you to access the following systems:
· Your work Emails
· Your work Calendar
· Your work Contacts
· Microsoft Office Applications

There are many benefits to Caribbean Coffee and its employees by allowing access to information from personal devices. However, there are also substantial risks in that devices could be inappropriately used, lost or stolen.  When using personal devices, the risks of working in an unprotected environment must be considered and mitigated where possible by use of the appropriate security systems and procedures as outlined in the policy. 

It is imperative that staff using this scheme are fully aware of the policy and that under no circumstances should any consumer or personal ‘apps’ installed on their phones be used for work purposes. This could result in a breach of the General Data Protection Regulation (GDPR) and could result in disciplinary action being taken.





[bookmark: _Toc31276439]21.3 Terms and Conditions 

21.1 Before enrolling in the BYOD scheme, all users of the service will agree to the BYOD Scheme Terms and Conditions attached to this policy. 

[bookmark: _Toc31276440]21.4 Scope

21.4 This policy applies to any member of staff, elected member or anyone else who is using the Caribbean Coffee BYOD scheme. Managers also have a responsibility to ensure all staff they manage are fully aware of and understand this policy. 

[bookmark: _Toc31276441]21.5 Policy Statements

Caribbean Coffee will implement, and enforce appropriate controls and procedures on all personal devices setup to process Caribbean Coffee information under this policy.

This is to ensure Caribbean Coffee complies with its legal obligation under the General Data Protection Regulations (2016) and Data Protection Act (2018), or any subsequent legislation to the same effect.

To promote the safe and secure use of mobile equipment, the agile working policy (Being Drafted) and improve the operations of Caribbean Coffee and its staff.

To ensure the security of Caribbean Coffee data processed and stored within the Caribbean Coffee managed apps on personal devices.

The policy will be used in accordance with the following policies, which must be read and understood before being setup to use the BYOD scheme. 

· This Information Security Policy (Waiting for Exec Approval)
· Handling Personal Information Policy and Procedure (Currently being Drafted)
· Breach Reporting and Response Policy (Currently being drafted)
· Email Usage and Monitoring Policy (Currently being drafted)
· Social Media Policy (Current being drafted)

Any breaches of this policy may lead to disciplinary action being taken against those who fail to comply.

This policy is approved by and has the full support of Caribbean Coffee. 


[bookmark: _Toc31276442]21.6 Usage Principals 

Only users that have been approved by their respective line managers shall we setup to use the BYOD scheme.

Only supported smartphones and table devices that can be managed by Caribbean Coffee BYOD may be enrolled. 

All devices authorised will be configured and operate in line with this policy and users must sign and accept Caribbean Coffee BYOD terms and conditions before using this scheme.

The approved software for enabling BYOD by the Caribbean Coffee is Microsoft Office 365 and this is the only system that should be used.


[bookmark: _Toc31276443]21.7 Device Controls and Authentication 

By enrolling a personal device in Caribbean Coffee BYOD policy, the user must accept that Caribbean Coffee will enforce security controls and settings on the personal device, which will include, but are not limited to, the following setting:

A minimum passcode on the device of 6 numeric numbers.

Biometrics such as fingerprint or face recognition can be enabled to allow access to Caribbean Coffee managed apps as an alternative to the PIN.

The device encryption settings are enabled. If not, the settings will be enforced, and the device will be encrypted.

The number of failed logon attempts will be set to a maximum of 6 after which the corporate apps will be wiped from the device.

Security policies managed by Caribbean Coffee shall be enforced on the device to allow the management of Caribbean Coffee applications and data.

Users shall be required to upgrade devices and apps as soon as they are available to ensure any known vulnerabilities are patched.


[bookmark: _Toc31276444]21.8 Responsibilities 

Caribbean Coffee information must only be stored and accessed on personal devices from the approved Caribbean Coffee managed ‘apps’ installed on the device.

Only information classed as UNCLASSIFED and OFFICIAL shall be approved for processing on a BYOD device.

Users must report any compromises of a BYOD devices, such as being lost or stolen, to the ICT helpdesk immediately.

Users must take appropriate precautions to prevent others from gaining access to Caribbean Coffee information from their personal device. Access to Caribbean Coffee manage systems on personal devices must never be shared or disclosed to anyone else.

Care must be taken to ensure that when accessing Caribbean Coffee data using a portable device in a public place,  any information displayed cannot be viewed by others. E.g. shoulder surfing (the practice of spying on the user of an electronic device in order to obtain their personal/confidential information)


It is the responsibility of ICT Services to ensure that all managed ‘apps’ on a BYOD device are kept up-to-date. ICT Services will have no access to, and be unable to view, any personal apps or data.

You will be responsible for managing the updates for your devices operating system (such as Apple iOS updates) and ensuring it is kept up to date. 

[bookmark: _Toc31276445]21.9 Compliance Measurement

8.1 Compliance with this policy is mandatory for anyone using a personal device enrolled in the Caribbean Coffee BYOD policy. Breaches of this policy by staff may lead to disciplinary action being taken. Breaches by elected members may be reported to the Standards Committee. 


[bookmark: _Toc31276446]21.10 Ensuring equality of treatment

 This policy must be applied consistently to all, irrespective of race, colour, nationality, ethnic or national origins, language, disability, religion, belief or non-belief age, sex, gender identity, sexual orientation, parental, marital or civil partnership status.

	Policy approved by Executive Board:
	Awaiting Approval.

	Policy review:
	30th January 2021

	Policy written by:
	CISO (Chief Information Security Officer)












Appendix 3: Current profile (Blue) and the target profile (Brown).  The difference between the two is the Gap Analysis.
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Figure 1: NIST CSF Identity Diagram [28]
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Figure 1: NIST CSF Protect Diagram [28]
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Figure 1: NIST CSF Detect Diagram [28]
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Figure 1: NIST CSF Respond Diagram [28]
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Figure 1: NIST CSF Recover Diagram [28]


	
                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have access relevant sources relating to the research aspect of this assignment. The key concepts were discussed from a variety of sources and the appropriate referencing used.  Try not to use too many websites (Grade mark: 76.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]11.5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Excellent understanding of the concepts and awareness of the problems. The depth of the research was outstanding and the quality of the report. (Grade mark: 76.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]11.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]Your report has critically analysed and evaluated your work.  Very good approach in using the SWOT analysis to discuss and evaluated the research framwork and link them to the task two scenario. Relevant conclusion, try not to bring in new information into the conclusion.  (Grade mark: 80.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]32

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]While you have not demonstrated this aspect with a design detailed diagram, the approach used to demonstrate the solutions for the case study was unique with tables and discussion in tackling and solving the problem with the aid of information from task 1. (Grade mark: 70.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]14

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Professionally done.  Some minor grammatical errors such as contraction grammar. (Grade mark: 70.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]76%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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CIS Control

nventory and Control of Hardware Assets

sub-  Asset Security  Control control Implementation
Control Type Function  Title Descriptions Groups
1.2 3
1 Devices Identify  Utllize an Active Utilize an active discovery tool to identify devices
Discovery Tool connected to the organization’s network and . .
update the hardware asset inventory.
12 Devices Identify  Use a Passive Asset Utlize a passive discovery tool to identify devices
Discovery Tool connected to the organization's network and
automatically update the organization’s hardware [ ]
asset inventory.
13 Devices Identify  Use DHCP Logging to Use Dynamic Host Configuration Protocol
Update AssetInventory  (DHCP) logging on all DHCP servers or IP address
(O logging on 2l DHcPservrsorF adaress o0
hardware asset Inventory.
14 Devices Identify  Maintain Detalled Asset  Maintain an accurate and up-to-date inventory

Inventory

of all technology assets with the potential to
store or process Information. This Inventory shall
Include all assets, whether connected to the
organization’s network or not.
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Identify: Self-scoril
Asset Management
ID.AM-1: Physical devices and systems within the organization are inventoried

ID.AM-2: Software platforms and applications within the organization are inventoried 1D.AM-2
ID.AM-3: Organizational communication and data flows are mapped ID.AM-3
ID.AM-4: External information systems are catalogued 1D.AM4

ID.AM-5: Resources (e.q., hardware, devices, data, time, and software) are prioritized based on their classffication, criticalty, and business value
ID.AM-6: Cybersecurity roles and responsibilties for the entire workforce and third-party stakeholders (e.g., suppliers, customers, partners) are established
Business Environment

ID.BE-1: The organization’s role in the supply chain is identified and communicated
ID.BE-2: The organization’s place in critical infrastructure and its industry sector is identified and communicated ID.BE-2
ID.BE-3: Priorties for organizational mission, objectives, and activities are established and communicated ID.BE-3
ID.BE-4: Dependencies and critical functions for delivery of criical services are established ID.BE-4
ID.BE-5: Resilience requirements to support delivery of critical services are established for al operating states (e.g. under duress/attack, during recovery, normal operations)
Governance

ID.GV-1: Organizational information security policy is established
ID.GV-2: Informtion security roles & responsibilties are coordinated and aligned with interal roles and external partners 1D.GV-2
ID.GV-3: Legal and regulatory requirements regarding cybersecurity, including privacy and civilliberties obligations, are understood and managed
ID.GV-4: Governance and risk management processes address cybersecurity risks
Risk Assessment

ID.RA-1: Asset vulnerabilties are identified and documented

ID.RA-2: Cyber threat intelligence is received from information sharing forums and sources ID.RA-2
ID.RA-3: Threats, both internal and external, are identified and documented ID.RA-3
ID.RA-4: Potential business impacts and likelinoods are identified ID.RA4

ID.RA-5: Threats, vulnerabilfies, likelihoods, and impacts are used to determine risk
ID.RA-6: Risk responses are identified and prioritized
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Risk Management Strategy
ID.RM-1: Risk management processes are established, managed, and agreed to by organizational stakeholders

ID.RM-2: Organizational risk tolerance is determined and clearly expressed

ID.RM-3: The organization's determination of risk tolerance is informed by s role in critcal infrastructure and sector specific risk analysis

Supply Chain Management
ID.SC-1: Cyber supply chain risk management processes are identified, established, assessed, managed, and agreed to by organizational stakeholders

ID.SC-2: Identy, prioritize and assess suppliers and third-party partners of information systems, components and services using a cyber supply chain risk assessment process
ID.SC-3: Suppliers and 3rd-party partners are required by contract to implement appropriate measures designed to meet the objectives of the Information Security program or
Cyber Supply Chain Risk Management Plan

ID.SC~4: Suppliers and 3rd-party partners are routinely assessed to confirm that they are meeting their contractual obligations. Reviews of audits, summaries of test results, or
other equivalent evaluations of suppliers/providers are conducted

ID.SC-5: Response and recovery planning and testing are conducted with suppliers and third-party providers ID-SC.5

ID-sC.4
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g worksheet (note: enter an "as is" and "to be" score, from 0 to 5, in column D and E for all of the cells that are shaded lig

Identity Management
PR.AC-1: Identities and credentials are issued, managed, verilied, revoked, and audited for authorized devices, users and processes PRAC-1
PRAC-2: Physical access to assets is managed and protected PRAC2

PR.AC-3: Remote access is managed PRAC3
PR.AC-4: Access permissions and authorizations are managed, incorporating the principles of least privilege and separation of duties PRAC4
PR.AC-5: Network integrity is protected, incorporating network segregation where appropriate PRACS
PR.AC-6: Idertities are proofed and bound to credentials, and asserted in interactions when appropriate PRAC6

PR.AC-7: Users, devices, and other assets are authenticated (e.g., single-factor, muli-factor) commensurate with the risk of the transaction (e.g., individuals' security and privacy risks and other organizational risks) PR AC.7
Awareness and Training

PRAT-1: All users are informed and trained

PR.AT-2: Privileged users understand roles and responsibilties
PR.AT-3: Third-party stakeholders (e.g., suppliers, customers, partners) understand roles and responsibiliies
PR.AT-4: Senior executives understand roles and responsibiliies

PR.AT-5: Physical and information security personnel understand roles and responsibilties.

Data Security

PR.DS-1: Data-at-rest is protected

PR.DS-2: Data-in-transit is protected

PR.DS-3: Assets are formally managed throughout removal, transfers, and disposition

PR.DS-4: Adequate capacity to ensure availabilty is maintained

PR.DS-5: Protections against data leaks are implemented
PR.DS-6: Integrity checking mechanisms are used to verfly software, firmware, and information integrity PRDS6
PR.DS-7: The development and testing environment(s) are separate from the production environment PRDS7
PR.DS-8: Integrity checking mechanisms are used to verify hardware integrity PR-DS8
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Info Protection
PR.IP-1: A baseline configuration of information technology/industrial control systems is created and maintained incorporating appropriate security principles (e.g. concept of least functionaity) PRIP-1

PR.IP-2: A System Development Life Cycle to manage systems is implemented PRIP-2
PR.IP-3: Configuration change control processes are in place PRIP-3
PR.IP-4: Backups of information are conducted, maintained, and tested periodically PRIP-4
PRUIP-5: Policy and regulations regarding the physical operating environment for organizational assets are met PRIP-5
PRUIP-6: Data is destroyed according to policy PRIP-6
PRUIP-7: Protection processes are continuously improved PRIP-7
PR.IP-8: Effectiveness of protection technologies is shared with appropriate parties PRIP-8

PR.IP-9: Response plans (Incident Response and Business Continuity) and recovery plans (Incident Recovery and Disaster Recovery) are in place and managed PRIP-9
PRUIP-10: Response and recovery plans are tested PRIP-10
PRUIP-11: Cybersecuriy is included in human resources practices (e.g., deprovisioning, personnel screening) PRIP-11
PR.IP-12: A vuinerabiliy management plan is developed and implemented PRIP12
Maintenance

PR.MA-1: Maintenance and repair of organizational assets are performed and logged in a timely manner, with approved and controlled tools

PR.MA-2: Remote maintenance of organizational assets are approved, logged, and performed in a manner that prevents unauthorized access

Protective Tech

PR.PT-1: Audit/log records are determined, documented, implemented, and reviewed in accordance with policy
PR.PT-2: Removable media is protected and its use restricted according to policy

PR.PT-3: The principle of least functionalit is incorporated by configuring systems to provide only essential capabilities
PR.PT-4: Communications and control networks are protected PRPT4
PR.PT-5: Systems operate in pre-defined functional states to achieve availabilty (e.g. under duress, under attack, during recovery, normal operations) PRPTS
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Detect: Functional Area summary (note: this table will update automatically based on the "as is" and "to be" scores you enter on rows 34 to 53 below)

Category

[Anomalies and Events (DE.AE) - Average Anomalies and Events 2 4
Security Continuous Monitoring (DE.CM) - Average Continuous Mornitoring 175 4
Detection Processes (DE.DP) - Average Detection Processes 16 4

Detect: Self-scoring worksheet (note: enter an "as is" and "to be" score, from 0 to 5, in column D and E for all of the cells that are shaded lig
Anomalies and Events

DE.AE-1: A baseline of network operations and expected data flows for users and systems is established and managed
DE.AE-2: Detected events are analyzed to understand attack targets and methods DEAE-2
DE.AE-3: Event data are collected and correlated from multiple sources and sensors DEAE-3
DE.AE-4: Impact of events is determined
DE.AE-5: Incident alert thresholds are established
Continous Monitoring
DE.CM-1: The network is monitored to detect potential cybersecurity events

DE.CM-2: The physical environment is monitored to detect potential cybersecurity events DECM2
DE.CM-3: Personnel activity is monitored to detect potential cybersecurity events DECM-3
DE.CM-4: Malicious code is detected DE.CM-4
DE.CM-5: Unauthorized mobile code is detected DECM-5
DE.CM-6: External service provider activity is monitored to detect potential cybersecurity events. DECM-6

DE.CM-7: Monitoring for unauthorized personnel, connections, devices, and software is performed
DE.CM-8: Vulnerabilty scans are performed
Detection Process
DE.DP-1: Roles and responsibilties for detection are well defined to ensure accountabilty
DE.DP-2: Detection activities comply with all applicable requirements
DE.DP-3: Detection processes are tested DEDP-3
DE.DP-4: Event detection information is communicated to appropriate parties DEDP4
DE.DP-5: Detection processes are continuously improved DEDP5
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Respond: Functional Area summary (note: this table will update automatically based on the "as is" and "to be" scores you enter on rows 36 to 55 below)

Category
Response Planning (RS.RP) - Average Response Planning 1 4
Communications (RS.CO) - Average Communications 14 4
Analysis (RS.AN) - Average Analysis 14 4
itigation (RS.MI) - Average Mitigation 1.6666667 4
improvements (RS IM) - Average Improvements 2 4
Resp

Response Planning
RS.RP-1: Response plan is executed during or after an incident
Communications

RS.CO-1: Personnel know their roles and order of operations when a response is needed
RS.CO-2: Incidents are reported consistent with established criteria RS.CO2
RS.CO-3: Information is shared consistent with response plans RS.CO3
RS.CO-4: Coordination with stakeholders occurs consistent with response plans

RS.CO-5: Voluntary information sharing occurs with external stakeholders to achieve broader cybersecuriy situational awareness

RS.AN-1: Notifications from detection systems are investigated
RS.AN-2: The impact of the incident is understood RSAN-2
RS.AN-3: Forensics are performed RSAN-3
RS.AN-4: Incidents are categorized consistent with response plans

RS.AN-5: Processes are established to receive, analyze and respond to vulnerabilfies disclosed to the organization from intemal and exteral sources
(e.g. internal testing, security bulletins, or security researchers)
Mitigation

RS.MI-1: Incidents are contained

RS.MI-2: Incidents are mitigated

RS.MI-3: Newly identified vulnerabilties are mitigated or documented as accepted risks
Improvements

RS.IM-1: Response plans incorporate lessons leamed
RS.IM-2: Response strategies are updated





image30.png
RECOVER

RCRP-1
4

RC.CO3 RCIM-1

RC.CO2 RC.IM2

RC.CO-1




image31.png
Recover: Functional Area summary (note: this table will update automatically based on the "as is" and "to be" scores you enter on rows 33 to 40 below)

Recovery Planning (RC.RP) - Average

Recovery Planning 3 4
improvements (RC.IM) - Average Improvements 15 4
|Communications (RC.CO) - Average Communications 2 4

Recover: Self-scoring worksheet (note: enter an "as is" and "to be" score, from 0 to 5, in column D and E for all of the cells that are shaded light green)

RC.RP-1: Recovery plan is executed during or after a cybersecurity incident

RCRP-1
ecovery plans incorporate lessons leamed RC.IM-1
ecovery strategies are updated RC.IM-2

RC.CO-1: Public relations are managed RC.CO-1

RC.CO-2: Reputation after an event is repaired RC.CO2

RC.CO-3: Recovery activities are communicated to intenal stakeholders and executive and management teams RC.CO-3





