Lab 10: Hardening
Task 1

Q) How many Warnings did you receive?
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Q) How many Suggestions did you receive?
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Q) Which suggestion are you addressing?
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Q) What is your suggested solution?
No action. It is common to open a file and then delete it, as the file may be private to an application, and auto-deletes when the application is exited. This is a normal way to use temporary files, and thus no further action is needed. 
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Warntngs (2):

“Version of Lynis is very old and should be updated [LYNIS]
https://cisofy.com/controls/LYNIS/

- Couldn't find 2 responsive nameservers [NETW-2705]
https://cisofy.con/controls/NETH-2705/
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ICOMMAND PID TID USER  FD TYPE DEVICE SIZE/
OFF NODE NAME

upstart 4253 cisco 13w REG 8,1

84 2723 /home/cisco/.cache/upstart/window-stack-bridge.log.1 (de
leted)

upstart 4253 cisco 14w REG 8,1

230 2766 [home/cisco/.cache/upstart/indicator-sound.log.1 (delete
d)

upstart 4253 cisco 16w REG 8,1

283 2682 /home/cisco/.cache/upstart/unity-settings-daemon.log.1 (
deleted)

upstart 4253 cisco 19w REG 8,1 4
258 35051 /home/cisco/.cache/upstart/dbus.log.1 (deleted)

upstart 4253 cisco 23w REG 8,1 1
214 1477 /home/cisco/.cache/upstart/unity-panel-service.log.1 (de
leted)

update-ma 5494 cisco 13r REG 8,1 1771
310 2714 [var/lib/dpkg/status (deleted)

dconf\x20 5494 5496 cisco  13r REG 8,1 1771
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- Check what deleted files are still in use and why. [L0GG-2190]
https://cisofy.com/controls/L0GG-2190/
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Suggestions (34):





