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LAB 1: NETWORKS AND CYBERSECURITY ESSENTIALS (ACCA4024)




Lab 1: Design and Connect a Simple Network and determine IP Address
Part 2: Design the Topology 
1. Open Packet Tracer 
2. Drag and Drop devices as per the Topology stated. (For this lab, 1 switch and 2 PC’s) 
[image: ]
3. Select Connections and Automatic connection type 

[image: ]
4. Connect from PCA (PC0) to Switch0 (S1) and Switch0 (S1) to PCB (PC1).
[image: ]
	Device
	Interface
	IP Address
	Subnet Mask

	PC-A
	NIC
	192.168.1.10
	255.255.255.0

	PC-B
	NIC
	192.168.1.11
	255.255.255.0



5. Click PCA (PC0) – Desktop – IP Configuration – Configure IPv4 Address and Subnet mask as per addressing table.
[image: ]
Exercise step 5 in PCB (PC1).
6. Click PCA (PC0) – Desktop – Command Prompt:
[image: ]
a. Ipconfig
What is the IP address of the computer?
192.168.1.10

What is the subnet mask of the computer?
255.255.255.0

b. Ping 192.168.1.11 (Other PC’s IP Address)
Was the ping successful?
Yes it was successful
7. Click PCB (PC1) – Desktop – Command Prompt
a. Ipconfig 
What is the IP address of the computer?
192.168.1.11

What is the subnet mask of the computer?
255.255.255.0

b. Ping 192.168.1.10 (Other PC’s IP Address)
Was the ping successful?
Yes it was successful

Task 2: Document your PC/ Laptop’s Network Addressing details and use Traceroute to determine the possible route.
Step 1: In your PC/ Laptop, click Start, then click Settings.
[image: ]
Step 2: In the Settings window click Network & Internet.
[image: ]

Step 3: In the left pane select Ethernet, then click Change adapter options.
[image: ]
[image: ]

Step 4: The Network Connections window displays the available network interfaces on the PC. Right-click the Ethernet0 interface and select Properties.
[image: ]

Step 5: Select the Internet Protocol Version 4 (TCP/IPv4) option and then click Properties.
[image: ]

Q) Is your IP Address Automatically configured or Manually Configured?
A) My IP Address was automatically configured.
[image: ]

Step 6: From your PC/ Laptop, use the Command Prompt to verify the PC settings and connectivity. Right-click Start, select Command Prompt.
[image: ]

Step 7: The cmd.exe window is where you can enter commands directly to the PC and view the results of those commands. Verify your PC settings by using the ipconfig /all command. This command displays the PC hostname and the IPv4 address information.
[image: ]
Step 8: Type ping www.google.com and press Enter
[image: ]

2

image3.jpg
BariacacmEnE .
-¢ 0

FimsmeZ2A RSN @ ] | S e e

I T ——




image4.jpg
1 oo packet Tracer - 8 =
Optow Vow Tosn Gxmrars e

ENBOrAdrd RAQAOE EFE ?
B/ mes¢ =@

i

i

R

YT T A R e

R





image5.png




image6.png
[ pco

B o oo i e e

O oHer

P Address
‘Subnet Mask
Defaut Gateway
DNS Server

1Pv6 Configuration
O oHer

v Address.
LinkLocalAddress.
1Pv8 Gateway
1PV6 DIS Server
s02.1%

[ use 802.1X Securty

Usemame

Password

© static

162165.1.10

2552552550

0000

0000

O Auto Config © static

FES0:208 BEFF FEBB:3A22

Owe





image7.png
® b

Physical  Config (iop_ Programming  Attributes.

fcommand prompt

Packet Tracer BC Command Line 1.0
C:\>ipeontig

FastEthernet0 Connection: (default port)

Link-local IPvé Address FE80::208:BEFF :FEBB 322
Ip Address 152.168.1.10

Subnet Mask. 265.255.255.0

Default Gateway 6000

Bluetooth Connection:

Link-local IPvé Address
Ip Address

Subnet Mask.

Default Gateway

C:\>ping 152.165.1.11
Pinging 152.168.1.11 with 32 bytes of data:

Reply from 152.168.1.11: byces=32 time=37ms TTL=128
Reply from 152163 1.11 “ime<lms TTL-128

Reply from 152163 1.11 “ime<lms TTL-128
Reply from 152165111





image8.png
Lab 1 Design and Connect a Sim, X

& c

START

® mozach
[ Documents
B Pictures
& Settings

@ Power

& moodleuwtsd.acuk/p

Lab 2 Design a Simple Network - X | 41 Course: L4 - Network and Cyber- X | NewTab x| +

Play

Hi
CrackingCell56.

=T
'MIHEEERF.\J,
)

AsUS 1

NETFLIX

PowerDirector | PhotoDirector

Microsoft Edge

Lastorders?
asus2 How hospitalty
. rules are .
mngmg
P London W Sope

A ) & 7 NG

10:57
10/10/2020

Qx a0

™)




image9.png
g seen

Apps
Uninstal, defauts, optional
festures

/O Search

Find my files, permissions

Devices D Phone

Bluetooth, printers, mouse Link your Android, iPhone

Accounts (D$ Time & Language
Your accounts, email, sync, A Speech, region, date
work, famly

Cortana EI Privacy

Cortana language, permissions,
notifications

Location, camera, microphone

Q

Network & Internet
WiFi, fight mode, VPN

Gaming
Game bar, captures,
broadcasting, Game Mode

Update & Security
Windows Update, recovery,
backup

Personalisation

Background, lock screen,
colours

Ease of Access

Narrator, magnifier, high
contrast




image10.png
e

@ Home

Network & Internet

B status

7 WiFi

¥ Ethernet
Dial-up
% VPN
= Flight mode
) Mobile hotspot
Data usage

® Proy

Status
Network status
a—z—@

TALKTALK03BF74
Public network

You're connected to the Internet

If you have a limited data plan, you can make this network a
metered connection or change other properties.

Change connection properties

Show available networks

Change your network settings

@ Change adapter options
View network adapters and change connection settings

&, Sharing options
For the networks that you connect to, decide what you w

/A Network troubleshooter
Diagnose and fix network problems,

View your network properties

nt to share,

Do you have a question?

Finding my IP address

Troubleshooting network
connection issues

Updating network adapter or driver

@ Get help

£ Give feedback




image11.png
Ethernet

Ethemet
Not connected

Related settings
Change adapter options

Change advanced sharing options
Network and Sharing Centre

Windows Firewall

Do you have a question?

Troubleshooting network
connection issues

@ Get help
£ Give feedback




image12.png
Settings

T Network Connections
@ Home

4 | . ControlPanel > Network and Interet > Network Connections

janise v Disable this ne Diagnose this connection  Rename this connection  Change settings of this connection

themet A Secretine VirtusBor Host-Oniy Network wiki

Network cable unplugged = Disabled WY Enabled MY | TALKTALKO3BF74

Realtek PCle GBE Far ine TAP Adapterv3 @ VirtualBox Host-Only Etheret Ad il Gualcomm Atheros aCA%
© Disabie

Status Status
Diagnose

WiFi

Bridge Connections

Create Shortcut
Delete

Ethernet

Rename
Dial-up

Properties
VPN
Flight mode
Mobile hotspot

Data usage

Prowy

4items | 1 item selected |

Tt
w1022

O Type here to search





image13.png
Settings

Control Panel > Network and Internet > Network Connections

P— Rensme this comnection Change settings of th

§ Ethemet Propertes

Network & Intemet VitualBox Host-Only Network wii
Netwo Y nabied ¥ o

eline Tap Adspter 3 &7 ViuslBo Host-Only Etnemet Ad.. <ll] Quaicomm Atheros QAT Wi

Status

WiFi

Ethernet

Dial-up

VPN

Flight mode

Mobile hotspot

Data usage

Prowy

4items | 1 item selected |

5 132
o 5 4 o A
Type here to search NG oy N




image14.png
Settings

Control Panel > Network and Internet > Network Connections
Quasnicn = Dicahlathic nstun deuica Dianacathic comnsction  Rename this connection  Change settings of i
Network & Internet VirtualBox Host-Only Network WiFi

Y coabies M aaossers
leline TAP Adapter 3 @ VirtualBox Host-Only Ethernet Ad. <l Quaicomm Atheros QCAS377 Wir

Status

WiFi

Ethernet

Dial-up

VPN

Flight mode

Mobile hotspot

Data usage

Prowy

5 T
o 5 wa
Type here to search -G NG g N




image15.png
Settings

@ Home Ethernet

Fn Al Apps  Documents Web  More ¥ & Related settings

Best match

Net

i Command Prompt
=] o

mmand P

p
er Command Prompt for A
= . A oromnt Do you have a question?
‘ommand Promp
Command Prompt
o
kY X64. Tools Command E K]
201 P
« 3 Command
5
® e app execution aliass

ce Command Prompt with
Shell in the Wi

1135
® ¢ & & @& m ADG®zwe S O




image16.png
+ Wedia discomected

Realtek PCIe GoE Family Controller
t 2CF0-AL-81-FE-28

"o
Yes.

cthernet adapter Virtualsox Host-only Network:

Connection-specific DNS Suffix

Description . . .. .. .. ...t Virtualox Host-only Ethernet Adapter
0A-00-27-00-00-12

"o

Autoconfiguration Enabled :ves
Link-local 1Pv6 Address . . . . . fese: 1casf dcse:5f79:2cF M8 (Preferred)
Ipvs address. . . ... ... 192.165.55.1 (Preferred)

Subnet mask . L L ... ... 255.255.255.0

Default Gateway - . . . . . ...

DHCPVS TAID . . L L ... ... sass21255

DHCPvS Client UID. . . . . . . . 09-01-00-01-22-35-E7-D5-20-FD-A1-81-FE-28
DM Servers . . ... ...t fecorozo:FFFf:inL

Description . . .. ... . ... Microsoft Wi-Fi Direct virtual Adapter
Physical address. . . . .o ... 52-5F-38-05-40-51
DHCP Enabled. . .. .. .. ... Yes.

Yes.

P Type here to search O &

1137
10/10/2020

™)




image17.png
Command Prompt

C:\Users\mosabstracert wiw.google.com

Tracing route to www.google.com [216.58.198.164]
over a maximum of 36 hops:

3ms
8 ms
11 ms
12 ms
17 ms
11 ms
11 ms

Naunswne

Trace complete.

C: \Users\mosab>

2
12
1
12
25
14
1

ms
ms
ms
ms
ms
ms
ms

11
12
17
1
1

P Type here to search

ttrouter [192.168.1.1]
ae54-nere@1.csm.as13285.net [78.144.1.17]
ae54-sCr161. thy.as13285.net [78.144.1.16]
72.14.218.98

209.85.249.149

108.176.232.99

1hr25s16-in-F164.1e100.net [216.58.198.164]

o
I

OB E B ®™O® C W o @ @~ coamans

1157
10/10/2020




image1.png




image2.png




