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Abstract
With the current situation, where organisations are utilising Bring Your Own Technology, and more people than ever working from home, the internet has become an irrevocable part of daily life. With this increase in internet use, security is essential in protecting against cyber-attacks. Hypertext transfer protocol secure and transport layer security are widely known to protect from Man-in-the-Middle attacks, but has this well-known lock symbol that appears in the uniform resource locator whenever a hypertext transfer protocol secure and transport layer security web page is accessed, made us less vigilant when it comes to protecting against Man-in-the-Middle attacks? 
This project proposal outlines the aim and objectives, along with a design illustration of the proposed experiment that displays two virtual networks connected via the internet. This allows a simulation of an organisation network, and web sites, connecting to the internet and a home office network that includes a bring your own device connecting through the internet, to be used to safely conduct Man-in-the-Middle attacks using various penetration testing tools and techniques.
The research methodology has been examined and is defined in the structure of the proposal, along with a contingency plan should the use of virtual networks not be possible. A risk assessment along with solutions to risk factors that were identified has been offered. 
A literature review, conducted on Man-in-the-Middle attacks is also documented in this proposal.
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[bookmark: _Toc70608565]1	Introduction
As the internet continually evolves more devices are connecting to it. By providing improved communication through social media, Voice over Internet Protocol (VoIP) which allows phone calls to be made over the internet, electronic mail (e-mail), banking transactions, and the internet of things (IOT), connecting to the internet has become a daily occurrence.
For individuals, bring your own technology (BYOT) to businesses, allows an enhanced quality of life for many worldwide. 
With this connectivity, any device that joins the internet, and there are over four and a half billion internet users worldwide, [1] are vulnerable to attack. It should be no surprise that cyber-attacks and security threats are on the rise. 
MitM attacks have been around for decades, and according to Dan Swinhoe, UK editor of CSO, they “are one of the oldest forms of cyber-attack.” [2] These attacks are executed by an unauthorised person or persons who intercept the communication of two parties. Once this has been achieved, the attacker is in control, being able to alter, redirect or capture information without the knowledge of the victim. [3] 
While we regularly hear of ransomware attacks, worms, trojans and advanced persistent threats (APTs), rarely do we hear of MitM attacks. In reality, they are often overlooked. [4] 
According to the “Cyber Security Breaches Survey 2021: Statistical Release” Phishing attacks [5] are the most common attack to be been identified. It is considered by [6] that ninety-five percent of cyber-security breaches are the product of human error. 
MitM attacks, while not as common as phishing attacks or ransomware, pose a very real threat to organisations and individuals alike. They can be used for financial gain, espionage, they can ruin a company by stealing proprietary information. Furthermore, once a MitM attack has been successfully accomplished, this can potentially lead to other attacks being undertaken. 
But with the advent of Hypertext Transfer Protocol secure (HTTPS) and Transport Layer Security (TLS), implementing encryption and authentication, have internet/web users become less concerned with MitM attacks? [7], [8]
[bookmark: _Toc70608566]1.1	Background Information
The HTTPS protocol is used by web-based applications for protection. When used, HTTPS websites display a lock in the Uniform Resource Locator (URL) to show it is secure enough to perform operations such as online shopping or confidential enough to execute bank transactions. For example, when applying for a job online the lock in the URL gives comfort to individuals when asked to supply sensitive or personal information.
Netscape Communications introduced Secure Socket Layer (SSL) in 1994 to secure confidential information and was not adopted as a standard for HTTPS and TLS until 1999. [9] 
The Scientific Bulletin of Naval Academy, [7] states:
“An HTTPS URL indicates that the browser will download a web page using HTTP, but with a different default port and a TLS authentication layer between HTTP and TCP. Therefore, the majority of the population believes that HTTPS-based data exchanges are secure, and the user tends to trust the Web application as soon as the "lock" symbol appears.“ [7]
Kaspersky, a well-known security company deems: 
“ more than 80 percent of users believe that the mere presence of a little green lock and the word “Secure” next to the URL means the site is safe.” [8] 
On March 23rd, 2021 Google posted that version 90 of Chrome is: 
“A safer default for navigation: HTTPS”. [10] 
Websites that still use HTTP have an automatic redirect to HTTPS, [11] so you do not know who is using HTTP.  
Any time a website redirects from HTTP to HTTPS they are open to MitM attacks. [12]
Man-in-the-middle attacks come in many forms. According to [13] the top seven attack types are email hijacking; Wireless-Fidelity (Wi-Fi) eavesdropping; Internet Protocol (IP) spoofing; domain Name System (DNS) spoofing; HTTPS spoofing; Secure Socket Layer (SSL) stripping and session hijacking.
Crowdstrike, a global cyber-security company noted that in 2019, two major threat actors had joined forces to execute a new MitM attack. Lunar Spider and Wizard Spider combined their bots, BokBot and TrickBot. [14] According to [15] A bot is:
“A software application that is programmed to do certain tasks. Bots are automated, which means they run according to their instructions without a human user needing to manually start them up every time.” [15]
When combined the bot’s new module, called “shadDLL,” installs illegitimate SSL certificates on the victim’s web browser to gain control over the flow of information. 
Open-source library (OpenSSL) vulnerability is another MitM attack which according to [16] is the:
“second most targeted software technology with 19% of hostile activity globally. 17 vulnerabilities in OpenSSL identified in the last two years contributed to a constant focus of attacks against vulnerable implementations…OpenSSL was often the first or second most targeted technology. OpenSSL was also the most targeted technology in both the manufacturing and technology industries.” 


[bookmark: _Toc70608567]1.2	Aim 
With this project the author aims to identify if the introduction of HTTPS and transport layer security has impacted the vigilance against Man-in-the-Middle attacks on today’s technology utilising various penetration testing tools and techniques.
[bookmark: _Toc70608568]1.3	Objectives
To achieve the aim of the project, the following actions have been outlined as essential objectives: 
· [bookmark: _Hlk69304286]Research various MitM attacks: This objective is vital to comprehending the numerous ways MitM attacks can occur. Analyzing the techniques used to effectively execute MitM attacks will allow accurate data to be obtained, which in turn will greatly enhance the project’s success.
· [bookmark: _Hlk69304411]Research penetration testing tools and techniques relating to MitM attacks: There are many tools and techniques utilized. Consequently, it is fundamental to examine the approach taken by penetration testing tools and techniques to determine the most effective penetration test for MitM attacks.
· [bookmark: _Hlk69304604]Investigate the impact of Bring Your Own Technology (BYOT) [17] to MitM attacks: This objective is necessary as it involves the human aspect which is believed to be the weakest link in security, according to Kevin Mitnick [18] who is ranked the number one hacker in the world by Kaspersky. [19]
· [bookmark: _Hlk69304656]Design and implement MitM experiments using different penetration testing tools to investigate the various vulnerabilities on today’s technology: Requisites for experiments include employing existing penetration testing tools and hardware which are readily available to achieve the objectives of the project.
· [bookmark: _Hlk69304824]Perform an evaluation and analysis of the results: The analysis of the results obtained from the MitM experiments will aid in determining the overarching aim of the project.



[bookmark: _Toc70608569]2	Literature Review
In this section the author examined four papers to ascertain other viewpoints of MitM attacks and identify alternative techniques that have been proposed, to combat them.
[bookmark: _Toc70608570]2.1	IP Spoofing
One paper, written by Jin, Wang and Shin, [20] discuss using a technique called hop-count filtering (HCF) to detect if an IP packet has been spoofed, as the value of the hop count is ascertained by the routing infrastructure. As the information is stored in the Time To Live (TTL) field, situated in the IP header, it can be utilised to identify if the packet has been attacked. They proposed using a hop-count inspection algorithm. The author considers this theory to be effective, and the theory is echoed by  Dubey and Gupta, [21] who also suggest using hop-count filtering along with a very similar algorithm that they proposed.
[bookmark: _Toc70608571]2.2	OpenSSL Vulnerability
The Common Vulnerabilities and Exposures (CVE) list classifies “Heartbleed” as “CVE-2014-0160”.  Zhen Li et al [22] suggest this bug can no longer exploit the random memory of a server using OpenSSL if you have the latest version, therefore preventing the loss of credit card numbers, passwords, emails, phone numbers and any other private information stored there. 
This, they declared, is due to the X.509 certificate that is authenticated by the server’s identity. They also maintain that the X.509 certificate can be forged, which allows the information being passed between the client and server to be intercepted. 
With this information, further investigation into how to counteract fake X.509 certificates and TLS certificates that have been acquired for malicious intent, led to Khan et al, [23] who suggest using Attack-Resilient TLS Certificate Transparency (ARCT), which  they propose in their paper. 
This would eliminate the use of the Certificate Revocation List (CRL) and the standard Public Key Infrastructure (PKI) which uses certificate authority (CA)-signed certificates as authentication, and would instead depend on a log-based PKI which they say:
“will not substantially alter the underlying architecture of certificate management.” [23]
Unfortunately, they still cannot obviate any exploitation of authority once it has been delegated to a sub-CA.
While the author believes using the latest OpenSSL does protect against exploitation from the Heartbleed vulnerability, the availability to produce counterfeit certificates and in fact to buy the X.509 certificate on the Dark Web, does not significantly diminish the threat of MitM attacks. 
 




[bookmark: _Toc70608572]3	Research Methodology
[bookmark: _Toc70608573]3.1	Research Overview
[bookmark: _Hlk69304913]There are several stages a researcher must traverse to develop an effective methodology according to Saunders et al (2007). [24] To effectively use the research onion framework the outer layer is first explored. This defines the options in the next layer. Each choice refining the layer below until the techniques and procedures are obtained. 
Using the research onion as a guide, the author investigated the following methods to ensure the project’s aim and objectives are successfully met. 
Philosophy relating to Positivism, Critical Realism, Interpretivism, Postmodernism and Pragmatism were explored. Relating back to the research question allowed an informed decision for Positivism to be made. 
The next layer was Deduction, Abduction, and Induction. As Positivism had been chosen on the previous layer, the choice was already down to Deduction or Abduction. After both were explored, Deduction was found to be the appropriate strategy. As each layer was being narrowed, the question was Quantitative Mono Method, Mono Method Qualitative or Multi-method Quantitative. Mono Method Quantitative was chosen as the approach required.
Experiment or survey was the next choice. Again, referring to the aim and objectives, experiment was selected, which left Cross-sectional as the time horizon and this corresponded with the research objectives. Data collection and analysis being the final layer. Fig 1 below demonstrates the individual layer of the research onion.
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[bookmark: _Toc69736455][bookmark: _Toc69736572][bookmark: _Toc69736786]Figure 1: The Research Onion [24]
[bookmark: _Toc70608574]3.2	Research Philosophy
[bookmark: _Hlk69305749][bookmark: _Hlk69811401][bookmark: _Hlk69305558]As previously mentioned, the research onion was the motivation for the philosophy chosen to successfully perform the project. Positivism was selected as it is built on the belief that scientific knowledge through empirical research not personal viewpoints is true knowledge. [25] This project utilises experiments to evaluate and analyse the hypotheses using scientific processes that can be replicated to obtain the same or comparable quantifiable results and therefore met the criteria to use positivism as the research philosophy. 
[bookmark: _Toc70608575]3.3	Research Approach
[bookmark: _Hlk69306025]When exploring the approach to be taken in this project the author examined deduction, abduction and induction and concluded deduction as the approach being best suited to testing existing theory. [26] The author intends to use this approach to conduct experimentation which will allow the collection of data to be obtained and analysed to provide necessary evidence to either support or reject the theory.
[bookmark: _Toc70608576]3.4	Methodological Choice
[bookmark: _Hlk69306394]Choosing what method of research to apply started with whether the research question would best be served utilising quantitative or qualitative exploration or would a mixture of the methods be more suitable.[26] The author determined that as this project will be using statistical analysis that will be objectively obtained from experimentation, requiring the process to be replicable then the quantitative method would be utilised. This is also known as the mono method quantitative as no other method will be employed.
[bookmark: _Toc70608577]3.5	Strategies
[bookmark: _Hlk69306532]The research onion provides several different research strategies to be utilised for this project including experimental research. As this strategy allows for an independent variable to be manipulated to test the theory, the author determined this strategy to be beneficial to the project’s success. 
As there are many MitM attacks and numerous tools which are used to carry out these attacks, the project experiment variable will be the tool/ technique. The results of the various tools and techniques used to perform the numerous MitM attacks, whether effective or unsuccessful will be documented and collated to provide the data essential for analysis.
[bookmark: _Toc70608578]3.6	Time Horizon
[bookmark: _Hlk69306852]There are two choices for time horizon when using the research onion. They are longitudinal and cross-sectional. The use of longitudinal data collection involves repeatedly collecting data for a single variable over a prolonged period of time. This does not fit with the needs of this project, whereas cross-sectional time horizon is used when research includes altering a single variable and making observations that will be analysed at a specific time, when the experiment is concluded. As this project is conducting numerous attempts of MitM attacks for the experiment, utilising the latter will allow the author to perform numerous scenarios applying various tools and techniques. Once all the scenarios are completed the collated data will be analysed.

[bookmark: _Toc70608579]3.7	Data Collection and Analysis Methods
[bookmark: _Hlk69306938]The analysis of the collected data will determine the success or failure of the project aim. 
The primary data will be obtained from the various attack attempts, the secondary data, will be obtained from online journals sites. The journal sites will include such as Elsevier Ltd, IEEE Xplore, Science Direct among others, and additional peer-reviewed material available through the University Library. Secondary data is included so that a thorough comparison can be made between observed primary data collected from the experiments and the secondary data findings investigated in the literature review.
[bookmark: _Toc70608580]3.8	Risk Assessment
[bookmark: _Hlk69307186]While executing the project proposal, risk assessment was considered. Due to the nature of the aim and objectives, many factors could pose a risk. Therefore, these factors have been examined and solutions outlined.
Risk Factors include:
· Not enough time to run the experiments.
· Inability to obtain necessary software.
· Data loss or corruption.
Solutions to the risks:
· Ensure time management is implemented with realistic attainable goals will allow for the experiments to run their course within the given time constraint.
· As with many projects, the inability to acquire necessary software will hinder the success of the project. Ensuring the necessary software is readily available for replacement should the need arise is crucial to the success of the project.
· There is always a risk the data collected can be corrupted or even lost. Copies of the data obtained should be collected, clearly noted, and stored in different locations. Using the 3-2-1 rule, keeping three copies of the data on two separate mediums and one copy off-site, [27] or even keeping more than one copy off-site as cloud storage is readily available will minimise this risk.
Along with the solutions above, a contingency plan will be constructed.
[bookmark: _Toc70608581]3.9	Resources and Planning
For the project to succeed, the use of virtual machines is necessary. Virtual Box, loaded on a windows-based machine will be utilised to set up the respective networks. 
To accomplish the MitM attacks, a Linux based machine will be utilised.
To ensure the project is completed on time, the following Gantt Chart has been prepared. Part One displayed in fig 2, outlines the tasks completed to date. Part Two, exhibited in fig 3, outlines the tasks that are to be completed and the time in which they are to be concluded.
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[bookmark: _Toc69736787]Figure 2: Gantt Chart Part One
[image: ]
[bookmark: _Toc69736788]Figure 3: Gantt Chart Part Two
[bookmark: _Toc70608582]3.10	Design 
The design for the experiment will be two virtual networks. Network one will be a connection from the internet to a Company network, and two other connections simulating public websites.
Virtual network two will be the home network where a BYOT laptop connects to the internet using wi-fi, along with a home computer that is directly connected to the home router. As shown in fig 4.
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[bookmark: _Toc69736789]Figure 4: Virtual Network Design
[bookmark: _Toc70608583]3.11	Contingency Plan
A contingency plan would utilise existing hardware available to the author to be set-up as above. This would only be executed if the experiments were not able to be completed in a safe virtual network environment.
[bookmark: _Toc70608584]3.12	Ethics Form
Appendix 1 contains the ethic form required for this project proposal.
[bookmark: _Hlk69726580][bookmark: _Toc70608585]4	Conclusion
The internet is here to stay and is increasing exponentially. As mentioned previously, four and a half billion users worldwide at this time. 
The aim and objectives of the project were outlined, to assess if MitM attacks were being overlooked by utilising penetration testing tools and techniques to investigate various MitM attacks on today’s technology.  
This project proposal literature review indicates MitM attacks, while not the top cyber-attack, is still a very dangerous exploitation method. It has highlighted the possibility of the “weakest link” that using BYOT produces, along with the feeling of security that the lock on the URL provides users when visiting HTTPS sites to perform bank transactions or for internet purchases.
 It also identified the top seven attack types, discovered where two major hackers joined forces to create a new MitM threat. Looked at OpenSSL, which is thought to be responsible for nineteen percent of targeted software globally and considered a hop-count filtering technique to counter IP spoofing.
With the aid of the research onion, a research philosophy was examined, and positivism was found to be the best philosophy as this project suggests using replicable experiments. Deduction was the authors choice of approach to allow experimentation to provide the evidence that will be analysed to assist in the final findings of the project.
The choice of whether qualitative or quantitative research would be used was explored along with the various research strategies that could be utilised to aid in the project’s success. A cross-sectional time horizon was investigated and was determined to allow for numerous scenarios to be completed before the data is collated and analysed. 
The data collection and analysis method were examined, and a risk assessment was conducted. Solutions the risk factors were outlined, and a contingency plan was constructed. A Gannt Chart was composed to ensure the work to be executed would be conducted in a timely manner. 
A blueprint was designed that would allow experimentation of MitM attacks to be safely executed. It is comprised of two virtual networks connected via the internet. One network to emulate a connection to a workplace and online websites, while the second would consist of a home network simulation, to include a BYOT device. 
A contingency plan was introduced which would be executed only if virtual networks were not available.
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· What the research activity will add to the body of knowledge 
· How it addresses an area of importance. 

	Purpose of Research Activity

To identify if https and transport layer security has changed the way man-in-the-middle attacks have been viewed. Has this security made MitM attacks seem less threatening?

(this box should expand as you type)

	Research Question

The Impact and Vigilance Https and Transport Layer Security Has on Man-In-The-Middle Attacks: 
Has It Made Us Complacent?

(this box should expand as you type)

	Aims of Research Activity

To investigate the impact of Man-in-the-Middle attacks on current technologies.


(this box should expand as you type)

	Objectives of Research Activity

Research various MitM attacks, penetration testing tools and techniques relating to MitM attacks and investigate the impact of Bring Your Own Technology to MitM attacks

(this box should expand as you type)

	Proposed methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed.

	
Carry out a small-scale MitM experiment using different penetration testing tools to investigate the various vulnerabilities of http redirects from http server to https website and/or a MitM attack on a BYOT device. 

Wi-Fi Eavesdropping, IP spoofing, DNS spoofing, DNS Cache Poisoning, Email Hijacking, Stealing Browser Cookies, HTTPS Spoofing and SSL Spoofing are methods to be considered.

A virtual network to be set-up to carry out the experiments and a laptop for the BYOT experiment.

(this box should expand as you type)




	Location of research activity
Identify all locations where research activity will take place.

	UWTSD Swansea

(this box should expand as you type)

	Research activity outside of the UK
If research activity will take place overseas, you are responsible for ensuring that local ethical considerations are complied with and that the relevant permissions are sought. Specify any local guidelines (e.g. from local professional associations/learned societies/universities) that exist and whether these involve any ethical stipulations beyond those usual in the UK (provide details of any licenses or permissions required). Also specify whether there are any specific ethical issues raised by the local context in which the research activity is taking place, for example, particular cultural and/or legal sensitivities or vulnerabilities of participants.

	


(this box should expand as you type)


	Use of documentation not in the public domain: Are any documents NOT publicly available?   

	NO
	☒

	
	YES
	☐

	If Yes, please provide details here of how you will gain access to specific documentation that is not in the public domain and that this is in accordance with prevailing data protection law of the country in question and England and Wales.



(this box should expand as you type)





SECTION F: Scope of Research Activity
	Will the research activity include:
	
YES
	
NO

	Use of a questionnaire or similar research instrument?
	☐
	☒

	Use of interviews?
	☐
	☒

	Use of diaries?
	☐
	☒

	Participant observation with their knowledge?
	☐
	☒

	Participant observation without their knowledge?
	☐
	☒

	Use of video or audio recording?
	☐
	☒

	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	Investigation of participants involved in illegal activities?
	☐
	☒

	Use of procedures that involve deception?
	☐
	☒

	Administration of any substance, agent or placebo?
	☐
	☒

	Working with live vertebrate animals?
	☐
	☒

	Other primary data collection methods, please explain in this box
For example, ‘focus groups’. Please indicate the type of data collection method(s) in this box and tick the accompany box.
	☐
	☒

	Details of any other primary data collection method:



(this box should expand as you type)
	
	


If NO to every question, then the research activity is (ethically) low risk and may be exempt from some of the following sections (please refer to Guidance Notes).

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 



SECTION G: Intended Participants
	Who are the intended participants:
	
YES
	
NO

	Students or staff at the University?
	☐
	☒

	Adults (over the age of 18 and competent to give consent)?
	☐
	☒

	Vulnerable adults?
	☐
	☒

	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☒

	Prisoners?
	☐
	☒

	Young offenders?
	☐
	☒

	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☒

	People engaged in illegal activities?
	☐
	☒

	Others (please identify specifically any group who may be unable to give consent) please indicate here and tick the appropriate box.

	☐
	☒

	Other – please indicate here:



(this box should expand as you type)
	
	



	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	How many participants are expected?

	


(this box should expand as you type)

	Who will the participants be?

	


(this box should expand as you type)

	How will you identify the participants?
	


(this box should expand as you type)





	Information for participants:
	
YES
	NO
	
N/A

	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☒

	Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	Will you obtain written consent for participation?
	☐
	☐
	☒

	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☒

	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☒

	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☒

	If NO to any of above questions, please give an explanation 

	


(this box should expand as you type)



	Information for participants:
	
YES
	NO
	
N/A

	Will participants be paid?
	☐
	☐
	☒

	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☒

	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☒

	If YES to any question, please provide full details 

	


(this box should expand as you type)





SECTION H: Anticipated Risks
	[bookmark: _Toc70608588]
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them. 

If you have completed a full risk assessment (for example as required by a laboratory, or external research collaborator) you may append that to this form.  

	[bookmark: _Toc70608589]Full risk assessment completed and appended? 

	[bookmark: _Toc70608590]Yes 
	[bookmark: _Toc70608591]☐

	
	[bookmark: _Toc70608592]No
	[bookmark: _Toc70608593]☒

	Risks to participants
For example: emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information

	Risk to Participant:



(this box should expand as you type)
	How will you mitigate the Risk to Participant



(this box should expand as you type)

	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	


(this box should expand as you type)

	Risks to investigator
For example: personal safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	Risk to Investigator:



(this box should expand as you type)
	How will you mitigate the Risk to Investigator:



(this box should expand as you type)

	University/institutional risks
For example: adverse publicity, financial loss, data protection

	Risk to University:



(this box should expand as you type)
	How will you mitigate the Risk to University:



(this box should expand as you type)



	Disclosure and Barring Service

	If the research activity involves children or vulnerable adults, a Disclosure and Barring Service (DBS) certificate must be obtained before any contact with such participants.
	YES

	NO

	N/A


	Does your research require you to hold a current DBS Certificate?
	☐
	☐
	☒





SECTION I: Feedback, Consent and Confidentiality
	Feedback
What de-briefing and feedback will be provided to participants, how will this be done and when? 

	


(this box should expand as you type)

	Informed consent
Describe the arrangements to inform potential participants, before providing consent, of what is involved in participating. Describe the arrangements for participants to provide full consent before data collection begins. If gaining consent in this way is inappropriate, explain how consent will be obtained and recorded in accordance with prevailing data protection legislation.

	


(this box should expand as you type)

	Confidentiality / Anonymity
Set out how anonymity of participants and confidentiality will be ensured in any outputs. If anonymity is not being offered, explain why this is the case. 

	


(this box should expand as you type)





SECTION J: Data Protection and Storage
In completing this section refer to the University’s Research Data Management Policy and the extensive resources on the University’s Research Data Management web pages (http://uwtsd.ac.uk/library/research-data-management/).
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.
	☐
	☒

	If YES, provide a description of the data and explain why this data needs to be collected:

	


(this box should expand as you type)

	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
☒

	If YES, provide a description of the special category data and explain why this data needs to be collected:

	


(this box should expand as you type)


	
Will the research activity involve storing personal data and/or special category data on one of the following:
	YES
	NO

	Manual files (i.e. in paper form)?
	☐
	☒

	University computers?
	☐
	☒

	Private company computers?
	☐
	☒

	Home or other personal computers?
	☐
	☒

	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☐
	☒

	“Cloud” storage or websites?
	☐
	☒

	Other – specify:

	☐
	☒

	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of password protection, encryption, anonymisation and pseudonymisation:

	(this box should expand as you type)

	All Data Storage

	Will the research activity involve any of the following activities:
	YES
	NO

	Electronic transfer of data in any form?
	☐
	☒

	Sharing of data with others at the University?
	☐
	☒

	Sharing of data with other organisations?
	☐
	☒

	Export of data outside the European Union or importing of data from outside the UK?
	☐
	☒

	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	Publication of data that might allow identification of individuals?
	☐
	☒

	Use of data management system?
	☐
	☒

	Data archiving?
	☐
	☒

	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and DPA (and/or any international equivalent):

	
(this box should expand as you type)

	List all who will have access to the data generated by the research activity:

	


(this box should expand as you type)

	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	


(this box should expand as you type)

	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. Will data be archived – if so how and if not why not.  

	
(this box should expand as you type)

	Please indicate if your data will be stored in the UWTSD Research Data Repository (see https://researchdata.uwtsd.ac.uk/ ).   If so please explain. (Most relevant to academic staff) 

	


(this box should expand as you type)

	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)

	YES
	☒

	
	NO
	☐

	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	YES
	☒

	
	NO
	☐





SECTION K: Declaration
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the website: https://www.uwtsd.ac.uk/research/research-ethics/ 

	Signature of applicant:
	[image: ]
	Date:02/04/2021




For STUDENT Submissions:
	Director of Studies/Supervisor:
	Dr Carlene Campbell
	Date:

	Signature:
	

	



For STAFF Submissions:
	Academic Director/ Assistant Dean:
	
	Date:

	Signature:
	

	



Checklist: Please complete the checklist below to ensure that you have completed the form according to the guidelines and attached any required documentation:
	☒
	I have read the guidance notes supplied before completing the form.

	☒
	I have completed ALL RELEVANT sections of the form in full.

	☐
	I confirm that the research activity has received approval in principle

	☐
	I have attached a copy of final/interim approval from external organisation (where appropriate)

	☐
	I have attached a full risk assessment (and have NOT completed Section H of this form) (where appropriate)  ONLY TICK IF YOU HAVE ATTACHED A FULL RISK ASSESSMENT

	☒
	I understand that it is my responsibility to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice.

	☒
	I understand that before commencing data collection all documents aimed at respondents (including information sheets, consent forms, questionnaires, interview schedules etc.) must be confirmed by the DoS/Supervisor, module tutor or Academic Director.

	☒

	I have deleted the guidance notes before submitting the PG2 for consideration






	RESEARCH STUDENTS AND STAFF ONLY
All communications relating to this application during its processing must be in writing and emailed to pgresearch@uwtsd.ac.uk , with the title ‘Ethical Approval’ followed by your name.
You will be informed of the outcome of your claim by email; therefore it is important that you check your University and personal email accounts regularly.



STUDENTS ON UNDERGRADUATE OR TAUGHT MASTERS PROGRAMMES should submit  this form (and receive the outcome) via systems explained to you by the supervisor/module leader.

This form is available electronically from the Academic Office web pages: https://www.uwtsd.ac.uk/academic-office/appendices-and-forms/ 



Application Process

All staff research projects and all research students must submit the Ethical Approval Form to the University Research Ethics Committee via the Academic Office (pgresearch@uwtsd.ac.uk).   Staff research directly in relation to personal study for taught undergraduate or Masters programmes should be submitted via the Institute procedures explained below.

Taught masters and taught undergraduate research Ethical Approval Forms are considered within Institutes.  Institutes will provide details of the specific processes for this.  Where the Ethical issues within any single ethical application are of particular concern the Institute will refer these to the University Research Ethics Committee.   Any student activity that involves the collection of primary data needs to undergo Ethical approval, this includes assignment work as well as dissertations.   



Notes for guidance in completion of this form

Section A:  About You
Please complete all relevant sections

Section B:  Approval for research activity
Research proposals must be approved in principle before applying for Ethical Approval.  The proposal approval only becomes final when the ethical approval is received.  

The process for proposal approval varies according the individual and programme of study:
· Research students, by application on form PG1 to the Research Degrees Committee
· Taught students by review of research proposal within Institutes (Institutes provide specific details of these processes)
· Staff, by agreement by the Academic Director/Assistant Dean

Section C:  External Ethical Guidance materials
Many discipline areas are required to operate with the discipline specific codes of research ethics (for example health, psychology, education etc.), any such codes must be listed and you must tick to confirm that you have consulted with these.

Section D:  External Collaborative Research Activity
Provide details of the external collaborative partners, where appropriate you might want to submit a copy of the external collaboration agreement with the Ethical Approval Form.  If the partner requires the research to be subject to its own internal Ethical approval process then please provide details of that process and a copy of any final (or interim) approvals received from the organisation.

Section E:  Details of Research Activity
Remember that the individuals reviewing this Ethical Approval Form may not have seen your research proposal, and also may not be experts in the specific area of your research.  The information provided should therefore be jargon free and clearly stated.
Indicative Title:  please use the same title as used on the research proposal.
Purpose:  the Ethical approval process will want to ensure that the methods you propose are adequate and appropriate to address the research aims and objectives.  Excessive additional data collection can be seen as unethical.
Proposed Methods:  the Ethical approval process seeks to ensure that you understand the methods that are intended, and that the implementation of those methods will be appropriate and without unnecessary impact on respondents.  This section must explain how the methods described will lead to the collection of necessary and sufficient data, but not excessive data.  Please be specific.
Location:  this needs to mention geographical location and also local situation (for example, within Local Authority Offices in Cardiff, using a private room but close to other individuals).  If you are collecting data within an organisational setting then you need to explain the permissions that you have obtained to do this.
Research Activity outside of the UK:  please complete this section in detail, and note any guidance you have received.  Also describe your own familiarity (or not) with the location that you will be utilising.

Section F:  Scope of Research Activity
Please tick ALL of the research activities that might be undertaken.   If any additional types of activity are intended then please add an extra box and describe these.
If you have answered no to all questions in F then sections G and J do not need to be completed.  Section H should be considered, and may be completed.  Signatures are still required in section K.

Section G:  Intended Participants
Please tick all categories that might apply.
Numbers & Source:  if you are using a series of different methods or research activities please list numbers for each stage/phase.  Be clear about how you will find respondents.   Will you use intermediaries, and if so how?  How will you ensure compliance with your sampling strategy?
Information for participants:  all participants should be appropriately informed about the research, what is expected of them and what will happen to the information that they provide.  The Ethical review process does not ask to see this documentation, but requires this to be reviewed and approved by the Director of Studies in the case of research students, the supervisor/module tutor in relation to students on taught programmes and the Academic Director/Assistant Dean in relation to staff research.

Section H:  Anticipate Risks
All research carries some level of risk.  The answers you provide to questions in this section will be reviewed to ensure that you have an appropriate understanding of the type of risks involved and how you can mitigate against these risks. If you have completed a full risk assessment, as required for example for laboratory work, field work, clinical tests, diving operations, or by a collaborative partner, you may append that to this form.  In that case, please tick the box indicating this has been provided.  You will not then be required to complete Section H.
Risk to participants   Think very carefully about how your actions/questions/discussions might affect the people you are involving as participants.  You might identify the risk as small but it would still be a risk.  Many types of question have the potential to make respondents less content with their life / job; you need to recognise and try to ameliorate any such effects
If these are business owners, time with you may reduce profit.  
In some locations physical risk is very real to both participants and yourself, please consider this.
Risk to you, the researcher   Think about where you will meet people, if there are any dangers involved in the location.  If you are meeting people as individuals think about using a public place.  In general do not visit people in their own homes or remote locations.  If you are talking to individuals about certain issues think about how their responses might affect you emotionally.  What about the risk of collecting insufficient data?
Risk to the University   When undertaking your research, you are acting as a member of the University (student or staff).  Professionalism is important, so it is important to be well organised and well prepared. Punctuality, clarity etc. are all part of this.  What will you do to ensure this?  You must ensure you do not harm the good name of the University in any way and do nothing to undermine the reputation of the research it conducts and sponsors.  Upholding high standards of conduct and integrity are vital in this regard. You must also conduct the research in such a way to minimise the potential for claims of negligence made against the University, its researchers and any collaborating individual or organisation. In this respect you should always comply with ethical, legal and professional frameworks, obligations and standards as required by statutory and regulatory authorities, as well as the university’s Research Integrity and Ethics Code of Practice.  Research misconduct in this respect can take many forms, including:
· fabrication: making up results or other outputs (eg, artefacts) and presenting them as if they were real
· falsification: manipulating research processes or changing or omitting data without good cause
· plagiarism: using other people’s material without giving proper credit
· failure to meet ethical, legal and professional obligations: for example failure to declare competing interests; misrepresentation of involvement or authorship; misrepresentation of interests; breach of confidentiality; lack of informed consent; misuse of personal data; and abuse of research subjects or material
· improper dealing with allegations of misconduct: failing to address possible infringements such as attempts to cover up misconduct and reprisals against whistle-blowers

Adverse Outcomes.  Think carefully about the possibilities, and cover here

Section I:  Feedback, Consent and Confidentiality
Feedback to participants:  outline your approach.   Will interview transcripts be shared with respondents to check accuracy?  Will summaries of questionnaire analysis be made available to respondents in some way?   Will an overview report be provided?  How and when?
Informed consent:   Draft letter / e-mail / or heading (or footer) section of questionnaire must be approved by DoS/supervisor (if research student), supervisor/module tutor if taught student, or Academic Director / Assistant Dean if a member of staff.
Confidentiality/Anonymity.  Explain clearly how you will ensure confidentiality and anonymity.

Section J:  Data Protection and Storage
Before completing this section it is necessary to read the University’s Research Data Management information.   The questions that follow are designed to ensure compliance with the Data Protection Act as well as established research protocols.

Many research activities will involve electronic transfer of data and use of data management systems in the summarisation and analysis of data.  You will need to explain these in relation to compliance with the Data Protection Act.
Think carefully about who will have access to your data, this will include supervisors and examiners. Also that a thesis will be made available via the University library and the British Library system.  If you are seeking an access bar for a period of time after completion then mention it here.  If you will provide a copy of your findings, or intend to give a presentation, to a facilitating/ supporting/accessing organisation then explain that in this section.  But also think about the general principle of data sharing, as explained in the Research Data Management information.
In terms of storage of data please ensure security, and also mitigate against loss of data.

Section K:  Declaration
Ensure the appropriate countersignatures have been provided
Look carefully at the checklist and ensure that you comply with and tick all that are relevant to your research.
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