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1. Analyse potential links between terrorism and other forms of criminality, and comment upon the potential of an insider threat within the police service.

Terrorism is defined as an act which is used or threatened “designed to influence the government, or an international governmental organisation or to intimidate the public” (CPS, no date). There is a direct correlation between terrorism and other forms of crime, primarily due to the requirement for individuals who practice terrorism (known as ‘terrorists’), to fund their activities to carry out their acts of terror. Terrorists are often linked with organised crime, committing offences of a serious nature such as being involved in drugs and violent crime, although convicted terrorists have been known to have committed petty crimes which are not considered to be a big danger to the general public. (Basra et al., 2016) conducted a study on the criminal background of 79 European jihadists which examined “the relevancy of their criminal pasts in relation to their terrorist futures”. Their findings revealed that 68% of the terrorists had been subjects of petty crime (for example, trespassing, theft), notably with 65% of them also having violent histories. This suggests it’s a high possibility that terrorist groups employ individuals already involved in criminality purposely as they have experience of not abiding by governmental law. 
“While organized crime involves many activities, its linkages with terrorism stem from the illegal trafficking of drugs, arms, and human beings and money laundering” (ClearIAS, 2022). This quote highlights the importance of the link between organised crime and terrorism to be able to raise sufficient funds between both organisations. The operations listed are high-risk leading to high-reward upon completion due to the consequences for the perpetrators should they get caught. “Blocking a terrorist group’s revenue streams and its skills transfer processes can cripple operational capabilities” (Shaw et al., 2018). This is a strategy being approached by governments across the world in order to combat terrorism. Following one of the worst terrorism atrocities on September 11th, 2001, the United States of America “played a dominant role in combating the financing of terrorism, by announcing a "war on terror", which included freezing the assets and blocking the financial transactions for individuals, charities and associations associated with terrorists” (Prokić, 2017). This forced the terrorism groups to consider other ways of raising funds through forms of criminality such as drug-trafficking and other high-risk organised crime activities such as human trafficking. Human trafficking is an activity which groups such as ISIS and Boko Haram have explored, where they practice in kidnapping and trafficking women and children to earn money. “For terrorists, human trafficking is a dual-use crime like drug trafficking and kidnapping. It not only generates revenue, but it decimates communities” (Shelley, 2014) which shows these groups look to cause human misery as well as raise funds for their criminal acts. More recently, a study has shown, “In 2018, the largest portion of terrorist illicit funds came from the drug trade, followed closely by oil, gasoline, and diesel smuggling” (Nellemann et al., 2018).

A cartel is defined as “a group of similar independent companies who join together to control prices and limit competition” (Cambridge Dictionary, no date). Certain groups such as cartels are strongly linked with having the ability to influence and affect political parties and government policies. “In the past 10 years in Mexico, more than 100,000 people have been killed in violence related to organized crime. Some attacks have left horrific scenes, meant to send messages to the public or government” (Phillips, 2018). There are many studies where the classification of such a group can be considered as an ‘organised crime group’ or a ‘terrorist organisation’ due to its widespread violence and terrorist tactics to influence government organisations. (Combs et. al, 2007) defined Narco-Terrorism in their encyclopedia of terrorism as an “alliance between drug producers and an insurgent group carrying out terrorist attacks”.  When put into perspective, despite being responsible for over 100,000 deaths over a prolonged period of time, the cartels in Mexico are widely known as an organised crime group as opposed to a terrorist organisation. Despite being responsible for a considerably lower amount of lives, the group who carried out the September 11th attacks killed 2,977 people (not counting the 19 hijackers) (BBC, 2021) are widely defined as terrorists.  This correlation could be due to an inconsistency between many countries characterising the different forms of violence used by different groups, however, (Englund, 2020) argues that the Mexican drug cartels are not terrorists because “their goal is to maximize profit, not fundamentally change society and politics.” In a recent letter sent to state agency leaders, Governor of Texas Greg Abbott has called for the American government to classify cartels as terrorists, by “designating cartels as federal terrorist organizations would heighten public awareness, while signalling to the international community that America will not tolerate terrorists who poison its citizens” (Abbott, 2022)

“Terrorists can strike at any time and any place without warning” (Met Police, no date). For this reason, in the UK, the Police, Crime, Sentencing and Courts Act 2022 has been introduced to give police further powers to manage the risk posed by terrorist offenders. The act is intended to improve the management of terrorist risk offenders whilst encouraging their re-integration within society following release from prison. The additional powers the police have to manage these offenders include “Premises search, Personal search and Urgent arrest” (Gov.uk, 2022). The Counter-Terrorism and Security Act 2015 developed a “prevent” strategy which aims to “reduce the threat to the UK from terrorism by stopping people becoming terrorists or supporting terrorism.” 

There are arguments for hate crime and far-right extremism to be considered as acts of terrorism, or terrorist acts. Some consider this behaviour to be freedom of expression, however they can be linked for the way the extremists attempt to radicalise individuals into believing their ideology and carry out attacks. “Online recruitment by terrorist organizations is said to be widespread” (Conway, 2006). This statement is backed by (Lowe, 2022) who found that social media greatly assisted groups such as Islamic State (IS) recruit individuals by “publishing regular motivational reports of terror groups’ successes to using high quality images and online clips showing brutal violence and evocative imagery”. Due to the links between the two activities, (Koehler, 2019) suggests “a strong case could be made for viewing hate crimes as “close cousins” to terrorism”.

One difference between terrorism offences and other forms of criminality is the planning which goes into each act. (Gill, et. al, 2020) studied nearly one hundred terrorist autobiographies. “Upon a thorough examination of these autobiographies, forty-nine offered detailed information regarding the planning for, and/or commission of, at least one terrorist event.” The study revealed the meticulous planning that went into their activity whilst planning attacks due to their complexity and shows insightful behaviour of the terrorists, their approach to offending and what deterrents would be effective from the authorities.  Some studies suggest that terrorist groups spend a considerable amount of time to plan an attack as opposed to criminals carrying out everyday crimes such as burglaries and assaults, which in-turn gives law enforcement agents time to “gather sufficient intelligence to intervene in terrorist activities before the operatives go tactical” (Brown, 2007). 

Established in 1997, the United Nations Office on Drugs and Crime (UNODC) has been helping make the world safer from drugs, organized crime, corruption and terrorism for over two decades. As well as providing support for member states to combat organised crime and supplying training for specialised investigations into the financing of terrorism, the UNODC “works on the legal aspects of countering the financing of terrorism” (UNODC, no date(a)). This organisation has introduced campaigns and international days such as “International Day against Drug Abuse and Illicit Trafficking” (June 26th) and “International Anti-Corruption Day” (December 9th) (UNODC, no date(b)). These days highlight and increase awareness of these crimes to all member states, although there is very little research to suggest how much of an impact these days have in combating these illegal practices.

Document Fraud is a tactic employed by criminals which enables terrorists to be smuggled into countries through the use of fake passports. There are various ways the fake passports can be obtained, by physically altering a valid passport which has been stolen, purchasing an official passport by bribing a corrupt official, obtaining one on the black market or making a counterfeit passport. Commonly, the individuals will be routed through several different countries prior to their final destination to hide the country they originated from. The practice of document fraud facilitated the atrocities of the September 11th terrorist attacks, as “Congressional hearings on Oct. 17, 2001 revealed relationships between the terrorists and organized criminal syndicates who smuggle humans across borders" (Zill, 2014). This shows another link where organised crime groups are aiding terrorist organisations to carry out their criminal acts. (Malik, 2019) states “the availability of falsified travel documents on the Darknet has, and may continue to, facilitate the illegal migration of people involved in various illicit activities, including terrorism” suggesting that this practice is still ongoing, over 20 years after the attacks in 2001.

In conclusion, it seems terrorism and criminals function similarly, with only certain functions being different such as their planning and ultimate intentions. One Police Scotland Chief Inspector suggests “terrorism is unlikely to be able to manifest itself without a dependency, albeit to varying degrees, on some form of organised crime” (Gallagher, 2019) proposing that both versions of crime rely on each other and have strong links with one another. 

The risks posed from an insider being hired to work inside the police service could be devastating. An insider threat “typically involves a current or former employee or business associate who has access to sensitive information or privileged accounts within the network of an organization, and who misuses this access” (Imperva, no date). Taking into consideration the amount of personal and highly sensitive data which the police have access to, there is a high risk this information being passed onto organised crime groups and terrorist organisations would greatly assist their plans to carry out the most effective attack possible. According to (Ellis, 2021), there are five different types of insider threats, “Malicious Insiders, Careless Employees, Third-Party Partners, Ex-Employees and Policy Evaders”. All these types of threats can be harmful to the police service and would cause severe reputational damage if they were to misuse their position of power in any way. Police officers and staff have access to the Police National Computer (PNC) which is a “large database where police store everything from pictures taken when you were arrested to intelligence and tips about ongoing information” (Clearcheck, 2022). Should an insider have access to information or intelligence held about them or their associates, they would easily be able to stay one step ahead of the authorities and amend plans or choose different locations to carry out their acts of crime. The difficulty this would cause to investigate how the group are being tipped off could result in the wrong officers being suspected of being involved which could also damage the reputation and livelihoods of honest, hard-working police officers.
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1. Critically analyse the role of police within joint emergency services operations, using examples of high-profile critical and major incidents to highlight best practice. Your answer must be based on academic research rather than personal experience.

“The Joint Emergency Services Interoperability Programme (JESIP) was established in 2012 following a report by the Association of Chief Police Officers, Chief Fire Officers Association (National Resilience) and Association of Ambulance Chief Executives (AACE)” (HMICFRS, 2018). The purpose of JESIP is to ensure the emergency services work as effective and efficiently together to control critical incidents with the ultimate aim to save as many lives as possible. It uses a model similar to the National Decision Model (NDM) in policing, called the Joint Decision Model (JDM) with the main difference being that it revolves around “Working together, Saving Lives, Reducing Harm” (JESIP, no date) as opposed to “Code of Ethics” in policing. 

A critical incident is defined by the College of Policing as “any incident where the effectiveness of the police response is likely to have a significant impact on the confidence of the victim, their family and/or the community” (College of Policing, 2021a). Critical Incident Management (CIM) is key to satisfy all involved, to ensure everyone’s safety and the decisions are made by commanding officers after conducting a full dynamic risk assessment. A critical incident will involve one or more of the blue light services and depending on where the incident is situated it can also involve HM Coastguard and National Highways if the incident should happen in their area. The essential part of a joint  emergency response to a critical or major incident is the communication and information sharing between attending emergency services. As stated by an interviewee in a study by (Mishra et. al, 2011) “the objective of fire commander is to put off fire if there is one. Fire commander may not realize that there might be evidence for the police commander to find out the root cause of the incident” which suggests each service attending an incident will have an objective of achieving their internal goal as well as the wider common goal objectives jointly with the other services involved.

A study was conducted whereby it analysed the inter-operability between emergency services responding to a critical or major incident. It commented on the individual goals of each service, aligned with the common goal of ‘saving lives’. In the study, (Power et. al, 2017a) suggests “Should one agency prioritise their individual goals with little regard for other agencies (e.g. police re-open the motorway due to pressures to free up traffic), then this will limit the capacity for other agencies to perform”. This highlights the importance of successful co-operation and effective leadership at these types of incidents. The study explored the effects of whether an approach to ‘attack’ or ‘defend’ a scenario would be most effective. To ‘attack’ the situation would be to treat casualties at the scene, whereas to ‘defend’ would be a tactic to ‘protect emergency responders’ and ‘prepare for post-incident demands’. It concluded that “attack/approach goals led to faster decision making early on in the incident, whereas defend/avoid goals led to faster action later in the incident” (Power et. al, 2017b).

When a critical incident has been declared, a Strategic Co-ordinating Group (SCG) is formed which essentially manages the incident and takes the overall responsibility. “SCGs receive nationally endorsed guidance and training, a central pillar of which is the Joint Decision Model” (Wilkinson et. al, 2019). Police have an important position when this is formed, as they play a lead role in co-ordinating the activity between all organisations involved. “The police will usually chair the group if there is an immediate threat to human life, there is a possibility that the emergency was a result of criminal or terrorist activity or there are significant public order implications” (JESIP, 2021). When chairing the SCG, it is essential to conduct a full risk assessment to ensure the needs of all services involved are taken into consideration. The SCG sets the strategy of how the incident is going to be managed which is then “cascaded to the tactical coordinating group (TCG), which in turn undertakes multi-agency tactical planning” (College of Policing, 2020) highlighting the importance of the decisions made by this group.

Critical and Major incidents are regularly linked with terrorist attacks, particularly marauding terrorist firearms attacks (MTFA). When the United Kingdom is under threat from this type of attack, Operation (Op) Plato can be declared by police, who are the only emergency service it can be officially declared by. ‘Op Plato’ is “the code name for the protocols meant to be followed in situations where there is a belief semi-automatic weapons are being used indiscriminately” (BBC, 2018). One example where Op Plato was declared was in the aftermath of the Manchester Arena bombing which happened on 22nd May 2017. Twenty-two people died in the attack including many children, with over one hundred physically injured following an Ariana Grande concert. The incident prompted a response from emergency services where it was imperative to save as many lives as possible, as set out in the JDM. (Kerslake, 2018a) stated, “whilst all the emergency services are trained to respond to disasters, the events on 22nd May were ones none had encountered previously”, which gives an insight into how challenging the events would have been for the responders to deal with.

During the terrorist attack in Manchester, following the explosion, the Force Duty Officer declared Op Plato and this decision was commended in the Kerslake Report as being “sound” and the Counter Terrorist response deployed by Greater Manchester Police following the attack was “completely proportionate and appropriate” (Kerslake, 2018b). The key learning point from the declaration of this operation was how it was communicated to the other emergency services in attendance such as paramedics and fire service. The responders from these services were unaware that Op Plato had been officially declared and carried on as usual. It was discovered that the Force Duty Officer wasn’t actively communicating this to partner agencies, thus allowing them to enter the ‘hot zone’ which is considered as an area “where a direct and immediate threat exists” (Pennardt et. al, 2014). A responsibility lies with the police to ensure the scene is “secured and made safe in order to prevent rescuers becoming casualties” (Stephenson, 2015), which applies in critical incidents such as these. Despite going against the ‘Joint Operation Principles’ in this aspect, the Kerslake report concluded that the decision was a good use of discretion by the Force Duty Officer and that “flexibility must be allowed in decisions that involve life risk” (Kerslake, 2018c) highlighting best practice from an essential role within the policing response to this critical incident.

Critical incidents draw a lot of attention from media outlets, and the consequences for ineffective management of these incidents from police can be extremely detrimental to public confidence for months or even years after, which can also lead to formal public inquiries.  A major incident which happened in 2017 was the London Bridge terrorist attack, where eight people were killed and many more injured following terrorists using a van to run pedestrians over before three occupants got out and launched a knife attack in Borough Market. Op Plato was again declared by police just ten minutes after the attack began. Due to the nature of the attack and the terrorists not staying together in one place, it was difficult to identify a ‘hot’ or ‘warm’ zone, therefore the efficiency and effectiveness of a prompt response by police to gather the information and intelligence to convey to other emergency services was instrumental in gaining control of this major incident where casualties were inevitable. The police were praised for their swift actions and rapid response by arriving on scene and neutralising the threat within eight minutes, as (Dodd, 2017) wrote “the terrorists who struck in London on Saturday night would have killed more people if police had not managed to find and stop them within minutes of the violence beginning.” As stated above, major and critical incidents attract significant attention and police being praised for their actions in news and media outlets has a profound positive effect on public confidence in policing regarding these incidents.

There is always a possibility of a Chemical, Biological, Radiological and Nuclear (CBRN) attack on the UK where the police have an instrumental role to play. This type of attack happened in Salisbury in 2018 which saw “the first use of a nerve agent in a European city since the Second World War” (Gregory, 2021), believed to have been an assassination attempt on a former Russian spy. Despite this being a medical emergency in a time-critical situation to treat the infected victims, police played a lead role in the immediate aftermath of this critical incident by cordoning several areas of the city “to preserve forensic evidence and to prevent other members of the public from being exposed to the agent” (Rubin et. al, 2020). This incident prompted a review into London’s ability to respond to such attacks in the future, which discovered that “The MPS operates a well-equipped facility focused on developing user-friendly technology to mitigate threats. Based on the latest research and evidence, this ensures a cutting-edge toolkit available to support the CBRN response in London” (Harris, 2022). 
In an effort to halt or contain the damage being caused during a critical incident, the police are also responsible for deploying additional key resources to the scene, such as “Incident Commanders, a Senior Investigating Officer, Negotiators, Search Experts and a Crime Scene Manager and other unarmed resources” (CPNI, 2022). These roles are not required for all types of incidents, but it’s appropriate to deploy designated units in response to specific incidents to manage and contain any threat to public safety. 

Prior to JESIP forming in 2012, HMIC published a report stating that neighbourhood policing teams and effectively managing community intelligence can be crucial for police to deal with critical and major incidents, as they are able to “identify threats sufficiently early to stem problems at source, or at least prevent any escalation” (HMIC, 2009). This statement would still be valid in this current age, particularly with neighbourhood policing’s targeting activity providing “greater focus to community engagement, problem-solving, prevention and early intervention” (College of Policing, 2021b). 

In conclusion, it’s clear that it’s imperative for emergency services to have a good understanding of each other’s roles and have a high-level of inter-operability to be able to successfully respond to a major or critical incident. The police have a vital role to bring each service together to ensure everyone’s safety and oversee each incident particularly when they chair the SCG’s. It’s important for personal and internal goals to be secondary to the primary goal of sticking to the JESIP principles of working together to save lives.  “Coordination is one of the most commonly studied topics in disaster and emergency management” (Chen et al., 2008) which suggests that the emergency services are constantly looking to improve their methods of responding to such incidents by studying how to work together better.
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