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abstract	Comment by Carlene Campbell: 
Your abstract should be the last thing written show casing the key use and benefit of the project or product from the written document. Take for example you are selling something and you want everyone to buy it or have an interest in it, you would highlighted the great features, uses, benefit etc. of it to attract interested persons. Treat your abstract in a similar manner after you have written your document you take the highlight from it that can sell your project and have key players interested in it. Say you want to get funding for it, you would state the uniqueness of it, why it is different from other, the novelty, and the list goes on.

this coursework is dedicated to studying, researching and finding security flaws and possible real-world scenario work arounds, this is to make sure that in the real world, security system flaws can be found and minimised. This is very important skill for all people who wish to work in the security industry, for example security guards, IT security etc. 	Comment by Carlene Campbell: 
Start sentence with capital letter.

Introduction 	Comment by Carlene Campbell: 
Your introduction need improvement, this should also give some general research background about the area.

This coursework is all about research and analysis, to find weaknesses in a cyber security system and then creating a solution to a potential real-world scenario. 

The first part of this project will be dedicated to research. This will be a literature review style information gathering this will lay out the basics of the project. 

The second part of the project will be dedicated to analysing lab exercises and their weaknesses. This is to prove deduction and cognitive skills and that important information has been learned. 

The third part of the project will be dedicated to synthesising a solution to a potential real-world scenario. This is to prove skills can be taken from the course and transferred into real life.
 
Literature review/ research	Comment by Carlene Campbell: 
Instead of doing a summarised research in the topics given.  It would be better if you select 1 or 2 of the topics and do a more in depth research to showcase your understanding in the subject area. A mare summarised aspect of each subject area does not demonstrates fully your knowledge and understanding of these areas.

[bookmark: _Hlk39930816]Study 1 Future trends in cybersecurity

Starting out the literature review will be research on future trends in cybersecurity a good book was found called “Future Global Shocks” - “Reducing Systemic Cybersecurity Risk” [1]. This book provides a good understanding of possible future risk to security both from nature (‘solar flares”) and “hackers” it also sets out how easy it is for hackers to cause global damage. 

A critical feature of any worthwhile analysis is discipline in the use of language. Cyber espionage is not ―a few clicks away‖ from cyberwar, it is spying which is not normally thought of as ―war‖. By the same token a short-term attack by hacktivists is not cyberwar either but is best understood as a form of public protest. The two appendices indicate that, contrary to many assertions and on present information, few single foreseeable cyber-related events have the capacity to propagate onwards and become a full-scale ― “global shock”. [1] 

In conclusion to this study a backup system and a very good firewall should always be in place. The backup system should have two parts a super large hard drive offline. This means solar flares will not be able to effect it as much and all data has a large change of survival and an offline and unplugged computer that can connect to that hard drive to read the data. This will make sure not all data is lost if a solar flare happens, another copy of such a setup should be disconnected from the internet but backed up regularly so minimal data is lost if the company is hacked.


Study 2 Cloud-based services security issues


The next study is all about Cloud-based services security issues, there are many issues with cloud based security and using cloud technology, for example renting a cloud server from amazon, a person left confidential documents and stopped renting the server it was re-rented without the data being deleted, the confidential information was leaked online. Another example, of cloud-based security issues was a person putting a virus on the amazon cloud servers and then stop renting them when people rented out a server the hacker had used the new renters got the virus. 

Recent developments in the field of could computing have immensely changed the way of computing as well as the concept of computing resources. In a cloud based computing infrastructure, the resources are normally in someone else's premise or network and accessed remotely by the cloud users [2]

The biggest problem of all though is that the renters cannot be assured that their data is being kept encrypted, that the servers are in a specified country, un-copied and confidentiality, this is a big issue as if companies use the cloud servers for storing information and its unencrypted or out of country they are braking many laws as well as having many possibilities for data breaches, another issue is that the company being rented from might not warn you if they have been hacked and your company didn’t notice. 


In conclusion to study 2 it has been determined that it is very very risky to do cloud based services, this is due to how easy it is for hackers to get information from the cloud service without the company knowing, leaving the company vulnerable, customers un-warned and liable to law-suits. There are also security issues and government laws for instance all Russian citizens data must be kept on servers in Russia, a cloud service might say they are in Russia but only have its headquarters there not the servers or just a single server and keeping data with that company would then be a breach of law, also the company could copy data without you knowing from the server and delete all traces and it would be next to impossible to find out. 


[bookmark: _Hlk40036493]Study 3 Internet of Things and smart city 

Study 3 is all about the security risks of the internet of things, the internet of things are all devices that can be connected to the internet to talk to one another for example smart fridge, cameras, smart tv, etc. this is part of the internet of things but recently pacemakers can be edited by apps online as well as monitoring of data the pace makers collect. 

 
Healthcare Internet of Things (HIoT) encompasses the new embedded sensing capabilities of devices together with the availability of always being connected, to improve patient care whilst reducing costs. This development highlights existing security threats as well as creating new vulnerabilities. [3]

The internet of things has many benefits increased security when set up correctly and no default passwords are used, but if set up incorrectly or with default passwords on devices it is a disaster hackers can take over TVs, fridges, pacers, cameras and would be able to change the pacemakers settings, scare people or manufacture accidents. 

Smart city’s are a good idea on paper but come with many risks if hackers get access they can: stalk people, create accidents, find blind spots to commit crimes or shut down critical monitoring of infrastructure. These means smart city’s are a large risk also there are risks of people working on monitoring the smart city using it for their own gain e.g. blackmail or selling information.  

A smart city is a future, better state of an existing city, where the use of both tangible (e.g. transport infrastructures, energy distribution networks) and intangible assets (e.g. human capital, information etc) Advanced systems manage: energy, water, transportation, traffic, operating systems, centralized control rooms, urban dashboards, intelligent transport systems real-time passenger information displays, logistics management systems, smart energy grids, building management systems. [4]


In conclusion the technology of IOT and smart city’s set up and working in a safe manner can increase security, find criminals faster and have food added to a shopping basket for when the fridge is running low, however there are very big risks on the security end of this technology including but not limited to: being monitored, videos recorded of you, machines turned on and off without your control, manufacturing car accidents and people talking to you or your children through the hacked devices. IOT and smart cities are a good idea when implemented in a safe manner, but no company is insuring it is set up in a safe manner with default passwords found online and in adverts making hackers life easier. Smart cities are even worse as a lot of the ideas for smart cities have public hotspots available that can then be used to bypass some of the security measures to hack the city. 

Video of joe Lycett showing hacked IOT system 
https://www.youtube.com/watch?v=Zl37rxlJ1Qo 


Study 4 database application security issues

Study 4 is dedicated to databases and their uses and risk. The main use of a database is to store information about customers, users of products, data or sales of shops, this is very helpful Target once made a program that calculated women were pregnant before they told people about it. [5] this is how big data mining can be used to help shops but there are also problems with databases and their security, if someone can get access to a big enough database and has an algorithm for finding what they want, they can target people this can be used very maliciously. 

Unfortunately, a lot of databases are not secured or store information in plain text as has been proven time and time again by both employees and hackers steeling usernames and passwords from sites like Facebook, twitter, YouTube etc 


Security models, developed for databases, differ in many aspects because they focus on different features of the database security problem or because they make different assumptions about what constitutes a secure database. This leads to disjointed and incomplete understanding of the organizational security strategy. This makes it difficult to reconcile different security requirements. [6]

In conclusion databases are very useful and can be used to pre-emptively gain knowledge and target sell information, this is a very powerful tool for shops and information brokers. However, like all good things it comes at a cost that is if hacked all information can be sold on the black market, this is a big risk as data can sell for a lot of money especially emails, bank cards and private information that might lead to account access. As such database security needs to be ramped up as right now there are reports of companies loosing customer data every other year, these are only the companies who have been found loosing customer information, some companies have covered it up for years meaning people have been robbed blind without knowing how their secure information was lost. 


Study 5 Infrastructures security issues

Study 5 is dedicated to key infrastructure of modern society and their security and cyber security issues. This is a huge week area for modern society if a hacker can gain control of any key infrastructure, they can turn off gas, power, communications. There have been examples of similar events in the past for example Jonathan James and Gary McKinnon both hacked NASA and had control of all computers, Gary even took out 2300 US military computers. If either of them were attacking public key infrastructure they could of paralysed a country by shutting down traffic, power, gas, communication this would of lead to passive economic damage. 

Despite the apparent risk to critical infrastructure, the security of ICS is not considered a significant investment area. Authors argue that the costs involved in ICS security are prohibitive, especially within critical systems, when the perceived risks to an organisation or infrastructure cannot be adequately quantified. This often leads to an underdeveloped incident response capability in the deployed operational [7]

There are also many critical security weaknesses in key infrastructure for example lack of control and lack of training, a team of hackers was hired to check the security of the US’s power grid, not only did they get into all building they attempted to they bypassed all security found doors unlocked, and most importantly of all found computers and servers with no password protection at all. They could have shut down the entire American power grid or taken control remotely. Similar problems have been found in nuclear power plants, staff are not given strong enough training in security and there are no special measures in place to secure the outside of the building. 

Link to video showing hackers bypassing all security measures: https://www.youtube.com/watch?v=pL9q2lOZ1Fw

In conclusion to study 5 it has been found there is a massive lack of security on the infrastructure itself. There are no security measures making sure doors are locked, no checks on windows nothing to make sure computers and servers have passwords, and the ones that did have passwords normally had them written down under the keyboard. Just with access to the building the power grid could have been sabotaged. Computers and hardware could have been robbed, important information leaked online this posses a huge threat to security no matter what country it happens in, there should be much better security around key infrastructure and at least some defence against possible terrorist attacks, but because the damage cannot be estimated and quantified until after the damage is done companies and the government do not want to spend money maintaining security for the key infrastructure. This is a huge risk as a remote controlled drone could of easily dropped a bomb into the key infrastructure caused a blackout, multiple attacks could of set the country back in productivity and job needs until the key infrastructure was fixed. This posses huge risk if the hackers had uploaded a virus like Stuxnet they could of broken machines in lots of factories. 


Part 2 analysis of labs 	Comment by Carlene Campbell: 
In analysing the labs, it would be good if you could discuss your findings and cross reference from your research aspect to demonstrate your understanding.


Lab 1 

When analysing lab 1 many security issues are brought up: for example people can trace an email to your current location this is not ideal, especially as it shows all ip addresses internally that the email passed through to get to the computer, this gives hackers more ip addresses to try and attack and might also reveal email servers if enough emails are sent traced to the destination. Another weakness brought up is peoples ability to surf the web anonymously, this is a risk for many reasons included but not limited to faking ip addresses getting into internal networks and hiding when hacking the university to prevent this, a time out measure will be added and if the location cannot be locked and confirmed true it will disconnect, this will need an app developed that locks the current location when added and makes sure no software is running to change the location. This will prevent people from hiding their real location if attacking the university website. 	Comment by Carlene Campbell: 
Use capital letters and spell out all acronym first time use.











Lab 2 

Analysing lab 2 many vulnerabilities were found including not enough information and training about not giving out personal information, usernames and passwords. Also the fact that websites can be cloned as such on the website we will especially mention checking the link is true and valid before people can login to the website in the real life scenario, this mitigates some risk as people should check of course there will still be people cloning the website, I would recommend something like the invisible marks on currency to be used on a website that would work if the URL is incorrect. This would make the cloned website wrong and people should notice the glitches/ errors on the fake page.  Another way of getting around the weakness is to tell and students and staff to manually go to the website, this will not stop all students from following links but should prevent some. 




Lab 3  

In this lab tools were used to test logins and passwords in quick succession, to stop this weakness the best method is to set a limit to how many usernames and passwords can be entered in a certain timeframe and also to make sure the ip address of all logins comes from , if all different logins come from one ip address then it’s a fake blacklist it, if there are lots of attempts on one account put a delay on it like phone locks with it increasing witch each incorrect password after 4 attempts. Another huge error pointed out in the lab was reading directly from a database without checking credentials and login more than once if someone gets an id number they can change the link and get access to others accounts, to prevent this make sure people must log in at each step the link is updated log in again ask for the new username and password. This prevents people from bypassing database security checks and getting access to other people’s accounts and personal information. 



Lab 4

In analysis of lab 4 worrying data was acquired it is possible for people to hijack entire networks by setting up a fake name and having a small team work together on the fake network, this is worrying as it means not only can they monitor everything you do on the fake internet e.g. costa wi-fi but also because they get your personal information bank cards, usernames, passwords pins etc. but they can also download viruses onto your computer to infect the company you work for or to use your computer/laptop as part of a bot net latter on.to prevent this many different security needs to be carried out for example making sure the real wi-fi is known to need a username and password, but also making sure it takes measures to stop fake copies of it being made. This is a hard issue to solve as many devices can fake a wi-fi network as long as they are powered the best way is to make sure they cannot connect to the world wide web from inside your shop/institution
. 

Part 3 possible real-life scenario  	Comment by Carlene Campbell: 
You have discuss your design but it would be good to use and reference peer reviewed research content to showcase your knowledge and make your work credible.

In the real life scenario the design I believe will be helpful for increasing security are in two steps, the first step is increasing cameras, door controls and the ability for security to lockdown the building plus an alarm so student and staff can enter a room before any problems happen in the main building. The reasons for doing this is to prevent incidents like American school shootings that pop up every couple of years. This has very few cases in the UK but I believe being prepared in advance is better than reacting after a disaster has occurred. For the first steps I believe the key card should be needed to enter the first and second door of the university beach front campus. Giving security watching cameras time to respond if they see something wrong, the second step is to make it so cameras are spread out further from the building also getting more time for security to respond in case of accidents. E.G criminals driving away from police etc. another feature that should be implemented is access control only people who need access to rooms with any key infrastructure should be allowed in them, for example an outside “inspector” should be kept away from the servers storing university staff and student information without legal documents from a court or very valid reasons and even then they should be monitored at all times and not allowed to touch the computer or server themselves their should be an intermediary to make sure no backhands are left on the computer. 	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person

The second step is more in line with increasing cyber security the plan is to have a strict but fair firewall a very good antivirus system by using multiple different anti-virus software, a logger for tracking all incoming and outgoing ip packets their source and destination ip addresses. This makes it easier to find tracers of computer crimes if they happen a backup of all university data kept offline and powered off when not needed in case of blackouts, lighting strikes or power surges the second set of data will not be corrupted or lost. An updated password policy were passwords need to be changed every 3 months this password policy increases security by making it harder to get student and staff passwords but also decreases security as they are more likely to write it down. All classrooms will have automatic lighting but also motion detectors, this will work by having lighting come on when there is motion but also by not turning off the lights unless there is no motion for a longer period of time if number of people into room is more than number of people leaving the room. It will still turn off automatically eventually as some-people will not scan out when leaving in groups.  

Another policy to increase security is to only accept secure network information and to ask for usernames and passwords to connect to the wi-fi of the university, guest will be allowed on the network but with much tighter security measures in place to guard against their computers. 

To make sure the database is safe their will be two databases one with all student work that students and teachers will be able to access from outside of the university, and one inside the university building that can only be accessed with the computers inside the university that are monitored by the IT department, also “cryptographic keys ”will be used on all servers and databases. This allows for recovery of lost data as data can not only be found from one of the many partitions of the same data but changes can be found as the cryptographic keys will no longer match the other files stored in other servers. 


There will be a lot of traffic for my method as well as more data used, this is due to both full backups of all data and the monitoring of all systems throughout the building it would be wise to build a personal internal network to monitor the building. This will reduce the use of wi-fi that can connect to the world wide web. 

All ip packets should be encrypted as well as the internal network and database. This not only increases security reduces risk of passwords, usernames and important information being leaked. It also comes with the advantages that if data is stolen it cannot be read until the encryption has been cracked, allowing time for all students and staff to change passwords and alerting them to changing home passwords if they are the same. 


Another increase to security is by adding a multi alert system to all doors this is to prevent thieves at night more than any other crime it works by having both a lock and a key card scanner. This works by giving the criminal multiple tasks to think about at the same time and adding a small window were security will be alerted on either side a key card must be scanned and a key used to unlock the door. This will make it harder for criminals as they cant just pick a lock or copy a key card they must do both and as the key card has a time limit before alarms are re-alarmed, it means it will show up on security if a card keeps being scanned, also using a lock that needs to be unlocked more than once, the key can keep turning meaning people will not notice, however for criminals the lock needs to be picked more than once increasing the chance that they will get caught it also gets more time for the security system if they think it’s a normal lock. 


[image: ]


Monitored car park bellow 

[image: ]



Conclusion 
In overall conclusion the security system and layout will increase security by a small factor, this is due to the small crime rates in the uk related to universities. the system will be able to track all students, staff and visitors to the university. This increases security as it will deter people from taking risks, another advantage of the system is that it will deter thieves not only because of the cameras but also due to how hard the doors will be to open. Cybersecurity will have its security increased with tighter controls over computers, more anti-virus and loggers for tracking all ip packets back to the source. Using big data from the database the university building will also be able to get the maximum efficiency out of it and over time perfect the teaching schedule. However like all good things it comes at a cost. The cost this time is an extra internal network per university campus, extra servers and databases and the need to set up a good backup and restore function for all files inside the university. Also staff will be needed for when inspectors are coming with specialist training knowing what the inspectors are allowed to see and what is confidential information. Another problem with the security system is the monitoring will know were you are at all times meaning you loose a small amount of privacy but cameras watching everywhere is starting to pop up in all major citys across the UK…
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your work lack diversity of sources and materials. Wider range of sources could be utilised.    The appropriate referencing used (Grade mark: 62.22%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]28

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Your abstract and introduction need improvement. See feedback comments within the report. Instead of doing a summarised research in all the given topics.  It would be better if you select 1 or 2 of the topics and do a more in depth research to showcase your understanding in the subject area. A mare summarised aspect of each subject area does not demonstrates fully your knowledge and understanding of these areas. In analysing the labs, it would be good if you could discuss your findings and cross reference from your research aspect to demonstrate your understanding. (Grade mark: 66.67%)
	[bookmark: totalANA]45
	[bookmark: markANA]30

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work need formatting. There are a number of typo and grammatical errors throughout your report. (Grade mark: 50.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]63%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Your report lack depth of research. A mare summarised aspect of each subject area does not demonstrates fully your knowledge and understanding of the research areas. You have not used the IEEE report format. (Grade mark: 60.00%)
	20
	12

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	Your practical aspect is lacking critical analysis and evaluation. It would be good to use and reference peer reviewed research content to showcase your knowledge and make your work credible. You need to test your design and discuss the outcome of your result and implementation whether it works or not. (Grade mark: 50.00%)
	20
	10

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	A well thought through design. You have explain your design in a theoretical manner. You have not considered any redundancy. Pings did not work. Security and other advanced configuration measures need to be considered mainly on backbone devices. Some annotation on your diagram would be useful or within your report you could explain the protocols involved and countermeasures considered.  (Grade mark: 66.67%)
	60
	40

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: _GoBack]
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	62%

	
	Up to four weeks late
	
	

	
	First Attempt?
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