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Task 1
[bookmark: _Toc227829776]Introduction
Computer/Digital forensics is the utilisation of science to aid the identification, collection, inspection, and analysis of all electronic data in a manner that preserves their integrity, reliability, and repeatability through approved techniques and maintains the chain of custody of the evidence [1]. 
Digital Forensics is a major component of modern policing/investigations. This is due to the ever-growing involvement in crime, utilising technology and social media. It is estimated that around 90% of crime has a digital element, which results in a large workload for Digital Forensics units (DFU) [2]. In England and Wales, approximately 25,000 devices were awaiting analysis by a DFU in August 2022, underscoring the vital role of digital forensics [3]. 
When DFUs investigate devices for evidence, they must use the right tool for the right task. This is because there is no single best tool which is universal for all situations [3]. This is because technology evolves rapidly and changes constantly; therefore, each tool has its strengths, and one tool will outperform another on certain devices or in certain situations as technology evolves.
Therefore, this report will critically evaluate four different tools. It will consist of two imaging tools, which are Cellebrite UFED and Exterro FTK Imager and two All-in-One Forensic suites, which are Exterro FTK and Autopsy. By analysing these tools, we can gain insight into Commercial vs open-source products and how one tool may be better suited to certain scenarios than others. 


[bookmark: _Toc227829777]Overview of forensic tools
There are many different categories of forensic tools. Each of them aims to support investigators in acquiring, preserving, and analysing evidence[3]. These tools are therefore essential for ensuring that evidence is collected in a forensically sound manner, suitable for presentation in legal proceedings[4]. 
Imaging tools – These tools create exact forensic copies (bit-by-bit images) of storage devices [4], [5]. This includes capturing all data, such as deleted files and unallocated space, without altering the original evidence[5]. This process is critical for maintaining evidence integrity[4]. Examples include FTK Imager and EnCase.
Analysis tools – These tools are used to examine forensic images and extract meaningful information and evidence[3]. They can then be scrutinised by investigators to examine file systems, recover deleted files, and identify relevant artefacts such as documents, emails, or registry edits[4], [5]. Examples include Autopsy or Magnet AXIOM.
Mobile forensics – These tools specialise in extracting data from Mobile devices and can aid in analysing the data[6]. They can recover various types of data such as messages, call logs, application data and deleted content by utilising various acquisition methods[4], [6]. Examples include Cellebrite UFED or FTK Imager Pro.
Memory/RAM analysis tools – These tools capture and examine volatile data stored in a system’s RAM[7]. This type of data is lost when a system is shut down or loses power, so live acquisition is critical[7]. This is because it can reveal live processes, encryption keys, and active network connections[7]. An example is Magnet RAM capture.
Network forensics – These tools monitor and analyse network traffic, helping identify security breaches and detect suspicious activity[3], [8]. They can be utilised to identify data exfiltration, unauthorised access, or communication between systems[8]. Examples include Wireshark or TCPdump.
Cloud and social media analysis – These tools are used to acquire and analyse data stored in cloud services and social media platforms[9]. They can extract information such as account activity, stored files, and communication logs, often utilising Application Programming Interfaces (API) or browsing artefacts[9]. Examples include Magnet AXIOM Cyber, Cellebrite UFED or X1 Social Discovery.
Browser forensics/dump tools – These tools focus on extracting and analysing browsing data, history, cookies, passwords, and cached files[10]. This information can be used to establish user activity and access to online services[10]. Examples include DumoZilla or NetAnalysis.
The selection of forensic tools depends on the nature and circumstances of the investigation, the types of devices involved, and the form of evidence required to be presented[3], [4]. In practice, investigators often use a combination of these tools, multiple in some categories, to ensure comprehensive evidence collection and analysis[11]. 

[bookmark: _Toc227829778]Tools for analysis 
Imaging tools
Cellebrite UFED 
Cellebrite UFED is a commercial Mobile forensics suite designed for the acquisition and analysis of data from mobile devices[12]. Its primary purpose is to enable lawful access to various mobile devices for analysis, allowing investigators to extract data while maintaining the chain of custody (CoC) and ensuring forensic soundness[13].
[bookmark: OLE_LINK1]One of Cellebrite’s key strengths is its ability to support a wide range of modern Android and iOS devices, including those which are encrypted or protected[4]. UFED supports various extraction methods and device platforms and, therefore, is compatible with FFS, EXT4/F2FS, and APFS/HFS+[4]. Enabling it to handle a diverse range of mobile data[13]. The types of evidence that can be extracted include call logs, SMS messages, files, hidden or deleted files/data, emails, browsing data, and more[13]. 
In terms of reporting capabilities, Cellebrite UFED can generate a detailed forensically sound report in PDF, HTML, and its own UFDR format[4]. These reports include extracted evidence, metadata, hash values, and investigator annotations such as case details and screenshots[13]. It may also contain a timeline analysis depending on the file format, making it easier to reconstruct user activity[4], [13]. The reports are generally clear, well-structured, and suitable for presentation in legal proceedings[14]. 
However, despite its strengths, it is a specialist, high-cost commercial tool that will limit the number of smaller organisations that can afford it[12], [15]. Additionally, effectiveness is not guaranteed on modern devices due to their security features and the variety of device models, particularly on newer or heavily encrypted devices. This is also true for heavily damaged phones[4]. 
Exterro FTK imager
Exterro FTK Imager is a commercial imaging tool, but it is free to use unless you wish to image iOS devices, in which case it will cost £374.00 for the Pro package[16]. It is designed for the acquisition and basic analysis of data from hard drives and devices[17]. It is primarily designed for creating forensic images of storage devices, allowing investigators to capture data in a forensically sound manner while maintaining the chain of custody (CoC)[17].
Its main function is to enable data acquisition and preview of data from various sources, including hard drives, external storage devices and volatile memory[17]. It also enables advanced file decryption for services like BitLocker or FileVault under the Pro package[16]. FTK Imager also supports multiple file systems, including NTFS, EXT2/3/4, FAT32, and APFS, enabling it to handle a diverse range of data, storage mediums, and file formats[17].  The types of evidence that can be imaged include Physical and logical drives, file-level data, Volatile memory capture, deleted files / slack space, mobile artefacts, and encrypted data preview[16], [17].
FTK Imager’s reporting capabilities focus on providing technical, detailed text reports containing case information, image verification data, Hash codes, and evidence integrity logging[17], [18]. This ensures that the evidence gathered is forensically sound and can be presented in court, while also maintaining the CoC[3]. It is more basic than other reports, but that is because its main purpose is imaging rather than an all-in-one suite[17], [18]. Once the device is imaged, it can be moved into an analysis tool. 
However, despite its strengths and low cost, FTK Imager lacks many advanced analysis features, automation, and integrated reporting tools found in more comprehensive forensic platforms. Additionally, its functionality is concentrated on acquisition rather than the in-depth analysis[17]. This results in its use alongside other forensic tools as part of a forensic investigation workflow[11]. 

All-in-One Forensic Suites
Exterro FTK 
Exterro FTK is a commercial, all-in-one forensic suite widely used in law enforcement[19]. It’s designed as a comprehensive suite of forensic investigation tools[20]. It can therefore be utilised for data acquisition via FTK Imager, processing and indexing of evidence, and in-depth analysis with reports suitable for legal proceedings[21]. 
Its key features include a powerful AI-assisted indexing engine for fast search of large datasets; advanced file filtering and keyword search; and built-in password and encryption-cracking tools for various types of data/images[20], [21]. It also has strong email, registry and timeline analysis tools[20], [21]. Due to its extensive features, it also supports a wide variety of file systems/formats, including NTFS, APFS/HFS+, FAT, EXT2/3/4, E01, DD, RAW, UFDR, ZIP, 7Z, and many more[20]. This allows it to handle diverse types of evidence, including disk images, documents, emails, browser artefacts, encrypted, password-protected and deleted files[19].
[bookmark: OLE_LINK2]FTK can generate detailed reports in multiple formats, including PDF, HTML, and CSV[20]. These reports include important details such as the case details, evidence summaries, file metadata and hash values, keyword hits and a timeline of evidence[21]. This is then also presented in a suitable format for the courts[18]. 
Exterro FTK is overall a very powerful tool due to its impressive search and indexing features, its ability to handle large volumes of data efficiently, and its strong reporting tools[20]. It is also a well-recognised industry-standard tool[18]. However, it requires an expensive licence, which prevents small companies from utilising the suite[19]. Staff also need training on how to use it effectively due to the complexity of its advanced features, along with capable hardware, as it can be resource-intensive[3], [19]. 
Autopsy
Autopsy is an open-source, all-in-one digital forensic suite built on The Sleuth Kit (TSK), making it a powerful and free-to-use forensic tool[22]. It is designed for forensic analysis of disk images and is used for file system analysis, recovery of deleted data and for investigation of user activity[23]. 
Some of Autopsy’s key features include file system browsing, keyword searching, timeline analysis, file recovery, web artefact analysis, and email analysis[19]. It also provides strong support for 3rd-party plug-ins/modules[19], [22]. Autopsy supports a wide range of file systems, including NTFS, FAT/FAT32, EXT2/3/4, and HFS+[20]. It can also utilise images in various formats, including DD, RAW, E01, and VMDK[22]. This, therefore, allows it to thoroughly analyse deleted files, documents/media files, browser artefacts, email data, and file metadata[22]. 
Autopsy can generate reports in HTML and Excel formats[23]. This may include timeline data, browser history, files with associated hash values, and extracted artefacts[23]. This is also in a suitable format for legal proceedings[22]. 
Autopsy overall is a very good suite with lots of flexibility and features, available at no cost, and has an active community that supports the future of the software[19]. It is also friendly for learners who may wish to start learning about digital forensics[19], [20]. It also has a unique plugin support feature, enabling more features to be added easily[19]. However, when compared to commercial tools, it may be less powerful and may struggle with larger datasets[22]. It also offers fewer automation features and a simpler report than other tools[22].  

[bookmark: _Toc227829779]Comparative table
	Tool
	Type
	Cost
	Key Features
	File Systems / Formats
	Types of Evidence Handled
	Reporting Capabilities

	Exterro FTK
	Commercial all-in-one forensic suite
	Paid licence
	Advanced indexing and search, keyword filtering, password cracking, email and registry analysis, timeline analysis
	NTFS, FAT/exFAT, EXT2/3/4, APFS/HFS+; E01, RAW (DD), ZIP, UFDR
	Disk images, emails, documents, deleted files, registry data, browser artefacts, encrypted files
	PDF, HTML, CSV reports; includes metadata, hash values, timelines, keyword hits; suitable for court

	FTK Imager
	Free forensic imaging tool
	Free
	Disk imaging, data preview, RAM capture, hash verification (MD5/SHA), supports forensic acquisition
	NTFS, FAT32, EXT2/3/4, APFS; E01, RAW (DD
	Physical and logical drives, file-level data, deleted files, slack space, memory (RAM)
	Basic technical logs; includes hash values, acquisition details, verification; limited reporting features

	Cellebrite UFED
	Commercial mobile forensic suite
	Paid licence
	Mobile data extraction, supports Android/iOS, logical/file system/physical extraction, handles encrypted devices
	Supports mobile OS (Android/iOS); various device file structures
	Call logs, SMS, app data, emails, browser data, deleted/hidden data
	PDF, HTML, UFDR reports; includes metadata, timelines, hash values, annotations; court-suitable

	Autopsy
	Open-source forensic suite
	Free
	File system analysis, keyword search, timeline analysis, file recovery, plugin support, web/email artefact analysis
	NTFS, FAT/FAT32, EXT2/3/4, HFS+; E01, RAW (DD), VMDK
	Disk images, deleted files, documents, media, browser artefacts, email data, metadata
	HTML, Excel reports; includes artefacts, timeline data, hash values; less detailed than commercial tools


Table 1 - Shows a Comparative table of 4 different forensic tools
The comparison shown in table1 highlights clear differences between commercial and open-source forensic tools. Exterro FTK provides the greatest level of functionality, as it is the most comprehensive, offering advanced indexing, analysis, and reporting features suitable for large-scale investigations[23]. It does, however, come with a high license cost and high resource requirements[24]. In contrast, Autopsy offers a free alternative with a strong core of forensic capabilities, but it is less powerful, and its reporting capabilities are more limited[23].
FTK Imager serves a specialised role, focusing on the acquisition and preservation of evidence rather than a full analysis suite[17]. This makes it an essential supporting tool in a forensic workflow[17]. Cellebrite UFED is similar to FTK Imager, as it is a specialised mobile forensics tool that offers capabilities general forensic tools cannot, such as extracting and imaging data from modern smartphones[4]. 
Overall, the choice of tool or tools relies on the type and requirements of an investigation[3]. This is because the method for extracting the evidence depends on the source and the investigator's available resources[3], [22]. In practice, investigators often use a combination of tools to ensure comprehensive collection and analysis of evidence[5]. 


[bookmark: _Toc227829780]Critical evaluation 
Exterro FTK is a highly effective analysis tool due to its ability to scale to the demands of an investigation, particularly when handling large datasets that require processing terabytes of data [25]. Its powerful indexing and keyword search capabilities significantly reduce investigation time while maintaining high accuracy and reliability. This, therefore, enables investigators to process and investigate more cases in the same period of time while also aiding understanding of complex cases. 
However, the tool requires a carefully thought-out configuration to avoid overlooking any evidence or producing excessive, irrelevant data. As a result, there is a steep learning curve, and even some experienced users may still encounter challenges when utilising its more advanced features. This may, in turn, affect the quality and relevance of the results produced during an investigation.
Therefore, because of its complexity and high-performance hardware requirements for large datasets, it is best suited to professional environments where large datasets or a high number of cases need to be processed and analysed efficiently.
Autopsy is well-suited to smaller investigations and educational institutions, as it is free to use and offers many features found in larger, licensed software platforms. It also includes plugin support, which enables third parties to easily extend or modify its functionality. This is aided by the software being open source, which allows the code to be validated and a large community to help improve it over time.
Despite this, some plugins may be inconsistent in quality and affect reliability if not properly validated due to poor code. Autopsy also has limited enterprise support due to its open-source nature. Furthermore, the software struggles with large datasets, which can cause issues in larger investigations, as it may run too slowly or become unstable. This can reduce efficiency and increase the time required to analyse and interpret evidence.
Overall, Autopsy is a very useful tool for small teams of investigators or for learning about digital forensics, but a different tool may be better suited to larger organisations with many cases or large datasets.
FTK Imager is a lightweight, easy-to-use tool that is extremely reliable for forensic acquisition. This is because it is widely trusted for forensic soundness and repeatability, and its evidence integrity through hashing meets the required standard while being free to use.
However, it lacks advanced analytical capabilities and relies heavily on other tools; as a result, it cannot conduct a full investigation independently. Further to this, it may struggle to complete an image on a failing or heavily damaged disk due to bad sectors. This results in multiple tools being required to perform a full investigation.
In general, FTK Imager is a useful and reliable tool that can image most disks for free; however, it must be used in conjunction with other tools to investigate a case and in certain situations where it may not perform reliably, such as with older or damaged storage devices.
Cellebrite is an industry leader in mobile forensics with its UFED tool. This is because it may be able to bypass device locks and, in some cases, access encrypted devices. The company also continually researches new methods to gain access to new devices and operating system (OS) versions, making it a vital tool in a forensic toolkit.
However, its success rate varies by device model and OS version, as manufacturers continue to develop and deploy security updates to prevent unauthorised access. It also requires expensive licensing, which may limit accessibility for smaller digital forensics units. Furthermore, it requires specialist training to utilise its advanced features, and some features may be restricted or require additional authorisation from Cellebrite.
Overall, Cellebrite’s UFED is an extremely powerful and core component of a digital forensics toolkit, enabling forensic analysis of mobile devices. However, its high cost, training requirements, and variable success rates mean it is best suited to well-resourced organisations.

[bookmark: _Toc227829781]Tools used in CHFI Process
The Computer Hacking Forensics Investigator (CHFI) process has five distinct stages to ensure digital evidence is handled correctly, in a forensically sound and efficient manner.
Identification stage – This is the initial stage where tools/equipment are used to identify and prioritise sources of digital evidence, such as computers, mobile devices, storage media and SIM cards. Tools such as Exterro FTK and Autopsy can be utilised to preview data and determine its relevance to an investigation. If relevant, steps to preserve the evidence will be taken, such as live acquisition of the required device and the utilisation of Faraday bags for mobile devices or devices with cellular connectivity to prevent anyone from remotely activating the device/wiping evidence. Photos will also be taken of the evidence collected, including the location of the devices.
Collection/Acquisition stage – Tools such as FTK Imager or EnCase are used to create forensic images of each storage device. This ensures that a bit-by-bit copy of the data is captured, preserving all potential evidence without altering the original. For mobile devices, tools such as Cellebrite UFED or Magnet AXIOM/Acquire can be used to extract data from smartphones and tablets. 
Preservation stage – This stage focuses on by verifying integrity using hashing. The tools used could be FTK Imager or Cellebrite UFED, as they both support hashing (e.g., MD5, SHA-256) to verify that the data has not been altered and to maintain the CoC. 
Examination/Analysis stage – Tools such as Exterro FTK and Autopsy are used to analyse the acquired data from various sources. These tools allow investigators to recover deleted files, examine file systems, and user activity and can aid in the identification of relevant evidence. 
Reporting / Presentation stage – Tools such as Exterro FTK, Autopsy, and Cellebrite UFED can generate forensic reports in various formats such as PDF and HTML. These will contain any evidence, timelines, metadata and case information which can be presented in legal proceedings. 
Using the appropriate tools at each stage ensures that evidence is whole and remains accurate, reliable and admissible in court.

[bookmark: _Toc227829782]Conclusion 
The evaluation of the four forensic tools demonstrated that each tool has its own strengths and weaknesses, meaning there is no single solution that can address all aspects of a forensic investigation. As a result, a combination of tools is required to support a comprehensive and forensically sound investigation while adhering to industry standards and legal requirements. This is because each tool provides capabilities that others may not, particularly where some tools are designed for specialised tasks such as data acquisition or mobile forensics.
Commercial tools such as Exterro FTK and Cellebrite UFED offer advanced functionality, strong reporting capabilities, and support for complex investigations, but they require significant financial investment and specialist training. In contrast, open-source tools such as Autopsy provide a low-cost alternative with strong core features, although they may have limitations in performance, scalability, and reporting.
Specialised tools such as FTK Imager and Cellebrite UFED further highlight the need to select the appropriate tool for each stage of an investigation, as different stages require different capabilities, including acquisition and mobile data extraction.
Overall, digital forensic investigations rely on the effective combination of tools to ensure that evidence is collected, preserved, analysed, and presented in a forensically sound and legally admissible manner. 
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This investigation aims to identify and analyse digital evidence from a corporate laptop related to a suspected cyber incident involving potential company sabotage of trade secrets. The objective is to identify relevant artefacts, recover potentially deleted data, and determine user activity, utilising appropriate tools and techniques to ensure forensic integrity throughout the investigation. 
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The methodology behind the investigation will be based on the ACPO and CHFI Forensic process. These ensure that digital evidence is handled in a structured, forensic and legally admissible manner. The investigation will follow key stages, including identification of potential evidence sources, acquisition, preservation, analysis and reporting.
Initially, potential sources of digital evidence will be identified, including where and how data may have been stored, accessed, or transferred. A forensic sound image of the relevant storage media will then be acquired using appropriate tools which have been tested for forensic sound acquisition. This ensures that the integrity of the original evidence is maintained. This includes using hashing algorithms to verify that no changes occurred during acquisition. 
The acquired image will then be analysed to identify relevant evidence, which will be documented and presented in a standardised and formal report suitable for use in legal proceedings. Throughout all stages of the investigation, the Chain of Custody (CoC) will be maintained, ensuring that evidence is comprehensively documented and can be verified and repeated if required. 
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Investigation plan
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For the 
[bookmark: _Toc227829788]Detecting anti-forensics

[bookmark: _Toc227829789]File recovery

[bookmark: _Toc227829790]Cloud evidence 

[bookmark: _Toc227829791]Tool justification



[bookmark: _Toc227829792]Investigation Steps (Report????)



[bookmark: _Toc227829793]Findings



[bookmark: _Toc227829794]Conclusion



[bookmark: _Toc227829795]Appendix
[bookmark: _Toc227829796]Hash Log

[bookmark: _Toc227829797]Screenshots???

[bookmark: _Toc227829798]Invoice

[bookmark: _Toc227829799]References



