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This report presents a modern security framework for Vigilant Trust & Asset Management based on the Zero Trust model.
 It addresses recent security incidents, including phishing attacks and ransomware attempts. The framework identifies today's major threats, such as ransomware-as-a-service, AI-based social engineering, supply chain risks, and challenges in cloud security.
 It proposes clear security policies that follow NIST and ISO standards, along with practical technical controls like multi-factor authentication, continuous monitoring, and automated incident response. 
The solution also emphasizes the importance of staff training through real-world attack simulations to build strong security awareness and lower human risk.
Scenario 
You are the IT Security Manager for Vigilant Trust & Asset Management, a medium-sized financial services company. Recently, the company has experienced a series of security incidents, including a sophisticated phishing campaign that bypassed traditional email filters and an attempted ransomware infection. 
The board has mandated the development of a comprehensive, modern security framework based on a Zero Trust approach.
Task 
You are required to conduct relevant research using credible sources (e.g., CISA, NIST, ENISA) and appropriate diagrams to synthesize a solution that addresses the following aspects:

To create diagrams that align with CISA, NIST, and ENISA policies, use a structured approach like the 
NIST Risk Management Framework (RMF) 
Identify, Protect, Detect, Respond, Recover
 ENISA's methodology
 (Direction, Collection, Processing, Analysis, Dissemination, Feedback).
 For specific CISA guidance, view their Introduction to Network Diagramming webinar to learn how to create network topology diagrams that show data flows, storage, remote access points, and segmentation for security. [1] 
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Klarna is a modern financial technology company handling huge volumes of sensitive customer and payment data, therefore making it an attractive target for cybercriminals. Some of the common latest attacks include very sophisticated phishing emails that are difficult to spot and ransomware. 
These will lead to possible data breaches, financial loss, and loss of customer trust. In this regard, such risks call for a modern robust cybersecurity framework benchmarked on Zero Trust. That is to say, no user, device, or system is trusted by default, even when it may be operating with the firm's network. 
This report focuses on the identification of modern cybersecurity threats, establishing security policies based on industry standards such as NIST and ISO 27001, and implementing technical controls such as multi-factor authentication and continuous monitoring. 
This is besides underlining the importance of incident response planning and regular staff training in engendering a security culture across the organization.

[bookmark: _Toc216969484]Identification of Modern Threats: 
Clearly identify current and emerging internal and external threats, including Ransomware-as-a-Service (RaaS), AI-powered social engineering (vishing), supply chain compromises, and risks associated with cloud adoption and hybrid work.
What Are External Threats?
External threats refer to cyber attacks that originate from outside an organization's network, typically from malicious actors or groups[1] who seek to exploit vulnerabilities and gain unauthorized access to sensitive data. Here are some examples of their attacks:
Malware attacks: Malware, short for malicious software, is a type of software designed to harm a computer system or network. Malware can come in many forms, including viruses, Trojans and ransomware, and can cause significant damage to an organization's data and reputation.
Phishing attacks: Phishing is a type of social engineering attack where an attacker poses as a legitimate entity, such as a bank or email provider, and sends fraudulent emails or messages to trick users into sharing sensitive information, such as login credentials. Phishing attacks are the most common way for attackers to gain unauthorized access to an organization's network.
DDoS attacks: A distributed denial-of-service (DDoS) attack involves overwhelming a network or website with traffic to make it inaccessible to users. DDoS attacks are often launched by botnets, which are networks of infected computers that can be controlled remotely by attackers.
Zero-day exploits: A zero-day exploit is a vulnerability in software that is unknown to the software vendor or cybersecurity community. Attackers can exploit these vulnerabilities to gain unauthorized access to an organization's network before a patch or fix is available.
Supply chain attacks: A supply chain attack involves targeting a third-party vendor or supplier to gain access to an organization's network. These attacks can be difficult to detect as they're often not directly launched against an organization. Instead, attackers will exploit vulnerabilities within a third-party vendor or supplier's network and use that access to launch attacks against the client organization.


Alignment with CISA, NIST, and ENISA Policies 
These agencies address external threats through complementary policies and frameworks, focusing on risk-based management and practical implementation. 
🇬🇧 United Kingdom
NCSC (National Cyber Security Centre)
GCHQ (Government Communications Headquarters)
UK Cyber Crime Units (Regional Police Units)

USA

CISA
Focus: Operational resilience and real-time threat information sharing.
Policies/Guidance: CISA provides timely alerts and advisories on emerging threats like nation-state activity and ransomware. It emphasizes immediate actions such as implementing phishing-resistant Multi-Factor Authentication (MFA), patching known exploited vulnerabilities (via the CISA Known Exploited Vulnerabilities Catalog), and securing operational technology (OT) networks.
NIST
Focus: Providing flexible, voluntary frameworks for risk management that can be adopted by a wide range of organizations.
Policies/Guidance: The NIST Cybersecurity Framework (CSF) (including the new 2.0 version) provides a structured approach around six core functions: 
Govern, Identify, Protect, Detect, Respond, and Recover. The Identify function specifically calls for understanding and managing external risks and supply chain dependencies. The NIST Risk Management Framework (RMF) provides a more formal, compliance-driven process for federal systems to manage risks.
ENISA
Focus: Enhancing EU resilience through policy implementation, threat intelligence, and foresight on future challenges.
Policies/Guidance: ENISA publishes the annual ENISA Threat Landscape (ETL) report which analyzes prime threats and trends in the EU. It supports the implementation of key EU legislation like the NIS2 Directive, which aims to achieve a high common level of cybersecurity across Member States, with a strong focus on critical infrastructure and supply chain security. 

These agencies address internal threats through complementary policies and frameworks, focusing on risk-based management and practical implementation. 
What Are Internal Threats?
Internal threats refer to cyber threats that come from within an organization, often involving authorized users who have access to the organization's network and data. Here are some examples:
Insider attacks: These are typically carried out by employees who intentionally or unintentionally cause harm to an organization's systems or data. For example, a disgruntled employee may intentionally damage systems in order to cause downtime or prevent an organization from doing business. Or that worker might steal and release sensitive information which could prove even more costly than system downtime.
Accidental data breaches: Breaches occur when employees unintentionally expose sensitive data, such as sending an email to the wrong recipient or failing to secure a device containing sensitive data. It's essential to provide training to employees to help them understand the importance of data security.
Poor password management: Weak or easily accessible passwords can compromise an organization's security. For example, an employee might use the same password for multiple accounts, which can lead to a cascading breach across multiple systems.
Privilege abuse: This occurs when an authorized user with elevated access misuses their privileges to harm the organization. For example, an IT administrator might abuse their access rights to install malware on the network.
Negligent behavior: Refers to employees who disregard security policies and engage in risky behavior that can lead to a data breach. For example, an employee might use an unsecured public Wi-Fi network to access company data or leave a device containing sensitive data in a public place. [2]
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NIST explains the Govern function “covers how an organization can make and execute its own internal decisions to support its cybersecurity strategy. It emphasizes that cybersecurity is a major source of enterprise risk, ranking alongside legal, financial, and other risks as considerations for senior leadership.” 

Core Zero Trust Policies  According to NIST CSF and ISO 27001 
Security policies that emphasize "never trust, always verify".
1.- Access Control (IAM)
All user and non-user access requests must be explicitly authenticated, authorized, and encrypted using Multi-Factor Authentication (MFA) before access is granted, regardless of network location.

2.- Least Privilege Access
User access rights are restricted to the minimum necessary for their role and are reviewed regularly (e.g., quarterly) to prevent privilege creep.

3.- Micro-segmentation & Network Security
The network is divided into secure, granular zones (micro-perimeters) and access policies are applied to limit lateral movement between segments, isolating critical assets and data.

4.- Device Security
All devices (endpoints, mobile devices) must have their security posture and integrity verified (e.g., up-to-date patches, EDR running) before being granted conditional access to organizational resources.

5.- Continuous Monitoring & Logging
All network activity and resource access attempts are logged, monitored in real-time, and analysed for anomalous behaviour using security analytics (SIEM/UEBA).

6.- Data Protection
All sensitive data must be encrypted both at rest and in transit (end-to-end encryption).

7.-Incident Response 
In the event of a security incident, automated response systems should be triggered, and a predefined incident response plan must be followed, assuming a breach has occurred.

8.- Training and Awareness Policy
Require mandatory, periodic security training for all staff (including remote workers), covering phishing, social engineering, safe cloud use, supply-chain hygiene, secure remote access, and data handling. CISA+1
Implement a program of simulated attacks (phishing/vishing) to test awareness and reinforce behaviour; measure results, provide feedback and follow-up training for those who fail or show risky behaviour.
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Propose specific, feasible technical and administrative measures to mitigate identified threats, detailing how each measure will be implemented (e.g., MFA, SIEM, CSPM).

 Multi-Factor Authentication (MFA) 
Security Information and Event Management (SIEM)
Cloud Security Posture Management (CSPM) 

Multi-Factor Authentication (MFA)
MFA adds a layer of security by requiring users to provide at least two different forms of verification before granting access, mitigating risks from stolen passwords, phishing, and keyloggers. 
Implement Phishing-Resistant MFA: Instead of less secure methods like SMS codes, organizations can mandate FIDO2 hardware security keys (e.g., YubiKeys) which use public-key cryptography to bind authentication to the legitimate site, making it highly resistant to phishing and man-in-the-middle (AiTM) attacks.
Use Authenticator Apps with Number Matching: Deploying mobile authenticator apps (e.g., Microsoft Authenticator, Google Authenticator) and requiring users to enter a specific number displayed on the login screen into their app can prevent "MFA fatigue" attacks where users might blindly approve excessive push notifications.
Enforce Adaptive Authentication: Use systems that analyze the context of a login attempt (e.g., user location, device, time of day) and automatically deny access or prompt for additional verification if the activity is suspicious or deviates from normal behaviour. [3] 
Security Information and Event Management (SIEM)
SIEM tools collect, aggregate, and analyze log data from various sources (firewalls, servers, applications) in real time to detect threats, monitor user behavior, and facilitate incident response and compliance reporting. 
Real-time Threat Detection and Alerting: A correlation rule in a SIEM system can automatically detect a sequence of events like a failed login attempt followed by a successful login and immediate privilege escalation on a critical server. This triggers a high-priority alert for the security team.
Insider Threat Monitoring: By using user and entity behavior analytics (UEBA), a SIEM can flag unusual activity, such as an employee who normally works from 9 a.m. to 5 p.m. accessing sensitive finance servers at 3 a.m. from a foreign IP address, indicating a potential insider threat or compromised account.
Automated Response Workflows: Upon detecting signs of a ransomware attack (e.g., mass file encryption), the SIEM can integrate with security orchestration, automation, and response (SOAR) tools to automatically isolate the affected machine from the network to contain the threat. [3] 

Cloud Security Posture Management (CSPM)
CSPM solutions continuously monitor cloud environments to identify misconfigurations, compliance issues, and security risks, often providing automated remediation capabilities. 
Continuous Misconfiguration Detection: A CSPM tool automatically scans cloud infrastructure to find and flag security risks, such as a public Amazon S3 storage bucket or a database instance with missing encryption, which can lead to data exposure.
Automated Policy Enforcement and Remediation: The CSPM can automatically apply fixes when a policy violation is detected. For example, it might instantly block public access to a resource or correct overly permissive Identity and Access Management (IAM) policies, reducing the window of opportunity for attackers.
Compliance Reporting and Auditing: CSPM provides dashboards and reports that map the cloud environment's configurations to specific regulatory frameworks (e.g., HIPAA, PCI DSS, GDPR), helping organizations maintain continuous compliance and preparing for audits with detailed audit trails. [5] 

[bookmark: _Toc216969487]Proactive Monitoring and Incident Response
Outline a plan for 24/7 monitoring, threat detection, and response, incorporating modern tools like SIEM and SOAR. A flow chart or diagram is essential
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Continuous staff training and awareness efforts are essential to Klarna because many times, employees are the first line of attack when it comes to cyber threats. With the latest types of cyber threats like phishing mails and phone fraud (vishing), attackers aim to trick employees into revealing their password or completing a payment transaction.

It is recommended that Klarna provide their staff members with frequent and simple security training sessions, including new employees and those working remotely. 

The training may involve the use of case studies and simulations like phishing mails or phone fraud, enabling employees to understand the correct procedure to follow when faced with a similar attack. 
The staff members may also be motivated to inform their seniors if they experience any suspicious activity without any punishment. 
With frequent and interactive training, Klarna can create a culture of security awareness among all their staff members.

New employees (graduates or interns): Staff who have just joined Klarna and need basic training on phishing, password safety, and company security rules.

Customer support agents: Employees who handle customer calls and emails and are at high risk of vishing and phishing attacks.

Finance and payments staff: Teams that approve transactions and are common targets for fraud and ransomware attacks.

Remote and hybrid workers: Employees working from home who need training on secure Wi-Fi, device safety, and VPN usage.

IT and technical staff: Trainees who require deeper knowledge about incident reporting, access control, and secure system use.

Managers and team leaders: Leaders who need awareness training to recognize business email compromise and support security policies.
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Klarna comes across several contemporary threats in the cybersecurity arena ranging from phishing attacks to those in the cloud. However, to mitigate such threats, it is imperative to develop a Zero Trust security model. By analysing the current threats, using effective cybersecurity policies informed by NIST and ISO guidelines, as well as leveraging technical cybersecurity tools such as MFA, SIEM, and CMC, Klarna stands to improve its cybersecurity posture. 
Additionally, an effective crisis management strategy coupled with a 24-7 monitoring component will enable rapid detection of any attacks on the platform. Finally, employee awareness will help to improve the human aspect of cybersecurity.
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