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1. Abstract
 & INTRODUCTION
T
his paper discusses the fundamental aspects of Cybersecurity, the potential threats and attacks that the population face in today’s society and in the future. The expansion of the Internet is evermore developing, with the increase number of users using services from instant messaging to Internet/Mobile banking. The author discusses the fundamental issues within the field of Cybersecurity ranging from services to attacks and measure to prevent the issues. 
2. Introduction to Cybersecurity
A. Cybersecurity
The concept of Cybersecurity refers to practice of securing and protecting technological hardware and software from exploits that may occur[1]. The notion of Cybersecurity appears to be inverse, in the sense that when new technological advancements are formed, there lies an exploit as hackers are persistently exploring new approaches to comprise networks and systems. 
 A new technological advancement in the landscape of Cybersecurity is a concept named Machine Learning. Machine learning is a type of technology that allows a computer to discover and sort computational data[2]. This differs from a traditional computer because it can be programed to complete a certain task without failing, the computational power along with the large amount of data can be seen as an intelligent system in the sense of an Artificial Intelligence (AI), and therefore the computer can learn from this data and complete more complex tasks[3]. To implement the technology of Machine learning into the landscape of Cybersecurity would advance the securing mechanism for cyber threats and attacks, the machine learning algorithms would be able to learn the various types of security events that take place within a network[4], it can prove to act as an Intrusion Detection System (IDS)[5] to provide appropriate security measures to networks. The counterpart would be that hackers would also utilise this mechanism of Machine Learning to carry out attacks for a more successful attempt at hacking. Data is invariably at risk of exposure every day, without appropriate security standards, a person’s data may be exposed to a hacker striving to capture your data. Below the author describes some of the possible attacks that can occur.
B. Cybercrime
The misuse of computer resources has become an issue within the field of cybersecurity, this is due to the hackers compromising networks and using it towards the user’s advantage to gain unauthorised access. A simple hack has advanced to a level that it is classed as a cybercrime, a cybercrime relates to regular crime however, in the sense that the hacker utilised technological components such as through the Internet. A list of cybercrimes has occurred over the course of 2017 in the articles stating the level of dangers attacks can enable[6].
Cybercrime is one off the main challenges within the field of Cybersecurity. According to a security company called Cybersecurity Ventures, a prediction suggests that the spending on cybersecurity will exceed $1 trillion over the following five years, the amount of Ransomware will increase in 2019, the number of Cybersecurity jobs roles will become highly available, and an increased amount of training programs to in raise the awareness and many more[7].
C. Cyberwarfare
Another topic which is discussed into depth, is the concept of Cyberwarfare. This concept is described as the utilisation of technological advances to interrupt the events of a governing organisations in relation to executing cyberattacks and misuse of information systems[8]. Because of the severity of the attacks carried out in Cyberwarfare, the origin of the attack is unknown due to the level of attack being executed, as hackers use high level strategies to plan unmapped locations. A cyberattack classed as Cyberwarfare was targeted at an Iranian nuclear facility to delay their strategies. The sophisticated malware worm was used to exploit multiple programs and spread the computerised infections effectively[9].
3. Common Threats and Attacks
A. Password-Based Attacks

Password-based attacks – this type of attack is presumably the most common attack because of its ease of cracking. A simple exploit on a user’s account is all is required for an attacker to gain access to an admins account in a corporation, therefore the entire network falls into an unauthorised user’s control. Password authentication is still used today to secure user accounts, however the simplicity of a few user password has led hackers to easily decrypt the authentication, this is due to a community using text based passwords[10]. Although passwords may be protected, they are still vulnerable to attacks. There are 3 common types of password based attacks; these are Brute Force attack, Dictionary attack and Key Logger Attack. 

For a Brute Force attack to take place, an attacker adopts a sequences of numbers, letters and special characters in attempt at cracking the password in expectation of discovering the correct password[11]. There is a diverse abundance of security tools to practically carry out a Brute Force attack most of which are open source. Dictionary attacks are also widespread decoding tool and is used by hackers in attempt to discover user passwords using a script of words throughout the dictionary, therefore this attack can decipher an encryption mechanism using a sequence of hundreds and millions of possibilities[12]. The next piece of password cracking tool is named Key Logger, this is supposedly more physical than the other two password cracking tools as this works as a technological device that captures or logs every input a user keys in. This input can be private and confidential information that is primarily extracted from a keyboard as this is the main components relating to a computer that is able to capture this data[13]. Although this may be a hardware device, it can however be installed through malware, therefore can work as a software capable hacking tool to discover user input[14]. This potential application can be dangerous as it can be installed as malware usually without the user’s acknowledgment.

B. Network Based Attacks
A network may be vulnerable to attacks due to poorly designed security protocols, therefore this leads to hackers accessing confidential data through passive and active attacks. These types of attacks can be spoofing, Denial of Service (DoS), Eavesdropping, monitoring and traffic analysis[15]. When securing a network, the whole design of the network should have covered as opposed to securing the traffic. 
Eavesdropping is one the most common network attacks, however it is seen more as a passive attack due to its concept of snooping, which means the attacker would gain access to the data. The purpose of this attack is for the hacker to intercept the communication of the traffic that is being sent across a network[16]. If an attacker was to gain access complete access to a comprised account or computer, they would be able to gain complete control of the network, therefore strong encryption methods need to be implemented to prevent eavesdropping and to secure communication. Recent studies have shown that eavesdropping is becoming more of a problem in wireless communications which comprises wireless components such as IoT devices, this is seen as an active eavesdropping attack. To prevent this, appropriate coding mechanisms need to be implemented[17]. 
If an attacker can intercept confidential data, then the next logical track would be to modify it, this is called Data Modification. This attack falls into the category of access control-attack because if an attacker proceeds to gain access to an unsecure network, then it is possible for the attacker to alter the data in any way[18]. These types of attacks can be prevented or monitored using Anomaly-based Intrusion Detection system to detect unknown traffic[19]. Data Modification may be interchangeably used with Data Fabrication in the same concept as altering data, however the two have distinct feature when it comes to carrying out the attack.
One of the most distasteful attacks to networks and systems are called Denial of Service (DoS) attacks. It is suggested that non-expert user can carry out a DoS attack by easily downloading network attacking tools which would be free. A successful DoS attack can provide an attacker with access to a network, therefore an attacker has the ability to flood the servers and system to render the network inaccessible to the original owner. Attackers are able to exhaust the network resources and downgrade performance[20]. There are various types of DoS attacks that have ascended over the years, one of the most popular one is called Distributed Denial of Service (DDoS), and this is where an attacker uses multiple bots or a set of compromised network hosts to exhaust the resources[21]. Of course there are other types of DoS attacks such as Amplification-based Distributed Denial of Service[22] and many more. Unfortunately, there are further attack strategies than defense strategies. Simple DoS attacks can be blocked by properly configured firewalls that can prevent certain traffic and also Intrusion Prevention System which have more power to deal with unknown traffic[22].
C. Network Policy
A Network/security policy can be defined as a company’s published documentation in which a set of rules and regulations are introduced which corresponds to the philosophy, strategies and policies and procedures of the company[23]. A network/security policy is an arrangement of information by methods for which your data security objectives can be characterised and accomplished. The author was instructed to devise a set of rules and regulations towards the university in the form of a network/security policy, this documentation will include a set of guidelines to follow to avoid any unethical situations and to abide by a set of standardised rules within the university. The factors within a network policy may include rules and regulations, ethical and unethical behavior. The author provides the documentation of the network policy within the appendix.
4. Related
 Works & Future Trends In Cybersecurity

The need for competent security measures has reached an all high demand due to the fact there is a large number of data breaches and intrusions. There has been numerous attacks and breaches occurring overtime and that number is still increasing, attack are also evolving with the level of expertise of hackers. There has been a case of an attacking though the online crypto currency exchange, an attack through ransomware, a security software exploitation and advanced malware[24].
A new ongoing trend in cybersecurity is a technological advancement of Artificial Intelligence. The intelligent system of AI has the capabilities to monitor behavior in the form of machine state, this was the behavior of network can be more focused than a human. With more company’s deploying this mechanism will prove to counter security issues in a more productive way. There has been different areas in which companies want it deployed to work more to the organization’s advantage[25]. Although machine learning and AI are still in development, the use of both technologies are being used alongside current defense mechanisms.
Furthermore, the weak area of Cybersecurity can also reside with the field of Internet of Things (IoT). The IoT devices that are created are not properly configured or come with non to little security at all, therefore hackers can gain an advantage by acquiring easy access to these devices to carry out a large attack using them as botnets. It was found that HP conducted a study a discovered that 70% of IoT devices were vulnerable to attack[26]. This may result in hacker gaining access to hundreds of thousands of botnets to carry out a large scale attack to render services unavailable. The first step to defense is knowledge, gain an understanding of the vulnerabilities, and second is to implement security features such as suitable firewall and real time protection and detection.
Besides the security measures that need to be looked into, the emphasis on cybersecurity professionals has not been addressed. A dedicated security officer in charge should be employed more often to reduce any shortcomings within a company. Although the expenses exceed expectations on occasion, the skill set required of a security professional does however lack the certain expertise, therefore the experience is then reduced and the demand is most definitely increased[27].
One of the most overlooked issues in cybersecurity is the concept testing and analysis. The issue of this area of testing seems to be troublesome as the required techniques to carry out testing proves to be technical aspect of out of bounds area. The way to go about this is to deploy teams rather than individual process, this way the testing and analysis is more functional[28]. 
5. Design
In this section the author provides the discussion of the design aspect of the report in which the author devised to devised, to illustrate a model of the university campus. Within the design section, the author provides illustrations of the overall university outlook and also the network design architecture for a more technical design model.
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Figure 1 - University Design Model
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Figure 2 - Network Design Model
6. Implementation

The author provides the section of the implementations that were carried out in Packet Tracer. The author was instructed to create a new design model for the new campus for UWTSD in SA1, within this scenario there are various factors which were included such as the utilisation of car parks, smart garden, smart car parks and class room management. The use of a smart campus relates to the factors of IoT sensors being utilised. 
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Figure 3 - Overall Network Topology
Firewall Implementation

One of the main concerns about the security of a network is the number of intrusions and unauthorised access, therefore the author implements the concept of an ASA firewall as seen below. Although the firewall provides the essential layers of security, there comes with it the limitations when implementing it with other devices. The author acknowledges this and proceeds with implementing the firewall with its standard setting, unfortunately this may block certain connectivity even though the network may still function.
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Figure 4 - ASA Firewall
DMZ (Demilitarised Zone)
The author implements a sub-network for the network architecture in which there will be other services run through the DMZ such as HTTP, FTP, MAIL and VoIP services. The reason behind this is that it provides another layer of protection as it restricts unauthorized access such as hackers from gaining accessing of the internal network.
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Figure 5 - DMZ Area
Servers
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Figure 6 - Server Utilised
Wireless Connections
The new campus should utilise wireless medium connection such as the one shown below. A wireless access point is used within a classroom design to demonstrate a suitable class room management.[image: image7.png]Wreless Access Point 1
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Figure 7 - Wireless Access Point
Classroom Implementation
As part of the new university campus, the author was conveyed to demonstrate a classroom management system such as the one seen below. The classroom utilises various devices such as computers, printers, VoIP devices and Wireless connections such as Access Points, which connects wireless enabled devise such as laptops and smart phones.
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Figure 8 – Classroom Management
Smart Garden

The author was instructed to include a smart garden within the architecture of the university. This was implemented with IoT devices to label the design as smart. There was no protocols used for this smart garden as it was not necessary however, the Inter-vlan routing process was implemented to run a smooth connection between the IoT network devices.
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Figure 9 - Smart Garden
Smart Car Park
As part of the network design architecture, the author was instructed to design and implement a suitable smart car park model to illustrate an understanding of the concept of a smart car park. Below the author provides an illustration of the smart car park.
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Figure 10 - Smart Car Park
Tunneling Protocol
The author provides the implementation of a simple GRE (Generic Routing Encapsulation) tunneling. It provides the advatgae of utilising various protocols over one single IP backbone. Althoug the GRE Tunnel was not implemetned throughout the whole network, the implementation does verify a valid connection of the GRE tunnel. Adding the GRE tunnel within the network proved to be troubleseome due to the ASA firewall, the limitations persited. This was conducted using two routers over an IP connection as seen below.
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Figure 11 - GRE over IP
7. Conclusion

The author provides a summary of what has been conducted in terms of research in the background knowledge, the research literature used to support the thesis
 and the design and implementation in which will explain the outcome of the intended problem formulation. The author made sure that the area of Cybersecurity were covered in detail outlining the different areas such as Cybercrime, Cyberwarfare and other related topics. The need for more cybersecurity professionals is an essential is for mitigating any attacks that are going to advance in the near future. The primary step towards securing devices is to learn the different areas of Cybersecurity and implement the types of defenses as mentioned in the literature. Although there was not many security measures implemented within the network design, the author feels there could be improvements to the software and a more suitable implementation could take place.
Appendix
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UWTSD Network/Security Policy

Policy name: UWTSD
Security Policy

Version: V1

‘Scope: taff, Students.
Associates

Date: 01/09/13

Leader: Directorof
‘Governance, IAN WELLS

L. Security and Privacy

It the policy o Universiy of Wales Trinfy
Saint David that all the data and information
enclosed on the universiy network i secured
and corresponds 1o the CIA tiad,
Confidentiaity, Integrity and  Availabily.
Personal confidential data and information is
ot being sent to anyone other than the
authorised recipients unless there i 3 basis for
permitted usage, in which the authorised
recipients are aware of ths situation.

It the responsivity of each employee to
recognise this polcy as in case 2 violation
eventuates, the person aware of the stuation
is required to accept the privilege of the data
confidentiliy and report back to 2 person of
authority at UNTSD, where the appropriate
messures would grant a relevant soluton.

2. Network

The network policy provides adminitration
for the whole university network and its
partner communications The UWTSD utiises a

network in which authorised user ataining a
valid universty 1D verification can only gain
access o the nework The Network
determines s reguitions to provide
concurred levels of securiy, execution,
fexibilty, conerence and recovery plan.

3. Device Compliance

To preserve the refiabily and protection of
the universiy network and s services, a set of
ules and regulations need to be 2pplied to the
equipment and harduare connected to the
university. The network configuration should
maintain ts standard of integrity and
availavilty and advance to redice network
downtime, in the event of a downgraded
network in which the network is not fully
available, the result may suggest that there s a
poor configuration or an unauthorised access.
in the network.

Al devices on the network illbe configured
via DHCP, any tampering with the network
configuration may  result in unnecessary
penaty. Unregistered users will need to
contact T Help Desk o alow for any approved
conditon or other related services.

The use o BOYD s enforced inthe university
e tothe requests and ease of access o the
employees, however, there are certain
reguiations that are put in place t0 avoid any.
violations that may occur;

+ Devices brought by employess wil
have to proceed througn 3
standardised check to ensure the
relabilty of the device.

+ An audt will ave to concur to alow
the devices o be classed approved.
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« A security measures, this does not violte the
company set  data protection act as it does infringe the
encryption may be implemented on privacy laws of the staff or students

the device toavoid any potential iskit
may have towards the university.

+ Device password protection, the | have read the above information of the
device requires 2 pin to unlock and UWTSD. Network/Security policy and fully
should lock when inactive after @ understand to my best abilty the rules and
certain time frame. reguiations outined within this document. (To

+ The BOYD user should know who to  view the full Network policy, the terms and
contact in case of misinformed conditions can be found 3t UWTSD Polices and
information given to the employe. Procecures.

+ Devices tat have been modiied in
any sy shoud nosbe permitted

+ Atraining program may occur o alow signature
the GO wes to g
understandin of the use of personal
Hevies before netuork acces.

print Name.

Remote Access is permitted to all the
authorised users to access services such a5
Email, One Drive and other related services
through the university website. The mail

senice s accessed  through
https:/foutlook offce com/owalrealm=uts
dacuk

4. Unacceptance and violations

Authorised users are permitted to follow the.
ules and regulations set out to determine
wihat is approved and what is not approved.
Any attempt at tampering with the network
may result in 2 permanent ban from the
university and concur charges. The attempt to
connect the universiy network to an outside
network s strictly prohibited. For more
information, further information s found in
the “Information Technology and Systems:
Acceptance Use Policy V2.1

5. Other Regulations

Using third party applications to connect
through the university may result n an act of
violation and may occur a securty rsk.Logeing
usage will berecorded by the universiy dueto
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	                 marking criteria and Student FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 

awarded

	1. Research-informed Literature 

Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	A wide range of referencing utilised.   Referencing convention used. (Grade mark: 73.33%)
	15
	11

	
	
	

	2. Knowledge and Understanding of Subject

Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	Clear awareness of challenges to established views and the limitations of the knowledge base. (Grade mark: 73.33%)
	15
	11

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	The practical area was demonstrated and explained very well. No discussion on any test or simulation conducted to draw inferences about the design. How does your implementation inter-relate with your research aspect. No cross-referencing evidence. Your conclusion should include key areas or finding from your research and experiment and state or recommend future improvements.  (Grade mark: 73.33%)
	30
	22

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	The design shows an understanding of some of the elements required for security within a network. However, the basic implementation of security should be to shutdown unused ports to prevent intrusion onto the network, this has not been done. No consideration as to the physical security of the server room is also a factor within security as not all attacks are online based. The network design shows an understanding of a hierarchical approach but a consideration towards full configuration should be made i.e. IP addressing scheme / DHCP. (Grade mark: 56.67%)
	30
	17

	
	
	

	5. Skills for Professional Practice 

Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	 Be consistent with your formatting. Flow well. (Grade mark: 70.00%)
	10
	7

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	68%

	
	Up to four weeks late
	
	

	
	First Attempt?
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