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Abstract
This report focuses on creating a new security plan for Health Plus Analytics (HPA), a company that looks after important patient data for the NHS. Recently, the company has faced serious problems, such as ransomware attacks and people getting into their cloud storage without permission. These incidents have put patient privacy at risk and could damage the company’s reputation. The goal of this report is to suggest simple but effective ways to stop these attacks from happening again.

The suggested solution includes setting up clear security rules, using better technology like double-checking logins (MFA), and teaching staff how to spot fake emails (phishing). Because many employees now work from home or use their own phones and laptops for work, the plan also covers how to keep those personal devices safe. Everything in this report is designed to follow the UK GDPR laws and NHS security standards. By following these steps, HPA can protect its data, follow the law, and make sure all employees understand their role in keeping the network secure.
[bookmark: _Toc223699680]Introduction
In today’s world, cybersecurity has become one of the biggest challenges for companies everywhere. As technology gets more advanced, so do the methods used by cyber-criminals to steal information or lock down computer systems. This problem has become even more complicated because of the recent shift toward hybrid and remote working. Many employees now use their own personal devices—like laptops, tablets, and smartphones—to access work emails and company files. While this is convenient, it makes it much harder for IT teams to keep data safe and systems running smoothly.

Health Plus Analytics (HPA) is a UK-based company that plays a very important role in this digital environment. We process and store sensitive patient information for many different hospitals and clinics. Because we handle such private data, we are a major target for hackers. Recently, HPA has experienced some serious security incidents, including unauthorized people getting into our cloud storage and a ransomware attack that targeted our main servers. These events have caused a lot of worry for the company’s leadership. There are big concerns about breaking data privacy laws like the UK GDPR and failing to meet the NHS Digital Security Standards, which could lead to heavy fines and a loss of trust from our partners.

The purpose of this report is to provide a clear and practical solution to these problems. It will identify the main internal and external threats we face and suggest a new set of security policies. We will also look at specific technical measures to stop future attacks and a plan for monitoring our network 24/7. Finally, the report will describe a training program to make sure every employee knows how to stay safe online. By following this plan, HPA will be able to protect patient data and build a stronger culture of security awareness.
[bookmark: _Toc223699681]Identification of Modern Threats
To effectively protect Health Plus Analytics (HPA), we first need to understand the specific dangers that could harm our network and data. These threats are generally divided into two main categories: External Threats, which come from outside the company, and Internal Threats, which come from within our own organization. By identifying these risks clearly, we can build a stronger defense for the sensitive patient records we manage.

External Threats and Outside Attacks 
External threats are usually carried out by cyber-criminals or hackers who want to steal data or disrupt services for money or other reasons. One of the biggest risks for HPA is a Ransomware Attack, especially since the company has already been targeted by one recently. Ransomware is a type of malicious software that locks or encrypts files so they cannot be used, and then hackers demand a payment to unlock them. A famous real-world example is the WannaCry attack in 2017, which severely affected the NHS in the UK, causing thousands of appointments to be cancelled because staff could not access patient records.

Another serious external danger is Phishing and Social Engineering, which involves sending fake emails that look like they come from a trusted source, such as a bank or a senior manager. The goal is to trick employees into giving away their passwords or clicking on a link that installs a virus. According to reports from the National Cyber Security Centre (NCSC), phishing is currently the most common way hackers get into corporate networks. Additionally, because HPA uses cloud services to store patient data, we face the risk of Unauthorized Cloud Access. Hackers often try to guess weak passwords or find security gaps in cloud platforms to steal private information.

Internal Threats and Inside Risks 
Internal threats are often more dangerous because they come from people who already have permission to use the company’s systems. A major concern for HPA is the risk associated with Bring Your Own Device (BYOD). Many of our employees use their personal laptops, tablets, or smartphones for professional activities, especially with the shift toward hybrid and remote work. These personal devices often do not have the same level of security as company-owned computers, meaning if a personal phone is infected with a virus at home, it can easily spread that virus to the HPA network when the employee logs in.

Human Error and Negligence also play a massive role in security breaches. Simple mistakes, such as an employee leaving their laptop unlocked in a coffee shop, losing a USB drive containing patient files, or using the same weak password for multiple accounts, can lead to a disaster. While less common, we must also consider Malicious Insider Threats, where a frustrated or dishonest employee might intentionally steal or delete data before leaving the company.

Impact on the CIA Triad 
To understand why these threats are so serious for HPA, we look at the CIA Triad, which stands for Confidentiality, Integrity, and Availability.
· Confidentiality is broken if a hacker or an unauthorized person steals patient data, exposing private medical histories.
· Integrity is at risk if an unauthorized person changes a patient’s medical records, meaning the data is no longer accurate or trustworthy for doctors to use.
· Availability is threatened by ransomware attacks that lock our servers, making it impossible for staff to access the information they need to provide patient care.
[bookmark: _Toc223699682]Modern Security Policies 
To protect our sensitive patient data and meet legal requirements, HPA will implement a series of clear and practical security policies. These rules are designed to be easy for all staff members to follow while providing a strong defense against the internal and external threats we face. By following these guidelines, we ensure the company stays in line with industry standards such as ISO 27001 and the NIST framework.
Access Control and Identity Management 
The first major rule is our Access Control Policy, which follows the "Principle of Least Privilege". This simply means that employees are only given access to the specific data and systems they need to do their actual jobs, and nothing more. To keep things secure, every staff member will have a unique user ID, and sharing accounts or passwords is strictly forbidden. To stop hackers from using stolen passwords, we are also making Multi-Factor Authentication (MFA) mandatory for all cloud logins. This means after entering a password, you will also need to enter a code sent to your mobile phone. To keep our lists accurate, we will check everyone’s access rights every three months to ensure that people who change roles or leave the company no longer have access to patient data.
Remote Work and BYOD Protection 
Since many HPA employees now work from home or use their own devices for work, we have created a Remote Work and BYOD (Bring Your Own Device) Policy. Under these rules, any personal laptop, tablet, or phone used for HPA business must be officially registered with the IT department. These devices must meet high security standards, including having an active password or fingerprint lock, up-to-date antivirus software, and the latest operating system updates installed. To prevent data leaks, work emails and patient files must never be saved directly onto a personal device’s hard drive; instead, they must always stay within our secure company cloud.
Data Protection and Privacy Compliance 
Our Data Protection and Privacy Policy is designed to make sure we follow the UK GDPR and NHS Digital Security Standards. This policy focuses on the "Confidentiality" and "Integrity" parts of the CIA Triad. A major part of this is encryption, which turns all patient information into a secret code that only HPA systems can read. This ensures that even if a laptop is stolen, the data on it will be completely useless to a thief. We also commit to "data minimization," which means we will only collect and store the patient data that is absolutely necessary for our analytics work. When this data is no longer needed, it must be deleted using secure methods that make it impossible to recover.
Acceptable Use and Incident Reporting 
The final part of our strategy is the Acceptable Use Policy, which explains what "good behavior" looks like when using company computers and the internet. Staff are prohibited from visiting high-risk websites or downloading unauthorized software on any device connected to the HPA network. A very important part of this policy is how we handle mistakes. If a staff member thinks they might have clicked a "phishing" link or if they lose a work phone, they must report it to the IT Security Manager immediately. There is no fear of punishment for reporting these incidents; telling us quickly is the best way to help the company stop a hacker before they can do any real damage.
[bookmark: _Toc223699683]Technical Mitigation Measures 
To move from policies to actual protection, Health Plus Analytics (HPA) must deploy specific technical tools that act as the physical barriers against cyber-attacks. These measures are designed to be realistic and achievable, focusing on the most common ways hackers try to steal patient data or lock our systems. By using these technologies, we directly support the CIA Triad by ensuring that patient information remains confidential, its integrity is not changed by hackers, and it is always available when doctors need it.

Multi-Factor Authentication and Identity Protection 
The most effective technical change we can make is the implementation of Multi-Factor Authentication (MFA). Since HPA has already dealt with unauthorized people getting into our cloud storage, we know that simple passwords are not enough to keep hackers out. MFA works by requiring a second "key" before anyone can log in, such as a code sent to a mobile phone or a fingerprint scan. This is a very simple but powerful tool because even if a hacker steals an employee's password through a fake email, they still cannot get into the system without the employee’s physical phone. This directly protects the confidentiality of our sensitive patient records.

Encryption of Sensitive Patient Records 
Encryption is our next line of defense, and it acts like a secret code for our data. We will use encryption in two different ways: "at rest" and "in transit." Encryption at rest means that all the data sitting on our analytics servers is scrambled so that it cannot be read without a special digital key.
 
Encryption in transit means that when we send data to a hospital or clinic, it is protected while it travels across the internet. This ensures that even if a hacker manages to steal a laptop or intercept a message, the patient information they find will be completely useless to them. This is a key requirement for staying compliant with the UK GDPR and NHS Digital Security Standards.

Endpoint Detection and Response for Ransomware 
Because HPA has recently suffered from a ransomware attack, we need something better than old-fashioned antivirus software. We will install Endpoint Detection and Response (EDR) on every computer and mobile device used for work. Unlike regular antivirus that only looks for "known" viruses, EDR acts like a 24/7 digital security guard that watches how programs behave. If it sees a program suddenly trying to lock up hundreds of patient files at once, which is exactly what ransomware does the EDR will automatically stop that program and disconnect the computer from the network to save the rest of the company.

[bookmark: _Toc223699684]Backup Strategies and Software Updates 
Finally, we must prepare for the worst-case scenario by having a reliable backup system. We will keep regular copies of all our data "offline," meaning they are not connected to our main network. If another ransomware attack happens and locks our main servers, we won't have to pay a ransom because we can simply delete the infected files and put everything back from our clean, offline backup. This ensures the "Availability" of our data so that medical care is not interrupted.
 
Additionally, we will turn on automatic updates for all our software. This is a simple technical step that closes the "digital windows" that hackers use to crawl into our network, making it much harder for them to find a way in.

Proactive Monitoring and Incident Response 
Proactive Monitoring and Incident Response
To keep patient data safe, it is not enough to just have locks on the doors; we must also watch the network all the time to see if anyone is trying to break in. Since HPA has already dealt with ransomware, we need a clear plan to spot trouble early and a set of steps to follow when an attack happens.
Continuous Monitoring 
We will use software that acts like a "security camera" for our digital office. This system will watch for unusual activity, such as someone trying to log in from a foreign country or a staff member trying to download thousands of patient records in the middle of the night. By watching these patterns, we can find a "breach" before the hackers have time to do real damage to our servers. This helps us maintain the "Availability" and "Confidentiality" of our systems.

Incident Response Plan
When the monitoring system sends an alert, our team will follow these five simple steps to handle the situation:
1. Identification: We confirm if the alert is a real attack or just a mistake by a user.
2. Containment: If it is an attack, we immediately disconnect the infected computer or server from the internet. This stops the virus or hackers from moving to other parts of HPA.
3. Eradication: We find the root cause of the problem, like a bad file or a stolen password, and remove it completely from our systems.
4. Recovery: We use our clean, offline backups to put the patient data back onto our servers. This ensures that hospitals can get the information they need without us having to pay any ransom.
5. Lessons Learned: After everything is back to normal, we meet to discuss what happened and how we can change our rules to make sure it never happens again.

Incident Response Flow Chart 
[image: ]
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To make sure our new security rules actually work, every employee at HPA needs to understand their role in keeping patient data safe. Technology is only one part of the solution, the people using the computers are just as important. Our training program is designed to be simple, regular, and helpful for everyone, regardless of their IT skills.
Training for New Employees 
Every person who joins HPA will undergo a "Security Induction" before they are given their login details. This short course will explain the basics of the UK GDPR and the NHS Digital Security Standards. New staff will learn why patient privacy is so important and how to use their personal devices (BYOD) safely for work.

Fake Email (Phishing) Tests
One of the best ways to learn is by doing. We will send out "fake" phishing emails to our staff once a month. These emails will look like real messages from a bank or a manager, but they are actually safe tests. If an employee clicks the link, they won't be in trouble; instead, they will get a 2-minute video showing them the red flags they missed. This helps people stay alert to real hackers who try to steal HPA passwords.

Short and Regular Workshops
Cybersecurity changes quickly, so we won't just do one long meeting a year. Instead, we will have 15-minute "Security Bites" every three months. These short sessions will cover topics like:
1. How to create a strong password that is easy to remember.
2. The dangers of using public Wi-Fi in coffee shops or trains.
3. How to handle patient data correctly to follow the law.

Reporting 
We want our staff to feel comfortable reporting mistakes. If someone accidentally clicks a bad link or loses their work phone, they should tell the IT team immediately. We will teach everyone that reporting a mistake quickly is a "heroic" act because it allows us to stop a hacker before they can lock our servers with ransomware.

Conclusion of the Training Program 
By keeping our training simple and constant, we make sure that security is always on everyone's mind. This doesn't just protect HPA from fines; it ensures that we remain a trusted partner for the hospitals and patients who depend on us every day.
[bookmark: _Toc223699686]Conclusion
In conclusion, protecting the patient data at Health Plus Analytics (HPA) is a vital task that requires more than just good software. This report has shown that the threats we face, such as ransomware and unauthorized cloud access, are serious and constantly changing. By implementing the new Access Control and BYOD policies, HPA can create a much safer environment for both staff and patients.

The technical tools suggested, like Multi-Factor Authentication (MFA) and encryption, provide the necessary "locks" to keep hackers out. However, as we have discussed, the most important part of our defense is our people. Through regular training and a focus on security awareness, we can turn our employees into a "human firewall" that stops attacks before they start. Following these steps will ensure that HPA stays compliant with the UK GDPR and NHS standards, protecting our reputation and, most importantly, the privacy of the patients we serve.
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Introduction: HPA and the Security Challenge

Who We Are

HealthPlus Analytics processes and stores sensitive patient information for NHS hospitals and clinics across the UK—making us a high-value
target for cyber criminals.
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Security Policies: Access, BYOD, and Data Protection
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Training and Awareness Program
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I1SO/IEC 27001

Aligns HPA with the international standard for Information
Security Management Systems (ISMS), ensuring data
protection is treated as a continuous business process.

NHS Data Security & Protection Toolkit
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against the most common external attacks, including phishing
and ransomware.
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Questions & Discussion

Together, we can build a secure and resilient HealthPlus Analytics.
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