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[bookmark: _Toc204847676]Abstract
This paper explores the development and evaluation of a digital signage system, focusing on user satisfaction, system functionality, and potential improvements. The introduction and aims set the stage for the study, followed by a literature review that defines digital signage, its benefits, types, and emerging technologies. Case studies illustrate real-world implementations, providing practical insights. The research employs a mixed-methods approach, combining qualitative and quantitative data. The implementation section details the development process and fulfilment of requirements. A comprehensive survey evaluates whether the new system increases user satisfaction and performance, and looks at areas for future improvement. The paper concludes with a discussion of findings, recommendations for future work, and personal reflections, highlighting the project’s benefits and providing a pathway for further research and development.
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[bookmark: _Toc204847678]Introduction
Communication is critical. It is arguably the key to success in an increasingly dynamic and fast-paced world of business. As technology continues to grow and evolve, the need for innovative and efficient communication tools becomes increasingly important. One such tool that holds immense potential is digital signage, which presents a unique opportunity to enhance internal communication, boost employee engagement, and streamline information dissemination.
[bookmark: introduction]This report aims to outline a comprehensive plan to transform an ageing digital signage system into something fit for the modern world. It aims to identify the methodologies, technologies, and best practices in digital signage. By leveraging cutting-edge technology and strategic planning, this project aims to create a robust and dynamic digital signage system that not only meets the needs of the users but also sets a new standard for organisational communication.


[bookmark: _Toc204847679]Project Objectives
Research-based – To systematically gather information about the available technologies for Digital Signage and investigate case studies.
Research & Development Methodology – To outline an appropriate research & development methodology for the implementation of a new digital signage solution.
Design based – To plan and design a full transformation of our existing digital signage system, taking the needs of users into account to ultimately increase user satisfaction and digital signage effectiveness
Development based – To plan, implement, and action the deployment of a new digital signage system which meets the needs of all users
[bookmark: project-objectives]Evaluation, conclusions and recommendations – To critically evaluate the planning and implementation of a new digital signage system


[bookmark: _Toc204847680]Literature Review
This section of the report provides an overview of digital signage, its benefits, types, and emerging technologies. The review also includes statistics and trends, highlighting the growing importance of digital signage in various sectors.
Three case studies are examined to illustrate real-world implementations: a student-driven digital signage project, a primary school system using Raspberry Pi, and an IoT-based signage system. These case studies provide practical insights into the development and deployment of digital signage systems.
The literature review acknowledges some important voices in digital signage, such as Nigel Davies and Sarah Clinch from the University of Lancaster, and Florian Alt from the University of Stuttgart & University of Munich.
[bookmark: what-is-digital-signage][bookmark: _Toc204847681]What is Digital Signage
Lyle Bunn described digital signage as a “network of digital electronic displays that [… display] text, animated or video messages for advertising [or] information[…]”.[1] This is in contrast to traditional signage, which is typically static in nature and uses print media to display information. In other words, digital signage is signage that can be changed without physical human intervention. Traditional signage needs an employee to visit the sign in order to update its content. Meanwhile digital signage can be updated much more frequently with almost zero ongoing cost. Indeed, Nigel Davies et. al. [2] find that Digital displays improve over traditional signage installations by enabling frequent, timely updates, and dynamic, context-aware experiences. In the current age, digital signage is synonymous with modern life. City buildings are adorned with enormous LED screens advertising products and services to the masses, while the humble phone booth has been replaced by information screens which show advertisements, news, and announcements. [3]
[bookmark: the-purpose-of-digital-signage][bookmark: _Toc204847682]The Purpose of Digital Signage
Traditionally, signage was based on physical print media. For small signs, a worker could have changed a sign in a matter of seconds. For larger installations, this could have taken two workers a number of hours to replace, often working at dangerous heights. This approach is costly and inefficient. Digital signage allows signage to change thousands of times a day with no manual intervention, increasing efficiency and cost effectiveness. This is also a benefit to businesses, as more products and services can be broadcast during a day, increasing revenues for the signage owners and driving customers towards the businesses who are advertising. Another benefit of the digital approach to signage is that it is possible to display more dynamic content which, for example, can react to its environment.[4] Another benefit of digital signage is its virtually infinite scalability. Large digital signage installations can be as big as city-wide, meaning the reach of messages is greatly increased over traditional print media signage.
[bookmark: X43aea69101ae4992823fba697732aaa3c1b5e64][bookmark: _Toc204847683]High Level Overview of Digital Signage Types
Digital Signage can take many different forms. Small installations can take the form of small screens on board public transport. These are typically used to display public transport information such as timetables and information about any delays or changes to planned schedules. [image: Figure 1]
Figure 1
 [5] Medium-sized installations can be larger screens attached to the sides of bus stations or on train platforms. These are typically used for commercial advertisements. [image: Figure 2]
Figure 2
 [6] In cities, this may include advertisements for nearby coffee shops and fashion stores. The largest installations are roadside billboards, or large LED screens on the side of buildings or in sports stadiums. Arguably the most notable example of such an installation is Times Square in New York, in which high-rise buildings feature massive advertisement screens. 
[image: Figure 3]
Figure 3
 [7]
[bookmark: statistics-trends][bookmark: _Toc204847684]Statistics & Trends
Many people will have noticed the enormous increase in the use of digital signage over the past two decades, and this trend shows no signs of stopping. In 2022, the global market for digital signage had a value of $24.86 billion, and the global compound annual growth rate is tapped to be 8%. By 2030, this could bring the total value of the digital signage market to $40 billion.[8] One of the key drivers of the global adoption of digital signage was the COVID-19 pandemic. As the population was encouraged to maintain a safe distance, it became more important than ever to provide contactless, interactive access to information. In particular, gesture and voice-based controls became especially useful.[9] One example that comes to mind is the introduction of drive-through facilities at fast food restaurants such as McDonalds. These installations allow customers to place orders for fast food without leaving their car, by communicating with restaurant employees using a teleconferencing solution. While the customer is placing their order, a screen in front of them displays their order in real time, ensuring that the order is correct.
[bookmark: emerging-technologies][bookmark: _Toc204847685]Emerging Technologies
Digital Signage is constantly evolving, and there are a number of emerging trends appearing in terms of the technologies and techniques used. One such emerging trend is the use of the cloud to power digital signage installations. In recent years, businesses have continued to embrace cloud technology. The use of cloud in digital signage offers a number of unique advantages over traditional “on-prem” installations. Cloud offers increased scalability and ease of use, allowing businesses to rapidly ramp up or scale back their signage deployments depending on their requirements. The adoption of cloud in digital signage also allows businesses to enable tighter integration with their existing cloud architecture.[10]
Artificial Intelligence in digital signage is another such emerging trend, enabling transformative experiences and hyper-personalisation. AI voice recognition, massive machine learning, and generative AI is beginning to shape how we interact with digital signage. For instance, menu screens at a cafe which change from hot drinks to cold drinks when the outside temperature is high. AI promises to deliver an immersive and engaging digital signage experience for the general public. As AI technology advances more generally, it is expected that more and more installations will feature AI in some form. [11]
In addition to trends in digital signage software, there are also trends in hardware. Newer display technologies promise to transform the way digital signage is deployed. Newer e-paper displays offer low-carbon opportunities to display information, feeding into the discussion around sustainability and net zero.[12] [13] Newer OLED displays offer richer, more vivid colours and greater contrast, allowing higher quality and more eye-catching displays. These technologies are covered in greater detail later in this literature review.
[bookmark: available-technologies][bookmark: _Toc204847686]Available Technologies
There are many different ways to approach digital signage. Various technologies are available for selection depending on the specific requirements for a given deployment. Factors such as whether the installation is outdoors or indoors, reliability of the network connection, and availability of power, can all have an impact on the configuration. Display brightness, connectivity options, controller selection, and power efficiency are all things that can be selected to meet requirements. While some installations are driven using closed circuit ‘narrowcast’ systems, most digital signage screens are driven by some sort of computer. Sarah Clinch et al. makes the distinction between ‘thin’ clients and ‘thick’ clients.[14] Thin clients are low-complexity devices which support the minimum feature set required for running a digital signage display, and is typically heavily dependent on a reliable network connection to a more powerful ‘host’ server. Due to their lower complexity, thin clients are a lower upfront cost. By contrast, ‘thick’ clients are more complex devices more akin to traditional computers, typically running a desktop operating system such as Linux or Windows. Thick clients are often less dependent on a central host, and may be able to cache digital content and continue running offline even in the event of a network or server outage. Clinch also describes a number of scheduling techniques for digital signage content [14], varying from simple round-robin type approaches to tracking viewers’ devices via Bluetooth, and scheduling content based on that.
[bookmark: screen-technologies]Screen Technologies
Nigel Davies et al. suggests that the availability of large and inexpensive Liquid Crystal Displays (LCDs) have fuelled the rapid growth in digital signage deployments.[2] This technology allows for displaying large, dynamic graphics in public spaces at lower and lower cost. This increased availability allows for larger deployments, sometimes at city scale. Newer Organic LED (OLED) technologies can be used to create striking visual displays [15]. OLED displays provide superior contrast ratios and more vibrant colours, and can display eye-catching High Dynamic Range (HDR) content. However, OLED displays are susceptible to burn-in, where static elements on the screen can cause a degradation of specific pixels, leaving a permanent ‘ghost image’ on the display, which could reduce the overall effectiveness of the display.[16] This is particularly important in the context of digital signage, where static images are often displayed repeatedly, which could lead to rapid degradation of the display. The effects of screen burn-in would have to be carefully considered when choosing the type of display used. As an alternative to OLED, regular Light Emitting Diode (LED) technology could be considered, and is one of the most popular types of digital signage.[17] These displays are visible in even in bright sunlight, and are often used in large outdoor installations such as billboards and stadium screens. As these screens are immune to the burn-in risks associated with OLED displays, they are a good choice if longevity is an important feature in a given installation. Given the current focus on net zero and sustainability, it is natural that there should be low-carbon options for digital signage technology. Indeed, Electronic Paper Displays (EPDs) [12] are an extremely low-power option for static, basic information display that does not require high refresh rates or video content. Unlike the aforementioned OLED and LCD technologies which require continuous power to maintain an image, EPDs only consume energy when updating content.[13] This makes them an ideal choice for applications such as real-time information displays (e.g. public transport timetables), and information kiosks where content does not need to change frequently. It also makes them suitable for environments where easy access to mains power is not readily available. EPDs can be powered using low-energy solar power and rechargeable batteries, and continue to maintain an image even when power is altogether lost.
[bookmark: controller-technologies]Controller Technologies
It is important to consider how to drive the content that is displayed on these digital signage screens. Typically, a digital signage installation will have a small embedded computer delivering the media information required to be displayed. Often, the configuration of these devices is more important than the configuration of the screens themselves. These devices are responsible for rendering, processing, and distributing content across display networks. Sarah Clinch et al. described the difference between thin and thick clients.[14] In essence, thin client have less responsibilities as part of the digital signage network, while the opposite is true for thick clients. The organisation designing the digital signage system needs to carefully decide the balance of responsibilities between the main server or distribution network, and the ‘edge’ devices which directly drive (and are located near) the screens themselves.
When designing a digital signage system, one important factor to consider is the software that will be responsible for running on the controller and displaying the digital signage content itself. Factors such as desired power consumption and available connectivity options will drive which software is chosen for the task. Many vendors offer low-power operating systems based on Linux which are purpose-built for embedded applications such as digital signage.[18] These operating systems are typically hardened for use in industrial applications, with security and dependability as the key focus. These systems are designed to run for years at a time without human intervention, making them suitable for digital signage applications.
Motion sensors can be connected to the digital signage controller in order to capture audience attention and enhance interactivity.[4] These sensors can be used to react to the behaviour or gaze of passers by, in order to attract attention and appeal directly to the viewer. Motion detection sensors can be based on microwave, ultrasonic, or infrared sensing, and allow more creative freedom and dynamic experiences. One obvious use case of motion sensors in digital signage is to save power during periods of minimal footfall. Motion sensors could be used to switch off the display backlight, or lower its brightness when there are fewer people around to see the content. With the recent focus on sustainability, this is an approach that would be really appealing to businesses who wish to retain green credentials and promote net zero.
[bookmark: case-studies][bookmark: _Toc204847687]Case Studies
Case Study 1: Student Driven Digital Signage
Since 2004, Siena College has used digital signage in their Financial Trading Lab in order to share information about academic events.[19] Their initial deployment was limited to a single signage installation. However interest grew in expanding digital signage across their campus, and in 2013 the team were provided funding for a pilot project to purchase hardware and software to expand their digital signage project. Their objective was to build an alternative to the traditional bulletin board, which they viewed as a messy solution. At the same time, they wished to provide a solution for broadcasting emergency notifications across campus.
They faced a number of challenges to their efforts, the most prominent being financial. They struggled to obtain funding for the LCD displays required, which temporarily put the project on hold. Another issue they faced was unreliable signage player software, which would run for a period of time before crashing. This is an important consideration, as digital signage must be able to run independently without human intervention for sometimes years at a time. A player that would constantly crash, simply would not have been adequate. Finally, many students complained that the content was difficult to read. Text was either too large or too small, or the colours were inaccessible and difficult to discern from the background.
[bookmark: X052a49e7375dc6ca0caa47091c7e7fcc5437dc9]Their pilot concluded with the outcome of increased awareness of digital signage, and a demonstration of the value of digital signage over a traditional bulletin board. The inclusion of digital signage in their communications strategy led to an anecdotal increase in attendance at student events. They found that various departments began to come up with new productive ways to use the signage, creating content themselves, whilst other departments showed interest in creating their own signage content or planned to install their own digital signage screens. The college also found that the reliability of the hardware was very important, and that it is crucial for the content to follow design best practices.
Case Study 2: Development of Digital Signage for Primary School using Raspberry Pi
At Potensi Utama University in Indonesia, a group of researchers investigated the use of LCD technology and the Raspberry Pi 4 single-board computer to develop a low-cost digital signage solution for a primary school.[20] The researchers wished to enhance the communication of important information to parents, such as examination dates, parent-teacher meetings, and class schedules. The researchers selected a Raspberry Pi and a simple LCD monitor as the hardware. For the software, two options were considered. The first was a free version of the off-the-shelf software Screenly, and the second was an installation of WordPress on a web server, including PHP, MySQL and Nginx.
The researchers found that the free version of Screenly has a number of limitations such as a max storage size of 500 megabytes, and that there is a limit on the amount of information that can be displayed per screen region. Despite this, they decided that Screenly free is adequate for simple announcements. The researchers found that WordPress was significantly more flexible. They found it stable and simple to update and manage. They specifically noted the ease of customisation of the content, and its wide support of media types such as image, video, and RSS feeds. They particularly liked the dynamic nature of the WordPress solution.
[bookmark: Xc453c32d0a55c7c14373e9cef8b6931b189163d]In their paper, the research identified several areas for further research and improvement. One such area was further research into content management solutions available. Another area was increasing the security of their solution. This is particularly pertinent today, as digital threats are at an all-time high.
[bookmark: X97f6748bc4a0ad97ce53cadf17e623958644807]Case Study 3: Design and Implementation of Digital Signage System Using IoT
Researchers at V.R.S. College of Engineering and Technology in Tamil Nadu, India, also investigated the use of Screenly versus a Web-based content management system for their digital signage solution.[21] They proposed a digital signage system for use in college campuses, as well as other industries where real time information is required such as at hospitals, railway stations, and corporate environments. Their proposed solution used a WAMP web server and a Raspberry Pi running embedded Linux. They designed a custom solution for managing the scheduling of different content. Using this technology, they were able to create a low-cost digital signage solution which could be further expanded using laptop and television screens. The researchers demonstrated that a complete digital signage system could be developed using a minimal amount of equipment, and they described in detail the hardware required to assemble their solution.
[bookmark: _Toc204847688]Summary of Findings
The literature shows that the digital signage movement has significant momentum and shows few signs of slowing down. The industry is experiencing significant growth, fuelled by increased demand and technological advances. Enhancements in digital signage such as touchless interaction and e-paper displays are generating new ways of increasing engagement and information sharing. Artificial intelligence is driving new experiences, with screens able to tap into data gathered by IoT sensors and provide real time information updates.
[bookmark: summary-of-findings][bookmark: literature-review]The case studies identified show that there is significant interest from both the public and private sector in maximising the benefits of digital signage technology. The findings show that digital signage is suitable for a variety of contexts such as retail, transportation, and corporate. Signage installations range in size from single screens to sports stadiums, right the way up to city-wide installations.


[bookmark: _Toc204847689]Research & Development Methodology
This section outlines the research and development methodology for the project. The project aims to identify features of an effective digital signage system and develop a reliable platform to enhance corporate communication, particularly for employees without email access. A mixed methods approach will be used, combining positivistic research to measure quantitative metrics like troubleshooting time and deductive research to gather user feedback on system usability.
The research strategy includes a literature review to establish a theoretical foundation and a development phase to create prototypes that improve efficiency, reduce downtime, and enhance system effectiveness. Validity will be ensured through real-world testing and user feedback, while reliability will be achieved by designing a robust, failure-tolerant system with integrated error handling.
The ‘Waterfall’ software development life cycle (SDLC) will be used due to its suitability for one-time deployments. This approach allows for clear milestones and avoids the need for iterative redeployment, making it ideal for hardware-based projects. While changes are difficult to accommodate, a strong literature review and thorough requirements specification will mitigate risks. Prototyping and evaluation will address potential defects, ensuring the final solution is robust and well-documented.
[bookmark: _Toc204847690]Testing Plan
In order to test the validity and reliability of the system, and evaluate its ability to meet the aim & objectives of the project as well as the needs of the users, the system will be tested in a number of ways. Structured electronic surveys will allow the project to take the ‘voice of the customer’ into account. Participants will include the content & marketing team, who will be designing the content for the digital signage screens, as well as selecting which content will be playing in which areas. It will also include the technical team who will be responsible for the ongoing maintenance and expansion of the system.
Survey Objectives
To capture a full range of viewpoints, the survey will target both end-users and the technical team who will manage the system, focusing on five main objectives.
First, it will assess user satisfaction regarding usability, functionality, and user experience. High satisfaction indicates the system meets user needs, while low satisfaction suggests areas for improvement.
Second, it will identify challenges users face, such as navigation, accessibility, or technical barriers, ensuring the system integrates smoothly into their workflow without causing disruptions.
Third, it will evaluate whether the system meets its intended goals, such as improving usability over the old system and reducing maintenance requirements, to gauge overall effectiveness.
Fourth, it will gather suggestions for additional features or improvements. While large feature requests may be challenging to implement due to the waterfall methodology used, smaller features could be implemented later or in future development phases.
[bookmark: survey-objectives]Finally, it will collect feedback on the system’s reliability, performance, and ease of maintenance, helping to refine the system and introduce quality-of-life improvements to meet the business’s high standards.
Survey Questions
To meet the above objectives, the following questions will form the survey.
Question 1: On a scale of 1 to 5, how satisfied are you with the usability, functionality, and overall experience of using the current (old) digital signage system?
[bookmark: X83ac7045fc8ff6910beffc8bb291517a668bb24]This question will be asked in order to establish a benchmark against which the new system will be evaluated, and will provide crucial context against which the success of the new digital signage system can be judged. Differences between the participants’ rating of the old system versus the new system can be used to establish whether the new system has made an improvement in the eyes of the users.
Question 2: On a scale of 1 to 5, how satisfied are you with the usability, functionality, and overall experience of using the new digital signage system?
[bookmark: Xdfd68693b85a03e6aeb7777c65245960063f743]The answer to this question in contrast to the participants’ answer to question 1 will establish whether the participant feels like the new system has improved upon the old system. This will be a key metric in determining whether the project has been successful in achieving its aims. Further, the answer to this question will identify how effective the user believes the system is, overall. This will indicate whether the user is satisfied with the system as-is, or whether there may be possible room for improvement during future development phases.
Question 3, 4, and 5 (System Effectiveness)
Questions 3, 4, and 5 will aim to establish the overall system’s effectiveness in comparison to the old system by ranking three aspects of both the old and new system out of 10:
· On a scale of 1 to 5, how well do you think the [old/new] system is able to deliver relevant content?
· On a scale of 1 to 5, how well do you think the [old/new] system improves communication?
· On a scale of 1 to 5, how well do you think the [old/new] system enhances engagement?
[bookmark: question-3-4-and-5-system-effectiveness]These less technical questions aim to establish the value that the new system brings to the business, compared to the old system.
Question 6: What additional features or improvements (if any) would you like to see? (Free text field)
[bookmark: X7992205c6e96b62837ae30f7550c49a4045a071]The responses to this question will identify potential additional features or areas for future expansion of the system, allowing it to evolve to meet the users’ expectations. Conversely, if this question does not elicit much feedback, then it may be an indicator that the digital signage system is fit for purpose, and development focus can be assigned to other projects within the business. This question will take the format of a free-text field, allowing participants to expand on their feedback and deliver qualitative feedback.
Question 7: What comments (if any) do you have on the system’s reliability, performance, or maintenance? Do you have any suggestions for optimisation? (Free text field)
[bookmark: Xe8040b80382c2878af18f46fc95c98c4e6e4dea][bookmark: survey-questions]This question is designed to collect feedback on the non-functional aspects of the system. This is mainly aimed at the technical teams responsible for managing the system, but it has been decided to keep this question open to the end-users of the system too, as they may be able to offer additional insight beyond what the technical team may have, as they will be using the system on a daily basis.
Survey Results Analysis
As the survey contains a mix of qualitative and quantitative questions, the data will be analysed accordingly. Quantitative responses will be analysed using bar graphs and pie charts, as this will provide an intuitive way to understand the magnitude of the responses and quickly identify positive/negative trends i.e. are the bars higher closer to the left (low scoring) or the right (high scoring). As the quantitative questions are simple ‘out of five’ questions, there is no need to use complicated analysis tools.
Qualitative data will be analysed using frequency analysis tools such as word clouds, which will allow common themes to be highlighted and brought to the foreground. Some preprocessing may be required in order to gain the most value from these tools, such as removing conjunctive words such as ‘and’, ‘or’, and ‘but’.
[bookmark: survey-results-analysis][bookmark: testing-plan]However, the survey will not be without limitations. It is possible that the survey may have limited reliability, due to its reliance on subjective data provided by humans. In addition, the results may not be particularly generalisable, as the specific results generated will pertain to this specific implementation of digital signage, and may therefore not apply to other organisations.
[bookmark: _Toc204847691]Availability of Software & Hardware
The deployment site already has modern flat-screen backlit LCD displays suitable for digital signage, as they are resistant to OLED burn-in. Embedded computers will be used to serve content to these screens, with Raspberry Pi 4 selected due to its availability and suitability. Several Raspberry Pi devices with non-critical defects will be repurposed, reducing costs. The Raspberry Pi 4 features dual HDMI outputs, enabling two displays to be driven simultaneously, further lowering hardware costs and power consumption for closely positioned screens.
The Linux operating system will replace the current Windows-based system due to its reliability, low resource consumption, and lack of licensing costs. Linux’s stability avoids frequent reboots and updates, making it ideal for digital signage. Bash scripting will handle system configuration and automation of tasks such as content updates, and maintenance. Scripts can be executed manually or automated using the cron utility. Secure Shell (SSH) will enable remote access for administrative tasks, reducing the need for physical access to signage devices and improving safety.
[bookmark: availability-of-software-hardware][bookmark: research-development-methodology]The Raspberry Pi’s watchdog functionality will enhance system reliability by monitoring for freezes or crashes. In the event of a fault, the watchdog will trigger an automated reset, ensuring system recovery and minimizing manual interventions. Other tools available for use include Raspi-config for configuring Raspberry Pi features, Mirage and Linutop for displaying signage content in slideshow mode, Ntpdate for synchronizing system date and time with an NTP server, Uncomplicated Firewall (UFW) for cybersecurity, VNC for remote desktop control, CEC for transmitting control signals over HDMI, and SMB for secure file transfer across the network.
[bookmark: _Toc204847692]Project Plan
As the project will rely on a waterfall-like development cadence, it is important that there is a strict plan in place to ensure that the project does not experience delays due to scope creep or errors. To that end, a project Gantt chart was developed using the enterprise project management software Asana, which can be seen in figure 4.
[image: Figure 4]
[bookmark: project-plan]Figure 4


[bookmark: _Toc204847693]Design
[bookmark: _Toc204847694]Initial Prototyping
The prototyping phase involved three key prototypes. The first prototype expanded the existing digital signage system using VNC to duplicate screens, but this increased network traffic and reduced system robustness. The second prototype used Raspberry Pi with Mirage slideshow software, offering a low-cost and low-power solution, but lacked central content management. The third prototype improved on this by using a network share for central content management, but faced scalability issues and network dependency problems.
[bookmark: initial-prototyping]The initial prototyping phase was incredibly useful in discovering the utility and limitations of the Raspberry Pi, as well as helping to discover software that would allow the project to produce solution to meet the project objectives.
[bookmark: _Toc204847695]Final Requirement Specification
[bookmark: design][bookmark: final-requirement-specification]Appendix 1 describes the final requirement specification of the system. In brief, the requirement is a highly reliable digital signage network capable of displaying images and HD video content in a slideshow fashion with remote management capabilities and eco-friendly power saving functions.


[bookmark: _Toc204847696]Implementation
[bookmark: _Toc204847697]Meeting the Requirement Specification
This section will cover how each of the features of the requirement specification were implemented, as well as describing exactly how the implementation meets the letter of the specification.
Dual Display [REQ001]
There are a number of ways of possibly meeting REQ001, such as using an additional HDMI splitter. However, it was decided not to purchase additional hardware, as this would have significantly raised the total cost of the project. Instead, it was decided that the dual micro HDMI outputs of the Raspberry Pi 4 would be used.
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Figure 5
Getting the Pi to output to both HDMI outputs while fulfilling the other requirements was tricky. Some software worked flawlessly, outputting to both displays with no additional configuration required. Other software required workarounds which would have unintended side effects. For instance, to meet REQ003, a video player software needed to be chosen. OMXPlayer was selected initially, but this player only displayed on one screen. This meant that two instances of OMXPlayer needed to be started; one for each screen. A bash script was written to handle this:
displayInfo=$(tvservice -l)
numOfLines=$(echo "$displayInfo" | wc -l)
let numOfDisplays=$numOfLines-1

if test $numOfDisplays -eq 2
then
  omxplayer --display 7 $1 | omxplayer $1
fi

if test $numOfDisplays -eq 1
then
  omxplayer $1
fi
Step by step, this script:
1. Queries tvservice to gather information about connected display devices
· $ tvservice -l
1 attached device(s), display ID's are : 
Display Number 7, type HDMI 1
1. Calculates the length of the response from tvservice
2. Subtract one from the result. This gives the number of connected displays
3. If the number of displays equals two, spawn two instances of OMXPlayer
4. If the number of displays equals one, only spawn a single instance of OMXPlayer
By automatically detecting the number of connected displays at runtime, it is possible to re-use the same Pi image on a single display or double display and have it work without changing the configuration.
[bookmark: dual-display-req001]While prototyping for REQ007, it was discovered that a special driver was required to send CEC commands to more than one display at a time. However, this driver was incompatible with OMXPlayer, forcing a rethink of the video player software used. As demonstrated, by attempting to reduce the cost of implementing this requirement, the complexity was increased.
Quality Levels [REQ002]
There are a number of factors that feed into meeting REQ002:
· There needs to be enough space on the device to store signage content of adequate quality
· Bandwidth utilisation must be minimised in order to not overwhelm the network
· The quality needs to be good enough that content looks good on large screens from a reasonable distance
[bookmark: quality-levels-req002]In order to satisfy these conditions, it was determined that 1080p@30 was the minimum quality level needed. To ensure that the devices have sufficient storage space for content of this quality, it was decided that 32 GB SD cards would be used. Bandwidth utilisation is minimised by ensuring that only the minimum necessary data is transferred across the network. For example, only newly uploaded content is synchronised to the cache. If the content already exists in the cache, it is not downloaded again.
Supported Content Types [REQ003]
[bookmark: supported-content-types-req003]To satisfy REQ003, the correct software must be chosen that can display the variety of content formats required. For video, OMXPlayer was briefly considered, due to its ability to make use of the hardware acceleration features available on the Pi’s graphics processing unit. However, OMXPlayer had some compatibility issues when implementing REQ001, so VLC was chosen instead. Specifically, the command line version cVLC was used. VLC is able to play a variety of formats without issues, and is highly flexible and customisable. For all other types of content, the system uses the inbuilt renderer of Linutop, which is a proprietary content scheduling software.
Content Scheduling [REQ004]
[bookmark: content-scheduling-req004]To meet the requirement set out in REQ004, a number of options, such as the Mirage software used during one of the earlier prototypes, were evaluated. Ultimately, the proprietary software Linutop was chosen. Linutop is a software package designed specifically for Digital Signage content scheduling, so it was a good fit for this purpose. Linutop allows for specific content folders to be selected, and content can be played from those folders in a round robin fashion, with configurable timings per screen.
Content Caching for Offline Playback [REQ005]
Meeting REQ005 posed a few challenges. For instance, it was initially considered whether it was possible to play content directly from a shared Windows network drive. However, in the event of a network outage, this would have disconnected immediately, and likely caused a complete outage of the signage network. The rsync tool allowed synchronising content from a server to the device. To do this, a Windows share was first mounted over the network by adding it to the /etc/fstab file.
proc            /proc           proc    defaults          0       0
PARTUUID=95ef85a6-01  /boot           vfat    defaults          0       2
PARTUUID=95ef85a6-02  /               ext4    defaults,noatime  0       1
# a swapfile is not a swap partition, no line here
#   use  dphys-swapfile swap[on|off]  for that
//dataserver/shared   /mnt/IntranetFolder    cifs    ro,username=digitalsignage,password=[redacted],vers=2.0   0       0
After this, it was possible to synchronise content from the Windows share using rsync by adding the following command to the root user’s cron file:
*/5 * * * * /usr/bin/rsync -avu --delete "/mnt/IntranetFolder/Digital_Signage/" "/home/linutopuser/Desktop/ContentCache"
Breaking down this line:
1. */5 * * * * Run the command every five minutes
6. /usr/bin/rsync Invoke the rsync utility
7. -avu supply some options to rsync. Option a causes rsync to back up the exact folder structure, including symbolic links and permissions. Option v provides verbose output, which is useful for debugging. Option u is crucial for minimising bandwidth usage, causing only the changes to be synchronised.
8. --delete ensures that any files not present on the source, are removed from the destination. This allows old content to be removed from the signage network
9. The remainder of the command specifies the source and destination of the synchronisation operation
[bookmark: X64770662e1deed7788ed2261ea24e49c3ef8aac]The result of this is that, when the Pi is online, it constantly synchronises the latest changes over the network. If the Pi becomes disconnected, it continues to play content and will resume synchronisation once it is connected again. This therefore meets REQ005.
Connectivity Options [REQ006]
[bookmark: connectivity-options-req006]REQ006 was straightforward to meet, as the Raspberry Pi platform has both wired and wireless network connectivity options available. During implementation, it was found that a wired connection was most reliable. However, wireless connectivity serves as a useful crutch for areas where wired network is not already available.
[bookmark: hdmi-cec-support-req007]HDMI-CEC Support [REQ007]
REQ007 was achieved using the onboard CEC capability of the Raspberry Pi platform. The Pi is able to issue CEC commands along the HDMI bus, giving it the ability to switch on or off a connected TV. To do this, the cec-ctl utility was used. First, CEC needs to be initialised after booting. This was achieved using the following cron lines:
#Initialise CEC
@reboot /usr/bin/cec-ctl -d/dev/cec0 --playback -S
@reboot /usr/bin/cec-ctl -d/dev/cec1 --playback -S
This is done twice, once for each of the Pi’s HDMI outputs. The next step was to configure the on/off schedule for the TV. This was again achieved using cron:
15 23 * * 5 /home/linutopuser/screenoff.sh
30 6 * * 1 /home/linutopuser/screenon.sh
These lines call the respective scripts in order to control the TV.
$ cat screenoff.sh 
/usr/bin/cec-ctl -d/dev/cec0 --to 0 --standby
/usr/bin/cec-ctl -d/dev/cec1 --to 0 --standby
Watchdog Functionality [REQ008]
REQ008 was met by using the inbuilt watchdog functionality of the Raspberry Pi, which needed to be configured and enabled in software. First, the Pi needs to be told to enable the hardware watchdog at boot time using the following command.
echo 'dtparam=watchdog=on' >> /boot/config.txt
Using the software package manager, it is then required to install the watchdog daemon that communicates with the hardware watchdog using sudo apt install watchdog. If the hardware watchdog stops receiving regular communications from the daemon, it is assumed that the system has crashed, and the watchdog triggers a reset. The following commands then configure and enable the watchdog service:
echo 'watchdog-device = /dev/watchdog' >> /etc/watchdog.conf 
echo 'watchdog-timeout = 15' >> /etc/watchdog.conf 
echo 'max-load-1 = 24' >> /etc/watchdog.conf 
systemctl enable watchdog 
systemctl start watchdog 
systemctl status watchdog --no-pager
[bookmark: watchdog-functionality-req008]By meeting REQ008, the system will automatically reset in the event of a crash, thus enabling better system longevity and requiring less manual intervention.
Centralised Content Management [REQ009]
REQ009 is heavily linked to the work done to achieve REQ005, however this section will specifically cover the set up of the server side.
[bookmark: centralised-content-management-req009]The content is stored in a Windows network share which is split into many subfolders, each with their own security restrictions. This allows different screens to show different content, and ensures that only the people with the correct authority are able to update the correct screens.
Access Control [REQ010]
REQ010 is implemented by using NTFS share permissions on the digital signage content folder. This ensures that only the correct users have permissions to modify the signage content for their area. The reason that NTFS permissions were chosen is that it automatically synchronises with the corporate identity provider/directory. This reduces duplication of work, as access control is then tied to the central corporate access control system.
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Figure 6
[bookmark: access-control-req010]The digital signage system itself uses a service account which only has read permissions, increasing the overall security of the system.
Content Update Frequency [REQ011]
[bookmark: content-update-frequency-req011]REQ011 was met by synchronising to the central content folder approximately every five minutes. This strikes a balance between updating too frequently and potentially causing network issues, and updating too infrequently and risking becoming unreliable, and showing stale content. In the event that a screen loses connection, the content will cease to be updated until it is connected again.
[bookmark: Xccc2f9a28bde7dd810b2e2b862fdf4ec848d595]Content Delta Updates for Reduced Network Strain [REQ012]
In order to meet REQ012 and to keep the content regularly updated, the possibility of regular content downloads was considered. However, a complete re-download of all the signage content on a regular basis could have swamped the network. rsync allows synchronising one folder to another, by copying only the changes from the source folder. This reduces network bandwidth by only synchronising the delta (difference) between the source content folder and the destination.
Remote Administration [REQ013]
To meet REQ013, it was decided to make use of Secure Shell (SSH) for command line access, and VNC for desktop access. To ensure maximum security, SSH access was limited to non-root users, and a password is required to escalate privileges. In addition, password login over SSH is disabled, requiring access to a secure private key file in order to access the device remotely.
VNC is not an inherently secure protocol, so it was decided that external access to the VNC port would be blocked using the on-device firewall, ufw. Instead, accessing VNC can be done by using a feature of SSH called SSH tunnelling. By tunnelling the VNC port to a local machine, it can be accessed using the same high security offered by SSH itself:
[bookmark: remote-administration-req013]ssh -i <SSH key path> -L 5900:localhost:5900 <username>@<ip address of device>
[bookmark: network-monitoring-req014]Network Monitoring [REQ014]
To meet REQ014, some custom scripts were created to send email alerts to the relevant people, notifying them of important events. Figure 13 shows a snippet of some code used to send an email under a specific error condition that was identified to sometimes happen:
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Figure 13
This script checks whether the window manager is still running, and sends an email using the sendmail utility if it has stopped. It includes some additional checks to make sure it is not triggered too early or too often.
Management Portal [REQ013 & REQ014]
By far the largest software aspect of this project is the software solution built to manage the installation and meet REQ013 AND REQ014. It is crucial that the local IT team can manage and monitor a large fleet of signage devices from a single place. To that end, a software suite named ‘DisplayWare’ was created. Due to the size of work required to meet this requirement, it will be described within its own section.
The system comprises three main components. It features an agent written in Go, which runs on each of the signage devices, is responsible for reporting into the system with details about the device including the hostname and any network addresses that a technician might require to troubleshoot the device. The system also features a web-based graphical user interface that technicians can use to troubleshoot the system, view each device’s online/offline status, and issue reboot commands. Finally, the system also features a main server component, which is responsible for orchestrating the communication between the agents and the frontend. The three components communicate using web sockets, which are duplex communication channels that allow for real-time communication in web applications.
[bookmark: agent]Agent
The agent is a small piece of software which is designed to report back to the monitoring system information about a signage device’s status, as well as its network configuration and a preview of the currently playing signage. It is also responsible for issuing shutdown and reboot commands to the device on behalf of the technician.
The agent is written in Go, which is a lightweight general-purpose programming language. Go was chosen for this task because it is a compiled rather than interpreted programming language, allowing for better performance and lower resource utilisation, which is important given the limited compute resources available on the Raspberry Pi. The agent connects to the server over a web socket, and regularly reports information about its configuration, as well as a base64 encoded low-resolution thumbnail of the framebuffer. It waits for the server to issue commands such as PUB_DEVICE_REBOOT_CMD, which will trigger a device reboot.
[bookmark: server]Server
The server is a NodeJS application that establishes a web socket server and listens for incoming requests on port 3001. Connecting agents can upload their current status using the POST_DEVICE_INFO command, and supplying a JSON representation of their current state. This JSON data is then cached in memory, and forwarded to any listening clients. Clients can begin listening for POST_DEVICE_INFO events by using the SUB_DEVICE_INFO command. This follows the typical publish/subscribe model found in many IoT systems such as MQTT. It facilitates a many-to-many relationship between systems, i.e. there can be many clients listening for events from many agents.
User Interface
The system features a web-based user interface built using the ReactJS framework. The user interface takes inspiration from similar applications used for managing large numbers of machines. The user interface connects to the server over a web socket, and immediately subscribes to events posted by agents by issuing the SUB_DEVICE_INFO command. This allows it to receive information about connected signage devices and display them in the left-hand navigator. When the technician clicks on the device in the navigator, the UI shows further information about the device, such as details about the attached network devices and IP addresses, and a preview of what’s on the device’s screen. The UI also displays buttons for issuing shutdown and reboot commands to the device.
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[bookmark: management-portal-req013-req014][bookmark: user-interface]Figure 12
[bookmark: device-firewall-req015]Device Firewall [REQ015]
To properly secure the devices, the package ‘Uncomplicated Firewall’ or ufw is installed. This ensures that all of the devices network ports are blocked by default, with exceptions needing to be explicitly defined. In this case, all ports except for TCP port 22 - for remote access - are blocked. This meets the requirement as set out in REQ015
Documentation [REQ016]
[bookmark: documentation-req016][bookmark: meeting-the-requirement-specification][bookmark: implementation]A number of pieces of documentation have been created, documenting the process of creating a new signage device image, deploying a new signage device, and securing/troubleshooting the signage devices, in order to meet REQ016. The documentation allows new members of the team to pick up the procedure for expanding the signage network when required, as well as how to gain remote access and troubleshooting.
[bookmark: _Toc204847698]Testing (Survey Results & Analysis)
The following section details the results of the survey, by question.
[bookmark: _Toc204847699]Question 1: Satisfaction with the old system
Participants were asked “On a scale of 1 to 5, how satisfied are you with the usability, functionality, and overall experience of using the current (old) digital signage system?”
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Figure 7
[bookmark: X74f4a6acce72b581b141562221524815fd6bc7a]The results of this question show that satisfaction with the current system ranges from very low to moderate. This could suggest that different users of the system with different roles have differing perspectives on the system. For instance, the content team may find it easy to use and upload content to the system, but the IT team may be finding it frustrating to manage the system. Regardless of what the reason may be, this sets a benchmark for comparing the new system with the old, with the average score being 2.7. Overall, the was higher than expected, given the volume of complaints received about the unreliability of the old system. It was not immediately clear why the score for the old system was as high as it was, however this could be due to respondents with specific roles not being impacted so much by the system’s unreliability.
[bookmark: _Toc204847700]Question 2: Satisfaction with the new system
Participants were asked “On a scale of 1 to 5, how satisfied are you with the usability, functionality, and overall experience of using the new digital signage system?”
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Figure 8
[bookmark: X96242f2a4169a07745e351d28da88a0ef89079f]The satisfaction score of the new system is markedly higher, with the average score being 4.2. This shows that users are generally more satisfied with the new system. One user still scored the system a 3, which could indicate that there is still room for improvement, which may be explained by the qualitative responses to question 6 and question 7. This score largely met expectations, as the previous system’s failings were so clear, that almost anything would have been an improvement to most users’ quality of life.
[bookmark: _Toc204847701]Question 3: Ability to deliver relevant content
Participants were asked “On a scale of 1 to 5, how well do you think the [old/new] system is able to deliver relevant content?”
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Figure 9
[bookmark: X1734cf1540dcb7912180a9a7f04994d0e3e76db]Participants generally scored the new system higher for how well they think the system is able to deliver relevant content, with an average score of 4.2 compared to the old system with an average of 2.7. Hypothesising, this could be due to the speed at which new content can be uploaded to the new system, allowing content to be hyper-relevant. This result largely met expectations.
[bookmark: _Toc204847702]Question 4: Ability to improve communication
Participants were asked “On a scale of 1 to 5, how well do you think the [old/new] system improves communication?”
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Figure 10
[bookmark: X0e7d2ec90cfd753a0381a8320c2242235e9893c]Participants generally scored the new system higher on this question. Interestingly, the old system had a wide range of answers - the old system’s score ranged from one to five - suggesting that the question is rather open to interpretation. The average score of the old system was 2.9, and the new system’s score was 4.0. As the old system and new system generally perform the same core functions, it makes sense that some participants may score the functional aspects similarly. An improvement in this area was expected.
[bookmark: _Toc204847703]Question 5: Ability to enhance engagement
Participants were asked “On a scale of 1 to 5, how well do you think the [old/new] system enhances engagement?”
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Figure 11
[bookmark: question-5-ability-to-enhance-engagement]The responses to Question 5 were generally more mixed than answers to the previous question, with no participant selecting the highest score for either system - defying expectation. this might suggest that digital signage is not perceived to be a good way of increasing employee engagement. The old system scored an average of 2.3, while the new system scored an average of 2.9. It was expected that the new system would score higher than this.
[bookmark: _Toc204847704]Question 6: Additional features or improvements
Participants were asked “What additional features or improvements (if any) would you like to see?” (Free text field)
· Responder 1 - More customisation options in terms of content scheduling e.g. show different content at night for shift workers
· Responder 2 - [did not respond]
· Responder 3 - [did not respond]
· Responder 4 - would like a screen on my desk which shows a preview of what’s on the signage system
· Responder 5 - The old system had a bbc news ticker
· Responder 6 - [did not respond]
· Responder 7 - It can’t do powerpoint presentations at the moment. That would be useful for visits
The answers to question 6 highlighted some of the features that respondents felt were missing, or would be good ways to enhance the system. For instance, more customisability was requested in regards to the content scheduling, which is a feature currently not available in the new system which was not captured as part of the initial requirements gathering. The literature review shows that there are many algorithms available for scheduling content, suggesting that this would be a good feature candidate for a possible future iteration of the system.
[bookmark: Xa66c14df0d68b909087dfbb7db0420c170b38c2]Other responses indicated that the new system is lacking some features, some of which were present in the old system, such as an RSS-based news banner. Another feature that was requested was the ability to manually navigate through the slides using a remote, which is not currently possible.
[bookmark: _Toc204847705]Question 7: Comments on reliability, performance, or maintenance
Participants were asked “What comments (if any) do you have on the system’s reliability, performance, or maintenance? Do you have any suggestions for optimisation?” (Free text field)
· Responder 1 - [did not respond]
· Responder 2 - very reliable
· Responder 3 - Sometimes the TVs get switched off, it would be good if we could lock the TVs to stop people turning them off
· Responder 4 - The old system had many issues with TV outages and out of date information. big thank you for the introduction of the new system
· Responder 5 - [did not respond]
· Responder 6 - saves so much time compared to manually uploading content with USB sticks
· Responder 7 - [did not respond]
[bookmark: X2e9bbb017e3a485da47eabbdbeb7f67fe964a99][bookmark: testing-survey-results-analysis]The feedback from the respondents indicates that the new system is highly reliable and performs well, with significant improvements over the old system. The main area for optimisation is the addition of a feature to lock the TVs, which would prevent unauthorised TV switch-offs and further enhance the system’s reliability and ease of maintenance.
[bookmark: _Toc204847706]Results & Discussions
The planned outcome of this project was to plan, design, and implement a full transformation of our existing digital signage system, taking the needs of users into account to ultimately increase user satisfaction and digital signage effectiveness. This section of the report will aim to establish whether the project met these objectives.
From a purely statistical point of view, the survey results provide a picture of the improvements made to the digital signage system, offering valuable insights into user satisfaction, but also some areas for improvement. The old system received an average satisfaction score of 2.7, reflecting low to moderate satisfaction levels. The wide range of responses suggest that user experiences varied significantly based on the user’s role. For example, issues that may have troubled the content team such as uploading and managing signage content may not have been an obvious issue for the local IT team. Conversely, ongoing maintenance issues such as crashing displays or faulty hardware may not have been obvious, or at least troublesome, for the content management team, who typically have limited oversight of the day-to-day running of the digital signage network. Despite frequent complaints about the old system’s unreliability, the score was higher than anticipated. Nonetheless, scoring the old system was crucially important, as it established a baseline for evaluating the new system’s performance.
The new system achieved an average satisfaction score of 4.2, marking a substantial improvement over the old system. This result largely meets expectations, as the new system addresses many of the old system’s failings. However, the responses to the survey indicate that there is still room for improvement with the new system, which could be addressed during a further phase of development. The qualitative feedback offered by the respondents shed light on specific areas for possible future improvement, such as the ability to use the system for live, PowerPoint style presentations. With the benefit of hindsight, the ‘voice of customer’ scoping exercise should have taken into account a much larger pool of potential users. After the initial implementation, more and more users and departments expressed a desire to make use of the system. Overall though, the new system’s higher satisfaction score demonstrates its success in enhancing the user experience.
From a functional point of view, the project was a success in implementing all sixteen of the points listed in the requirement specification. This was a remarkable feat, given the limited time and resources available for the project. Some requirements were met through necessity, e.g. the requirement for a single device to be able to power two displays (REQ001), due to limited budget. Some requirements which started out as “Could” requirements, ended up becoming mandatory, due to external pressure from senior staff. This echoes the experiences described in case study 1, where the development of an enhanced digital signage system increased interest from other departments who then began to request their own screens. This evokes the adage “if you build it, they will come”, which certainly rang true during the implementation stage. To that end, it would likely have been beneficial to spend more time evaluating which requirements would be mandatory, in order to make the best use of project time.
[bookmark: _Toc204847707]What Went Well
The decision to utilise a compute platform based on low-cost, low-power Linux hardware proved to be a good one. The devices and associated software were significantly more reliable than the previous Windows-based system, which reduced downtime and increased reliability. The built-in watchdog functionality which enables automatic reboots in case of a software or hardware crash proved incredibly useful, as it eliminated the need for a technician to carry out work (potentially at height) to resolve issues. This was further improved by the remote access functionality built into the system, which allowed technicians to issue reboot commands in case of a problem.
The decision to use a Windows share for content management rather than proprietary software was incredibly beneficial. Users found the Windows share to be more intuitive, as it’s an interface that most people are familiar with, and allowed “drag and drop” changes to the signage content. This also minimised the need for individual user training. Indeed, many users simply began using the system without requiring an introduction.
[bookmark: what-went-well]Further, the content caching feature that allows the digital signage screens to continue running in the event of a network outage has proved invaluable on several occasions. Due to the screens being in high visibility areas, it is crucial that failures are not obvious to passers by. The ability of the screens to continue running even during site-wide outages is particularly remarkable.
[bookmark: _Toc204847708]What Didn’t Go So Well
During this project, limitations on time and budget sometimes restricted the team’s ability to implement features or make improvements. For instance, time constraints meant that the DisplayWare software built to monitor and manage the system lacked some of the features that were hoped to be implemented, such as the ability to issue more types of commands to the device, and role-based access control in order to limit which users could access which features.
Some users asked for features later on in the project, such as the ability to display PowerPoint presentations. Due to the Waterfall methodology that was used to develop the system, it was not feasible to develop these additional features. Some ways this could’ve been mitigated include conducting a better scoping exercise at the beginning of the projects to outline requirements, or selecting a different development methodology.
During the implementation of the project, it was discovered that the Raspberry Pi lacked sufficient processing power to display 4K video. This presented a problem, as the marketing team expressed a desire to display high resolution content on TVs that supported it. Once again, better scoping at the beginning of the project could have identified and solved this problem.
[bookmark: what-didnt-go-so-well][bookmark: results-discussions]Finally, the lack of a convenient way to update the system meant that any changes had to be deployed manually, one at a time. Software patches created to resolve crashing issues or problems with the video playback had to be delivered to each device individually by a technician, which was inefficient. This could’ve been resolved using an OTA system update mechanism, or a fleet orchestration tool such as Ansible.


[bookmark: _Toc204847709]Conclusion and Recommendations for Future Work
As a direct result of the project, there were several immediate benefits. The existing software was proprietary and required the use of a special client in order to upload new content to the signage network. By using a standard Windows share in order to upload content and distribute it to the signage network, there was an immediate improvement to the Marketing team’s digital signage workflow. In addition, an improved workflow meant that rapid, dynamic updates to the signage content were made possible, with the ability to upload new content to react to real-world events such as visitors entering or leaving the premises.
Some of the non-functional benefits included a reduced maintenance burden on the local IT team, as there were fewer callouts for unresponsive screens. The reliability of the Linux platform was immediately apparent over the old Windows based system. The ability to monitor the solution using newer tools allowed faster troubleshooting and proactive problem resolution.
[bookmark: _Toc204847710]Future Work
There are a number of areas for future work in the area of digital signage. Firstly, there is a gap in the literature surrounding digital signage’s use in industry. The majority of existing literature focuses on digital signage in retail-based environments, and their effect on passers-by, e.g. which kinds of digital signage attract the most attention, or are most likely to facilitate a conversion. More research could be done in the area of using digital signage for internal company communications, for the benefit of employers and employees. The literature in this area was found to be incredibly lacking, particularly in the manufacturing space.
Future work could also include the development of a new software suite which would automate parts of digital signage deployment which are currently very manual. During the project, it was sometimes found to be particularly difficult to integrate lots of different pieces of software together without bugs, and it would have been helpful if there was an existing (possibly open source) suite of applications to make this process a lot smoother.
Another future enhancement could include dynamic content such as displaying weather & road conditions during peak times, or showing an RSS-based news ticker, as outlined by one of the survey respondents. This could increase the usefulness of the system and allow employees to better plan their journey home at the end of the day in response to traffic conditions, for example.
[bookmark: future-work]Finally, future work could be done on generalising the project, potentially turning it into a turnkey, commercial offering. The system is currently built to work well within the confines of the corporate network, however future iterations could be built using the cloud for signage device configuration and content management. During implementation, it was considered whether it might be possible to make the system self-serve, with the user simply needing to connect a Raspberry Pi with the correct software, and scanning a QR code to provision a new screen. This could be expanded beyond internal use, potentially opening up a new revenue stream for the business.
[bookmark: _Toc204847711]Conclusion
[bookmark: conclusion]During the course of this project, we explored the development and evaluation of a digital signage system, focusing on user satisfaction, system functionality, and potential improvements. We conducted a literature review that defined digital signage, its benefits, types, and emerging technologies. Case studies illustrated real-world implementations, providing practical insights. We employed a mixed-methods approach, combining qualitative and quantitative data. The implementation section detailed the development process and fulfilment of requirements. A comprehensive survey evaluated whether the new system increased user satisfaction and enhanced performance, and examined areas for future improvement. We concluded with a discussion of findings, recommendations for future work, and personal reflections, highlighting the project’s benefits and providing a pathway for further research and development.
[bookmark: _Toc204847712]Lessons Learned
Given the opportunity to carry out this project again, several things would be changed. Instead of using email for sending critical system alerts, it would have been better to use a time-series database for collecting information about the health of the signage system, such as Prometheus. This would have reduced the amount of email spam the system creates and would have lowered the maintenance burden placed onto the local IT team. By gathering system metrics in a TSDB, it would have been simple to compose new tools for monitoring the system.
Instead of using Raspberry Pi devices, we might have opted for more powerful hardware that supports 4K video output. This would have increased the visual impact of the system and allowed the marketing team to produce signage content with much higher visual fidelity, which is one of the things we explored as part of the literature review.
At present, each signage device downloads a copy of the entire signage repository and stores it locally for offline playback. This is not ideal, as each signage device has only a limited amount of storage space available for new content. In hindsight, each device should only download content that it will be displaying.
Any changes that need to be made to the system currently have to de deployed one at a time, which is slow and not a good use of technician time. Given more time, we would have liked to have explored the use of orchestration tools such as Ansible or Terraform, or possibly automated over-the-air (OTA) updates using RAUC.
At present, security is limited due to the fact that a shared key is used to authenticate to each device. Security could have been improved by joining each device to the company Active Directory server. This would have allowed each technician to login using their own credentials, thus increasing security.
[bookmark: X5cd8c199dea54e5f2e48962e751024b28c01be9][bookmark: lessons-learned]Finally, during the implementation of the DisplayWare suite, the communication between the different software components began to look rather similar to existing Publish/Subscribe based protocols such as MQTT. Therefore, it could be considered whether time would’ve been better spent implementing an existing protocol rather than designing something from scratch, and using the time saved to develop more useful functionality.


[bookmark: _Toc204847713]Personal Reflection
Reflecting on my own development during the project, I believe I have gained significant insights and developed various skills that have contributed to my personal and professional growth. I have enhanced my proficiency in technologies such as NodeJS, and ReactJS, and I have even picked up completely new technologies such as Golang. These will no doubt help me in my professional career. However, I have also been able to develop my softer skills, such as problem-solving and adaptability. By working within the time and budgetary constraints set by the project, I was able to be innovative in order to deliver an outcome that contributed real value to my organisation. There is no doubt that the project helped me improve my time management skills, balancing multiple tasks while remaining consistently in contact with my project supervisor and key stakeholders, keeping them in the loop at all times.
[bookmark: personal-reflection]I would like to conclude by saying that during the course of this project, and in particular the literature review, I discovered that digital signage is an enormous topic - one that I’ve only barely been able to scratch the surface of. The independent project has given me exposure to a breadth of technologies and problems which I will continue to research even after the project has ended. The project has empowered me to make contributions at work that make a real positive difference to people’s daily lives.



[bookmark: bibliography][bookmark: _Toc204847714]References
[bookmark: ref-Schaeffler2008][bookmark: refs][1] 	J. Schaffler, Digital signage - software, networks, advertising, and displays: A primer for understanding the business. New York: Taylor & Francis, 2008.
[bookmark: ref-Davies2014][2] 	F. A. Nigel Davies Sarah Clinch, “Pervasive displays: Understanding the future of digital signage,” Synthesis Lectures on Mobile and Pervasive Computing, 2014, doi: https://doi.org/10.1007/978-3-031-02484-9.
[bookmark: ref-btPhoneBox2016][3] 	BBC News, “New london phone boxes to offer free calls and wi-fi.” Accessed: Mar. 12, 2025. [Online]. Available: https://www.bbc.co.uk/news/uk-england-london-37765021
[bookmark: ref-motionSensingSignage][4] 	Fugo, “Motion detection sensors for signage.” Accessed: Mar. 26, 2025. [Online]. Available: https://www.fugo.ai/wiki/motion-detection-sensors-for-signage
[bookmark: ref-busTimetableSign][5] 	J. Barlow, “Victoria bus station: Live timetable screen.” Accessed: Apr. 04, 2025. [Online]. Available: https://nottstv.com/350000-victoria-bus-station-revamp-complete/live-timetable-screens/
[bookmark: ref-busStopSign][6] 	C. G. Marketing, “48 fresh and creative bus stop advertisements that will blow your mind.” Accessed: Apr. 04, 2025. [Online]. Available: https://jp.pinterest.com/pin/132996995224107177/
[bookmark: ref-timesSquare][7] 	Amélie, “Times square, le cœur de new york.” Accessed: Apr. 04, 2025. [Online]. Available: https://bonjournewyork.fr/times-square/
[bookmark: ref-digitalSignageTrendsScreenCloud][8] 	ScreenCloud, “Digital signage industry trends and statistics.” Accessed: Apr. 04, 2025. [Online]. Available: https://screencloud.com/digital-signage/statistics-trends
[bookmark: ref-digitalSignageTrendsBRI][9] 	B. R. Insights, “Digital signage market size, share, growth, and industry analysis, by type (LCD, LED, OLED, others), by application (retail, healthcare, hospitality, transportation, others), and regional forecast to 2033.” Accessed: Apr. 04, 2025. [Online]. Available: https://www.businessresearchinsights.com/market-reports/digital-signage-market-118615
[bookmark: ref-hughesCloud][10] 	Hughes, “New trends in CMS and cloud-based digital signage.” Accessed: Apr. 04, 2025. [Online]. Available: https://www.hughes.com/resources/insights/digital-signage/new-trends-cms-and-cloud-based-digital-signage
[bookmark: ref-hughesAI][11] 	Hughes, “Digital signage in 2025: Five trends every business should know.” Accessed: Apr. 04, 2025. [Online]. Available: https://www.hughes.com/resources/insights/digital-signage/digital-signage-2025-five-trends-every-business-should-know
[bookmark: ref-samsungEPaper][12] 	D. S. Today, “Samsung debuts e-paper, AI signage solutions.” Accessed: Mar. 17, 2025. [Online]. Available: https://www.digitalsignagetoday.com/news/samsung-debuts-e-paper-ai-signage-solutions/
[bookmark: ref-ePaperHow][13] 	Ynvisible, “What is e-paper display technology & how does it work?” Accessed: Mar. 17, 2025. [Online]. Available: https://www.ynvisible.com/news-inspiration/what-is-e-paper
[bookmark: ref-clinch2019scheduling][14] 	S. Clinch, M. Mikusz, I. Elhart, N. Davies, and M. Langheinrich, “Scheduling content in pervasive display systems,” Proceedings of ACM on Interactive, Mobile, Wearable and Ubiquitous Technologies, vol. 3, no. 4, pp. 1–37, 2019, doi: 10.1145/3369826.
[bookmark: ref-oled_info][15] 	OLED-Info, “OLED technology: Introduction and basics.” Accessed: Mar. 17, 2025. [Online]. Available: https://www.oled-info.com/oled-technology
[bookmark: ref-oled_burnin][16] 	B. Hesse, “What is OLED burn-in? (And how to avoid it).” Accessed: Mar. 17, 2025. [Online]. Available: https://lifehacker.com/what-is-oled-burn-in-and-how-to-avoid-it-1848385970
[bookmark: ref-digitalSignageTypes][17] 	M. Hawley, “Digital vs LED signs: Which will benefit my business?” Accessed: Mar. 17, 2025. [Online]. Available: https://troudigital.com/digital-signage-blog/digital-vs-led-signs/
[bookmark: ref-ubuntuIOT][18] 	Canonical, “Digital signage and kiosk with ubuntu.” Accessed: Mar. 26, 2025. [Online]. Available: https://ubuntu.com/internet-of-things/smart-displays
[bookmark: ref-sienaCollegeCaseStudy][19] 	R. S. Lawyer, “Student driven digital signage,” New York, NY, USA: ACM; Proceedings of the 2015 ACM SIGUCCS Annual Conference, pp. 133–135, 2015, doi: 10.1145/2815546.2815579.
[bookmark: ref-indonesiaPrimarySchoolCaseStudy][20] 	T. S. Gunawan, A. Ginting, A. S. M. Sharif, N. A. Harahap, A. Sophian, and R. Ginting, “Development of digital signage for primary school using raspberry pi,” Turkish Journal of Computer and Mathematics Education, vol. 12, no. 3, pp. 1394–1399, 2021, Available: https://www.proquest.com/scholarly-journals/development-digital-signage-primary-school-using/docview/2623049079/se-2
[bookmark: ref-tamilNaduDigitalSignageCaseStudy][21] 	V. Heera and R. Balasubramaniyan, “Design and implementation of digital signage system using IoT,” i-Manager’s Journal on Communication Engineering and Systems, vol. 10, no. 1, pp. 22–29, Jan. 2021, Available: https://www.proquest.com/scholarly-journals/design-implementation-digital-signage-system/docview/2597678725/se-2

[bookmark: _Toc204847715]Appendix 1: Requirements Specification
[bookmark: _Toc204847716]REQ001: Dual Display Requirement [Should]
[bookmark: req001-dual-display-requirement-should]Each signage device needs to be able to support up to two screens, because there will be certain displays which feature two screens directly next to each other, facing in opposite directions. Another reason for this requirement is to save power, as only one unit will be required as opposed to two. This requirement could be met either by using a device with two HDMI ports, or using a HDMI splitter.
[bookmark: _Toc204847717]REQ002: Minimum Quality Requirement [Must]
[bookmark: req002-minimum-quality-requirement-must]Each signage device needs to be able to support content up to 1080p, 30fps. This is to ensure sufficient quality for the size of screens we will be using. The reason for this requirement is that the current system only supports 720p, and this has been observed to be insufficient for modern media.
[bookmark: _Toc204847718]REQ003: Supported Content Types [Must]
[bookmark: req003-supported-content-types-must]The system needs to display content in a variety of formats such as JPEG, PNG, MP4, and HTML. This is because the marketing team work with a wide variety of content and formats, and the system must be flexible enough to work with them all. In addition, different departments may work with different formats, so the system must be able to support this.
[bookmark: _Toc204847719]REQ004: Content Scheduling [Must]
[bookmark: req004-content-scheduling-must]The system needs to display the content in a carousel/round-robin rotation, with configurable timings per screen. This is required because some areas such as the canteen must be able to display text for long enough for it to be read, e.g. lunch menus.
[bookmark: _Toc204847720]REQ005: Content Caching for Offline Playback [Must]
[bookmark: Xf504984d02fc940d0859ae340f86279b65243a1]The system must be able to cache at least 10 GB worth of content to play offline in case of network outages. This is required because the screens will be in prominent places, and any issues with the network due to outages or maintenance work must not be obvious to visitors.
[bookmark: _Toc204847721]REQ006: Connectivity Options [Must]
[bookmark: req006-connectivity-options-must]The devices must be able to connect via ethernet, but must be able to fall back to Wi-Fi in places where wired network is not available. This is because some areas do not have readily available network points, which may make wired connectivity difficult to achieve.
[bookmark: _Toc204847722]REQ007: HDMI-CEC Support [Should]
[bookmark: req007-hdmi-cec-support-should]The devices must support HDMI-CEC, a protocol used for controlling connected devices. This will allow the device to power off the connected TV when not in use, saving power and contributing towards sustainability goals.
[bookmark: _Toc204847723]REQ008: Watchdog Functionality [Could]
[bookmark: req008-watchdog-functionality-could]The devices must have watchdog functionality which will automatically trigger a reset if the device runs into a problem. This requirement came from observations of the old system, where screens would regularly crash or freeze. Any new system must not have the same flaw.
[bookmark: _Toc204847724]REQ009: Centralised Content Management [Must]
[bookmark: X41b1166f9d6c59ee1abe49c515a6cdab79c4b79]The signage network must be able to retrieve content from a centralised as easy-to-update location. This is because the system has to be as user friendly as possible, and must be simple for network administrators to audit and manage. Therefore, by having all the content stored in a single repository, it is much simpler to manage.
[bookmark: _Toc204847725]REQ010: Access Control [Must]
[bookmark: req010-access-control-must]Access to change the signage content must be controlled to ensure that only designated people can update the signage for each area. This is a requirement as only certain people are authorised to change the signage content in some areas. For instance, only the marketing team are allowed to upload signage that will be displayed in prominent areas such as the corridor.
[bookmark: _Toc204847726]REQ011: Content Update Frequency [Should]
[bookmark: req011-content-update-frequency-should]Content must be synchronised regularly, allowing for dynamic and responsive updates. This is a requirement as content needs often vary from day to day. For instance, if we have a visitor on a particular day, it must be possible to upload content which welcomes them to site, but be able to remove it at the end of the day.
[bookmark: _Toc204847727]REQ012: Content Delta Updates for Reduced Network Strain [Should]
[bookmark: X252ef086d8342897f87ba1ae52d9bbf628d3e74]To conserve bandwidth and prevent unnecessary strain on the network, only content that has changed should be synchronised to the devices.
[bookmark: _Toc204847728]REQ013: Remote Administration [Should]
[bookmark: req013-remote-administration-should]The devices must be controllable and configurable remotely, with the ability to reboot devices without physically interacting with them, in the event of a problem. If implemented, this access MUST be locked down to prevent unauthorised users gaining access to the system. The reason for this requirement is that many devices will be located in hard-to-reach places, so having remote access will minimise the requirement for technicians to carry out high risk activities involving ladders or working-at-height platforms.
[bookmark: _Toc204847729]REQ014: Network Monitoring [Could]
[bookmark: req014-network-monitoring-could]The signage network must feature some kind of health monitoring which will send an alert if there is a problem. This requirement comes from observing the old system, which frequently freezes or crashes silently, and can only be fixed once somebody notices an issue and reports it to the local IT team.
[bookmark: _Toc204847730]REQ015: Device Firewall [Must]
[bookmark: req015-device-firewall-must]The devices must have strong security against cyber attacks. The devices must have a firewall in place with only the required ports opened. This is a requirement due to regulatory and compliance obligations, such as the UK Data Protection Act.
[bookmark: _Toc204847731]REQ016: Documentation [Should]
[bookmark: appendix-1-requirements-specification][bookmark: req016-documentation-should]The system must be fully documented with written instructions on how to bring up a device, as well as how to introduce new devices into the signage network. For installation technicians, some advanced training may be required. For end-users, the system must be easy to use with a minimal amount of training.
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# Define the flag file
flag_file="/tmp/.xfce not logged in flag"

# Get the system's uptime in seconds
uptime seconds=$(awk '{printf "%.ef", $1}' /proc/uptime)

# Define the minimum uptime before this script is allowed to kick in
threshold_seconds=600

# Check if uptime is less than the threshold

if [ "$uptime_seconds” -1t "$threshold seconds” 1; then
echo "System uptime is less than 10 minutes. Abort."
exit @

fi

# Check if XFCE is running on tty7
if [T $(w | grep "tty7" | grep "xfce" | wc -1) -eq @ 11; then
# Check if the flag file exists
if [ 1 -e "$flag_file" 1; then
# Send an email notification
echo -e "To:$recipient\nSubject: $subject\n\nSystem is not logged in with
XFCE on tty7. Please check." | /usr/sbin/sendmail "$recipient”

echo "Mail Sent"

# Create the flag file
touch "$flag_file"

echo "Flag Set"
else
echo "Flag is set, mail not sent”
i
else
# If XFCE is running, remove the flag file
if [ -e "$flag file" ]; then
m “$flag file"

echo "Flag Cleared"
i
fi
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Question 1: On a scale of 1to 5, how satisfied are
you with the usability, functionality, and overall
experience of using the current (old) digital signage
system?
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Question 2: On a scale of 1to 5, how satisfied are
you with the usability, functionality, and overall
experience of using the new digital signage
system?
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Question 3: On a scale of 1to 5, how well do you
think the [old/new] system is able to deliver

relevant content?
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Question 4: On a scale of 1to 5, how well do you
think the [old/new] system improves
communication?
35

2

5
1
o

Three Four

mOUSystem  m NewSystem




image14.png
Question 5: On a scale of 1to 5, how well do you
think the [old/new] system enhances engagement?
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