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[bookmark: _togb8f357hp4]Introduction

During my report I will be completing a total of two different tasks. My first task being the study of a variety of different topics that help provide the understanding of key issues that can be associated with protection of different types of information assets, determining the different levels of protection and response to security incidents. With my second task being me designing a feasible report on an information security system that has appropriate security measures put into place.










[bookmark: _gauornczak2]Task 1 - My research in Data Security and Compliance.

During the course of this task I will be conducting research on a variety of different topics and reviewing them accordingly. My research during this task will review why modern organisations use various methods that are helpful in protecting, detecting, reacting and safeguarding applications via the use of the organisations IT Systems and Infrastructure. The different topics that I could speak about are listed below: 

· Security frameworks example ISO27000, NIST, etc.
· Security Technologies such as Firewalls, access controls, VPNs, etc.
· Intrusion Detection and Prevention Systems, and Other Security Tools
· Cryptography
· Physical Security
· Implementing Information Security
· Security and Personnel
· Information Security Maintenance

[bookmark: _ovw66hutyv5z]Topic 1 - Cryptography
So what is cryptography?

According to Wikipedia, “Cryptography, or cryptology, is the practice and study of techniques for secure communication in the presence of adversarial behaviour. More generally, cryptography is about constructing and analysing protocols that prevent third parties or the public from reading private messages” (Wikipedia). 
Analysing the above statement we can see that it is the use of finding new ways to help privatise forms of communication to prevent different types of third parties or even the general public from reading privatised messages they are not supposed to see. As for the history of cryptography the classic cryptography method was the transposition ciphers, in normal terms it would rearrange the words in a sentence to make it jumbled up so people would not have a clue on what the word or sentence was beforehand.

Talking about modern day cryptography on the other hand is a lot more complicated as there are many different factors for it. Symmetric key cryptography is one of these, this is where both a sender and receiver have more or less the same form of key (related in a computable way) to encrypt and decrypt a message. These are either implemented in block ciphers or stream ciphers.

A more common form of cryptology is public key cryptology, originally created by Whitfield Diffie and Martin Hellman. This involves the use of two different keys, a public and private key. In this type of system the public key is able to be sent to anyone at free will as it is a public key that anyone could use to encrypt things with, but the different is with this system is that its similarly generated private key is to be seen by only one person and is to be kept a secret. An example of this would be if someone were to send me a document, they could encrypt it using my public key but then only I would be able to decrypt it by using my private key that I have kept a secret.

In general cryptology is widely used across the to help protect user data, if they so choose to share it for some unknown reason. Many systems these days in the modern world use public and private key systems to help benefit them and their customers or visitors to the webpages.

[bookmark: _rzasp62skm4l]Topic 2 - Security Technologies

In this little section of my report I will be speaking about different forms of security measures that can be used to help prevent unauthorised access into a network. 

[bookmark: _7dgrnnfp1b9b]Firewalls
Firewalls are a piece in a network that helps control the flow of traffic inside and outside of a computer network. A firewall most commonly forms a barrier between the computer and outside traffic incoming from the network and helps to prevent any unauthorised access onto the system. Also depending on an organisation's security policies it can also filter out things based on the policy.

[bookmark: _hzdptinktrmw] VPNs 
According to Kaspersky.com “A VPN stands for a Virtual Private Network and describes the opportunity to establish a protected network connection when using public networks. VPNs encrypt your internet traffic and disguise your online identity. This makes it more difficult for third parties to track your activities online and steal data. The encryption takes place in real time. (Kaspersky, n.d.). So this basically means that a VPN is used to hide your IP address so either your ISP or even third party sources will not be able to track and gather data on which websites you visit or the different types of data that you can send and receive online. 
[bookmark: _qjaqk0e76qdu]Antivirus Software
This piece of software was originally developed to clear out viruses that may appear on a computer system, hence the name “Anti Virus”. Furthermore it was developed into a better software program that helps to detect, prevent and remove various malware problems that could end up occurring on a system. Some common and famously known antivirus software programs are the McAfee software, Norton software, Kaspersky and many more software related programs to choose from.

According to the Antivirus software Norton, there are multiple different types of antivirus protection. These  are:
· Malware Signature Antivirus - Identifies malware signatures that can appear on a system.
· System monitoring antivirus - This comes into play when the system recognises anything abnormal from the user such as them visiting unfamiliar websites, accessing large numbers of files at once or when there is a significant surge in data being consumed by the user.
· Machine learning antivirus - Another form of protection can be machine learning techniques, which monitor “normal” computer or network behaviours. The machine learning antivirus software is able to limit activities by programs or computers if they look suspicious. More specifically, machine learning detection implements algorithms to facilitate malware detection that is broader in scope. This type of antivirus protection is beneficial because it works in tandem with other antivirus applications to provide multiple layers of protection. (Johansen 2019)
[bookmark: _gibx9t28mrup]

[bookmark: _rjcaqawfi3py]Access Control

As well as all the topics above, access control is also a very good thing to implement into a system. This is because access control limits and controls who and who cannot have access to a computer's system and their resources that have been allocated in the system. Access control, such as authentication and authorization are quite common in systems in modern days and this helps dictate whether the person is truely who they say that they are who they claim to be and that they aren't any one else trying to get into the system.

In this authentication would be something such as Two Factor Authentication (2FA) or Multi Factor Authentication, this would be things such as a one time passcode to authenticate your device or approving a sign in request to prove that it is you since you would be the only one to receive that request. Whereas authorization would be to authorise specific access to specific things such as rights or privileges to documents or highly private things.












[bookmark: _knsumntticro]Task 2 - The Case Scenario

In this section of my report I am going to be conducting a case scenario based on the scenario that SwanTech has provided me. SwanTech, a fast growing threat intelligence and consultancy based company which assists businesses to combat real and immediate threats from the cyber world are creating a new information security unit and have asked me to create a case study based on what the company is about. Using this scenario and my research in topic one, I will be giving them some advice and guidance.

In this first area of my case study, I will be talking about some information security policies that I would recommend. 

[bookmark: _ov7g18aniydc]The Policies

To begin with, an information security policy, ISP for short, would generally  be created by an organisation to provide a set of rules and procedures that employees should follow in the workplace.  

Organisations install policies to establish a general approach to information security, document security measures, protect their reputation and many more.

In general there are many policies that are good to be implemented into an information security unit such an:
· Acceptable use policy: This outlines what an employee must agree to before using a company computer.
· Access Control Policy: Outlines access controls in an organisation's data and information system.
· Information security policy: A high level policy that covers a large amount of security access controls. 

Some of those policies would be great to implement into a security unit.

[bookmark: _9agmshuo168u]The Layout

How would an information security unit be laid out?

 In a general security unit you would expect a CIO (a Chief Information Officer), Some information services, some information security officers, and then the general information security, the diagram below would be how I would lay one out.
[image: ]
As you can see all the information would go directly to the CIO after feedback from an Informations officer acting as a general manager when the Chief Informations officer is not there, under that you would have all the general staff that would handle all their day to day tasks and what not.

[bookmark: _7k3dwfh2xhu2]Risk Management

Risk management would also be a good thing to include in an information security unit as it would involve the identification, evaluation and a prioritisation of risks regarding things towards the organisation such as funds and earnings etc.

When also speaking about risk management there would also be a process for it. As I have mentioned above, risk management is solely focused on predicting potential risks towards the company and to put in place any effective means to reduce the amount of risks that may appear to the company in the future.

When it also comes to this, certain risks can be perceived to be some good risks that could end up effectively benefiting the organisation in some way or another whereas there are also going to be some risks that would negatively impact the organisation.

As mentioned above, there is a process when it comes to risk management, this process would be:
· Initiate: Initiating the process of identifying potential risks towards the organisation.
· Assess: This is where you would assess the potential danger of the risks towards the organisation to determine if it is good or bad.
· Plan Responses: This is where a response would be made based upon the previous statement to if the risk is good or bad.
· Implement Response: This would be the implementation stage where the response to the risk would be put into place after serious consideration. 
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