Lab 7: Tools to check on Threats and Vulnerabilities
Task 1
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Q) Type the command you used to find out your host IP Address[image: ]
Q) Type the command you used to scan after finding your host IP Address
[image: ]
Q) Record the outcomes of the above command here
[image: ]
Q) Analyse the outputs/outcomes from Step 1 and 2 and record your reflections. (Hint: Analyse what is the difference between local host and ip address of the host, If ports displayed are different, Why is it different? etc (not limited to the hints))
The main difference between the two outputs is that Step 2  does not show Port 631 IPP. 
Q) Why is the nmap scan only scans the first 1000 ports? What will be the command to scan all the ports?
Nmap only 1000 ports by default as this is quicker, the command to scan a range of port (or all ports as shown) can be seen below:
[image: ]
Q) Record the outcomes of the above command here (Hint: what UDP ports could you find open through your scan)[image: ]

Q) Record the outcomes of the above command here (Hint: Is the port open or closed? Why? Also, record the use of –p command)
[image: ]
Q) Try other port related commands and record its purpose. 
1. sudo nmap –pportnumber host_ip[image: ]
2. sudo nmap –pportnumber_startrange-portnumber_endrange host_ip[image: ]
3. sudo nmap –pportnumber,portnumber host_ip[image: ] 
4. not limited to the above (Do a google search, refine your search and find out other port related commands, Hint:nmap.org)[image: ]
Q) Try to find out the version[image: ]
Q) Command to identify the Operating System version
[image: ]
Q) Command to identify the Service Version[image: ]
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cisco@ubuntu:~$ nmap --top-ports 10 192.168.0.71

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 89:15 CST
Nmap scan report for ubuntu (192.168.0.71)
Host is up (0.600056s latency).

PORT STATE  SERVICE

21/tcp  closed ftp

22/tcp  open  ssh

23/tcp  open  telnet

25/tcp  closed smtp

80/tcp  closed http

110/tcp closed pop3

139/tcp closed netbios-ssn

443/tcp closed https

445/tcp closed microsoft-ds

3389/tcp closed ms-wbt-server
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cisco@ubuntu:~$ nmap -sV localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©9:17 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.600023s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntul (Ubuntu Linux; prot
ocol 2.0)

23/tcp open telnet Linux telnetd

631/tcp open ipp CUPS 2.1

service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at htt
ps://nmap.org/submit/ .
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cisco@ubuntu:~$ nmap 192.168.0.71

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©8:43 CST
Nmap scan report for ubuntu (192.168.0.71)

Host is up (0.000018s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Nmap done: 1 IP address (1 host up) scanned in 0.05 seconds
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cisco@ubuntu:~5 sudo nmap -p137 localhost

Starting Nmap 7.1 ( https://nmap.org ) at 2020-11-16 08:56 CST
Nmap scan report for localhost (127.0.0.1)

Host is up (0.000022s latency).

PORT ~ STATE SERVICE

137/tcp closed netbios-ns
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cisco@ubuntu:~$ sudo nmap -p68-631 192.168.0.71

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 89:05 CST
Nmap scan report for ubuntu (192.168.0.71)

Host is up (0.600016s latency).

ALl 564 scanned ports on ubuntu (192.168.6.71) are closed
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cisco@ubuntu:~$ sudo nmap -sU localhost
[sudo] password for cisc
sorry, try again.

[sudo] password for cisco:

starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 08:53 CST
Nmap scan report for localhost (127.0.6.1)

Host is up (0.6000030s latency).

Not shown: 997 closed ports

PoRT STATE SERVICE

68/udp  open|filtered dhcpc

631/udp open|filtered ipp

5353/udp open|filtered zeroconf

Nmap done: 1 IP address (1 host up) scanned in 2.67 seconds
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cisco@ubuntu:~$ nmap 192.168.0.71

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©8:43 CST
Nmap scan report for ubuntu (192.168.0.71)

Host is up (0.000018s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Nmap done: 1 IP address (1 host up) scanned in 0.05 seconds
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cisco@ubuntu:~$ sudo nmap -p68 192.168.0.71

ktarting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 09:06 CST
Nmap scan report for ubuntu (192.168.0.71)

Host is up (0.000017s latency).

PORT STATE SERVICE

68/tcp closed dhcpc
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cisco@ubuntu:~$ nmap -p 1-65535 localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 08:49 CST
Nmap scan report for localhost (127.0.6.1)

Host is up (0.000015s latency).

Not shown: 65533 closed ports

PORT ~ STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Nmap done: 1 IP address (1 host up) scanned in 0.35 seconds
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cisco@ubuntu:~$ nmap localhost

Starting Nmap 7.61 ( https://nmap.org ) at 2020-11-16 08:43 CST
Nmap scan report for localhost (127.0.0.1)

Host is up (0.000025s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp

Nmap done: 1 IP addres:

(1 host up) scanned in 0.3 seconds
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cisco@ubuntu:~$ nmap -sV localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 ©9:17 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.600023s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntul (Ubuntu Linux; prot
ocol 2.0)

23/tcp open telnet Linux telnetd

631/tcp open ipp CUPS 2.1

service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at htt
ps://nmap.org/submit/ .
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cisco@ubuntu:~$ sudo nmap -p1-65535 192.168.0.71

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 09:07 CST
Nmap scan report for ubuntu (192.168.0.71)

Host is up (0.0000020s latency).

Not shown: 65533 closed ports,

PORT ~ STATE SERVICE

22/tcp open ssh

23/tcp open telnet
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cisco@ubuntu:~$ ip -4 addr show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN gro
up default qlen 1
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1560 qdisc pfifo_fast
state UP group default qlen 1000
inet 192.168.0.71/24 brd 192.168.0.255 scope global dynamic enpos3
valid_1ft 86331sec preferred lft 86331sec
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cisco@ubuntu:~5 sudo nmap -0 192.168.0.71

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 89:20 CST
Nmap scan report for ubuntu (192.168.0.71)

Host is up (0.6000060s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Device type: general purpose

Running: Linux 3.X

inux:Llinux_kernel:3

05 details: Linux 3.12 - 3.19, Linux 3.8 - 3.19
Network Distance: © hops.





