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Description automatically generated]
	Device
	Interface
	Device Type 
	IP Address
	Subnet Mask
	Default Gateway

	PC1
	NIC
	Host
	192.168.1.153
	255.255.255.0
	192.168.1.1

	PC2
	NIC
	Host
	192.168.3.50
	255.255.255.0
	192.168.3.1

	PC3
	NIC
	Host
	192.168.4.115
	255.255.255.0
	192.168.4.1

	PC4
	NIC
	Host
	192.168.5.83
	255.255.255.128
	192.168.5.1

	PC5
	NIC
	Host
	192.168.5.227
	255.255.255.128
	192.168.5.129

	PC6
	NIC
	Host
	192.168.2.48
	255.255.255.224
	192.168.2.33

	PC7
	NIC
	Host
	192.168.2.67
	255.255.255.224
	192.168.2.65

	Hub
	G0/0/0
	router
	192.0.2.1
	255.255.255.252
	N/A

	Hub
	S0/1/0
	router
	192.168.0.1
	255.255.255.252
	N/A

	Hub
	S0/1/1
	router
	192.168.0.5
	255.255.255.252
	N/A

	Hub
	S0/2/0
	router
	192.168.0.9
	255.255.255.252
	N/A

	Hub
	S0/2/1
	router
	192.168.0.13
	255.255.255.252
	N/A

	Branch-1
	G0/0/0
	router
	192.168.1.1
	255.255.255.0
	N/A

	Branch-1
	S0/1/0
	router
	192.168.0.2
	255.255.255.252
	N/A

	Branch-2
	G0/0/0
	router
	192.168.2.33
	255.255.255.224
	N/A

	Branch-2
	S0/1/0
	router
	192.168.0.6
	255.255.255.252
	N/A

	Factory
	G0/0/0
	router
	192.168.3.1
	255.255.255.0
	N/A

	Factory
	G0/0/1
	router
	192.168.4.1
	255.255.255.0
	N/A

	Factory
	S0/1/0
	router
	192.168.0.14
	255.255.255.252
	N/A

	HQ
	G0/0/0.1
	router
	192.168.6.1
	255.255.255.0
	N/A

	HQ
	G0/0/0.5
	router
	192.168.5.1
	255.255.255.128
	N/A

	HQ
	G0/0/0.10
	router
	192.168.5.128
	255.255.255.128
	N/A

	HQ
	S0/1/0
	router
	192.168.0.10
	255.255.255.252
	N/A

	SW-B1
	VLAN 1
	switch
	192.168.1.252
	255.255.255.0
	192.168.1.1

	SW-B2
	VLAN 1
	switch
	192.168.2.62
	255.255.255.0
	192.168.2.1

	SW-F1
	VLAN 1
	switch
	192.168.3.252
	255.255.255.0
	192.168.3.1

	SW-F2
	VLAN 1
	switch
	192.168.4.252
	255.255.255.0
	192.168.4.1

	SW-HQ1
	VLAN 1
	switch
	192.168.6.252
	255.255.255.0
	192.168.6.1

	SW-HQ2
	VLAN 1
	switch
	192.168.6.253
	255.255.255.0
	192.168.6.1

	SW-HQ3
	VLAN 1
	switch
	192.168.6.254
	255.255.255.0
	192.168.6.1



	Part 1: Conectivity Tests
	
	

	
	
	

	Source 
	Destination 
	Status

	PC1
	PC2
	Successful

	PC1
	PC3
	Successful

	PC1
	PC4
	Successful

	PC1
	PC5
	Successful

	PC1
	PC6
	Successful

	PC1
	PC7
	Successful

	
	
	

	PC2
	PC3
	Successful

	PC2
	PC4
	Successful

	PC2
	PC5
	Successful

	PC2
	PC6
	Successful

	PC2
	PC7
	Successful

	
	
	

	PC3
	PC4
	Successful

	PC3
	PC5
	Successful

	PC3
	PC6
	Successful

	PC3
	PC7
	Successful

	
	
	

	PC4
	PC5
	Successful

	PC4
	PC6
	Successful

	PC4
	PC7
	Successful

	
	
	

	PC5
	PC6
	Successful

	PC5
	PC7
	Successful

	
	
	

	PC6
	PC7
	Successful



Reflection: 
Listed below are the key things I believe should be noted. 
· VLAN 1 is used on almost all devices, unused ports are configured with this VLAN and are active. 
Reconfiguring this network to use any other VLAN other that the default is recommended as well as disabling the unused ports. 
· SSH isn’t configured on this network.
· IP Source Guard has not been configured. 
· CDP is on and should be disabled.
· Management access to devices aren’t using ACLs.
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