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Abstract: With the continuous development of information technology, big data is playing an increasingly important role in promoting economic development and improving the efficiency of enterprise economic operation. However, at the same time, it also exposes many security risks. To deal with many serious threats and challenges of data security, scholars put forward a series of security frameworks or models. In this paper, ISO27000, PDRR model, and IATF are studied in detail, their shortcomings are analyzed, and they are compared. In addition, to address the security of employee personal data, customer data, and billions of dollars worth of intellectual property that CoffeeBlue faces, this paper designs an approach to meet its information system security, governance, and regulatory compliance needs.   
Introduction
Due to the continuous development of information, its instantaneity, convenience, and other diversified characteristics bring a series of benefits to the public and further promote the development of society. At present, we have to rely on the Internet for data transfer, both in our work and daily life. Although the information has brought us a series of conveniences, at the same time, information security issues also need us to further enhance vigilance.  
What is important is not the computer, but the information and data stored in the computer, which is closely related to people's interests. To ensure the security of information systems and promote the further development of digital cloud services, scholars have established many information security guarantee frameworks and models to further improve the status of information security. The following sections examine, analyze, and compare these three security models or frameworks in detail.  
With the development of information security technology, the reverse also promotes the improvement of network attack and intrusion methods, therefore, information security protection cannot be once and for all. According to the development direction of the network, the unreasonable and imperfect system in the network should be rectified, and the protection of network security should be strengthened in real-time to ensure the basic requirements of network customers. This article will analyze, discuss, and compare these three security frameworks and models in detail.  In addition, in response to the security of employee personal data, customer data, and billions of dollars worth of intellectual property that CoffeeBlue is facing, these paper designs methods to meet the needs of information system security, governance, and compliance. 
ISO27000 Information Security Management System
ISO27000[1] series is the International Organization for Standardization specifically for ISMS(information security management system) reserved down the relevant international standard series, in many countries as a standard. ISO27000 series mainly follows the idea of risk management, first of all, through the identification and assessment of risks to establish the organization's information security management system (ISMS), and then through the PDCA model to implement, operate, monitor, review, maintain and improve ISMS[2]. Specifically, the ISO27000 series is from the macro point of view, for the whole business process, it first carries on the risk assessment to the whole business unit, and then carries on the security management according to the results of the risk assessment. In the whole process of security management, the focus is on process management, that is, the management of the whole business unit. In a word, ISO27000 is, mainly to govern, prevention is complementary, focusing on the problem after the remedy, is the organization in management, technology, physical and environmental control of prevention, protection, detection, recovery, and compensation work.  
At present, many countries have recognized the ISO27000 series standard, each country also based on ISO27000 established information security management system and certification. This series of standards have gradually matured, are the international representative information security management system standards. Enterprises can refer to the information security management model, by the standard organization to establish a complete information security management system and be implemented and maintained, to achieve dynamic, systematic, full participation, with the lowest cost to prevent information security management, to achieve an acceptable level of information security, fundamentally ensure the continuity of business.  
Although the ISO27000 series through continuous development has been more mature, ISO27000 still have certain limitations:  
(1) ISO27000 series need to carry out more steps, especially the need for staff training, the implementation of quality evaluation has higher requirements, from the undifferentiated increase in the cost of management. In addition, different estimators give conclusions may be different, because the ISO27000 core control project, no control objectives in different areas of the weight distribution, and lead to risk assessment, for projects to be weighted control target there is no uniform standard, if different evaluation personnel following the standards of different weight evaluation, the evaluation results may be different.  
(2) ISO27000 series risk assessment, but the lack of detailed security strategy, so the implementation process is weak practicability.   
PDRR Model
PDRR model was first proposed by the department of technology research and development of the US Department of Defense, mainly to protect the security of relevant military secrets, and then gradually applied to the protection of information security. PDRR (Protect/Detect/React/Restore) model, which includes network security protection system (P), detect network unsafe factors (D), the test system of safety factor on the react system (R), eliminate the unsafe factors after the network restore system (R). The above constitutes a complete network security dynamic chain.  
PDRR model [3] is based on the information security protection and regards information security protection as a dynamic process. This model mainly emphasizes automatic repair capability.  After the system is invaded, the model firstly takes corresponding protection measures to prevent secondary damage, secondly, detects the possible factors causing an unsafe state, then takes corresponding response measures, finally, restores the system to the normal state, so that the information security is fully guaranteed. The security concept in the PDRR model has been extended from information security to information guarantee, and its connotation has gone beyond the traditional information security and secrecy, which is an organic combination of protection, detection, response, and recovery.  
The most important part of THE PDRR model is to protect the system, preventing virus or hacker attacks is the first important link, and at the same time, the insecure information system should be protected again to avoid secondary damage. The detection link is the second important link of the system. Although protection systems can prevent most viruses from entering, with the development of technology and network updates, it is necessary to detect intruders when the detection system cannot successfully protect them.  The third link is that the system will react and deal with the intruders detected. At present, all computer network security systems have an intrusion response system, which can timely respond to the processing of the intrusion viruses. The last step is that the computer network system must have a certain recovery function for the computer problems detected and responded to by the network system, to restore the computer network system to its original state and function. The recovery system includes two parts, one is the recovery of the computer network system, the other is the recovery of computer network information. Computer system recovery refers to repairing system defects exploited by intruders so that intruders cannot enter the system next time.  
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Fig 1. PDRR Model
As a widely used security model, the PDRR model has made great contributions to information security, but it also has the following shortcomings to be solved: PDRR model is a dynamic network security model. As the core security policy, the model must be a constantly dynamic adjustment, so it can adapt to the continuous development of network threats, but the model cannot reflect the driving force of security policy adjustment. In the PDRR model, the problem of how to unify security policy with other security features and how to implement security policy into security features is not solved.  
Information Assurance Technology Framework（IATF）
The Information Assurance Technology Framework[4] is an information security technology framework with guidance developed and published by the National Security Agency of the United States and accepted by the international information security industry. The main idea is to emphasize the technical means and security protection at the same time, but also to emphasize the importance of security management, through the development of a perfect security strategy, to ensure the interaction of personnel, technology, and operation, to achieve the active dynamic security of the information system, to achieve the goal of layered protection of the information system. Of course, whether ISO27000 series, or later PDRR, these security systems are only focused on the aspects of security technology, whether it is specific functional services and technology machine (ISO27000), or the important part of information security (PDRR), is the ultimate form of information security, is a target system and model, this system model does not pay attention to the engineering process of information security construction and did not elaborate on the way and method to achieve the target system. In addition, the previous security system and model all focus on security technology, although PDRR will be related to security management strategy as the core position, they did not put the information security construction in addition to the technology of many other factors reflected in each functional link. Such a system does not constitute a complete security system. Just as people's understanding of information security gradually turns from technology to management, the research of information security systems also has such a transformation process. The technology and management have reflected the idea of equal emphasis, it first put forward the people, technology, and operation of the three elements of the information security guarantee system, which provides a good idea for information security engineering construction.  
The framework of information assurance technology focuses on an organization's information assurance beyond security products. It requires from an organization's mission requirements, according to the state or government or department policy rules and standards, through the threat of potential opponents motivation and judgment of the attack, forming organization system security strategy, based on the security policy to develop a safety protection measures (security countermeasures including technical means and non-technological methods). Design and build information assurance system according to security policy through risk assessment. For the construction of information system security to be certified and recognized, to judge whether it can be put into operation. Moreover, information is required to run through the whole process of the system life cycle.  
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Fig 2. Information Assurance Technology Framework
The above diagram summarizes: to accomplish the mission of an organization, it is to rely on information security and use a deep defense of human, technical, and operational importance, with the help of supporting infrastructure to implement the network security of network infrastructure, information system domain and boundary, local computing environment.  Supportive infrastructure embodies the technical protection of important work segments such as protection, detection, response, and recovery.  
Although IATF puts forward the idea of taking people as the core, the whole system focuses on technology, and the content of safety management is rarely involved. So, IATF gives us a more comprehensive model of information security system, as for we pointed out the design, build and implement a technical framework of information security solutions, it sums up the information security for us should pay attention to field and scope, way and method, the optional technical measures, but no points out that the forms of expression of information security, in the end, the PDRR and other models are very different.
Design based on the scenario on CoffeeBlue
With the rapid development of mobile Internet, cloud service, wireless networks, and other technologies, the information amount of network employee data and customer data is increasing exponentially. CoffeeBule has gradually stepped into the era of big data. In the future, as an important strategic resource, the development and application of big data are of great significance in promoting enterprise economy, improving enterprise governance ability, and improving economic operation efficiency. In recent years, many countries are speeding up the improvement of legal systems for network information security and regulating data opening and data sharing. Therefore, CoffeeBule needs to strengthen the protection of critical information infrastructure, protect the security of big data and protect the legitimate rights and interests of citizens in the network environment.  
Data security governance overall model
With the continuous development of the concept of data security, data security management connotation is no longer limited to the technical level or management level, but around the data security of the entire life cycle, the data security management should make involving multi-sectoral coordination within the enterprise, system, technology and professional talent training system of the whole process of a series of work.  The following will focus on the reference framework of organizational data security governance and combine the objectives of enterprise data security governance to give the practical path of enterprise data security governance and propose the overall model of data security governance as shown in Figure 5. 
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Fig 3. Data security governance overall model
Data Security Governance Reference Framework
● Data security strategy
Before an enterprise starts data security governance, it needs to develop a strategic plan. In this way, enterprises can clarify governance objectives and specific tasks, match corresponding resources, and ensure that governance can be orderly. We can start with data security planning and enterprise personnel management. The former establishes target tasks, while the latter establishes governance teams.  
● Data life cycle security  
Data security governance should start from data collection, transmission, storage, use, sharing, destruction, and other aspects, that is, data security governance should focus on the full life cycle of data. Control points and management processes are set up to respond to different business scenarios. The whole life cycle of data security, including data collection, data transmission security, storage security, data backup and recovery, as well as use security, internal data processing environment security, external data sharing security, data sharing, data processing capability. By paying attention to the whole life cycle of data, we can more effectively reduce the risk of data security by studying the norms and constraints of all data transmission processes.   
● Basic safety  
The basic support of data life cycle security capability building is basic security capability. Basic security capabilities include data classification and classification, compliance management, partner management, monitoring and audit, identification and access, risk and demand analysis, security incident emergency response, etc., mainly defined and required in terms of data security assurance measures.   
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Fig 4. Data Security Governance Reference Framework
Data security governance practices  
Based on the above data security governance reference framework and governance norms, establish and run an effective implementation path. Combined with business development needs, organizational structure construction, system processes, technical tools, and personnel capacity system, build the corresponding data security governance system. At the same time, risk prevention, monitoring and warning, emergency treatment, and other content into a set of sustainable operation mechanisms, and then improve according to the effectiveness evaluation, to ensure the sustainable construction of the whole practice process.  
Data security governance needs to take data as the center, combine business scenarios and risk analysis, build a sustainable closed-loop data security protection system, and build the data security governance capability of the organization. From the perspective of practice, the closed-loop governance path of data security governance planning, construction, operation, and effectiveness evaluation is discussed around the reference frame.   
● Data security governance planning  
Planning is the premise that data security governance can be carried out in an orderly manner. It can be promoted under the sequence of status analysis, scheme planning, and scheme demonstration. Among them, the status quo analysis is the basis of data security governance planning and design, can start from external compliance, status quo risk analysis, industry best practice comparison, summarize the status quo of the organization; Then through the design of the organizational structure, system process, technical tools, personnel capacity, and other system construction to achieve the design of the whole planning scheme; Finally, the feasibility, security, and sustainability of the scheme are demonstrated to ensure the feasibility of the scheme.  
● Data security governance construction  
A clear organizational system is the first condition to ensure the smooth development of data security. Among them, the decision-making level is the overall planning department, which can take the "one in charge of the system", the management level is the management team of the data security work, the executive level is the specific executor and participant of the data security work, the supervision level is responsible for the work of the management level and the executive level to supervise, to correct violations.  
As a collection of data security protection requirements, management policies, and operation procedures, institutional processes are generally combed from the aspects of business data security requirements, data security risk control requirements, and compliance requirements of laws and regulations.  
As an effective means to implement various security management requirements, technical tools are the capacity base to support the construction of a data security management system.  Based on the reference frame and the actual scenario, a completely technical tool can be built to systematically solve the security risks in all stages of the data life cycle.  
Data safety management cannot leave the specific execution of corresponding personnel. Accordingly, strengthening the training of talents for data safety is the due meaning of data safety management. The organization needs to clarify the corresponding ability requirements according to the job responsibilities and personnel roles, and establish an appropriate ability training mechanism for data security personnel. It can be trained from three aspects: data security awareness promotion, data security ability training, and data security ability assessment.  
● Data security governance operation  
The continuous operation of data security governance can get through the construction of each link to realize the risk prevention of data security in advance; Second, monitoring and early warning, through situation monitoring, daily audit, special audit three kinds of monitoring and early warning means to achieve effective control of things; The third is emergency treatment, from the emergency treatment, rectification, publicity and implementation of training, to achieve the summary and optimization.  
● Data security governance assessment  
Data security governance must be a continuous process. How to evaluate the effectiveness of data security governance and optimize and improve the governance system is an important issue for organizations in the process of data security governance capacity building. Generally speaking, internal evaluation and third-party evaluation can be carried out from two dimensions. Internal evaluation includes self-inspection, emergency drill, confrontation simulation, and so on. A third-party evaluation is conducted by external evaluation agencies following relevant standards, which can summarize the status quo of the organization more objectively.  
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