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[bookmark: _Toc225186532]Introduction


For this activity, VirtualBox from Oracle was used to set up a virtual network that followed the needed topology. There were two Windows virtual computers and two Debian Linux virtual machines set up and linked together via NAT networks. The setup let the computers on the same network that talk to each other. We used tools like ipconfig, Ip a, and ping to check that the systems were connected to the network and working as they should be.

[bookmark: _Toc225186533]Task_1 Hypervisor Type 2 – Critical Appraisal
A Type 2 (hosted) hypervisor runs on top of a host operating system rather than directly on physical hardware. Its architecture relies on the host OS to manage hardware resources such as CPU, memory, storage, and networking. The hypervisor operates as an application layer that creates and manages virtual machines using virtual drivers and software-based virtualization components. Because it depends on the host operating system, it introduces additional overhead compared to Type 1 hypervisors[1]. Security and performance are partly dependent on the host OS, and this extra layer can slightly reduce efficiency. However, Type 2 hypervisors are widely used in testing, development, and educational environments because they are flexible, easy to deploy, and simple to manage. For the enhanced topology in Coursework 2, a Type 2 solution is appropriate as the infrastructure is deployed in a lab-based environment rather than a production data center. The system needs to run Windows Server 2019 alongside a Debian server, which can be efficiently achieved using a hosted virtualization platform. For the BIRMINGHAM topology, a suitable Type 2 solution is Oracle VM VirtualBox[2]. VirtualBox runs on Windows and allows both Windows Server 2019 and Debian virtual machines to operate simultaneously. It supports networking types such as NAT, bridged, and internal networks, as well as features like snapshots, shared folders, and resource allocation controls. Although Type 2 hypervisors have a larger attack surface, they remain practical and cost-effective for this coursework environment [2].











[bookmark: _Toc225186534]IP Addressing—Critical Appraisal
The use of packet switching makes it possible for people to talk to each other over the Internet. It does this by dividing data into packets and sending them over networks. IP addresses are logical identifiers for the source and destination, which lets routers send packets to the right network and host [2]. Ethernet switches employ MAC addresses to transport frames between different parts of a LAN, while routers use tables of routing to connect different IP networks. IPv4 addresses have had 32 bits, which are split into a network part and a host part. IPv6 uses 128-bit hexadecimal to make it easier to add new protocols and make it more scalable. This provides it a lot more addressable space and makes it easier for extensions [3]. Subnetting is and VLSM networks can help devices perform better by making ensuring that the size of a subnet is right for the hosts that are connected to it. This saves addresses and allows you break the system up into smaller pieces for greater safety and faster operation. Subnetting and VLSM networks can make devices work better by making sure that the size of a subnet is right for the hosts that connect to it. This cuts down on address waste and lets you break up the system for faster speed and better security [2].
IP classes A, B, and C divide IPv4 by size. A is large, B medium, C small. Modern networks use CIDR and VLSM.
[image: ]





[bookmark: _Toc225186535]Routing—Critical Appraisal
Routing allows messages to go from a single IP network to a different one. Static routing uses routes that you've set up by yourself. It is straightforward and doesn't add much overhead, but it does not respond immediately  adapt to topology changes in the network's topology. Dynamic routing learns routes and responds to errors using standards like Routing Information Protocol (RIP) or the Open Shortest Path First. It makes it more scalable and resilient, but it also makes it harder to set up [4]. In this setup, the Debian server acts as a DHCP Protocol Relay and has to be ready to talk to Microsoft's Windows Server 2019 infrastructure applications, avoiding any problems. In a multi-subnet environment, dynamic routing is more suitable because it reduces manual administration and supports future expansion required in Coursework 2. Therefore, dynamic routing provides the most sustainable balance of manageability and availability [4].
[bookmark: _Toc225186536]Network Services – Critical Appraisal
Once considering a domain-oriented architecture, keep in mind that the DHCP, AD DS, firewalls, and VPNs, as well as CA functions, are all parts of a bigger safety and control system and are not independent parts. Organizing recognition with AD DS makes it easier to obey the rules and check on items, but it also makes it a high-value object of attack. To reduce the consequences of a breach, administrators should follow the minimal privilege theory and keep watch on things all the time [2]. DHCP increases operational efficiency and reduces misconfiguration; however, it can enable rogue addressing attacks if unmanaged. Mitigation strategies include DHCP snooping, port security, and the use of reservations for infrastructure systems. VPNs extend the network boundary securely, but remote access increases exposure; therefore, MFA and restricted access policies are necessary to reduce credential-based intrusion risk [3]. A Certificate Authority enhances VPN authentication and internal services by issuing trusted digital certificates; however, poor certificate lifecycle management (for example, expired or improperly revoked certificates) can cause outages or weaken security. Protecting root keys, implementing certificate revocation mechanisms, and enforcing appropriate certificate lifetimes are critical safeguards.

[bookmark: _Toc225186537]
Task_ 2: Practical Implementation of the Network Topology 
Task 2 focuses on implementing and testing the anticipated network topology. It explains how to configure the selected hypervisor platform and deploy network services in Birmingham, based on Task 1 research within the ACCA domain-specific environment. The aim is to create a functional virtual infrastructure using a Type 2 hypervisor, enabling Windows Server 2019 and Debian to operate within a subnet topology [5]. This includes setting up the VM, providing it a virtual private network (VLSM) IP address, and checking for the connection. It is important to have accurate records with dates and times. The design can be changed to add more services in the future, such as DHCP, VPN, Active Directory, and Register Services. This makes sure that security, development, and accessibility are all satisfactory[6].
· [bookmark: _Toc225186538]2.1 Choice of Hypervisor 
We chose Oracle VM VirtualBox as the Type 2 hypervisor for this virtual machine architecture due to technical limitations, the need for standard integration, and future Coursework 2 requirements. The environment consists of a single student system with limited CPU and RAM resource[7]. which makes a hosted hypervisor more suitable than bare-metal solutions. VirtualBox supports both Windows Server 2019 and Debian Linux, allowing BIRMINGHAM to host domain administration and Linux-based relay services within the ACCA base. Its snapshot functionality enables safe testing and rollback when configuring AD DS, DHCP, VPN, and Certificate Services. Although Type 2 hypervisors present higher risks, these can be mitigated through appropriate controls [8].
· [bookmark: _Toc225186539]2.2 Download and Setup
At first, the server and operating system files were downloaded from sites that were thought to be safe[8]. here is an Oracle page where we got Oracle VM VirtualBox. These are reliable sources where we got the Debian and Windows Server 2019 ISO files. Looking to see if the method was secure and effective. The way they planned to build the virtual machines is what they did. The main server for BIRMINGHAM was put up using Microsoft Windows Server 2019 [2]. The ACCA domain was also built. Debian provided relay services. Network connections made it possible to imitate different subnets. Screenshots with timestamps were captured all the time to show that progress was steady, time was being managed well, and there was a clear plan for how to make the changes.


· [bookmark: _Toc225186540]2.3 IP Addressing Configuration
Variable-length subnet masking (VLSM) improved the Internet Protocol (IP) addressing scheme, making it more efficient and scalable. A hierarchical structure separates servers, clients, and administrative systems into distinct subnets instead of relying on fixed topology addresses. Windows Server 2019 was assigned an IP address within the server subnet to support Directory, DHCP, and Certificate Services, while the Debian server used a different subnet to function as a router and relay [9]. DHCP dynamically assigns client addresses. This structured approach demonstrates effective subnetting and efficient IP resource management [6] .

· [bookmark: _Toc225186541]2.4 Test and Troubleshooting
Also, the procedures for splitting up the network and giving out addresses were examined to make sure everything was set up correctly. Some early studies showed that devices in the same area could talk to each other readily [9]. Before routing was put up, contact between subnets was rigorously limited. It's clear that division works. This step is all about finding ways to remedy problems and make sure they work. Finally, the proxy settings were fixed, and users could use the service again [10]. 











[bookmark: _Toc225186542]Task_2.2.1 Evidence of Download and installation.
[image: ]The installation of the selected Type 2 hypervisor was completed successfully on the host machine. The Oracle VM VirtualBox Manager interface confirms correct deployment, as shown in Figure 1.
Figure 1: The screenshots show the successful installation of Oracle VM VirtualBox Manager on the host machine (timestamp visible).
[image: ]The installed version of the selected Type 2 hypervisor was verified following installation on the host machine. The version details confirm the successful deployment of the virtualization platform (see Figure 2).
Figure 2: The screenshots show  the installed version details of Oracle VM VirtualBox (Version 7.2.6) on the host machine (timestamp visible).
[image: ]The Windows Server 2019 ISO The image was acquired from the formal Microsoft Evaluation Centre and saved on the host computer. Figure 3 indicates that the file characteristics reveal that the download was successful and the file is fully functional.
Figure 3: The screenshots show the Windows Server 2019 ISO file is stored in the host machine’s Downloads directory (timestamp visible).



[image: ]The virtual machine Server1 was created with Windows Server 2019 (64-bit) in Oracle VirtualBox. The machine had 4096 MB of RAM and was prepared for the operating system to be inserted.




Windows Server 2019 was successfully deployed in Oracle VirtualBox. The system was started and verified through Server Manager, confirming that AD DS and DNS are operational. The figures below provide evidence of the configured server environment.
[image: ][image: ][image: ][image: ]
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Figures 4: The screenshots show the Creation of Windows Virtual Machine (Server1)
[bookmark: _Toc224572056][bookmark: _Toc224572707][bookmark: _Toc224572921][bookmark: _Toc224573029][bookmark: _Toc224585835]









[image: ]A virtual machine called Client1 was created in Oracle VirtualBox using Windows 10 (64-bit). The machine was configured with 2 GB RAM and 50 GB storage, then started to install the operating system.
[bookmark: _Toc225186543][image: ]



[bookmark: _Toc225186544][image: ]





Figure 5: The screenshots show the Creation of Windows Virtual Machine ( Client1).


[image: ][image: ]A virtual machine named Debian-Server , became in Oracle VirtualBox with Debian (64-bit) as the OS. The virtual machine was set up with 2048 MB of RAM and prepared to have the Debian Linux operating system set up on it.
Figure 6: The screenshots show the Creation of Debian Server Virtual Machine




[image: ][image: ][image: ]A virtual machine called Debian- Client, by applying Debian (64-bit) as the operating system, the Oracle VirtualBox created a virtual machine called DEBIAN-CLIENT.. The virtual machine was set up to get prepared for the operating system known as Linux to be formal installed.
Figure 7: The screenshots show the Creation of Debian Client Virtual Machine(Deb13).






[bookmark: _Toc225186545]2.2.2 Deploy your network as per the given topology:

Evidence of Windows PCs connected to NAT Network1
[image: ]The Windows virtual machines (Server1 and Client1) were configured to use NAT Network1 in the network adapter settings.







Figure 9: Windows Server connected to NAT Network1

[image: ]The screenshot shows Windows Server1 and Client1 ipconfig results, confirming both share 192.168.100.x range and are connected to NAT Network1.
Figure 10: The screenshot shows evidence of Windows PCs connected to NAT Network1


Evidence of Linux PCs connected to NAT Network2
[image: ]The screenshot shows the network adapter configuration of the two Debian virtual machines in Oracle VirtualBox. Both machines are connected to the NAT Network named SWAN, confirming that they are using the same virtual network.
Figure 11: The screenshot shows Debian server connected to NAT Network2

[image: ]Inevitably tested the network settings of the Debian virtual machines by performing the Ip a" command in the Linux terminal. The images indicate that both Debian Server and Debian Client received IP addresses in the same network domain, that proves that they are both connected to NAT Network2.
Figure 12: The screenshot shows evidence of Linux virtual machines connected to NAT Network2
[bookmark: _Toc225186546]2.2.3  Evidence of IP addresses set up
The screenshot shows the IP address configuration of the Windows Server virtual machine using the ipconfig command. The output shows the IPv4 address assigned to the server (e.g., 192.168.100.10).
[image: ]








Figure 13: The screenshot shows windows Server IP Address Configuration.

[image: ]The IP configuration of the Windows Client virtual machine was verified using the ipconfig command. The IPv4 address displayed confirms that the client machine received an address from NAT Network1 and is connected to the same network as the Windows Server. 
Figure 14: Windows Client1 IP Address Configuration.
[image: ]By employing the Ip a command in the Linux terminal, one can checked the network settings of the Debian Server virtual machine. The analysis indicates that the machine is connected to NAT network Network2 because the machine has an IP address in the 192.168.200.10 range. Figure 15: Debian Server IP Address Configuration .

[image: ]The network configuration of the Debian Client virtual machine was verified using the Ip a command. The displayed IP address confirms that the machine is connected to NAT Network2 and is part of the same network as the Debian Server.
Figure 16: Network IP Address for NAT Network1

[bookmark: _Toc225186547]2.3.2 Network IP address from NAT Networks this network.
[image: ] The configuration of NATNetwork1 in Oracle VirtualBox. The network uses the IPv4 prefix 192.168.100.0/24, which defines the address range assigned to the Windows virtual machines connected to this network.
Figure 17: The screenshot shows network IP address from NAT Network1
[image: ]The configuration of NATNetwork2 (SWAN) used by the Debian virtual machines. The IPv4 prefix 192.168.200.0/24 defines the network rang The screenshot shows e assigned to the Linux systems.
Figure 18: The screenshot shows network IP address from NAT Network2
[bookmark: _Toc225186548]2.4.1 Perform Connectivity Tests
[image: ]The screenshot shows a successful connectivity test between the two Windows virtual machines (Server1 and Client1) using the ping command. Both machines are connected to NAT Network1 and are able to communicate with each other without packet loss.
Figure 19: Connectivity test between Windows virtual machines in NAT Network1
[image: ]The screenshot shows a successful connectivity test between the two Debian virtual machines using the ping command. Both machines are connected to NAT Network2 and are able to communicate with each other within the same network.
[bookmark: _Toc224572059]Figure 20: Connectivity test between Linux virtual machines in NAT Network2
(Debian-Server and Debian- Client)
[bookmark: _Toc225186549][bookmark: _Toc224572060]Task_3 Report: Reflection
· [bookmark: _Toc225186550]3.1.1 Reflect on the following
Two operating systems virtual machines and two Debian Linux virtual machines were made and connected to each other using two distinct NAT networks during the network setup in Oracle VirtualBox. The Linux computers were connected to NAT Network2, and the Windows machines were linked to NAT Network1 as well. A challenge came up when I tried to use the ipconfig option in Debian, which wasn't there by default. The Ip a command was used to verify the network settings and standard IP addresses to rectify this. We executed ipconfig in Windows and Ip an in Linux to verify that the computers were all on the same network address range. Finally, a ping command was used to check that the machines could talk to each other and that the network deployment was successful.
· [bookmark: _Toc225186551]3.2.1 write your Personal Reflection 
The activity teaches me more about virtual networks and how different operating systems can operate together in a virtual world. Making and setting up a number of virtual machines in Oracle VirtualBox has taught me how to build a network.
At first, the situation was challenging to follow the steps because I loved doing a lot of setup work and was unfamiliar with some of the Linux commands. But as I kept working, I grew better at utilizing the commands, verifying IP addresses, and using the ping command to decide if the relationships were doing their respective tasks.
In conclusion, this exercise helped me get better at meeting people in real life and made me feel more confident using virtual systems and networks.
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Class  IP Range   First  Octet   Default Sub- net Mask   Number  of Net- works   Hosts  per Net- work   Typical  Use  

A  0.0.0.0  –   127.255.255.255   1  –   126   255.0.0.0 (/8)   128   ~16 mil- lion   Large or- ganisa- tions  

B  128.0.0.0  –   191.255.255.255   128  –   191   255.255.0.0  (/16)   16,384   ~65,000   Medium - sized  networks  

C  192.0.0.0  –   223.255.255.255   192  –   223   255.255.255.0  (/24)   ~2 mil- lion   254   Small  networks  

 


image2.png
»





image3.png
%5 Virtual





image4.png
s





image5.png
H %

- &

@ =

~ =

- = .. -
- —





image6.png




image7.png




image8.png




image9.png




image10.png




image11.png
[ed & AR
i ;

| et with Vi o x
=) paes— Virtusl machine name and operating system
- P ————





image12.jpeg




image13.jpeg




image14.png
) Gl @ OD

s serent

5 B S reeion
o s

68 OLUANSLRVER i) - Onech Vituslion

Fle  Machine  View  Iput  Devices

Help

@ debian13

==
Operatin
8l system
e Wamary
Acceeratin:

cem: Debian (61 50
20408
s ik, i, opy
Nestd Paging. KM Paravirualization
x

0 (Opeat Dree Emry

EBIAN SERVER vl (Norma, 2000 G8

1911000 MT Deskaop ncermal Network. BIRMINGHAN

Dacte





image15.png
[l sy
. ey
& somoe
P o

& e
PR e

p=—r

(pe——

=

DEBIAN-SERVER





image16.png
s W
B Servert L T
e B Generst
ot ciontt Name: a2
1 system
| ey [ ———
 Ruming BootOnder._ Hard Disk. O
T ceo13 Running] - Oracke VirtuslBox — O x [geieetele
Fie  Maine  View gt Deviees  Help | 3

Joce e Empry

L ——

© debian13

B ) 8 3 o i

) proview





image17.png
sorc @ e | =
25T





image18.png
o T





image19.png
a o omom

-
=
-
Fiw
B o -
T R

2

AE® ¥





image20.png
@ Gk % S
| seven ot & =

3 3

m: Windows 10 64 bt

Sevoe (o] - Orcl Vit





image21.png
& e &
- Genea - e
Operaing Sy Widows 10164 )
| ]
4 DERIAN SERVER. Setings - o x r
] General Network M General Netwark
- ‘vt 1 (L2 ) A | pdters ncapor | Adotar2 || adptor3 | Acptrs
= PY— B s CY—
| Attached to NAT Network ~ W oispiay Attacheclto NAT Network. ~
@ st o 2 & s Name. SwAN =
sty et 55075009 17 Dt 23108 E i . e RO/1000 T sk 0254068 .
@ Ao Promiscuous Mods  Allow Vs - P nudo Promiscuous Mode. Alaw VMs -

NAC Adds_ 08002717905

5 Nt
£ seratpons

@ Virtual Cable Connected

& v Sevit orts
ot romz  Penz  red
[ shared Foders: -
) bl St Port
U merace Pt uber COM1 4o _s_yoken s

Concel Hep

[P R & ®Rioh

£ settrors

&
] stocaroisen
=

User terace

WAC Addrss_oaouarecaszy

@ Virual Cable Connected.

Pori o2 for3  pomd I

S

#Q _s_iobot o
o
PIRET LT O]

Concal Hep





image22.jpeg
& a

8 i)





image23.png
R e v

nput

Dz

Help

=

T

&5 WS i

Mook @ & @ B

Operving Syt Wi Sere 291 64,

[ Symem
B ok T Opt 19605k

Recdaton: et o, e v Palzaion
= ooy

Kt e Do

G strge

Contotecsaa

STAR:  [Opten Dl Sy y

1 uso

[rr—

date .t RO/ MT it (kg Ao, vl Wi G 301 160MH)
5 s

Devia s 0 st

2 Shored folders

= Desaipton





image24.png
) G @ 0D
N B

al DS

2 | BB et Warivg - e Vitstn

ook @ @ m B

O Sy Wi 1064 )
5 spem
o Orer | Fioppy Optial s ik

B oipey

F—





image25.png
o i b

Bl g a@as=
® Powered O

:

5 B DEBIAN-SCRVII i) - Orale Vil o x L

He  Mahine Vi gt Devies  felp i

1w
Deatied
e servm 8 iy i shoe . il e oy

LN ST v 2000 )

o227 o gomn st cops o

I T [T





image26.png
@

&

Servert
—r—

Chentt
@ o

o

DEBIAN-SERVER
@ roners ot

e | @ (=]
] Geners
. e
Oparating Syt Debian (64-51)
i sysem
o Mimory 204815

I deb13 Runningl - Oracke Viwalgox

Mastine

View

ol Duviees 11clp

e— al= x

Rt





image27.png
U3 Oracle VirtuaiBox Manager

o i I
s e
=

02161020 TSI Enabled

v st 1921802000720

I et k175107764





image28.png
U3 Oracle VirtuniBox Manager

© e viice
0 roable vt





image29.png
FBROD

& [ servent b Dewss =
Generat Preview
sl lientt
% . puming
& Serve [Ranning] - Orace Viruliox o x
Fle  Machine  View Iput  Devces  Help

A6 e ot





image30.png
ok “
Servert oot
o (mle===N
= General
8 spstem

Nesed V5. KoM Poavitualizaton

— “pary: 6 M8
) ) - i P —

View gt Deviees Help

Fie  Machine

[—r—— -

1 6 8 R




