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ABSTRACT
In April 2025, two major United Kingdom retailers, Marks & Spencer (M&S) and Co-operative Group (Co-op), were hit by cyberattacks. The attacks have been linked to the cybercriminal group named Scattered Spider (also known as UNC3944), using DragonForce ransomware. The two attacks were closely related; they happened within days of each other, and they shared similar tactics, techniques, and procedures, which qualify them to be treated as a single campaign based on the UK Cyber Monitoring Centre's own assessment. 
Although the two organisations were hit, they had very different outcomes. The attack was more catastrophic for M&S because of the time it took for them to detect they were under attack, the several ways it negatively impacted and disrupted their business for weeks afterwards, and the time it took for them to recover fully operationally.
This analysis will look at the timeline of events from how the attack happened to how it was achieved, the human errors that made it succeed, the lessons learned, and what could be done to protect people, systems, and networks.

INTRODUCTION
It is no longer news that M&S and Co-op suffered a ransomware data breach attack in April 2025, and this cyberattack was successfully carried out through a common attack vector known as social engineering [1] [2] [3]. 
The attackers gained access through a third-party service as they impersonated an employee requesting a password reset from the IT help desk, and this gave them an initial foothold on the system and network [4], [5]. 
The worst hit of the two attacks was M&S, and they were the first to be attacked. As soon as the attackers infiltrated their system, they took over part of their IT infrastructure, stole and encrypted their data, which forced the organisation to suspend its online ordering and shopping platform for weeks [6] [7]. 
Co-op, in contrast, took charge of the situation as soon as the internal security team noticed some discrepancies and abnormal account behaviour. They were able to detect the intrusion early enough and acted quickly to contain and mitigate it before the attackers could deploy the ransomware payload into their system [8]. 
According to Co-op boss Shirine Khoury-Haq, “As soon as we knew what had been taken, we informed our members. We also advised them on what they needed to do to protect their information as well.” [8] Source: BBC News: all 6.5m members had data stolen.”

1. Timeline of The Two Attacks
	Date	
	Entity

	Incident Detail
	Incident Phase

	17 April 2025
	M&S
	The attackers gained initial access through social engineering tactics, impersonating an employee to request a password reset from a third-party IT Help Desk provider.
[4] [5] [7]
	Initial Access


	19 – 21 April 2025
	M&S
	Customers over the Easter weekend reported contactless payment and Click & Collect failures [6].

	Discovery


	22 April 2025	
	M&S
	They formally disclosed the cyber incident to their customers: “I am sure that you will have seen in the news that we have been dealing with a cyber incident” [6]

	Public Disclosure


	24 Apr 2025
	M&S
	According to Norman's testimony, attackers made first contact about a week after gaining initial access [7].	

	Escalation


	25 Apr 2025
	M&S
	The online and app orders were suspended [6]

	Containment


	25 Apr 2025
	Co-op

	“They even shared the first extortion message sent to executives from inside the company’s Microsoft Teams application” [8]

	Discovery


	30 Apr 2025
	Co-op	

	Publicly disclosed the attack, quickly isolated the affected system, and used network segmentation to restrict access before ransomware could be deployed [8].

	Containment / Public Disclosure


	13 May 2025

	M&S	
	Confirms customer personal data was stolen, but no payment data or passwords were taken [6].
	Public Disclosure


	21–22 May 2025
	M&S	
	M&S	Disclosed an estimated £300 million loss in operating profit [7]
	Public Disclosure


	10 Jun 2025
	M&S
	Online orders and purchases were restored after a 46-day pause [6].

	Remediation


	20 June 2025
	M&S and Co-op
	Cyber Monitoring Centre classifies both attacks as one combined Category 2 systemic event, and estimates total financial impact at £270–440 million [9]

	Public Disclosure
	

	8 Jul 2025
	M&S and Co-op

	The two retailers gave oral evidence to Parliament; Archie Norman confirmed DragonForce/Scattered Spider was responsible for the incident [7].

	Public Disclosure




2. The TTP Mapping
	
No

	
MITRE Tactic
	
Technique
	
Attack ID
	
Procedure

	1

	Reconnaissance
	Gather victim identity information
	T1589.002
	Attackers used social engineering and stolen employee contact information to successfully impersonate M&S and Co-op employees [10].


	
2
	Initial Access
	Phishing: Spear phishing, voice/vishing

	T1566.004
	Attackers used Vishing to call the IT help desk of the third-party service provider [5] [11].


	
3
	Initial Access
	Valid Account	
	T1078.	
	Hackers bypassed security using legitimate employee credentials obtained by tricking the IT help desk [12] [13].

	
4
	Privilege Escalation
	Valid Account: Domain Account
	T1078.002
	Attackers assigned themselves administrative privileges, moving unhindered and undetected inside the network environment [12] [13].


	
5
	Persistence	

	External Remote Services	

	T1133
	To keep persistent access into the network environment at will, the attackers used external devices to log in and control through the 
organisation's remote VPN gateway
[14]


	
6
	Discovery
	System Information Discovery
	T1018
	Once inside the network, they studied the environment to map where critical business servers were located, 'living off the land' without setting off alarms. They turned native system utilities against the environment [15].


	
7
	Credential Access
	OS Credential dumping: 
NTDS .dit	
	T1003.003
	Hackers compromised the Domain Controller to dump and exfiltrate the NTDS.dit identity database. By cracking the hashes offline, they gained administrative access to move laterally without detection [16] [17] [18].


	
8
	Lateral Movement
	Remote services: Remote Desktop Protocol
	T1021.001

	Upon gaining access to the internal network, the attackers used Remote Desktop Services (RDS) as a tool to control devices and move laterally. They were able to hop from device to device unnoticed because they used stolen legitimate credentials to establish connections via the Remote Desktop Protocol (RDP) [19].


	
9
	Exfiltration
	Exfiltration Over C2 Channel	
	T1041	
	As a result of attackers already living inside the network environment undetected, they were able to use the organisation's network tools to extract and exfiltrate the data to their own command and Control server. The internal security systems did not notice because the hackers were legitimately inside the environment with legitimate credentials, but doing so illegitimately [20].


	
10
	
Impact	

	Data Encrypted for Impact
	T1486	

	Scattered Spider deployed a DragonForce ransomware after taking full control of the internal network. They encrypted the data by scrambling it and locking the vital servers, and this caused a major business disruption as it paralysed the M&S online store for several weeks [21].





3. Root Cause & Security Control Failures.
A root cause is the underlying reason an organisation's security control measures fail, thereby introducing systemic weaknesses and vulnerabilities that allow attackers to exploit the network successfully. Much as it is common knowledge that the M&S and Co-op data breaches were enabled by social engineering, there were also major combinations of errors that fast-tracked the attackers' access to their networks. Amongst these were technical failures like security oversights, weak identity controls, organisational weaknesses, and human factors [1] [2] [3] [4] [5].

Technical Failures (misconfigurations, unpatched services)

The attacks were hastened by their IT infrastructure misconfigurations and unpatched services. However, due to misplaced trust that the caller was a real employee, the help desk trusted the request and bypassed established identity verification protocols. As a result of granting the vishing caller a manual reset over the phone, the technical authentication system
was made completely redundant at that moment because access was granted through a trusted support process [4] [5].
Misconfigurations: Poorly secured Active Directory configurations allowed the intruders to move laterally across the network undetected and extract core credential databases [16] [17] [18]. 
Unpatched Services: As the attackers got inside the network, they exploited known software vulnerabilities to escalate their privileges from standard users to full administrators.
For Co-op, early detection and quick action enabled them to recover quickly and return to full business operations [8].
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Organisational Shortcomings (Weak Policies, Lack of Segmentation)
M&S and Co-op were both attacked, but the two incidents had different outcomes. Of the two attacks, M&S was the most affected. Co-op was able to contain the attack because of the segmentation policy they implemented, thereby breaking the cyber kill chain [22] [23]. 
While the attackers were able to infiltrate the M&S network and access their data, Co-op noticed the attack early and quickly disconnected the affected system before it could cause further damage to their systems and network. The impact on M&S was enormous; they had major disruptions on several fronts in their business operations as the attackers successfully executed the DragonForce payload, and this affected the supply chain as shelves became increasingly empty in their stores. Their online orders and purchases were halted for over 40 days. The hackers had enough time inside the network; they gained control, moved laterally and had unhindered access to vital data that they scrambled, which caused major disruptions [6] [7]. 
[image: ]

Human Factors (phishing susceptibility)
Human error was the major cause of the breaches. As the saying goes, humans are the weakest link in cybersecurity because people can be manipulated into making mistakes or deliberately choosing to act otherwise. You can have the best IT infrastructure security setup, but a single human error can devastate and overwhelm the system, making it seem weak and ineffective when proper controls are bypassed or neglected. 
Reports say the attackers used social engineering and a vishing call to trick the IT help desk of a third-party service provider into resetting the password of a legitimate employee. The attackers did not break through firewalls or exploit a zero-day vulnerability to gain access to the network; instead, they broke in by walking in legitimately with the access unknowingly given to them through manipulation and human error [1] [2] [3] [4] [5].
[image: ]According to CYBERSECURITY INSIDERS, “Helpdesk social engineering has quietly become the highest-leverage attack against modern enterprises, because the password reset call is the one identity-verification step where MFA is not present and the verifier is a human under throughput pressure.”  
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4. Threat Actor Profile
The threat actor group reported to be linked to the Marks & Spencer (M&S) and the Co-operative Group (Co-op) attacks in April 2025 is Scattered Spider [24]. They are also known as UNC3944, Scatter Swine, Oktapus, Octo Tempest, Storm-0875, and Muddled Libra [24].
They specialise in targeting large corporations by exploiting IT help desks through advanced social engineering techniques and manipulation of IT support personnel. This attack vector allows them to gain initial entry into target IT infrastructure networks by abusing trusted access routes and account recovery processes.
Once inside the network, they may deploy ransomware payloads utilising the DragonForce ransomware variant into enterprise systems to scramble, disrupt and exfiltrate sensitive data for monetary gain. 

Motives
The motive for this attack was financial gain, executed via a double-extortion model. They scrambled the critical data, thereby disrupting business operations, particularly the online ordering and mobile payment app platforms.
They also exfiltrated the data and threatened to sell it on the dark web if the organisations refused to pay a ransom [25] [26].

Capability Level
Scattered Spider’s capability level is very high [24]. Their advanced social engineering techniques have successfully worked for them. They have mastered the act so well that tricking the IT help desk into verbally resetting and authenticating stolen credential access and thereby bypassing MFA processes through a vishing call technique has become one of their major modus operandi [1] [2] [3] [4] [5] [24].
They are also known for long dwell time inside networks and evading detection through living-off-the-land techniques, whereby they use the network resources in the victim’s environment to get what they need. Their lateral movement does not trigger alarms because they are using legitimate tools and resources from the network against the same network [24].

Plausible Alternative
The plausible alternative is that some other criminal group might have used the same ransomware techniques, such as deploying the DragonForce ransomware [25] [26]. However, the evidence pointing to Scattered Spider is the abuse of the IT help desk using social engineering to manipulate and bypass MFA and password reset. Also, the UK's National Crime Agency (NCA) arrest of four UK-based teenagers and young adults strengthens this evidence of UK-based involvement in the retail cyberattacks [27].

5. Detection & Response Analysis. 
The April 2025 ransomware attacks on M&S and Co-op had very significantly different outcomes and impacts on both organisations. M&S detected the 17 April breach two days after the initial access, when customers experienced online payment issues on 19 April [6] [7].
For Co-op, the detection was within minutes; as a result of its robust IT infrastructure segmentation, they were able to quickly act by disconnecting and isolating the affected systems, thereby disrupting the cyber kill chain and reducing the impact of the attack [18].

Detection Gaps
At the identity verification layer, the vishing attack was not detected by any real-time security controls [4] [5].
At the credential access layer, reports suggest the extraction of the NTDS.dit database went undetected [16] [17] [18]. 

During lateral movement, attackers moved across the network without triggering alerts; hence, they were not discovered early [19] [24].

At the operational impact stage, M&S only detected the breach after customers experienced online payment failures. This was due to legacy hybrid IT infrastructure that is not compartmentalised and lacked modern real-time telemetry monitoring [6] [7].

In contrast, Co-op security telemetry detected and flagged accounts displaying unusual behaviour, such as accessing large volumes of data. This enabled the organisation to isolate the affected systems quickly, preventing further lateral movement and reducing the overall impact of the attack [8].
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6. Strategic Recommendations
Prevention Controls
Phishing-Resistant MFA: To minimise IT help desk abuse, authentication should not be done by phone call alone; instead, organisations should provide employees with FIDO2 phishing-resistant hardware devices that utilise strong cryptography with unique asymmetric key pairs [28] [29]. 
With FIDO2 security keys, there are no issues with forgotten passwords, password expiry dates, or password typo errors. Consequently, losing or breaking the physical hardware is the only major reason employees would contact the help desk for authentication [28] [29].
The cost of acquiring FIDO2 security keys for each employee, from £14 to £101, far outweighs the risk and huge cost of having your data stolen, with reputational damage and a very huge ransom payment [28] 29]. 

Detection Controls
Detection is of utmost importance because it helps to identify problems that require a quick fix. Telemetry records should be incorporated into systems and networks; logging and alerting on NTDS.dit access and unusual help desk authentication activity must be reviewed [16] [17] [18].

Response Controls
Organisations must have a playbook that contains a tested incident response plan detailing who to contact in case of an incident. It should state what the security team must do to quickly disconnect, disable, and isolate compromised systems or accounts, outline the investigation process, and establish when to inform regulators [30].

Architectural Controls
Segmentation and Zero Trust Controls: To forestall any complete takeover of an entire network infrastructure, a complete segmentation of the network architecture should be put in place so a compromised account, system or server is not accessible to all other components, as well as providing the benefit of quickly disconnecting such a system from the network [22] [23].
Additionally, a Zero Trust architecture must be integrated alongside segmentation, dictating that no device or user is trusted by default; continuous authentication is required across the board, irrespective of the access level [22] [23].
7. Support & Evidence
Authoritative sources from NCSC, CISA, NCA, UK Parliament, M&S and MITRE ATT&CK support the incident timeline, threat actor profile, TTP mapping and recommendations [4], [6], [7], [10], [11], [13], [14], [15], [16], [19], [20], [21], [24], [27], [28], [29], [30].
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TASK 2.  Red Team Engagement: ABCD Ltd 

1. Rules of Engagement (ROE

Red Team Engagement — ABCD Ltd (Simulated Academic Environment)

Parties and Authorisation
	Field
	      Details

	Client 
	      ABCD Ltd (Simulated Academic Environment)

	Engagement Lead
	      Your Name: Evelyn Ohiku 

	Engagement Dates
	      17/08/2026 – 17/08/2026



Scope
This engagement is strictly limited to a self-contained virtual lab representing ABCD Ltd's environment. All in-scope systems operate exclusively on a VirtualBox host-only network (192.168.56.0/24). No bridged, NAT, or external network interfaces are enabled on any target VM.
In-scope systems:
· The following systems are in scope for this engagement:
· Kali Linux (192.168.56.101) serves as the attacker machine. 
· OWASP Broken Web Applications (192.168.56.102) is the public-facing web application target. 
· Metasploitable 2 (192.168.56.103) is an internal Linux host running outdated and vulnerable services. 
· Windows 7 (192.168.56.104) acts as the end-user client and file host.

Permitted Techniques
The following activities are authorised within the scope of this engagement:
· Reconnaissance and network scanning
· Exploitation of the three in-scope target VMs
· Post-exploitation enumeration and evidence collection
· Lateral movement between in-scope VMs
Tools authorised for use include Nmap, Metasploit Framework, smbclient, and Firefox browser. All tools are declared and justified in the Technical Report.


Excluded Systems and Prohibited Activities
The following systems and activities are strictly out of scope:
· The physical host machine and any network outside 192.168.56.0/24
· Denial-of-service or destructive actions (e.g., disk wiping, ransomware simulation)
· Social engineering, phishing, or physical access attacks
· Any real ABCD Ltd infrastructure — none exists outside this lab

Safe Words and Kill Switches
Any unexpected instability, VM crash, or abnormal network behaviour triggers an immediate stop. Testing resumes only after the affected VM is reverted to its last clean snapshot. Snapshots are taken before every intrusive step and serve as the rollback mechanism for this engagement.
Escalation and Communication
As this is an isolated academic lab, the engagement lead serves as the sole escalation point. All progress is documented through:
· Screenshots of all exploitation steps
· Command history and tool output logs
· Network diagrams and VM configuration records
All artefacts are stored in the evidence package submitted alongside this report.

Legal and Ethical Constraints
All activity is confined to the private virtual lab created solely for this academic assessment. No third-party systems, networks, or data are accessed at any point. This RoE does not authorise testing beyond the VMs listed above. The engagement complies fully with the assessment brief issued by the module convenor.

Sign-Off
	Role
	          Signature
	     Date

	Engagement Lead
	          _________________________
	     __________

	Client Representative 
(Simulated)
	         ABCD Ltd — Academic Authorisation
	     __________


2. Threat Emulation Plan
The objective of this red team engagement is to simulate how an attacker could break intogain unauthorised access to ABCD Ltd's virtual environment. The purpose is to show that an external, unauthenticated hackerattacker can compromise a public-facing web application, gain root access to an internal Linux machine, and access , and readand read sensitive files on a Windows workstation [2] [5].
The engagement also shows a realrealistic attacker behaviour, including changing techniques when attempts fail to produce results, such as using Kali Linux to pivot through Metasploitable to reach the Windows 7 machine. The objective is to prove The engagement also aims to demonstrate that these attacks can occur without being detected or stopped by existing security controls [1] [8].
Success Criteria
The engagement is considered successful when the following outcomes are achieved:
	Target
	Success Indicator

	OWASP BWA (.102)
	OS command injection executed via DVWA [7], server identity and process privileges retrieved [9]

	Metasploitable 2 (.103)
	Root shell obtained via CVE-2007-2447 [6], /etc/shadow and /root directory accessed, pivot established to .104 [9]

	Windows 7 (.104)
	Pivot connection confirmed [4], SharedDocs SMB share accessed, test.txt retrieved [9]


 Attack Phase Sequence
	Phase
	Target
	Action
	Mitre TTPs

	Reconnaissance
	All VMs
	Nmap scans and SMB enumeration across all targets [3] [9]
	T1595, T1046

	Web Exploitation
	.102
	Command injection via DVWA ping field, system commands executed [7] [9]
	T1190, T1059.004, T1082

	Linux Exploitation
	.103
	Samba CVE-2007-2447 [6] exploited, root shell obtained [9]
	T1190, T1059, T1068

	Pivot
	.103 – 104
	Metasploitable session used as pivot after direct attacks on .104 failed [4] [9]
	T1090.001

	File Access
	.104
	SMB null session via pivot, test.txt retrieved from SharedDocs [4] [9]
	T1021.002, T1135, T1083, T1005


MITRE Attack TTP Mapping
192.168.56.102 - OWASP BWA - Web Application Exploit
	Phase
	Attack ID
	Technique
	Action On Target

	Reconnaissance
	T1595
	Active Scanning
	Nmap -sV scan of 192.168.56.102 identifying Apache 2.2.14, Tomcat/Coyote 1.1, and Jetty 6.1.25 running on the OWASP BWA host [3] [9]


	Initial Access
	T1190
	Exploit Public‑Facing Application
	Navigated to DVWA at 192.168.56.102/dvwa, logged in as admin using default credentials, security level confirmed as low with PHPIDS disabled [9].


	Execution
	T1059.004
	Command Injection via Unix Shell (CWE-78)
	Injected OS command chain 127.0.0.1; whoami; id; uname -a into DVWA's Command Execution ping field. The application passed unsanitised user input directly to the underlying OS shell, executing all chained commands [7] [9].


	Discovery
	T1082
	System Information Discovery
	Retrieved system context from injection output: process running as www-data (uid=33), kernel Linux owaspbwa 2.6.32-25-generic-pae, Ubuntu 2010 i686 [9].


	Collection
	T1005
	Data from Local System
	Confirmed server identity, OS version, and web process privileges, demonstrating full OS-level command execution capability through the web application [9].





192.168.56.103 - Metasploitable 2: Service Exploit
	Phase
	Attack ID
	Technique
	Action On Target

	Reconnaissance 
	T1046
	Network Service Discovery
	Nmap service scan and SMB share enumeration (smbclient -L) of 192.168.56.103, identifying Samba 3.0.20 and accessible shares including tmp [3] [9].


	Initial Access
	T1210
	Exploitation of Remote Services
	Exploited CVE-2007-2447 (Samba usermap_script) via exploit/multi/samba/usermap_script, opening a reverse command shell (session 1: .101:4444 → .103:60215) [9].


	Execution
	T1059
	Command & Scripting Interpreter
	Executed shell commands via the reverse command shell session [9].

	Privilege Escalation
	T1068
	Exploitation for Privilege Escalation
	Shell landed as root; accessed /etc/passwd, /etc/shadow, and /root directory confirming highest level of privilege [9].


	Lateral Movement
	T1090.001
	Proxy: Internal Proxy
	Used the compromised Metasploitable 2 session as an internal pivot point to route a connection toward Windows 7 (.104), bypassing direct exploit restrictions from Kali [4] [9].


	Collection
	T1005
	Data from Local System
	Retrieved /etc/passwd and /etc/shadow password hashes from the compromised host [9].






192.168.56.104 – Windows 7 - Client‑Side / File Access Exploit
	Phase
	Attack ID
	Technique
	Action On Target

	Reconnaissance
	T1595
	Active Scanning
	Nmap scan of 192.168.56.104 confirming SMB (445), RPC (135/139), and Windows 7 SP1 Build 7601 OS fingerprint [3] [9].

	Lateral Movement
	T1090.001
	Proxy: Internal Proxy
	Direct exploitation from Kali failed — ms17_010_eternalblue returned not-vulnerable and psexec failed authentication. Compromised Metasploitable 2 (.103) session was used as an internal pivot point to route a connection toward Windows 7 (.104), bypassing direct access restrictions [4] [9].

	Lateral Movement
	T1021.002
	Remote Services: SMB/Windows Admin Shares
	Pivot connection from .103 reached Windows 7 .104, confirmed by PowerShell TCP listener on .104 outputting "Waiting for Lateral Movement... Pivoted via Metasploitable" [4] [9]


	Discovery
	T1135
	Network Share Discovery
	Enumerated SMB shares on .104 via smbclient, identifying the exposed SharedDocs share accessible via null session [9].


	Discovery
	T1083
	File & Directory Discovery
	Listed SharedDocs contents via smbclient, locating test.txt (75 bytes, created 13/08/2026) [9]. 

	Collection
	T1005
	Data from Local System
	Retrieved test.txt containing sensitive dummy data from the Windows 7 workstation via the pivot connection [4] [9].





3. Lab Environment Design
Network Diagram: Network Topology shows all four virtual machines in the same 192.168.56.0/24 subnet connected on a host-only adapter with no external connections [9]. 
[image: ]

Virtual Machine Roles
This lab environment has four virtual machines: one attacker and three realistic targets within a penetration‑testing scenario [2] [5]
 Kali Linux is the attacker machine used for reconnaissance, exploitation, and post‑exploitation activities.
 OWASP Broken Web Applications (BWA) is the deliberately vulnerable web‑application machine containing multiple insecure web apps for testing several web‑based attacks [7]. 
Metasploitable 2 is also an intentionally vulnerable Linux service host, exposing outdated and misconfigured network services suitable for exploitation and privilege‑escalation exercises [6]. 
Windows 7 acts as the end-user workstation and contains a planted sensitive dummy file to simulate real-world data access impact, demonstrating how an attacker can reach an internal workstation through lateral movement via a compromised host [4].
All four machines are connected on a host-only network within an isolated and controlled environment, for the purpose of demonstrating exploitation techniques across different operating systems and service types. There is no external connection whatsoever [9]. 

Four VM Configuration Tables
VM 1 - Kali Linux 
	Field
	Details

	VM Name
	Kali Linux

	IP Address
	192.168.56.101

	Operating System
	Debian-based Linux distribution designed for penetration testing and security assessment

	Role
	Primary attack platform used for reconnaissance, exploitation, post-exploitation, and evidence collection [3]

	Purpose
	Used to conduct all phases of the red team engagement, including network scanning, web exploitation, service exploitation, and pivot-based lateral movement toward Windows 7 [2] [3] [5]

	Network Adapter
	Host-Only Adapter (VirtualBox)

	Key Tools
	Nmap, Metasploit Framework, smbclient, Firefox



VM 2 - OWASP Broken Web Applications (BWA)
	Field
	Details

	VM Name
	OWASP Broken Web Applications (BWA)

	IP Address
	192.168.56.102

	Operating System
	Ubuntu Linux hosting multiple intentionally vulnerable web applications for exploitation practice

	Role
	Deliberately vulnerable web application host providing insecure web services

	Purpose
	Used to demonstrate Command Execution via DVWA's unsanitised input field (CWE-78) [7], simulating a compromised public-facing web application [9].

	Network Adapter
	Host-Only Adapter (VirtualBox)





VM 3 - Metasploitable 2

	Field
	Details

	VM Name
	Metasploitable 2

	IP Address
	192.168.56.103

	Operating System
	Ubuntu Linux (outdated, intentionally insecure), exposing multiple vulnerable network services

	Role
	Deliberately vulnerable Linux host providing exploitable network services

	Purpose
	Used to demonstrate service exploitation via CVE-2007-2447 [6] (Samba usermap_script), root-level privilege escalation, and pivot establishment toward the Windows 7 workstation [9]

	Network Adapter
	Host-Only Adapter (VirtualBox)




VM 4 - Windows 7
	Field

	Details

	VM Name
	Windows 7

	IP Address
	192.168.56.104

	Operating System
	Windows 7 SP1 (Unpatched Build 7601) intentionally left unpatched to simulate a vulnerable end-user workstation

	Role
	End-user client workstation representing a typical user machine within an organisation

	Purpose
	Used to demonstrate lateral movement via pivot from the compromised Metasploitable 2 host [4], SMB share enumeration, and sensitive file retrieval through an exposed null-session share containing a planted dummy file (test.txt) [9]

	Network Adapter
	Host-Only Adapter (VirtualBox)




4. Exploitation Requirements
Exploit A:  Remote Code Execution via Command Execution (OWASP BWA102)
Target: OWASP BWA - 192.168.56.102
Reconnaissance
Nmap -sV scan of 192.168.56.102 revealed 991 closed ports and 9 open TCP ports, including Apache httpd 2.2.14 on port 80, confirming an active web server [3]. Further browser enumeration identified DVWA as the target application [9].
Preconditions
OWASP BWA is intentionally vulnerable. DVWA was accessible via unencrypted HTTP, default credentials (admin/password) were unchanged, security level was set to low, and PHPIDS was disabled [9].
Vulnerability Details
The vulnerability exploited was Command Execution on the DVWA Command Execution page. The application passed user input directly to the operating system without any sanitisation (CWE-78) [7], meaning additional commands could be injected alongside a legitimate ping request.
Exploit Method
The Command Execution module was selected from the DVWA menu and the payload 127.0.0.1; whoami; id; uname -a was entered into the DVWA ping input field. The semicolon (;) stopped the ping command and forced the server to run the additional terminal commands that followed [9].
Artifacts Produced
The webpage returned the ping results alongside the output of the chained commands, revealing the web server was running as www-data (uid=33, gid=33) on Linux owaspbwa 2.6.32-25-generic-pae Ubuntu [9].
Evidence of Success
The webpage successfully returned www-data and Linux owaspbwa, proving full Remote Code Execution on the server. Screenshots of the Nmap scan, DVWA login, payload entry, and command output are included in the evidence package [9].
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Exploit B — Lateral Movement via Pivot (Windows 7 .104)
Target: Windows 7 — 192.168.56.104
Reconnaissance
Nmap -sV -O scan of 192.168.56.104 confirmed SMB running on ports 139 and 445, Microsoft Windows RPC on port 135, and identified the target as Windows 7 SP1 Build 7601 [3] [9].
Preconditions
Windows 7 was running with SMB enabled and the SharedDocs folder shared with Everyone permissions. The Metasploitable 2 shell session on .103 was already active and available as a pivot point [9].
Vulnerability Details
Windows 7 blocked all direct exploitation attempts from Kali; ms17_010_eternalblue returned not-vulnerable and psexec failed authentication. However, the SharedDocs SMB share required no authentication, making it accessible once the network restriction was bypassed via pivot [4] [9].
Exploit Method
Since Kali could not directly penetrate Windows 7, Metasploitable 2 was used as a pivot point to route a connection toward Windows 7 and achieve lateral movement [4]. A PowerShell TCP listener on Windows 7 confirmed the pivot was working, after which smbclient accessed the SharedDocs share via null session [9].
Artifacts Produced
PowerShell output confirmed "Pivoted via Metasploitable!" smbclient directory listing identified test.txt (75 bytes) test.txt successfully retrieved [9]
Evidence of Success
test.txt was retrieved from the Windows 7 SharedDocs share through the Metasploitable pivot, confirming successful lateral movement [4]. Screenshots of all stages are included in the evidence package [9].








Nmap Scan of Windows 7
Reconnaissance: Nmap Scan of 192.168.56.104
Screenshot: Nmap -sV -O scan of 192.168.56.104
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Failed Direct Attempt EternalBlue
Screenshot: ms17_010_eternalblue returned not-vulnerable on 192.168.56.104
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PsExec with IEUser credentials failed: STATUS USER SESSION DELETED
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Windows Firewall Disabled
Screenshot: Windows Firewall state shown as Off on Windows 7
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Pivot Confirmation: PowerShell TCP Listener
Screenshot: Windows 7 PowerShell listener confirming pivot from Metasploitable

[image: ]


SMB Share Access: smbclient Null Session
Sreenshot: smbclient connecting to SharedDocs via null session, test.txt identified
[image: ]






SharedDocs Folder:  Windows 7 Side
[image: ]Screenshot: SharedDocs folder on Windows 7 showing test.txt



Evidence of Success: test.txt Contents
Screenshot: test.txt opened in Notepad showing sensitive dummy data
[image: ]



Exploit C: Service-Side Samba Exploit (Metasploitable 2 .103)
Target: Metasploitable 2 192.168.56.103
Reconnaissance
Nmap scan found 23 open ports on 192.168.56.103. Samba 3.0.20 was running on ports 139 and 445 [3]. Anonymous login was confirmed using smbclient [9].
Preconditions
Metasploitable 2 is intentionally vulnerable with no firewall and no protection in place [9].
Vulnerability Details
Samba 3.0.20 has a known vulnerability (CVE-2007-2447) [6] where user input is not checked before being sent to the system, allowing extra commands to be injected and executed as root.
Exploit Method
Metasploit module exploit/multi/samba/usermap_script was used to attack the Samba service and open a reverse shell back to Kali on port 4444 [9].
Artifacts Produced
A root shell was obtained. /etc/passwd, /etc/shadow, and the /root directory were all accessed and confirmed [9].
Evidence of Success
/etc/shadow was retrieved — only root can read this file — proving full root access was achieved [6] [9]. Screenshots are in the evidence package.












Nmap Scan of Metasploitable 2
Target; Metasploitable - 192.168.56.103
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Service‑Side SMB Exploitation Full Command Set
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5. Tools & Techniques
	Tools
	Purpose
	Status

	Nmap
	Network scanning and service version detection across all three target VMs [3]
	Executed

	Metasploit Framework
	Exploitation of CVE-2007-2447 [6] via exploit/multi/samba/usermap_script on Metasploitable 2
	Executed

	smbclient
	SMB share enumeration and file retrieval on both Metasploitable 2 and Windows 7 [9]
	Executed

	Firefox Browser
	Web application enumeration and command execution via DVWA on OWASP BWA [7]
	Executed

	PowerShell
	TCP listener on Windows 7 to confirm pivot connectivity from Metasploitable 2 [4] [9]
	Executed




Living Off the Land (LOLBin)

PowerShell was used on Windows 7 as a native built-in tool to confirm pivot connectivity without introducing any external payload, demonstrating a LOLBin technique where an attacker uses tools already present on the target system [3].

C2/Stealth Considerations

Metasploit's reverse TCP handler on port 4444 served as the command and control channel between Kali and Metasploitable 2. All traffic remained within the isolated host-only network, leaving no external trace [9].

No custom scripts, Cobalt Strike, BloodHound, Responder, or Burp Suite were used in this engagement.


6. Operational Execution
The attack was carried out in phases: reconnaissance first, then exploitation, then data access. Only targeted tools and techniques were used to keep the engagement realistic and controlled [2] [5].
When Windows 7 blocked direct attacks from Kali, the approach was adapted by pivoting through Metasploitable 2 instead, showing realistic attacker behaviour [4].
Screenshots were taken at every stage as evidence, including scans, exploits, shell sessions, and file retrieval [9]. No destructive actions or external connections were made at any point.

7. Containment & Safety
All four VMs run on a VirtualBox host-only network (192.168.56.0/24) with no internet connection, meaning no external systems could be reached at any point [9].
No destructive actions were carried out, so all VMs remained usable throughout the engagement. All target machines are intentionally vulnerable and can be rebuilt if needed [2].

Lab Export & Evidence Package
. The evidence package includes the network diagram, VM configuration tables, Nmap scan results, and screenshots covering every stage of the engagement. All evidence is in the submitted Evidence Package document [9].
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This timeline illustrates the incident lifecycle, tracking the attacker’s Tactics, Techniques,
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J BB wimaL vecToR

Help Desk Phishing

f

a B3 cowproMmiSE VECTOR

G=®  MFABypass (No FIDO2)

a

[ ] DATA EXFILTRATION
aw/\
Active Directory Breach

3

Support Ticket Creation

—

* k%

_® Temporary Access Pass

1010
Event ID 4662: NTDS.dit





image8.png
B. Architectural Telemetry & TTP Mapping Matrix

The table below maps specific attack phases to concrete security controls and telemetry logging requirements,
aligned with recognised industry standards.
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www-data
Upload uid=33(www-data) gid=33(www-data) groups=33(www-data)

Linux owaspbwa 2.6.32-25-generic-pae #44-Ubuntu SMP Fri Sep 17 21:57:48 UTC 2010 1686 GNU/Linux
XSS refiected

XSS stored

DVWA Security

PHP Info
hitp:/iwww. 5564, comint/

About

Logout

® 192.168.56.102/dvwa/vulnerabilities/exec/# B9

MSFU

More info

Username: admin View Source | View Help
Security Level: low

PHPIDS: disabled

Damn Vulnerabi plicatior
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[l Kali Linux [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Applications ¥ Places ¥ Terminal v Fri07:20

root@osboxe:

File Edit View Search Terminal Help
~# nmap -sV -0[192.168.56.104
Starting Nmap 7.80 ( http

Nmap scan report for [192.168.56.104
Host is up (0.0029s =
Not shown: 989 closed ports

026-08-14 07:15 EDT

PORT STATE SERVICE VERSTON
22/tcp  open ssh OpenssH 6.7 (protocol 2.0)
135/tcp  open msrpc Microsoft Windows RPC

139/tcp  open netbios-ssn Microsoft Windows netbios-ssn
445/tcp  open microsoft-ds Microsoft Windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)

5357/tcp open http Microsoft HTTPAPI httpd 2.6 (SSDP/UPNP)
49152/tcp open msrpc Microsoft Windows RPC
49153/tcp open msrpc Microsoft Windows RPC
49154/tcp open msrpc Microsoft Windows RPC
49155/tcp open msrpc Microsoft Windows RPC
49156/tcp open msrpc Microsoft Windows RPC
49157/tcp open msrpc Microsoft Windows RPC

MAC Address: 08:00:27:10:B8:D@ (Oracle VirtualBox virtual NIC)
No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:

05:SCAN (V=7 . B0%E=4%D=8/14%0T=22%CT=1%CU=35723%PV=Y%DS=1%DC=D%G=Y:M=080027%T
05:M=6A7EF929%P=x86_64-pC-Linux-gnu)SEQ(SP=101%GCD=1%TSR=103%TI=T%CI=T%IT=T

05:%55=5%T5=7) OPS (01=M5B4NWOST11%02=M5BANWOST11%03=M5B4NWONNT 11%04=H5B4NWOS
05:T11%05=M5B4NWOST11%06=M5B4ST11) WIN (W1=FCOO%W2=FCOO%W.
05:00%W6=FCO0) ECN (R: 15B4NWONNSCC=N‘s(
05 : 0%5=0%A=5+%F=AS%RD=0%0=) T2 (R=Y%DF=Y%T=80%W=0%5=2%A=5%F=AR%:0=%RD=0%0=) T3 (
05 :R=Y%DF: 0°=0%S

0s sRD=0%Q=) T5 (R=Y%DI
0s %
0s DF=N:

0S: (R=Y%DFI=N%T=80%CD=Z)

Network Distance: 1 hop
Service Info: Host: TEWINT;

0s: Windows; CPE: cpe:

05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 83.79 seconds

= |
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| [l Kali Linux [Running] - Oracle VirtualBox

File Machine View

Applications ¥ Places ~ Terminal ~ Sat17:37
root@osboxes: ~

File Edit View Search Terminal Help
~# msfconsole
*x+rting the Metasploit Framework console...-
* WARNING: No database support: could not connect to server: Connection refused
Is the server running on host "localhost” (::1) and accepting
TCP/IP connections on port 54327
could not connect to server: Connection refused
Is the server running on host "localhost” (127.6.0.1) and accepting
TCP/IP connections on port 54327

=[ metasploit v5.0.41-dev 1
v - [ 1914 exploits - 1074 auxiliary - 330 post
+ - [ 556 payloads - 45 encoders - 10 nops
E{] - - =[ 4 evasion 1
nsfs > use exploit/windows/smb/ms17 010 eternalblue
o msf5 exploit( ) > set RHOSTS 192.168.56.104

RHOSTS => 192.168.56.104
nsfs exploit( ) > exploit

A

[*] started reverse TCP handler on 192.168.56.101:4444

192.168.56.104:445 - Host does NOT appear vulnerable.

192.168.56. 16: 45 - Exploit aborted due to failure: not-vulnerable: Set ForceExploit to override
[*] Exploit completed, but no session was created
msf5 exploit( I |
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Linux [Running] - Oracle VirtualBox

Machine View Ing

Applications ¥ Places ~ Terminal ~ Sat17:44

/

root@osboxes: ~

File Edit View Search Terminal Help

[ metasploit v5.0.41-dev
[ 1914 exploits - 1074 auxiliary - 330 post
[ 556 payloads - 45 encoders - 10 nops
[ 4 evasion 1
nsfs > use exploit/windows/smb/ms17 010 _eternalblue
msf5 exploit( ) > set RHOSTS 192.168.56.104
RHOSTS => 192.168.56.104
nsfs exploit( ) > exploit

[*] started reverse TCP handler on 192.168.56.101:4444

192.168.56.104:445 - Host does NOT appear vulnerable.

192.168.56.104:445 - Exploit aborted due to failure: not-vulnerable: Set ForceExploit to override
[*] Exploit completed, but no session was created

nsfs exploit( ) > use exploit/windows/smb/psexec
msf5 exploit( ) > set RHOSTS 192.168.56.104
RHOSTS => 192.168.56.104

nsfs exploit( ) > use exploit/windows/smb/psexec
msf5 exploit( ) > set RHOSTS 192.168.56.104
RHOSTS => 192.168.56.104

msf5 exploit( ) > set SMBUser IEUser

SMBUSer => IEUser

nsf5 exploit( ) > set SMBPass ""

SMBPass =>

nsfs exploit( ) > exploit

[*] Started reverse TCP handler on 192.168.56.101:4444
[*] 192.168.56.104:445 - Connecting to the server...
[*] 192.168.56.104:445 - Authenticating to 192.168.56.104:445 as user 'IEUser’...
192.168.56.104:445 - Exploit failed: RubySMB::Error::UnexpectedStatusCode STATUS USER SESSION DELET|

ED
[*] Exploit completed, but no session was created.
nsfs exploit( e

Right Ctrl
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B4 1E11 - Win7 (Clean Windows 7  First Start.) [Runni..

File M: View Input Devices Help

elect Administrator: C:\Windows \system32\cmd.exe

Microsoft Windous [ersion 6.1.76011 B
Copyright (o> 2089 Microsoft Corporation. ALl rights reserved.

Users\IEUser>pouershell —Conmand “$1 = [Systen.Net.Sockets.TcpListener19999;

§1.5¢art; echo ’Wajting for Lateral Movement. .. ; ¢ = $1.AcceptTcpClientO: 4|
$c.GetStrean(); $r = New-Ohject System.I0.§éreanReaderc$s>: echo $r.Readlinel
¢ Close 5 $1.5t0pO"

Uaiting For Lateral Movement.

Pivoted via Metasploitahle:

C:\Users\IEUser>

=l O B i =
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[ Kali Linux [Running] - Oracle VirtualBox

File Machine View Input Devices Help

Applications ¥ Places v Terminal v Thu16:38
root@osboxes:

File Edit View Search Terminal Help
root@osboxes:~# smbclient //192.168.56.104/SharedDocs -N
Try "help” to get a list of possible commands.
smb: \> ls

D ® Thu Aug 13 13:15:53 2026
D ® Thu Aug 13 13:15:53 2026

10485247 blocks of size 4096. 6967598 blocks available
smb: \> ls
D ® Thu Aug 13 13:15:53 2026
D ® Thu Aug 13 13:15:53 2026

10485247 blocks of size 4096. 6967598 blocks available

|
© o s
.

D ® Thu Aug 13 16:32:16 2026
I D ® Thu Aug 13 16:32:16 2026
test.txt A 75 Thu Aug 13 16:32:16 2026

10485247 blocks of size 4096. 6967213 blocks available
smb: \> [l
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B 1E11 - Win7 (Clean Windows 7 First Start)) [Running] - Oracle VirtualBox

File Machine View Input Devices Help
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[T Tove cybersecurity, 7 can't walt to start working as an ethical hacker.

test.oxt State: 2 shared Se: 75bytes Shared with: Everyone
Text Document Date modified: 8/13/2026 1:32PM Date reated: 6/13/2026 1:32PM
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[ Kali Linux [Runnin racle VirtualBox

Machine View Input Devit

Applications ¥ Places v Terminal ~ Mon 03:05
root@osboxes: ~

File Edit View Search Terminal Help

root@oshoxes:~#fnmap -sV -0 192.168.56.103
026-08-17 03:03 EDT

AoSt 15 Up (0.00295 latency
Not shown: 977 closed ports

PORT STATE SERVICE VERSTON
21/tcp  open ftp vsftpd 2.3.4

22/tcp  open ssh OpenssH 4.7p1 Debian 8ubuntul (protocol 2.0
23/tcp  open telnet Linux telnetd

25/tcp  open smtp Postfix smtpd

53/tcp  open domain ISC BIND 9.4.2

80/tcp  open http Apache httpd 2.2.8 ((Ubuntu) DAV/2

111/tcp open rpcbind 2 (RPC #100000

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP

512/tcp open exec netkit-rsh rexecd
513/tcp open login
514/tcp open shell Netkit rshd
. 1099/tcp open java-rmi  GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003
™ 2121/t open frp ProFTPD 1.3.1
3306/tcp open mysql MySQL 5.6.51a-3ubuntus
B 5432/tcp open postgresql PostgreSQL DB 8.3.0 - 8.3.7
5900/tcp open vnc VNC (protocol 3.3
6000/tcp open X11 (access denied)
4@ 6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3
8180/tcp open http Apache Tomcat/Coyote JSP engine 1.1
. MAC Address: 08:00:27:1A:99:F1 (Oracle VirtualBox virtual NIC)

Device type: general purpose

Running: Linux 2.6.X

05 CPE: cpe:/o:linux:linux_kernel:2.6

05 details: Linux 2.6.9 - 2.6.33

Network Distance: 1 hop

Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Unix, Linux; CP
inux_kernel

cpe:/o0: linux:1

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 31.18 seconds
root@oshoxes:~# |

08:05

17/08/2026
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[ Kali Linux [Running] - Oracle VirtualBox

Applications ¥ Places v Terminal v Mon 03:39

| root@osboxes:
File Edit Search Terminal Help

root@oshoxes:~# smbclient -L //192.168.56.103 -N
Anonymous login successful

Sharename Type Comment

print$ Disk Printer Drivers

tmp Disk oh noes!
opt Disk
1PC$ 1PC IPC Service (metasploitable server (Samba 3.6.20-Debian))

ADMIN$ IPC IPC Service (metasploitable server (Samba 3.0.20-Debian))
Bl Reconnecting with SMB1 for workgroup listing.
Anonymous Login successful

Server Comment

Workgroup Master

WORKGROUP METASPLOITABLE
root@osboxes:~# smbclient //192.168.56.103/tmp -N
Anonymous login successful
Try "help” to get a list of possible commands.

oz @

smb: \> Us

D o sun Aug 16 :38 2026
o5 DR © sun May 20 2 2012
LICE-unix DH o sun Aug 16 9 2026
orbit-msfadmin DR o sun Aug 16 :33 2026
X11-unix DH © sun Aug 16 :41 2026
.X0-Tlock HR 11 Sun Aug 16 :41 2026
4608.jsvc_up R © sun Aug 16 :52 2026
gconfd-msfadmin DR o sun Aug 16 :33 2026

7282168 blocks of size 1024. 5434340 blocks available
smb: \> get passwd
NT_STATUS_OBJECT NAME_NOT_FOUND opening remote file \passwd
smb: \> get shadow
NT_STATUS_OBJECT NAME_NOT_FOUND opening remote file \shadow
smb: \> get config.txt
NT_STATUS OBJECT NAME_NOT_FOUND opening remote file \config.txt
smb: \> [

&) & 100% (=D

17/08/2026
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IDENTITY COMPROMISE
Attackers obtain valid credentials
through phishing, social engineering,
or helpdesk abuse.

3

INTERNAL ACCESS

Attackers gain entry into internal
systems and establish a foothold.

) p3

SYSTEMS RESTRICTED
Strict isolation and containment measures
limit attacker movement across systems.

v
ATTACK INTERRUPTED

Security controls prevent lateral movement
and stop the attack chain.

v

QUICKER RECOVERY

Rapid incident response and effective
containment enable faster restoration
of services.

'OUTCOME: MINIMISED IMPACT

Business operations return to normal
with minimal disruption.

N

—

WEAK SEGMENTATION
Poor network segmentation allows attackers
to move freely across the environment.

v
DELAYED DETECTION
Insufficient monitoring and visibility delay

identification of malicious activity.

v
40+ DAYS DISRUPTION
Attack escalates and persists, causing
significant operational, financial, and
reputational damage.

OUTCOME: SEVERE DISRUPTION

vice outages and substantial

Figure: Technical Failures (Misconfigurations, Unpatched Services) —
Differing Security Outcomes at Co-op and M&S
The diagram illustrates how technical failures, including weak segmentation, delayed detection, and inadequate controls,
led to prolonged disruption at M&S, while stronger architecture and rapid response enabled Co-op to contain the attack and recover quickly.
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Organisational Architecture & Policy Outcomes:
M&S vs. Co-op

1. NETWORK INFILTRATION

Attackers breach perimeter via identity
flaws and establish an initial foothold.

g———— e

2A. SHORTCOMING: FLAT NETWORK POLICY

Lack of internal security zone segmentation.
Lateral movement unrestricted across zones.

2B. POLICY: RIGID ZONE SEGMENTATION

Strict isolation policies enforced across systems.
Attacker movement contained within blast radius.

!

!

3A. SHORTCOMING: DELAYED DETECTION

Attackers remain inside network for weeks,
silently harvesting vital operational data.

3B. ACTION: EARLY DETECTION & RESPONSE

Security teams instantly notice anomalies and
quickly disconnect the affected environment.

) IR

4A. IMPACT: FULL PAYLOAD EXECUTION

Dragonfly payload scrambles data.
Empty shelves and over 40 days of
halted online operations.

RESULT: SEVERE BUSINESS DISRUPTION (M&S)

@ KEY TAKEAWAY

4B. IMPACT: CYBER KILL CHAIN BROKEN

Payload delivery completely blocked.
Rapid recovery to full operational
business baseline.

RESULT: MINIMISED DISRUPTION (CO-OP)

Effective architectural controls, strong segmentation, and rapid detection
break the attacker's journey—preventing widespread operational damage.
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Helpdesk social engineering has quietly become the highest-leverage attack against
modern enterprises, because the password reset call is the one identity-verification step
where MFA is not present and the verifier is a human under throughput pressure, a gap a




