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Complete the following tasks:
	Task 1: Using the ARP Protocol to obtain Physical/Logical Network Node information.

	[Complete this task from the low number server]
The ARP table ‘maps’ logical IP (Internet Addresses) to Physical Addresses of Network Interfaces, this is how a packet is sent/received on a Network Interface, or if you like, how packets arrive at your machine over the Internet.

· Click Start – run – cmd

· At the command prompt type ARP -A

· The information you see displayed comprises of:

- The Interface (NIC’s) in your Machine.

- The Physical (MAC) Address of this NIC

- The Internet Address of this NIC.

You may not at present have any (or you may have very few entries). As you connect to, are connected to; other servers, this ARP Table (MAC Table) will be updated;

One common way to see this in practice, is by using an ICMP operation such as ‘PING’

· Attempt to ping other Servers in the Classroom, note on successful attempts, check your ARP Table using the arp –A command, note the entries being updated as more servers connect/are connected to.

	Task 2:  Permitted TCP and ICMP Operations

	[Using Routing and Remote Access Service for IP packet filtering]
Complete this task from the high number server in your group:
(Remember: the Classroom Connection on your Partner on the high number server is presently disabled, check if it isn’t and if it isn’t, disable it now. 
Click Start – Run – cmd
Ping another Machine on the Network, 

         192.168.101.2 (GLASGOW)
         192.168.1.200 (LONDON)
Complete this task from the high number server in your group:
· Place the Windows 2003 Server Enterprise Edition CD in the CD Drive.
· Start – Control Panel – Add/Remove Programs

· Add/Remove Windows Components

· Click on Application Server – Details – IIS - Details – check on the FTP Service (you will need to install a number of other Services automatically with FTP (such as IIS etc)
· Next – Finish

· Start – Administrative Tools - Computer Management
· Expand Local Users and Groups – Right Click on the Users Folder – New User
Name:                 ftpuser

Password:           P@ssw0rd

        VI* Ensure that you Check off the ‘user must change password at next logon 
             setting’.
· Start – Administrative Tools – Internet Information Services.

· Expand the Computer Name – Expand the FTP Sites Folder – Right Click on Default FTP site.

· Under the FTP Site Category take note of the Port Numbers (20 & 21) are used via the TCP protocol when using the FTP Service.

· Click on the Home Directory tab note the path C:\Inetpub\ftproot this is where the Files on the FTP Server will reside when you upload them to the FTP Server.

· Within the C:\Inetpub\ftproot directory, create a new text file, call it testftpdownload.txt    

· We now have our FTP Server running on the High Number Server:
· We can upload files to or download files from the FTP server (using the appropriate account).
We are now going to attempt an FTP operation from our Low Number Machine (The Router) remember: the ftp server is running on the high number machine.

[Complete this task from the Low Number Server]
Important Note: if at any stage your ftp session is ‘timed out’, type CTRL & C and/or type bye at the ftp> prompt;
We need a host directory to store the folder that is going to be ftp’d across from our FTP server.  
· Click Start – My Computer – C: and create a new folder called ftpdownloads
· Click Start – Run – Type in cmd to launch the Command Prompt.
· We are now going to access the ftp service on the (High Number or Partner Server) – type the following command

ftp (and then the IP Address of your Partner Servers, Partner Network Connection

e.g. Glasgow’s is 192.168.100.2

It is the IP address of the HIGH NUMBER SERVERS PARTNER NETWORK CONNECTION.
· ftp service should be enabled, User: ftpuser password  P@ssw0rd.
· You are now logged into FTP server.

· Type dir to give you a list of what is stored in the Host Directory on the FTP Server. Note the file name testftpdownload.txt
· We need to change our Host Directory (done at this server not the ftp server) to specify where we want the FTP server to put the file to when it downloads.

· To do this we need the Local Directory Change Command, type lcd c:\ftpdownloads
· At the ftp prompt, type get testftpdownload.txt
· The ftp program should inform you that the process is complete.

· On the low number machine, go to My Computer, C:\  – create a folder called ftpfiles2buploaded , within this folder create a new text file here call it testftpuploads.txt
· As before click Start – Run – cmd

· In the cmd prompt type ftp (followed by the IP Address of the Partner Network Connection on the High Number Machine).

· User ftpuser Password P@ssw0rd
· In the ftp prompt type the following
· lcd C:\ftpfiles2buploaded
· dir

· put testftpuploads.txt
· dir 

You will find that Access has been denied, to Grant Access/Permissions to this user. Do the following:
[Complete this task from the High Number (FTP Server)]

· Click Start - Administrative Tools – Internet Information Services.

· Expand the Computer Name
· Expand the FTP Sites Folder

· Right Click on Default FTP Site – choose Properties.
· Click the Home Directory Tab
· Check on the Write Access checkbox.  This permits write access to the FTP Server; but only for those users who have been granted specific NTFS permissions to this directory; to solve this:

· Click Start – My Computer – C:\InetPub and right click on the FTProot folder, choose Properties.
· Click the Security Tab 
· Click the Add button.
· Click on the Locations tab – select your Computer Name (e.g. Bonn, Denver) from the list.

· In the textarea displayed under ‘Enter the object names to select’ type in ftpuser and 

Click on the Check name button.
· Select the User – Choose Ok – Ok
· In the Permissions for ftpuser Access Control List – check on Full Control check box.
· Click Apply – Ok 
[Complete this task from the Low Number Server]

· Go back and try the ftp upload operation (listed above again)

you should be able to complete the operation this time:


	Task 3:  Restricting ICMP Operations Using IP Packet Filtering with the Windows 2003 Server Routing and Remote Access Service.

	[Complete this task from the Low Number Server]
BEFORE BEGINNING, PLEASE CHECK THAT THE ROUTING AND REMOTE ACCESS SERVICE IS RUNNING ON YOUR MACHINE, IF IT IS NOT, THEN ENABLE IT. YOU DO THIS BY ADDING/REMOVING A ROLE AND TURNING ON THE REMOTE ACCESS/VPN SERVER OPTION.
Configuring a Simple Inbound Filter (Remember filters are configured on the Router as traffic into our network arrives here first).  
[Stopping the High Number Server from Pinging a Particular Network Host]

· Start – Administrative Tools – Routing and Remote Access Console
· Expand the Computer Name – Expand IP Routing – Then Click General
· In the details pane – right click the Partner Network Connection interface, click Properties.
· Click the General Tab – Inbound Filter (anything coming into the Router on the Partner Interface).  We know that the only packets coming inbound to the Router on this interface are those from the High Numbered server.
· Destination IP Address (This will be the IP address of the Server that you want to disallow the High Number Server from accessing) Use Glasgow (192.168.100.2) as an example.  
· Destination Subnet Mask: 255.255.255.255  (This is because we know the exact Network/Host Address for the Destination).
· From the Protocol menu – Choose ICMP
· Note: you could also specify the port number here, if you do not specify a port the setting defaults to 255 meaning any type. Ok
· From the Filters dialog select the Filter Action: Receive all Packets, except those that meet the criteria below 
Rationale: 
The Router receives packets from other networks, originally along the CLASSROOM NETWORK CONNECTION INTERFACE.  

However in this instance, we are creating a filter on the PARTNER NETWORK CONNECTION.  We only receive packets from one source on this interface (our Partner) so it is pointless specifying a SOURCE ADDRESS when we create the filter.
The Inbound Filter on the Partner Network Connection, looks at the IP Header information, checks the destination address and Receives all IP packets; except those (in the case of LONDON & GLASGOW, with a DESTINATION ADDRESS of 192.168.100.2)
To confirm this:

[COMPLETE THIS TASK FROM THE HIGH NUMBER SERVER]
· Attempt to PING Glasgow (192.168.100.2) you should NOT get any response.
· Attempt to PING another Classroom Network (This time you should find you receive a response)

Q). Explain how this filter makes these two actions possible /not possible?
 

	Task 4:  Restricting TCP Operations Using IP Packet Filtering with the Windows 2003 Server Routing and Remote Access Service.

	[Complete this task from the Low Number Server]

Configuring an Outbound Filter (packets forwarded out from the Router).

First – remove the previous Inbound & Outbound Filters, this helps us avoid ‘Contradictory Filters’.

Earlier we performed FTP operations from the High Number Server, we needed to Connect to the FTP Service that was running on this server to complete the FTP operations.

Here we block all outbound traffic from the Router, in this instance we will block every body from accessing the FTP service that runs on the High Number Server in our Network.
· Start – Administrative Tools – Routing and Remote Access Console

· Expand the Computer Name – Expand IP Routing – Then Click General

· In the details pane – right click the Partner Network Connection interface, click Properties.

· Click the General Tab – Click Outbound Filter.
· Source and Destination IP Addresses these should be left Blank, as we intend to filter all packets that what to go out from the Router on this interface.
· Protocol: TCP (FTP Service is accessed using TCP port 20/21).

· Destination Port No: 21 (Note this value from earlier when we checked on default ftp site values). Choose OK.
· From the Filters dialog select the Filter Action: Receive all Packets, except those that meet the criteria below 
[Complete this task from the Low Number Server]

· Click Start – Run – cmd

· ftp (and then the IP Address of your Partner Servers, Partner Network Connection, e.g. 192.168.103.2).

· You should find that you get no reply, we cannot access the FTP service

Now see if your friends can access your FTP server from their Network, they can try using both of their Servers.


	[Complete this task from the Low Number Server]

Configuring an Inbound Filter.
Here we block all other Network Traffic, from accessing our FTP Service, with the exception of our Lower Number Server (Our Router), which WILL BE GRANTED ACCESS.
THE NEXT STEP IS EXTREMELY IMPORTANT:

First – remove the previous Inbound & Outbound Filters on both the CLASSROOM NETWORK CONNECTION and PARTNER NETWORK CONNECTION, this helps us avoid ‘Contradictory Filters’.
· Start – Administrative Tools – Routing and Remote Access Console

· Expand the Computer Name – Expand IP Routing – Then Click General

· In the details pane – right click the Classroom Network Connection interface, click Properties.  Remember the Classroom Network is the only way other networks can access each other without a router in each network. 

· Click the General Tab – Inbound Filter (anything coming into the Router).
· Source and Destination IP Addresses should be left blank, as we intend to filter all packets.

· Protocol: TCP (FTP Service is accessed using TCP port 20/21).

· Destination Port No: 21 (Note this value from earlier when we checked on default ftp site values). Choose OK.
· From the Filters dialog select the Filter Action: Receive all Packets, except those that meet the criteria below. 
Only our Router can now Ping the FTP Server as it is the only server that can connect to our FTP Server, via the Partner Connection Interface (which has no filters applied).

· See if you can access your FTP server from your Router (NOTE: remember you will need to access the FTP server using the Partner Network Connection, the other ).
· Now see if your friends can access your FTP server from their Network.

	Configuring an Outbound Filter.

[Complete this task from the Low Number Server]

Here we will block access to the FTP Server for only our Router (the low number server in our Network).  All other Networks should be able to FTP into our FTP Server:
First – remove the previous Inbound & Outbound Filters, this helps us avoid ‘Contradictory Filters’.
· Start – Administrative Tools – Routing and Remote Access Console

· Expand the Computer Name – Expand IP Routing – Then Click General

· In the details pane – right click the Partner Network Connection interface, click Properties.

· Click the General Tab – Click Outbound Filter.

· In the Source IP Address enter the IP Address of the Partner Network Connection on the Router (or the Lower Number Server in your Group).
· Source Subnet Mask: 255.255.255.255
· Protocol: TCP
· Destination Port: 21
· From the Filters dialog select the Filter Action: Receive all Packets, except those that meet the criteria below. 
[Complete this task from the Lower Number Server]

· See if you can access your FTP server from your Router (remember you will need to access the FTP server using the Partner Network Connection).
· Now see if your friends can access your FTP server from their Network.
Rationale:

Our Router will essentially stop itself from sending packets to the Partner Server, via the Partner Network Connection, the filter parameter is the source IP Address: which as specified is indeed the IP Address of the Partner Network Connection Interface on our Router.
No other filters are setup so the Router will forward all other requests from other networks.



	Task 5: Exercise

	Here we want to only allow our Router to FTP. All other Traffic from our Router and all other Traffic from other networks (including PINGS) must be blocked.

Explain your method for achieving this:


	Task 6: Observational Tasks.

	Observational Tasks:

Q). Describe (using appropriate illustrations) how the ARP process operates in Networking Contexts?

Q). What is Packet Filtering? In our context, why is Packet Filtering termed ‘IP Packet’ Filtering? Why would you use Packet Filtering in your Network? What are the perceived benefits?
Q). Why is it possible for contradictory filters to occur when you use packet filtering? Give an example of a Contradictory Filter:

Q). FTP Server is just one Role/Service we can configure our Server to provide? What other roles can the Server provide that would benefit our Infrastructure in both a local and remote context?
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