


Contents
Introduction	2
What is Network Programmability?	2
How is Network Programmability used?	3
Automation Frameworks and Tools	4
API Standards and Architectures	5
API Security and Privacy Measures	7
Conclusion	8
References	9







































[bookmark: _Toc131165815]Introduction

This report will be written on network programmability and it’s significance in today’s automated world. I will research to find out about what network programmability actual entails and includes. From the types or frameworks and tools it uses to the different API’s available. I will also research what API security and privacy is used. This will then allow me to demonstrate a robust understanding of the key principles of network programmability tools and languages to solve specific problems.
I have also taken part in an independent learning task using DevNet Resources and from this I will reflect on what sources are available on developer.cisco.com and then also research what similar resources are available and relevant to Sandbox, Code Exchange, Ecosystem Exchange.

[bookmark: _Toc131165816]What is Network Programmability? 

Network programmability is the ability to control, configure and manage networks usings a set of tools. It uses software to allow administrators to deploy changes on networks and perform specific tasks. It allows for both traditional networking technology such as firewalls, switches and routers to combine with software development languages such as Python and JavaScript to create and provide dynamic and fully automated networks.[1]. API’s which stands for Application Programming Interfaces are used as the interface for the controller to allow the administrator to deploy the changes. The API is also used to gather information and data and then build configurations with the data collected to allow for intelligent updates and improvements on the network.[2] 


















[bookmark: _Toc131165817]How is Network Programmability used? 

Network programmability is a critical technology to enable network administrators and engineers to manage networks and make sure they are secure. It also allows them to make sure they are efficient and effective. The main benefits of using network programmability are the time and money costs savings, being able to customise the network to how you want it to run to benefit the organisation. There is also less human error as it can be setup to run task automatically. Innovation is also another benefit, it allows for changes to be made with the everyday world and therefore can stay up to date and relevant. Many different languages are used within network programmability but the main few are Python and Java. There are several ways Network Programmability is used in today’s world.

The first main way it is used in today’s world is through network automation. This is the process of automating management tasks like monitoring and provisioning along with device configuration. Making these automated it allows the administrators to set the tasks to run without manually doing it which then frees up time for them to concentrate on more complex and important tasks.
Network Orchestration is the next way in which network programmability is used. This is the process of deployment and management across the network services and applications. It is done by creating one single point of entry for managing multiple nodes on the network.[12]
The next way network programmability is used is through the use of network security automation. This is the process of protecting the network and its resources through being able to monitor network traffic, detect any security threats and also enable automation of security policies. The administrator is also able to configure and deploy firewall policies.  
Software Defined Networking (SDN) is used and designed to keep the control plane and the data plane separate from each other. The administrator is then able to manage and control all of the network centrally meaning it is easier to make an efficient network. 
Network analytics is one of the final uses in network programmability. This is where the network data is collected and analysed to understand the networks performance on a whole. From the security of it to the user behaviour and what is working well and what could be improved. This then allows the administrator and developer to gain a better understanding of the network and improve it to make it more efficient.
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There are many different automation frameworks and tools available for network programmability. They are designed to help administrators and developers to create efficient and scalable networks while helping to improve service delivery and reduce operational costs. Below I will explain in more detail about the different types that are available:
SaltStack
SaltStack or Salt as it is also known as is an open source automation engine for infrastructure management with event driven automation.[8] It uses Python to allow administrators and engineers to automate their infrastructure. It has many features that make it easier for the administrator to use such as configuration management and also remote execution. It allows for several masters allowing for redundancy. This does not affect the speed however as it uses the event bus to exchange data between the master and minions. 
Cisco DNA Center
Cisco DNA center is a controller-based architecture. It provides a centralised dashboard that allows the administrators to manage and automate the network devices. From this dashboard the administrator is able to simplify and scale all operations whilst setting the policies, automation and analytics to adapt to anything it needs to. It also helps to protect against threats that may occur.[9] It is enables the network administrator to automate device or software updates and enforce certain security policies. 
Chef
Chef is designed to enable infrastructure in code. It was released in 2009 and uses Ruby programming language.[10] It allows administrators and developers to create their infrastructure in code and then use Chefs automation framework to deploy it.
Ansible
Ansible is an open source, command line automation software application. It is used to configure systems and deploy software and written in Python.[11] It uses simple human readable language to create the infrastructure. It pushes programs and instructions automatically instead of the user having to do it manually.

There are also a few more such as Juniper Contrail and Puppet. All these are designed to allow for users to create the best possible service available. 
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API stands for Application Programming Interface. Its standards and architecture are the processes in which it takes to develop the software interface. A developer will decide on what methods and process will be used in the API and how it will run. It is often used to expose back-end data and its functions within applications. A good API architecture allows for several different key roles to be used such as the interaction layer, Developer services, Security services and management services. Making sure that these are all managed correctly allows for the API to run effectively. There are 4 main layers within API architecture.
The first layer is Information Management layer. This is where the data is stored and managed. Making sure that the data storage system in place is reliable and high performance allows for the data to be accessed at real time. 
Application is the next layer. This is basically the application that runs the organisation. These can be changed for more up to date and alternative option such as microservices. These break the functions up into different components and make it easier to create software. 
The Integration layer is next. This is where the architects and developers are based and make sure that everything is synchronised between the different users and devices. 
The Interaction layer is the most important part. It is where the applications and services used by all the employees, customers and partners interact with the applications and data. This is where the API gateway combines the services required with other services and capabilities and makes sure that they can run modern applications.[4] 
There are also different architectural styles of API that make it easier for consumers to understand. I have picked 3 main styles to discuss:
Simple Object Access Protocol (SOAP) 
SOAP is a messaging protocol that allows systems to communicate over the internet. It allows for structured information to be exchanged using XML based protocol. This is then split into 2 parts, the header and the body. The header contains the security information on the encoding used and what SOAP version it is. The body contains the actual data. It has been used widely in enterprise level applications because it is able to support different communication styles. However, in recent years there has been a decline in use as REST protocol has become more favorable.[5]
REpresentational State Transfer (REST
As mentioned above, REST has become the more favourable protocol in recent years. REST is used to build web services and is known for being light weight, scalable and easy to maintain. It uses HTTP methods which are familiar with most developers making it easier to understand and use.[6] It is also easy to implement and test. REST can use most programming languages and is also very efficient in network usage therefore makes it very flexible for all different users when wanting to build web services.
Remote Procedure Call (RPC)
RPC is used to communicate on a client-to-server basis and is designed to support the network applications. It enables a program running on one computer to communicate with another over the network and allow for procedures to be requested on a remote system without using complex networking code.[7] It is designed using a request-response model so that the client is able to send a message to the server, the server then performs what is requested and then sends a message back to the client.
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Security and privacy measures within API are essential to making sure that unauthorised access is prevent and all sensitive information is protected. There are a number of different security and privacy measure that can be implemented to make sure APIs are kept safe and secure.
Encryption
Encryption is one of the main measures that keeps secure data safe when being transmitted from one end point to another. Transport Layer Security (TLS) should be used when transferring data and ensure signatures are implemented so only authorised users cand encrypt the data.[13]
Authentication
OAuth2 is the standard authentication measure used to ensure that only authorised users can access the API. This means that is prevents any unwanted users gaining entry to the API.
Authorisation 
Making sure that certain authorisation mechanisms are implemented when creating an API is very important. This creates a set of rules that makes sure users can only access data that they are authorised to do so and prevents them from viewing data they shouldn’t be. Role-based Access Control (RBAC) is one of the most used mechanisms to help control this.
Audit Logs
Audit logs are an important way of keeping track and monitoring the usage and potential security threats that may occur. It allows the administrator to view what was accessed, when and for how long. Along with what they did whilst viewing it. This means everyone stays accountable and can also track if any suspicious activity is taking place.
API Gateway
An API gateway is basically the central point of controlling the API. It controls the authentication and encryption security features. 
Data Privacy
Data privacy is very important in today’s world and making sure that any data that is stored is kept safe. Implementing data privacy measures such as data masking or anonymisation will protect any sensitive data and prevent from anyone being exposed if it was every breached.



Vulnerability Scanning
This is one of the most important measures as it can identify if there are any weak points or security risk within the API. It allows to understand what is vulnerable and improve it to prevent any breaches.  
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In conclusion, throughout this report I believe I have demonstrated through my own knowledge and that gained from research how powerful network programmability can be. It enables networks to run efficiently and easily with the use of administrators and engineers creating automated operations. Through the use of network programmability it allows organisations to improve their overall operations such as efficiency, agility and scalability. Security breaches and human errors are also minimised due to measures taken when creating and maintaining an API.
Overall I believe it is an important way of managing networks and will become increasingly more important as networks become more complex and we begin to increasingly start becoming more dependent on them in everyday life.
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