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Data is key to any business, they need it for information regarding employees, customers and products as well as being a legal requirement. Any data held by a business must have a reason for being held and must be held securely. Depending on the business, costs can be different, some will be able to host in house, which will be more expensive. These are usually bigger organisations as they can afford to hire the staff and equipment and will be able to store the data locally. Smaller businesses will usually look to other companies to specifically look after their data.
There are many ways to secure data, differing in both how they secure said data and the level of complexity for installing them. Within this essay, the author will detail 2 different kinds of security, both costing differing amounts within their categories and having different benefits and disadvantages.
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Security technologies can take many forms, both defending and encrypting data so companies most compare what kind of protection they wish if they are on a budget. Security technologies can be bought from the creators of the software, many of who construct this software specifically for business use.
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Firewalls are software’s designed to monitor packets coming towards a system and blocking those which it deems to be a risk. They work essentially as a filtration system [1], they sift through incoming packets, looking for malicious data and once found they prevent it from accessing the system which it is trying to access. This is however only one of the ways that firewalls can work. A newer form of firewall is known as a stateful inspection. This involves any incoming data packets being compared to databases of trusted information. Once these packets are discovered by the firewall, they are compared to the database and if they are close to the trusted information within databases they are allowed through the firewall. The final major type of firewall acts as a proxy service. These kinds of firewalls are incredibly secure, but as a trade off they are incredibly slow and can only support a few applications, they work as a simulated computer, so any packets that are malicious are offloaded onto the simulated computer as opposed to the server or computer.
There are many different brands of firewall offered by different companies. One of the leading companies in the field is Cisco. Cisco are a technology company based in Silicon Valley who concentrate on developing networking hardware, software and telecommunications as their main products as well as offering others as well. Another notable software creator is barracuda networks. Barracuda offers the F-series of firewall, which protects both ‘legacy systems as well as newer virtual or cloud environments’ [2]. 
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VPN’s (Virtual Private Networks) are pieces of software designed to mask user’s IP addresses, they can also be used to remain hidden on the internet [3]. They achieve this by sending data from the user, through encrypted channels and into the VPN providers servers. This data is then encrypted and rerouted to the address the user is attempting to reach while out of reach of potential cybercriminals. VPNs are a necessary piece of software within the information age for both private users and organisations [4]. Private users can use VPNs to remain anonymous online and browse with the knowledge their data is encrypted. Organisations can utilise VPNs to encrypt data moving between systems or can be utilised similarly to private users. There are many different types of VPN. One of the earliest VPN security protocols available was Point-to-Point Tunnelling Protocol [5]. It works by creating an encrypted tunnel which data can travel through. This is done between 2 public networks. While this method is fast, it is less secure than other forms of encryption as it is simpler and older than alternative methods. Another security protocol is the open VPN. This is open source, meaning anyone can have access to it. Third party companies continue to update the technology, so it constantly evolving to combat new threats and will likely remain a relatively safe way to encrypt data due to this.
There are a few good VPNs created specifically for businesses. One of these is NordLayer. This is the business version of the popular consumer VPN, NordVPN, which the author has extensive experience with. It has multiple advantages compared to other VPNs marketed to businesses such as AES 256-bit encryption which keeps data safe. They also allow some flexibility for management and allow certain employees access to permissions and gateways via the control panel. It also offers its services in many different countries, due to a list of 33 countries that have servers able to host NordLayer. A feature unique to NordLayer is a kill switch, which terminates any internet activities the moment the businesses connection to the internet fails. This is to ensure the safety of information critical to the business and to keep it away from hackers. 
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Antiviruses are common in the information age. This software is designed to keep computers safe from any malicious software, packets and data that could be acquired by the computer. Most antiviruses keep a system safe by quarantining any viruses found. Some will allow the user more control over the fate of these viruses, while others will delete them immediately. To quarantine these viruses, first the software must identify the malicious threats, it does this with the use of an algorithm. This algorithm is programmed to analyse traffic coming into the computer, identifying the code, if any hostile code is found, the files linked to that code are immediately quarantined. There is another form of detection. The algorithm can be used to detect the behaviour of files.  It monitors systems at all times and if any file is found to be ‘changing the host files or releasing any malicious code’ the antivirus will then quarantine that file [6]. For the reasons stated, most organisations will want a competent antivirus installed on any systems they use.
Avast Business Antivirus Pro is a good antivirus for smaller organisations. It is relatively cheap for a competent antivirus and integrates a sandbox and rescue disk as stand out features. As well as these bonuses, the antivirus is excellent for protecting servers and is very customisable by any network administrator.
An antivirus is necessary for anyone using the internet in the information age [7]. They are one of the last forms of defence a system has against malicious attacks from malware. Malware can have many different goals. Some malware is created just to cause damage and disrupt users. This can take the form of spam bots clogging up computers to the point it is unusable, or damage from trojans targeting key software and disabling critical systems like the OS. This can obviously cripple an organisation’s system or perhaps network if it is able to spread which is an extremely expensive consequence to pay. Malware can also be used for unauthorised access to systems. This can be catastrophic for any organisation as a hacker can eventually gain access to secure data held by the organisation, potentially holding them to ransom for the data, or leaking it. Data leaks will impact an organisation, customers will lose trust in their ability to store data and day to day business can be affected in some scenarios. Having data attacked by ransomware however is catastrophic for an organisation. An example of this took place in 2017. It was named WannaCry, domestically it affected the NHS however its effect was felt worldwide. It exposed vulnerabilities in Microsoft Windows itself as opposed to other software. Once a computer was affected it locked files and encrypts them in a way that prevented users from accessing them. The attack cost the UK government £92 million, which is a massive price to pay for not updating systems.
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The physical security of data is important. Both to protect data from sabotage and environmental factors. Data is one of an organisation’s most valuable assets so precautions must be taken to ensure security of the data. The physical security of data can be described as more simple than a kind of software security, as it also can help secure organisations premises from thieves and bad actors.
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CCTV or Closed Circuit Television, is a network of cameras which are always on that can help deter criminals from breaking and entering into property or help law enforcement identify them in case of a robbery. These networks of cameras can be run from onsite or offsite. These cameras can be placed anywhere within or outside a building.
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Access Control is a form of security that allows management to control the flow of employees and customers. It does this by only allowing certain people access to certain areas of the place of work. This can be especially useful for the security of data, as only authorised members of staff will be allowed to gain physical access to the data. This can help stop bad actors breaking and entering to steal data, or whole servers from organisations.
This access control can be achieved in a few ways. Doors can be fitted with locks that will unlock for a certain level of coded devices. These devices can have different levels of access if the organisation only wishes some employees to have access to more important areas of the workplace. This can also be achieved with biometrics. Biometrics are the way forward for access control and can be achieved with fingerprints, as fingerprints are unique to individual people. This makes it more secure as entry with more traditional coded devices as those can be stolen if thieves or hackers wish to gain access, whereas fingerprints cannot be stolen anywhere near as easily.
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There are ways that organisations can prevent damage to data centres as well as minimise damage if any is sustained. Both sabotage and environmental factors can be serious issues if data is not protected properly. Some traditional security methods will help combat sabotage, however the environment can be unpredictable and natural disasters can occur at any time, causing massive damage to businesses if they aren’t accounted for. Natural disasters can be horrendous for an unprepared organisation. Potentially destroying months of work. Preparation for these events is crucial

[bookmark: _Toc102338130]Backups

If work is backed up on a regular basis, a natural disaster will not cause as much damage to a organisations data as less of it will be lost. There are many different ways a business can backup their systems, some more cost efficient than others, but will have trade-offs to more expensive options.
Cloud storage is by far the safest way to backup data. All of the data will be saved to the cloud, potentially as it is being worked on as options like Office 365 and Onedrive working in unison can perform. The cloud will be run from a server offsite, potentially hosted by an organisation specialised in data storage. This can be achieved with a google drive, Microsoft’s Onedrive is good as well and both are examples of competent cloud storage platforms. As these are hosted by major tech companies, cloud storage is usually as well as safe, very secure from cyber threats as well as natural ones.
This can be done in a cheaper with the use of multiple external Hard Drives. External Hard Drives can be obtained from as cheap as £162.99 for a 10TB drive, which is an incredible amount of storage for smaller businesses [8].
A bigger organisation may want to have its own offsite datastores. To achieve this the property would be required to be far enough away, that it would make a difference if the business was hit by a natural disaster, possibly minimum 100 miles, or in a place secure enough that it could survive said disaster. The storage medium could be a NAS system (Network-Attached System). A NAS is a system attached directly to a organisations network, through either Wi-Fi or ethernet. This allows it to copy business files directly to itself, secure them and be used as a backup in case of emergency. These forms of storage are also scalable, so can be upgraded if more data storage is required in the future.
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Why is all this necessary? Quite simply data security needs to be taken seriously by organisations of any size, as its also written into law of most governments. The UK government is strict on the protection of data. So strict that a piece of legislation, The Data Protection Act of 2018 (GDPR or General Data Protection Regulation) has been written into law. It states all data must be “used fairly, lawfully and transparently” and “Handled in a way that ensure appropriate security including protection against unlawful or unauthorised processing, access, loss, destruction or damage” [9]. There are severe consequences for GDPR breaches with a “maximum fine of £17.5 million or 4% of annual turnover – whichever is greater” for not following GDPR [10]. For some businesses, depending on severity this can cause bankruptcy immediately. This is however the worst punishment, less severe infringements can be just warnings, erasure of infringing data or a ban on data processing.
In conclusion, data security is necessary for organisations survival if they process data, for the sake of their reputation and financial security.
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