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Creating server and client virtual machines using Oracle VM.
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Installed Operating systems for both server and client. Also with DHCP installed.
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Configured IPV4 addresses for server_1.

[image: ][image: ]
Server_1 pinging Client_1 successfully with DHCP Installed.
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Displaying config/all for both server and client.

Observation Task 1

A). State the benefits of using Type 2 Hypervisor virtualisation software in your design.  Comment on the strengths and weaknesses of the VirtualBox platform used in your network.
Advantages of type 2: In type 2 hypervisor, the OS takes care of all the hardware. That is why a type 2 hypervisor can support a wide range of hardware. Also, installing a type 2 is easier than type 1.
Disadvantage of type 2: They have more points of failure since anything that affect the stability of the base operating system can also affect the guest OS and the virtual machine. When the base OS needs a reboot, all the VM will also be rebooted.  [1]

B). Explain, with use of diagrams, the significance of the following terms:  Active Directory Forests, Trees, Parent and Child Domains

[image: Transitive Trusts Facilitate Cross-Domain Access][2]

C). Investigate and document the main roles and responsibilities of an Active Directory Domain Controller
Active Directory uses what is known as a multiple-master model. Domain controllers (DCs) are usually equal with each other in reading and writing directory information. However, certain roles cannot be distributed across all the DCs. This means changes can’t take place on more than one domain controller at a time, but some domain controllers do assume a single-master operations role. This is known as an operations masters in Active Directory.
The five categories of operations master roles are:
Schema Master – (one per forest) Maintains the master copy of the schema.
PDC Emulator – (one per domain) Emulates a primary domain controller for backward compatibility with Windows NT. 
Domain Naming Master – (one per forest) Tracks object names throughout a forest to ensure that they’re unique. Also tracks cross-reference to objects in other directories.
Infrastructure Master – (one per domain) Tracks object references among domains and maintains a list of deleted child objects.
Relative Identifier (RID) Master – (one per domain) Tracks the assignment of SIDs (security identifiers) throughout the domain.
Usually, the first DCs that you create in the first domain assumes the operations master roles, unless directed to otherwise. But only one at a time can each hold the operation’s master role. [3] 

D). What actions could we take in the event of a Domain Controller becoming unavailable?
If the unfortunate event occurs, another working domain controller will take the slack, allowing the user admin to repair/rebuild the first DCs without the worry of the everything not working.
In a catastrophic event where all domain controllers in the solution are lost, and the only backup of the Active Directory data is in the backup images, the restore process must restore each failed server in turn. This process must be performed with recent backups for all domain controllers in the solution. It will recover the Windows server operating system config; Active Directory, including the database and registry settings; and the file replication service. [4]
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C:\Users\Adninistrator>ping 192.168.100.2

[Reply from 19211681180 2: hytes=32 time<ins TTL-128

[Ping statistics for 192.168.100..
Packets: Sent = 4, Received = 4, Lost = @ <O loss),
poproxinate round trip times in milli-seconds:
Mininum = Ons, Maxinum = ins, Average = Ons

C:\Users\Adninistrator>_

Windows Server 2008 R2 Enterprise
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Rename this connection o e

General [ alternate Configuration

You can get I settings assigned automatially i your network supports
this capabiity. Otherwise, you need to ask your network adninstrator
for the appropriate P settngs

@ Obtain an P address automaticaly
© Use the folowing IP address:

1P adress:
Subnet mask

Default gateway:

@ Obtain DS server addess automaticaly
© Use the foloning DNS server addresses:

Preferred DIS server:

Alternate DN server:

[Ivalidate settings upon exit
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C:\Users\Adninistrator>ipconfig/all

iindous TP Configuration

Host Name . . .
Prinary Dns Suffix
Node Type . . .
IP Routing Enable No
WINS Proxy Enabled. © No

DNS Suffix Search List. . . . . . : uutsd.com

WIN-9PRANEONGSH
uutsd.com
Hybrid

[Echernet adapter PrivateNeti:

Connection-specific DNS Suffix
Description . .

Physical Address
DHCP Enabled.
Autoconfiguration Enabied
Link-local IPué Address
IPud Address

Subnet Mask . .
Default Gateway
DHCPu6 IAID . .
DHCPu6 Client DUT

IntelCR) PRO/180G MI Desktop Adapter HZ
08-08-27-A7-3E-EB

0.0.0.0
285736999
00-01-80-81-21-AD-A2-D9-08-BO-27-CB-4B-5H)

DNS Servers . . . . . . . . . .

1
192.168.100.1
NetBIOS over Tepip. . . . . . . . : Enabled

[Echernet adapter PublicNetuwork:

Connection-specific DNS Suffix
Description . . Intel1CR> PRO/1888 MT Desktop Adapter
Physical Address 08-08-27-CB-4B-5B

DHCP Enabled. . . No

Autoconfiguration Enabied Yos

Link-local IPué Address £080: :eche:£300:85ca:d5e5 11 (Preforred)
IPud Address 192.168.1.100CPreforred>

Subnet Mask . 2552552550 ver 2008 R2 Enterprise
Default Gateua! 0.0.0.0 ikl 01
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mmand Prompt =

\Users\Adnini >ipconf ig/all

indous TP Configuration

Host Name . . . . . . . .....:QAdninl-PC
Primary Dns Sufeix’ 1111111 2 uuesd.con
Node Type . . . DITTII T Hybedd

IP Routing Enabledl 1 1 1 1111 :Ne

WINS Proxy Enabled: : 111111 :MNo

DNS Suffix Search List.

uutsd.con

[Ethernet adapter PrivateNetworki:

uutsd. con
Intel<R) PRO/160G MT Desktop Adapter
98-60-27-96-10-09

Yes

£080: :£054:2hF3:4275 16312711 CPreferred>
192.168.100.2CPreferred)

255255255 0

18" January 2818 18:44:12

18 _January 2018 18:44:12

192.168.100.1

192168100 1

Connection-specific DNS Suffix
Description . . . . . . . .
Physical Address. . . .

DHCP Enabled. . . .
Autoconfiguration Enabied
Link-local IPué Address
IPud Address. . . . .
Subnet Mask . . .

Lease Obtained. .
Lease Expires . .
Default Gateway .
DHCP Server . . .
DHCPu6 IAID . .
DHCPu6 Client DUiD

235485351
00-01-80-81-21-AD-AC-30-08-08-27-96-4C-09]

DNS Servers . . . . . . . . ... :192.168.100.1
127.8.0.1

NetBIOS over Tepip. . . . . . . . : Enabled
[Tunnel adapter isatap.uutsd.com:

Media State . . . Media disconnected
Connection-specific DN§ Suffix’ uutsd.com

Description - . . . .. .. . . Microsoft ISATAP Adapter

Physical fddress. - 1 1 111l 00-06-00-00-06-00-00-E

DHCP Enabled. . . . . B No Windows 7
Autoconfiguration Enabied [ . Voo Build 7601
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Machine Tools | Global Tooks

Welcome to VirtualBox!

The left partof this window lsts al virtual machines and virtual machine groups on
Your computer.

The ight part of ths window represents a set of tools which are currentl opened
(or can be opened) for the currently chosen machine. For a st of urrently avaiable

tools check the corresponding men at theright side of the mai tool bar located at

the top of the window. Thi st wil be extended with new: tools in future releases.

You can press the F1 key to get instant help, o visit . virtualbox.orq for more:

nformation and latest news,

Details
Toolto observe virtual machine (VM) detals, Reflects groups of propertes for the currently chosen VM and allows
basic operations on certain properties (ke the machine storage devices).

Snapshots
Toolto controlvirtual machine (VM) snapshots. Reflects snapshots created for the currently seected VM and
allows snapshot operations ike create, remove, restore (make curent) and observe ther properties. Alons to
et snapshot attributes ke name and description:
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U internet Protocol Version 4 (TCP/IPva) Properties 2|
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Piarnce thie ronarti.Dename this connection  View status of this connection >
|

ktop Adap.

You can get I settings assigned automatialy i your network supports
this capabiity. Otherwise, you need to ask your network adninstrator
for the appropriate P setings.

° Obtain an IP address automaticaly
[~ Use the following IP address:

1P address: 152165 . 100 . 1
Subnetmask: 255 .25 . 255 0
Defauit gateway:

€ Obtain DN server address automaticaly

Use the following DS server addresses

Preferred DNS server: 192168 . 100 1

Alternate DNS server:

I Validate settings upon exit
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