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	                                 LESSON TITLE:


	Digital Policing 


	GROUP/CLASS:


	Initial Learning 

(PCDA/DHEP students)
	DURATION OF 
LESSON:


	 290 mins 


	LESSION AIM:


	To develop students awareness of the social media landscape, the related evidential opportunities and the opportunities for the safe preservation of evidence in cyber related offences. 



	OBJECTIVES: By the end of the lesson learners will be able to:


	ASSESSMENT ACTIVITIES
(linked to  objectives)



	1. Explain the differences between common terms used within the digital world. 
2. Identify different devices that could be used in criminality and what types of evidence devices may hold. 

3. Identify the different types of crimes that can be committed through use of the internet. 

4. Identify offences that constitute a digital crime. 
5. Identify ways in which an initial responder can secure and preserve evidence in a Cybercrime investigation. 


	Objective 1: Activity 1, Q&A, discussion
Objective 2: Q&A
Objective 3: Board blast 3, Q&A, discussion
Objective 4: Activity 2, Q&A, discussion
Objective 5: Activities 3 & 4, Q&A, discussion



	COLLEGE OF POLICING LEARNING OUTCOMES



	1. Outline the local force strategy for developing an effective digital policing capability. 

2. Define the key terms associated with digital technology. 

3. Understand the prevalence of technology and devices in modern society. 

4. Explain how technology may be used in everyday policing.

5. Understand specific legislation associated with internet-facilitated crimes.

6. Examine types of internet-facilitated crimes and individuals who may be especially vulnerable.

7. Explain the role of the police constable in providing crime prevention advice for internet-facilitated crime. 

8. Provide an appropriate initial police response to a crime scene involving digital devices. 

9. Provide support to victims of internet-facilitated crime. 

10. Identify, seize and package digital devices as part of an investigation. 

11. Employ appropriate evidential processes when using data or devices as part of a case file. 




	Timing
	Session Content


	Resources

	
	Trainer Activities 

(including any specific questions asked e.g. for assessment purposes)


	Learner Activities

(including objectives met)
	

	0-5 minutes
	Maslow’s – Trainer to discuss breaks, toilet location, refreshments, fire exits, drills, muster point and mobile phones. 

Gestalt – Trainer to advise that the session will look at 

Verbal outline of aims and objectives of the session.
	Interaction with trainer.

· Listening
· Asking and answering questions

· Discussing

Mobile phones switched off or switched onto silent mode.
	Lesson plan. 

Computer system with projector to facilitate delivery. 

There is a PowerPoint to assist with the delivery of this session. 

PPT slide 1. 



	5-10

mins

10-15

mins


	Trainer to introduce students to Tarian, The Regional Organised Crime Unit
· Vision 

· Mission

· Values 

Trainer to introduce students to the Regional Cyber Crime Unit and explain its remit
· Pursue 

· Prevent

· Protect

· Prepare 
	· Listening

· Asking and answering questions

· Discussing

· Listening

· Asking and answering questions

· Discussing


	PPT slide 2 

PPT slide 3 

	15-40

mins

40-50
mins

50-60

mins

60-65

mins

65-70

mins

70-80

mins
	Activity 1: 
Trainer to split the class into 4 smaller groups and allocate each group one of the following headings: 

· Web 

· Deep Web

· Dark Web 

· TOR (Onion Router) 

Trainer to play YouTube Video (PPT slide 5), which provides a clear explanation of the Deep Web (2 mins 25 seconds)  

Video located at: https://www.youtube.com/watch?v=_

 HYPERLINK "https://www.youtube.com/watch?v=_UOK7aRmUtw" UOK7aRmUtw
Trainer to utilise PPT slides 6 & 7 to reinforce students learning and provide further explanation if required on the Dark Web and TOR. 

Board blast 1:

QTS 

Q. What do you use the internet for?  Discuss
Trainer to introduce students to the changes in the use of the internet between 2005 & 2013

· The Popes Inauguration and the differences 
QTS 

Q. How has social media changed over the years?

Answer could include: Drones, smart phones etc. 

Trainer to facilitate discussion with the class around the use of smart phones. 

· Area of investigation

Board blast 2: Record answers on white board.
QTS:

Q. What Apps do you use on your smart phones?

Q.  What do you use the Apps for?

Q.  What evidence can the Apps HOLD?

Q.  How is the information backed up?
	Activity 1: 

In their groups students are to research one of the common terms used within the digital world as allocated. 

Students to present their findings to the class. 

Group discussion based on students findings. 

Objective 1 
· Listening

· Asking and answering questions

· Discussing

· Listening

· Asking and answering questions

· Discussing

Board blast 1:  All Students to approach the whiteboard and record their answers to the question posed by the trainer.
· Listening

· Asking and answering questions

· Discussing

· Listening

· Asking and answering questions

· Discussing

· Listening

· Asking and answering questions

· Discussing

Board blast 2:
· Listening

· Asking and answering questions

· Discussing


	PPT Slide 4 

Flipchart paper 

Pens 

PPT slides 5 - 7
Video: “The Deep Web”. 

PPT slide 8 

White Board 

Pens. 

PPT slide 9 

PPT slide 10

PPT slide 11

White board 

Pens

	80-85

mins

85-90

mins
	Trainer to use Tweets as an example of how they assisted people in the apprehension of Fugitive drug lord, El Chapo. 

Trainer to allow students to read the information on PPT slide 12 and facilitate discussion on appropriate use of Personal Social Media – Link to Code of Ethics.

Before showing PPT slide 14, trainer to ask:

QTS 

Q. What digital devices could be used by a criminal?

Q.  What potential evidence could be taken from these devices?

Q.  What technology do police use to assist them with their investigations?

Trainer to de-brief using PPT slide 14.


	· Listening

· Asking and answering questions

· Discussing

· Listening

· Asking and answering questions

· Discussing

· Listening

· Asking and answering questions

· Discussing

Objective 2 
	PPT slides 12 -13

PPT slide 14

	90-110

mins
	Trainer to play video imbedded in YouTube icon on PPT slide 15

https://www.youtube.com/watch?v=jottDMuLesU
Before showing the rest of PPT slide 15, trainer to ask:

QTS:
Q. What social media platforms can you name?  Trainer to record answers on white board and then show PPT slide 15.  Discuss and then show PPT slide 15.
Trainer to introduce social media platforms that are popular and used by most people

· Facebook (YouTube video – “Can I be your friend?”) Video located at: https://www.youtube.com/watch?v=aDycZH0CA4I 
· Twitter (PPT slide 17)
· YouTube (PPT slide 18)
Discussion points: The video is from 2015.

QTS 

Q. How much has changed already from 2015?

Q.  What do you think officers need to be mindful of? E.g. Getting recorded on mobile phones 
	· Listening

· Asking and answering questions

· Discussing

· Listening

· Asking and answering questions

· Discussing

· Listening

· Asking and answering questions

· Discussing


	PPT slide 15 

White board 

Pens

Social media Revolution video 

PPT slide 16 

“Can I be your friend?” video 

PPT slide 17 

PPT slide 18 

	110-115

mins
	Trainer to introduce students to the Global impact of online fraud. 

· Office of national statistics. 
	· Listening

· Asking and answering questions

· Discussing


	PPT slide 19 

	115-120

mins

120-130

mins
	Trainer to introduce students to “Operation Liberty”

· Vulnerability and Cyber Crime 

· When is a person Vulnerable?

· What does this mean for the police?

QTS 

Q. What issues may we encounter with Social Media Evidence? e.g. easily changed / deleted / overwritten 
Board blast 3:

QTS 

Q. What types of crime are committed on the internet?

· Cyber Stalking

· Hate Crime 

· Sexting / Revenge Porn
· Abuse, Bullying, Harassment 

· Fraud

· Child Grooming 
	· Listening

· Asking and answering questions

· Discussing

· Listening

· Asking and answering questions

· Discussing

Board blast 3:

Students are to approach the white board and record their answers to the question. 

· Listening

· Asking and answering questions

· Discussing

Objective 3 


	PPT slides 20-21

PPT slides 22-23

	130-135

mins

165-140

mins

140-160

mins


	Trainer to introduce students to “Evidence Gathering”. 

Trainer to explain Digital Crimes & the NPCC Good Practice Guide 

· 4 Principles 

Activity 2: Research:  Trainer to split the class into 3 groups and allocate one of each of the following headings to each group: 
Group 1: Internet Facilitated Crime 

Group 2: Cyber Enabled Crime 

Group 3: Cyber Dependant Crime 

 
	· Listening

· Asking and answering questions

· Discussing

· Listening

· Asking and answering questions

· Discussing

Activity 2: Research:  In their groups, students to research the type of crime that they have been allocated by the trainer. 
Students are to consider what each type is and what sort of offences might be included. 
Group discussion based on students findings. 

· Listening

· Asking and answering questions

· Discussing

Objective 4 


	PPT slide 24

PPT slide 25-30

Flip chart paper 

Pens. 



	160-165

mins

165-175

mins
	Trainer to introduce students to scenario (PPT slide 31)
· Section 23 Misuse of Drugs Act 1971

· Seizure of mobile phones

Activity 3: Trainer to split the class into 3 groups and facilitate discussion around the issue that ‘SMART PHONES CAN BE REMOTELY WIPED’. 
Trainer to give each group one of the scenarios to discuss (see notes of PPT slide 31) Discuss.
 
	· Listening

· Asking and answering questions

· Discussing

Activity 3:  In their groups, students are to discuss the scenario provided by the trainer. 

Group discussion based on student findings. 

· Listening

· Asking and answering questions

· Discussing


	PPT slide 31

	175-185

mins
	Activity 4: Trainer to keep the students in same groups and ask the students to rank the items on PPT slide 32 in order of priority of seizure and why. 

QTS 

Q. What will you be doing prior to seizing any items?

E.g. putting on gloves, exhibit bags. 
	Activity 4: In their groups, students are to place the items on the screen in order of priority when seizing.  

Group discussion based on students findings. 

· Listening

· Asking and answering questions

· Discussing

Objective 5 


	PPT slide 32



	185-205

mins
	Activity 5: Trainer to keep the students in their groups and facilitate discussion based in their answers from their research
Group 1: Computer Misuse Act 1,2,3,3A

Group 2: Malicious Communications Act 

Group 3: General Data Protection Regulations Act 2018. 


	Activity 5: Each group to use the facilities available to them to research their given legislation and present their findings back to the class: 

Students are to study the topics and write the definitions on a flip chart. 
· Listening

· Asking and answering questions

· Discussing
	PPT slide 33

Flip chart paper

Pens 

	205-210

mins

210-215

mins

215-220

mins

220-225

mins

225-230

mins

230-285
mins

28 – 290 mins
	Trainer to introduce Crime Prevention and “Digital Media Investigators”. 
Trainer to introduce the 3 levels of open source research. 

Trainer to explain to students how to capture screenshots from smart phones and computers. 

Trainer to facilitate discussion on screenshotting from a range of devices. Trainer to remind students of the usefulness of Google. 

Trainer to explain the term “Email Headers”

· Locate 

· Secure

· Preserve 

· SPOC

Trainer to promote discussion around the use of passwords. 

External trainer to follow – Tarian Prevent Cybercrime Team. 

Any questions?
	· Listening

· Asking and answering questions

· Discussing 
· Listening

· Asking and answering questions

· Discussing 

· Listening

· Asking and answering questions

· Discussing 

Students to use their experience of their own devices. 

· Listening

· Asking and answering questions

· Discussing 

· Listening

· Asking and answering questions

· Discussing 

· Listening

· Asking and answering questions

· Discussing 


	PPT slide 34-36

PPT slide 37

PPT slide 38

PPT slide 39-40

PPT slide 41

PPT slide 42
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