The Effects of Ransomware
SamanthaJade Williams
Electrical and Electronic Engineering
School Of Applied Computing
13/11/2023


Table of Contents:

What is malware?
What is ransomware?
What are the different types of ransomware?
How does ransomware infect computers?
Who are the targets of ransomware?
Can ransomware be removed?
How can you prevent a ransomware attack?
Who is LockBit?
How does LockBit attack?
Who are the victims of LockBit?
Conclusion
References
Further Reading



What Is Malware?
According to MalwareBytes “malware or malicious software is an umbrella term that describes any software that is harmful to systems” [1]. Malware is encoded software designed to potentially infect, damage, or harm a device. It can sometimes control an infected device, encrypt user data, and even delete the data altogether. 
The reason for malware attacks varies from one attack to another, depending on the type of attacker. There are two distinct types of hackers – BlackHat is the malicious type who will attack anyone, and WhiteHat is the ‘ethical’ hacker who will not attack innocent people. Some common reasons are monetary or political reasons, to disrupt work or in certain cases to stop criminal behaviour. 
What Is Ransomware?
Ransomware is a form of malware in which the attacker demands payment from the victim to release withheld files or software. The payment demanded will usually be in the form of cryptocurrency, however, there can be other demands such as actions to be done.
According to N J Palatty [2] ten of the biggest malware attacks in history - in no order - include WannaCry (Shadow Brokers), TeslaCrypt, NotPetya (Sandworm), Sodinokibi (Revels), SamSam, the Colonial Pipeline attack (DarkSide), the Ultimate Kronos Group attack, the attack on Impressa (Lapsus$), the attack on the Costa Rican Government (Conti Group), and the attack on Swissport (BlackCat).
Types Of Ransomware
There are many types of ransomware including encrypting ransomware, scareware, and screen lockers. Scareware is relatively harmless so long as you deal with it correctly. You are likely to see this type of malware in the form of a pop-up demanding payment, although you can just ignore these as they are unlikely to affect your device in any way unless you interact with the malware, for example by clicking on the pop-up. These can prove to be frustrating though, as the pop-ups will continue to appear and can be difficult to remove. 
Screen lockers are a more hostile form of ransomware that blocks the use of the computer. These attackers will sometimes pose as a trusted source such as a governing agency to get the ransom. 
Finally, encrypting ransomware is the most hostile of the three, as there is no guarantee that your folders can or will be returned on payment. This type of ransomware encrypts the folders on a device to lock you out until the attacker either decrypts them or supplies the decryption key. [3]
How Does Ransomware Work?
In most cases, attackers use spam or phishing emails with infected links. Those who click on these links will have their devices infected as a result. However, more recent ransomware attacks can even infect a device without any interaction. Once the device is infected, the malware searches for sensitive or valuable folders to encrypt. Some ransomware will also try to infect any linked devices in the process (e.g., through a server). After the infected folders are encrypted, a decryption key is needed to decrypt or unlock the folders. The decryption key is what is given (in most cases) after the payment has been made – though sometimes the attacker will keep the decryption key. To prevent access to the files. [4] The commonly used file types that are affected by ransomware are listed in the image below.
[image: ]
[5]
Who Are the Targets of Ransomware?
Anyone can become the target of a ransomware attack. An example of this would be banks and other financial institutions, as they have access to both the sensitive information and the funds necessary for the ransom. Another example could perhaps be the government. If the government were to fall victim to a ransomware attack, there would be sensitive information, and funds to pay a ransom and it would disrupt the day-to-day infrastructure necessary for society to function. [6] This type of attack with a government target is considered a terrorist attack. Though more recently, small and medium-sized businesses are more likely to be attacked as the data is easier to access and the ransom will usually be smaller.
Can Ransomware Be Removed?
The short answer to this question – yes, ransomware can be removed. You must first disconnect network connections – wired and wireless – from the infected devices. The infected devices can be found by looking for suspicious activity such as folders being renamed, or folders being encrypted or compressed. Once the infected devices are isolated, you can reboot the device in safe mode, in most cases this will temporarily stop the spread of the attack for long enough to install the anti-malware software needed to continue. This will not decrypt the files, however. The encrypted file will need to be either decrypted or recovered from a backup – do not do this until you have given the anti-malware software enough time to finish, and the device has been scanned and cleared of any remaining ransomware. Only once the device has been scanned and is free of any remaining ransomware, you can obtain the backups needed from the unrepairable files. The attack must then be reported to the proper authorities if it hasn’t already been. [4]
How Can You Prevent a Ransomware Attack?
To minimize the damage from a possible ransomware attack, ensure regular back-ups are done on all devices – the best practice is to have multiple backups in multiple places, for example on external hard drives. You must be careful when clicking any links, as previously mentioned, some attacks can look like they are from trusted sources. And most of all, if you don’t already have some installed on your devices, then install anti-malware software on your devices. [7] If possible, any small businesses that want to protect themselves from this type of attack should hire an IT or cybersecurity consultant to ensure there are no weaknesses that can be exploited by this type of attacker In other words, there is no way to prevent a ransomware attack, though you can minimise the damage that can be done.
Who Is LockBit?
LockBit is a ransomware group - formerly known as ‘ABCD’ before they renamed to LockBit in January 2020 - that appeared in September 2019. Their original name comes from the file extension they used to attack their victims called the .abcd virus. In September 2020 they created their website ‘Exploit’ – a platform used by ransomware groups to discuss their victims. Between September 2020 and July 2023, more than 2,000 posts were made by LockBit about victim data, with the victims being from various organisations from multiple sectors.[8] LockBit is known as one of the more prominent ransomware groups, which has also been known to associate with other ransomware groups from time to time, such as BlackMatter, Evil Corp, and Maze [8]
How Does LockBit Attack?
According to the website ‘Flashpoint’ “The LockBit attack procedure centres around three main steps: initial access, lateral movement and privilege escalation, and deployment of the ransomware payload.”[8] The initial access step of the procedure consists of the use of phishing emails and even brute force tactics to find any vulnerabilities to exploit. The second step of this process – lateral movement and privilege escalation – is to expand the reach of the ransomware which as a result makes the location and encryption of sensitive data and systems and deactivates security measures. The third and last step – deployment of the ransomware payload – is to encrypt the user data and demand the ransom payment.
Who Are the Previous Victims of LockBit?
According to J L Hardcastle of ‘The Register’ [9] a recent cyberattack on the aerospace company Boeing was listed on ‘Exploit’ as an attack by LockBit on the 28th of October this year which was later confirmed by Boeing. Another attack from earlier this year was a cyberattack on Royal Mail [10] also claiming to be LockBit. This attack was on the 11th of January of this year and interrupted the international operations of the postal company. A prominent attack on the Canadian children's hospital ‘SickKids’ was said to have been done by a rogue LockBit member. After the attack had done damage to the operations of the hospital, the group released a decryption key with no ransom demand, stating that the member had violated their rules and had been blocked from the group [11]. A more recent attack was an attack on Shimano, a Japanese manufacturing company. According to J.M. Morgan [12] the alleged deadline the company was given for the ransom was November 5th of this year with 4.5TB of sensitive data stolen by LockBit.
Conclusion
In conclusion, you should always be prepared and have well-maintained preventative measures in case of a malware or ransomware attack, however, you can never fully prevent one. There are many online guides on how to recover from cyberattacks which are specific to each ransomware group. As stated previously, the preventative measures needed include anti-malware software being installed on all devices, and regular backups being done and stored on multiple separate devices. Storing on multiple separate devices means that these copies will be safe from the ransomware as long as they stay separate to the infected device. 
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