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[bookmark: _Toc172491553]Introduction 
Cybercrime is at an all-time high and remains a common threat to IT organisations in Europe and the rest of the world. According to the Cyber Security Breaches Survey of 2024 [2], Saman Rizvi reports that half of business (50%) and around a third of charities (32%) have experienced some form of cyber security breach or attack in the last 12 months. The report highlights that the most common type of breach or attack is cyber phishing with over 84% of business’ and some 83% of charities affected. It is estimated that the “single most disruptive breach from the last 12 months cost each business, of any size, an average of approximately £1,205. 

This research highlights why a comprehensive cyber security strategy is essential for organisations. The avenue of cybercrime prevention that I would like to discuss in this report will be focused on security technologies and how they can reduce threats and attacks to better safeguard an organisation. 

The three security technologies I will discuss in this report are Antivirus Software, Multi-Factor Authentication (MFA), and Firewalls. By the conclusion of this report, I aim to have provided the reader a thorough understanding of each technology and its role in protecting individual systems and the greater organisations. 

[bookmark: _Toc172491554]Antivirus Software
The first security technology I wish to discuss is 'Antivirus Software'. Developed in 1972 by R. Tomlinson, the software’s purpose is to detect and removes viruses, and other malicious software by quarantining or deleting harmful code, protecting devices from damage. [4]

Antivirus protection is essential for organisations that utilise the internet. Without it, they are vulnerable to viruses, malware, and other online threats that can damage systems, disrupt operations, lead to downtime costs, and compromise customer information. [5]

According to Aliza [6], antivirus software combats viruses using a three-part system. First, it scans your computer, indexing file locations, sizes, and types. Next, it detects viruses by comparing file code to its database, flagging suspicious files. Finally, files matching known viruses are automatically removed, while others are flagged for system administrators to review.

[bookmark: _Toc172491555]Importance of a central management console

Organisations can deploy and manage antivirus solutions in a variety of ways. With cloud computing continuing to soar in modern IT industries, and 12-month revenues between the start of 2021 and 2022 reaching $191 billion, [8] I will draw focus on how organisations are coping with virus protection in public cloud and Platform-as-a-Service (PaaS) infrastructure. 

Using a central management console for antivirus software benefits organisations by streamlining and enhancing cybersecurity. It provides a single platform for managing antivirus across devices and endpoints, simplifying administration and enabling IT teams to monitor and maintain network security from one location. SIKICH [7]

Deploying antivirus software across an organisation requires critical steps such as assessing business needs, choosing deployment strategies (phased roll-out or all at once), and planning extensive data backups. [8] 

With a central management console, “deploying antivirus software across an organisation becomes a breeze”. Chad Brown [7]. IT administrators can remotely install, configure and update antivirus agents simultaneously, which saves time and dramatically reduces the risk of human error. 



[bookmark: _Toc172491556]A note on Heuristic-based detection

Another virus detection method is heuristic-based detection, which analyses malware based on its behaviour rather than relying solely on known virus signatures. This approach identifies threats not yet included in antivirus databases by recognising how malware behaves differently from legitimate programs. J. Bender [9]. 
Due to the fully automated nature of the virus detection, heuristic software must be fine-tuned to prevent security alert overload. [10]


[bookmark: _Toc172491557]The WannaCry ransomware attack 2017

In May 2017, a world-wide cyber-attack by the name of ‘WannaCry’ short for ‘WannaCryptor’ impacted at least 230,000 computers in over 150 countries. By May 12th, thousands of NHS hospital trusts were affected by the attack. It became known as one of the biggest ransomware attacks in history. [11] [13]

Ransomware is a type of malicious malware used by cybercriminals to obtain money via blackmailing. [18] When a device is infected, ransomware encrypts all files within minutes, converting them from readable text to unintelligible ciphertext. 


An article published by the National Health Service (NHS) [12] shares the organisations perspective of the attack. As a direct result of ‘WannaCry’, the NHS were unable to transfer CT/MR scans, GPs were unable to access caseloads, automated blood transfer results failed, and software for chemotherapy care was compromised, so staff could not transfer chemotherapy orders to their providers. 

In R. Colliers’ review of the WannaCry impact on the NHS [15] As the NHS had up-to-date anti-virus and malware software, the hospital's antivirus software successfully contained the threat, ensuring that most of the patient care and access to health records remained unaffected. Anti-virus software played a critical role in identifying the malicious software as soon as it entered the system. This early detection was crucial in preventing the ransomware from spreading further across the organisation.

[bookmark: _Toc172491558]Multi-Factor Authentication (MFA)

Multi-factor Authentication (MFA) is a multi-step login process that goes beyond passwords. It requires users to provide additional verification, such as a code sent to their email or phone, answering a secret question, or scanning a fingerprint after entering their password. This added layer of authentication prevents unauthorised access even if a password is compromised. [16]

From the findings of Jumpcloud [17], the technology industry leads in MFA implementation with an 87% adoption rate. Of those using MFA, 95% prefer software solutions like mobile apps. Larger companies are more likely to use MFA, with 87% of firms with over 10,000 employees adopting this security measure.

An article published by Kaspersky [24] documents different two-factor authentication (2FA) methods used in modern industry. 

One-time codes, often received via text message, email, or automated phone call, are the most popular form of 2FA. They allow users to verify their identity by demonstrating access to another account or phone number, enhancing security for service providers.

A unique but popular method is location verification. This method is enabled by default and is used across a lot of 2FA steps. If a sign-in attempt comes from a location the service did not expect, then some applications will render the login attempt unsuccessful. 

Biometric authentication, such as voice, facial, and fingerprint recognition, is gaining popularity as a secure method to confirm user identity. However, it has drawbacks. Unlike passwords, biometrics rely on unchangeable user traits. For instance, while a compromised password can be reset, a registered fingerprint cannot be easily changed. Moreover, biometric data is highly sensitive; if compromised, it can expose a user's identity, posing significant risks if accessed by cybercriminals. [24] 












[bookmark: _Toc172491559]How can organisations benefit from MFA?

Implementing MFA in your organisation can drastically reduce the risk of unauthorised access. The addition of secondary verification methods decreases successful cyber-attacks by requiring multiple independent factors to be breached simultaneously. D. V. Klein [19],

As indicated by J. Morillo [20], deploying MFA at scale can be a challenging task. We can determine that while technical challenges may arise, it's essential to begin with the human aspect. The aim of implementing MFA is to enable it for all users across all systems consistently, but achieving this on the first day is not feasible.

An organisation needs to firstly decide on what they wish to protect, the technologies used and the impact on staff during roll-out. MFA implementation could grind to a halt if the deployment is not carefully considered from a staff impact level.  Morillo [20], discusses the idea of ‘campaign and train’, where the attention is spent on selling employees to the idea as well as providing training opportunities along the way. Internal communications campaigns would be necessary for larger organisations. 

Once sufficient awareness and training opportunities have been presented to staff, before wider deployment can be considered, MFA must be tested first on admin accounts to ensure an organisation can still access their required software. Only when admin accounts have been fully tested, phased deployment can begin. From the findings of BalaDelli [21] of Microsoft.com, phased deployments automate a step-by-step rollout of software across different user-groups.

According to Google, none of its 85,000 employees have experienced a compromise of their work accounts since the implementation of security keys in the form of MFA. The company reported to Business Insider, "We have had no reported or confirmed account takeovers since implementing security keys at Google." K.Leswing [22].

Gene Marks of Forbes [23] notes, according to Microsoft, enabling MFA is crucial for preventing 99% of automated attacks. Having a 99% prevention rate means it’s a must for any organisation. 




[bookmark: _Toc172491560]Firewalls

With the term coming from the concept of physical walls being barriers to slow the spread of fire until emergency services can extinguish it. A firewall is a security system for networks that controls internet traffic entering, exiting, or moving within a private network. It can be a software program or a combination of hardware and software. By selectively blocking or allowing data packets, a firewall helps prevent malicious activities and unauthorised web access from both inside and outside the network. [25]

Firewalls act as gates, or borders that manage the travel of web activity in a private network. In comparison, cyber firewalls are for web traffic management, which intends to slow the spread of web threats. 

From the research of J.Maxwell [26], A network firewall is crucial for businesses as it prevents hackers from accessing sensitive information and disrupting operations or demanding ransom for data (a ransomware attack). Additionally, it helps monitor employee activities and ensure compliance with corporate policies.

42% of small business owners do not have a response plan in place for cyberattacks, highlighting a considerable gap in cybersecurity preparedness. [27] 
This lack of preparedness can leave businesses vulnerable to various cyber threats, including those that could be mitigated by a properly configured firewall.

[bookmark: _Toc172491561]Benefits of a firewall to an organisation

Firewalls offer numerous benefits to organisations by acting as a critical component of their cybersecurity infrastructure.

Put simply from the cyber management alliance, “firewalls are amongst a cybercriminal’s worst nightmare”. [26] Firewalls not only alert system administrators of malicious incoming traffic and block attacks but also offer additional functionalities. They allow businesses to restrict access to certain websites, preventing employees from visiting inappropriate or potentially harmful sites like pornographic, gambling, or suspicious online shopping sites. This helps manage employee internet use and lowers the risk of malware entering the network.

More interestingly, research from A. Klemm [28] suggests that firewalls can maintain lists of known malicious and good applications, blocking the former while allowing the latter. A firewall achieves this by a set of pre-defined security rules, which help to identify harmful code patterns such as those affiliated with viruses, worms and malware. 

[bookmark: _Toc172491562]But what if your organisation has an outdated firewall with improper configuration? 

In accordance with Gartner [31] “through 2023, at least 99% of cloud security failures will be the customer’s fault.” D.Burton of akamai.com believes firewall issues are one of the primary reasons why this is a reality. [30]

With the rapid adoption of hybrid cloud and rapid change, network security faces challenges. Many enterprises rely on network firewalls, but this approach leads to increased risks from configuration errors and policy gaps. According to Gartner, firewall misconfigurations, not flaws in the firewalls themselves, will cause 99% of breaches through 2023.

As previous research has suggested, many organisations are attempting to protect themselves with network firewalls, putting themselves at increasing risk of configuration errors and policy gaps. Gartner [31] states:
“Through 2023, 99% of firewall breaches will be caused by firewall misconfigurations, not firewall flaws.”

Modern cloud computing standards mean an organisations applications are dynamic and complex and so keeping firewall rules up to date is challenging and often ignored. As a result of this challenge, firewall policies often lag behind the current state of applications and data. Furthermore, these rules can quickly become outdated again, making it difficult to effectively mitigate the issue of escalating risk. [31]

In summary, a firewall is a solidified method in preventing incoming attacks to an organisations network infrastructure, however, to ensure maximum efficiency and security, they must be regularly updated and maintained in today’s ever-growing hybrid-cloud infrastructure. 


[bookmark: _Toc172491563]Importance of a Comprehensive Security Strategy

A security strategy is vital for organisations to safeguard sensitive data, prevent system breaches and build trust with stakeholders.

Conforming to research by K. Panetta [31], there has been a rise in ransomware, phishing attempts, DoS attacks, SQL injections and more over the years. Panetta suggests that this is due to the incredibly advanced and sophisticated tools used in modern practices which specifically now targets cloud computing. 

According to the research [33], development of cyber security strategies gained progressive momentum after 2008 when the trend of simplistic cyberattacks shifted to massive, targeted state-sponsored attacks. A cyber security strategy allows for better understanding of an organisation’s environment and profile. Via identification of inadequacies and vulnerabilities, necessary changes can be made. [31]

Due to the continuously changing spectrum of cyber threats, it is vital that a cyber security strategy stays up to date, to ensure emerging threats can be handled and relevant countermeasures can be produced. [33]

Security strategies enable early threat detection [34]. Early threat detection minimises damage, reduces costs, and helps contain threats before they spread within the network. Early threat detection is polymorphic and one common utilisation in organisations is a form of Structured Intrusion Detection (SID) system. SID preprocesses raw network traffic into network sequences, which are then used to perform structured modelling of network behaviour. This approach aims to enable early detection of cyber threats by analysing these structured representations within a data centre. [34]

To conclude, a cyber security strategy is crucial because it provides a structured approach to safeguarding an organisation’s data and systems from cyber threats. By identifying vulnerabilities and implementing protective measures, it creates a virtual fortress. A well-defined strategy increases stakeholder confidence which minimises financial losses from cyber incidents and enhances the overall resilience of the organisation against evolving cyber risks. [31]





[bookmark: _Toc172491564]Conclusion

In conclusion, effective cybersecurity measures play a crucial role in preventing data breaches and financial losses, which can have severe consequences for organisations. Compliance with regulations further ensures they avoid penalties and maintain credibility. By investing in cybersecurity, organisations can effectively defend themselves against the growing sophistication of cyber threats discussed in this report, such as phishing and ransomware attacks.

It is imperative for organisations to regularly reassess their current security posture and integrate advanced technologies into their cybersecurity strategies. This proactive approach not only enhances protection against cyber threats but also instils confidence and trust among users. Embracing a multi-layered security approach is no longer optional but essential in safeguarding sensitive information and maintaining operational resilience in our increasingly interconnected digital world.

By prioritising cybersecurity, organisations not only protect themselves from potential disruptions but also demonstrate their commitment to safeguarding data and maintaining a secure environment for all stakeholders involved. This approach ensures they remain resilient against evolving cyber threats while fostering a culture of proactive security measures.



[bookmark: _Toc172491565]TASK 2


[bookmark: _Toc172491566]Executive Summary
Onboarding a dedicated Information Security Unit is vital for protecting our digital assets, ensuring regulatory compliance, and maintaining stakeholder trust. With the increasing dependence on information technology in modern industry, risks are ever more prevalent. 
This report provides a comprehensive plan to create an effective unit that aligns with our strategic goals and industry best practices. Information is a fundamental component of an organisation. Conveying knowledge or messages in a tangible form, information allows us to communicate, store, refine, and control processes. It holds significant value for both organisations and individuals and losing or having incorrect information can lead to severe consequences. [35]
The report will document seven key factors of the proposed information security unit. 
· Organisation structure: Explains different roles to ensure clear responsibilities.
· Policies and Procedures: Details essential policies like information security and incident response, along with practical training programs.
· Data Protection Compliance: Shares strategies for complying with regulations overseen by the Data Protection Officer.
· Security Standards: Discusses the implementation of standards like ISO/IEC 27001.
· Contingency Planning: Development of Business Continuity and Disaster Recovery Plans.
· Governance and Strategic Planning: Framework for oversight and alignment with business goals.
· Risk Management: Approach to identifying and mitigating security risks.



[bookmark: _Toc172491567]Organisation Structure/Chart
Structure within an organisation has a significant impact on how it handles security operations. “Like a maze with connected passageways” [32], key decisions about security organisation functions can strengthen protections and mitigate risks. 
[image: A diagram of a diagram
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I suggest adopting the Hybrid Organisational Structure (HOS), which combines functional and divisional departments to organise activities effectively. A HOS, helps to enhance efficiency as the model is far more flexible than others. Additionally, it helps to effectively manage resources by allowing for the dynamic assignment of personnel and assets where they are most critical. Moreover, a hybrid organisational structure helps ensure that a manageable quantity of work is assigned to the right professionals at the right time. 
Research from E-Claver Cortes [37], suggests that the organisational structure does not directly affect performance, it significantly influences the development of competitive strategies, which in turn enhances performance.
Starbucks has adopted the hybrid model due to diverse customer needs and global scale [38]. This structure allows regions to tailor strategies to local markets while maintaining control over brand image and product quality. A hybrid structure enhances Starbucks’ security through backup plans, specialised roles, and operational flexibility. 
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To conclude, opting for a Hybrid organisational model allows us to promptly adjust our structure in response to policy changes, enabling collaboration and enhancing security. Integrating divisional elements facilitates localised decision-making, promoting a culture of teamwork to manage interdependencies across the organisation [39]. Based on this research, the Hybrid Organisational Structure offers numerous benefits and is well-suited for implementation within our security unit.

[bookmark: _Toc172491568]Policies and Procedures
[bookmark: _Toc172491569]Having clear and realistic Cybersecurity policies is imperative for safeguarding our organisation’s data and systems. Policies to consider: 
· [bookmark: _Toc172491570]Acceptable Use Policy (AUP)
· [bookmark: _Toc172491571]Access Control Policy (ACP)
· [bookmark: _Toc172491572]Information Classification Policy (ICP)
[bookmark: _Toc172491573]Acceptable Use Policies (AUPs) are documents that outline the rules and limitations users must agree to when they first access information and communication technologies within organisations. [41]
[bookmark: _Toc172491574]Access Control Policy (ACP)
ACP regulates access to resources. A study from [42] highlights that many healthcare organisations face significant issues due to inadequate or poorly implemented ACPs. 
[bookmark: _Toc172491575]Example of an access control system in an organisation that uses blockchain technologies. 
[bookmark: _Toc172491576][image: A diagram of a security level
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From the findings of [42], the proposed model integrates ACP with blockchain, including employee registration, clearance level assignment, and clearance-security level mapping. 
Information Classification Policy
Information classification is a process where organisations assess their data to determine the level of protection required. This classification is based on confidentiality, defining who can access the information. Typically, there are four levels of confidentiality. [43][44]: 
· Confidential/Top Secret (Senior Management)
· Restricted (most employees)
· Internal (all employees)
· Public information (External users and stakeholders)
ISO 27001 is a widely adopted standard that outlines best practices for establishing and maintaining an information security unit, with a key focus on information classification.

Cyber Security Policy awareness

Research from [40] shows that employees aware of their organisation’s information security policies are better at managing security tasks. The study also finds that a strong security environment enhances employees' ability to detect and handle threats, improving cybersecurity compliance.


[bookmark: _Toc172491577]Data Protection Compliance
[bookmark: _Toc172491578]To ensure compliance with regulations such as general data protection regulation (GDPR) and the California Consumer Privacy Act (CCPA), our organisation could benefit from adopting several regulatory standards, as documented in the research of [45].
[bookmark: _Toc172491579]Data leakage prevention: Data Loss Prevention (DLP) is a security measure that identifies, monitors, and protects data in use, data in motion, and data at rest. Designed to protect information assets, it enforces protective controls to prevent incidents thus reducing risk and compliance costs. 
[bookmark: _Toc172491580]Incident Management: Adopt an incident management process, followed by an incident management plan. The incident management plan should be straightforward and outline the steps to be followed. Effective incident management requires proper system configuration to log evidence, such as syslog and NTP synchronisation. 
[bookmark: _Toc172491581]Intrusion Detection System (IDS): An IDS is a hardware or software component that automates intrusion detection. Designed to monitor network events, system events and violations of security policies, an IDS system will help flag unexpected behaviour at a moment’s notice.
[bookmark: _Toc172491582]Pseudonymisation: Pseudonymisation is a data protection technique where personal identifiers are replaced with pseudonyms, making it difficult to trace data back to an individual without extra information. Thereby adopting pseudonymisation enhances the organisation’s privacy and security.
[bookmark: _Toc172491583]Encryption: Encryption, as discussed in the context of WannaCry Ransomware above, is the process of converting text into a cryptogram. It is a powerful tool that protects personal data from unauthorized access.
[bookmark: _Toc172491584]Mathematical functions, as well as a set of keys as pictured below, are used for both encrypting and decrypting information. 
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[bookmark: _Toc172491586]Security Standards
Research from [46] articulates the importance of a comprehensive set of security standards an organisation must adopt for the protection of infrastructure and information systems. Several guidelines have been provided by well-known organisations in the form of cybersecurity standards. These include but are not limited to: 
Information Security Management: Frameworks for managing and implementing security controls (e.g., ISO/IEC 27001).
Data Protection: Measures to protect personal and sensitive information (e.g., GDPR, ISO/IEC 27018).
Network Security: Guidelines for securing network infrastructure and communications (e.g., NIST Cybersecurity Framework).
Payment Security: Standards for handling and protecting payment information (e.g., PCI DSS).
Standards such as ISO/IEC 27001 provide a framework for identifying and managing risks. They benefit organisations by addressing potential vulnerabilities and threats, reducing the likelihood of major incidents. Compliance standards, as mentioned above will ensure that our organisation complies with legal and regulatory requirements. Security standards offer industry-wide and established best practices for implementing security control measures. Following these practices can help solidify our security measures by ensuring they are kept up-to-date and effective against evolving threats. 
Adhering to payment security standards is critical in protecting sensitive financial information and maintain stakeholder trust, research from Shopify [47], shares that payment security involves protocols, technologies, and practices to protect financial transactions and sensitive customer data from fraud, theft, and unauthorised access. Our organisation should apply standards such as Payment Card Industry Data Security Standard (PCI DSS). PCI DSS sets requirements for protecting cardholder data. These security standards outline the key components to securing card transactions. These components include, encrypting cardholder data to secure transactions from staff members or attackers, conducting regular vulnerability scans, and employing strong access controls. By following these standards, our organisation can help prevent data breaches and fraud.  
Furthermore, consistency is key. The introduction of standards endorses a structured approach to security which leads to consistent security process organisation wide. As a result, this helps maintain a firm security posture despite growth and evolution to our organisation. Additionally, frameworks such as NIST Cyber Security Framework, leads organisations in developing strong incident response plans. Preparing frameworks for security enables quick and effective response to all levels of security incidents and threats which could significantly minimise damage and system recovery times. 
Adhering to recognised standards has been proven to optimise an organisation’s reputation, demonstrating a commitment to security, building trust with external and internal stakeholder’s who might be concerned about current levels of data protection. Finally, many standards such as ISO/IEC 27001 as further emphasised by the findings of [46], highlight the importance of regular reviews and improvements. Fostering a culture of continuous improvement and security integration, ISO/IEC standards help to ensure organisations can gain a foresight of new threats emerging in a modern Internet of Things (IoT).  
In summary, embracing recognised security standards would not only boost our reputation, but it, builds trust and instils a culture of ongoing security enhancement. This forward-thinking approach is essential for adapting to new threats and maintaining robust protection in an increasingly interconnected and dynamic environment.

[bookmark: _Toc172491587]Contingencies Planning
[bookmark: _Toc172491588]Information system contingency planning involves a coordinated strategy that includes plans, procedures, and technical measures to enable the recovery of information systems, operations, and data following a disruption to an organisation. [49] Organisations with contingency plans are more resilient and can withstand attacks more effectively than those without.
IBM's analysis highlights differences between two cybersecurity plans [51]: 
[bookmark: _Toc172491589]Business Continuity Plans (BCP) ensure critical functions are maintained during and after a cyber-attack by addressing assets, personnel, processes, and third-party relationships to minimise downtime and damage. 
[bookmark: _Toc172491590]Disaster Recovery Plans (DRP) combine best practices and IT solutions to prevent data loss, addressing issues such as cyberattacks, power outages, and emergencies, though it typically focuses on non-malicious causes.
[bookmark: _Toc172491591]Further research from IBM [51] details that an incident response plan consists of written guidelines detailing an organisation’s readiness to address emergencies that could result in costly downtime or damage to the organisation. A good incident response plan should have clear goals and a defined scope. It should aim to minimise damage, speed up recovery, or maintain continuity and specify the types of incidents covered, such as cyberattacks, system failures, and data breaches.
Finally, to validate contingency planning effectively within an organisation, regular testing is required. Testing encourages a proactive approach to incident management, preparing an organisation for attack. It integrates security into the organisation’s culture, making it a routine part of operations. Ongoing training for the incident response team and awareness programmes for staff are crucial to ensure the organisation can handle attacks effectively. [52]


[bookmark: _Toc172491592]Governance and Strategic Planning for Security
[bookmark: _Toc172491593]According to A. Gupta [53], a governance framework provides the structure and processes for guiding, managing, and overseeing an organisation’s activities to ensure alignment with its objectives, compliance with regulations, and effective risk management.
[bookmark: _Toc172491594]A governance structure is normally separated into 5 domains as displayed in the diagram below: 
· [bookmark: _Toc172491595]Risk Management: Looks at how risks are identified, reported, and addressed ensuring the potential threats are managed proactively to minimise the cybersecurity impacts to the organisation. 

· [bookmark: _Toc172491596]Performance Management: Focuses on how performance is measured and managed, ensuring that IT activities and projects meet predefined performance criteria and contribute to organisational success.

· [bookmark: _Toc172491597]Resource Management: Examines whether IT resources (e.g., personnel, technology, budget) are being managed effectively and utilised to support business needs.

· [bookmark: _Toc172491598]Strategic Alignment: Evaluates whether goals and strategies are aligned with the overall objectives of the organisation.

· [bookmark: _Toc172491599]Value Delivery: Assesses whether IT is delivering tangible value to the business, ensuring that technology investments contribute positively to organisational goals and outcomes.

[bookmark: _Toc172491600][image: A diagram of it governance
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To strategically plan for defence against attacks, a comprehensive cyber security program must be adopted. A, Alrabee [54] discusses the importance of the NCSP Lifecycle. The National Cyber Security Program Lifecycle (NSCP) as pictured below is a structured approach designed to direct development, implementation and management of cyber security programs. 

[image: A diagram of a process
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The NCSP Lifecycle is crucial for strategic cybersecurity planning as it offers a structured approach to developing and managing programs. It aligns with organisational goals, promotes proactive risk management, and supports continuous improvement by integrating feedback and adapting to changes.



[bookmark: _Toc172491601]Risk Management
[bookmark: _Toc172491602]A risk management plan helps an IT organisation anticipate, prepare for, and respond to risks, protecting its assets, ensuring compliance, and supporting long-term success.
A guest lecture taught by O. Haughton [55] explains, that risk management is not about eliminating all risks but understanding their scale and nature to take appropriate actions that mitigate threats and maximise opportunities.

Risk management can be broken down into 3 main categories: 
· Risk Identification
· Risk Assessment
· Risk Control
[bookmark: _Toc172491603]“If you know the enemy and know yourself, you need not fear the result of a hundred battles”– Sun Tzu 
The phrase "Know yourself, know the enemy" is a strategic principle that highlights the importance of understanding both internal and external factors to effectively manage risk.
Research from Cyber Defense Magazine [57] comments that in today's cybersecurity landscape, managing risks requires both understanding your own organisation (knowing yourself) and comprehending the nature of potential threats (knowing the enemy). Even with thorough security testing and asset assessment, an organisation may still struggle if it doesn’t understand potential attackers and their motives, leaving it unprepared and vulnerable.

[bookmark: _Toc172491604]Components of risk identification
In the research paper of T. M. Williams [59], Risk identification in cybersecurity involves recognising and pinpointing potential threats and vulnerabilities that could compromise an organisation’s information systems. 
Risk identification requires evaluating both internal and external factors, such as outdated software, weak passwords, or phishing threats, and understanding how these could impact the organisation's operations and data security. 
By identifying these risks early, organisations can prioritise their responses and implement appropriate security measures to mitigate potential threats, thereby enhancing their overall resilience against cyber-attacks.
The key process lifecycle of risk identification is pictured below. 
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This lifecycle looks at what the key areas of identification and provides a classification of what could take place and assesses the relative impact. 


[bookmark: _Toc172491605]Risk Assessment
[bookmark: _Toc172491606]O. Haughton [55] comments, risk assessment in cybersecurity is the process of evaluating identified risks to determine their potential impact on an organisation and the likelihood of their occurrence. 
[bookmark: _Toc172491607]This involves analysing each risk to understand its severity and the potential damage it could cause to the organisation’s information systems and data. During risk assessment, factors such as the criticality of the affected assets, the potential financial and operational impacts, and the effectiveness of existing security controls are considered. The goal is to prioritise risks based on their significance regarding which risks require immediate attention and what mitigation strategies should be implemented. 

[bookmark: _Toc172491608]Risk Control
Risk control in cybersecurity involves implementing strategies and measures to mitigate identified risks and protect an organisation’s information systems. This includes using security controls like firewalls, encryption, and access management, as discussed in the research paper. It involves monitoring control effectiveness, conducting regular audits, and adapting to new threats. Effective risk control protects digital assets, reduces successful cyber-attacks, and maintains a strong security posture.
To conclude, in today’s fast-changing threat environment, a risk management plan is essential for any organisation aiming to protect its assets and ensure long-term success.
[bookmark: _Toc172491609]Conclusion
This report outlines the key elements of creating a strong information security unit, including its structure, policies, compliance, and risk management. A well-organised unit is essential for protecting assets, ensuring compliance, and maintaining business resilience. Therefore, it is imperative that our organisation implements the security measures detailed in this report to ensure the organisation remains secure and resilient against future threats.
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