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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES
In the lectures, you learnt about Securing devices, assigning administrative roles, monitoring and managing devices etc.  From what you learnt in the lecture about these topics do the following exercises: 

Use your lecture notes and/or the Internet to answer the questions. 


1. Discuss reasons why securing network infrastructure is important and the approaches used to secure the network perimeter.  Diagrams maybe used to justify your reasoning.


2. Explain the three areas to maintain router security and how you would secure administrative access.


3. With the aid of configuration examples illustrate some secure login process and how you can detect failed attempts.



4. You are in charge of a company network infrastructure; explain steps you can take to limit administrative roles to other members of the team who do not need to have full administrative access.


5. Discuss how you would restore a primary bootset image



6. NTP is designed to time-synchronize a network, explain why it is important for clocks on host and network devices must be synchronized and maintained and how NTP can be useful in this manner.
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