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[bookmark: _Toc197989647]Introduction
This document is my submission for the second assignment as given in L5 - Network Operating Systems and Services (ACCA5023).  This document aims to convey the appropriate responses to the following tasks:

[bookmark: _Toc197989648]Task 1: Technical Report and Demonstration (1500-word limit)
· Complete the task below and Submit the Screenshots for each task as a Report.
· Demonstration: In-Person (One-to-One) – 100 Marks Maximum
· Submit the outcomes via Moodle
· The task completion will be tested by executing scripts by the Marker during the scheduled time.
· The screenshots of the executed scripts need to be submitted in Moodle during the demo.
[bookmark: _Toc197989649]Swansea Network
· Install Routing and Remote access Service and modify firewall rules to allow ICMP Traffic.
· Configure Site-to-Site VPN to London Network. Set the connection type to “persistent connection”.
· Create a forest named yourname.acca (For example: nitheesh.acca)
· Create all appropriate A records for all servers on 10.1.1.0/24 and 172.16.1.0/24.
· Create a reverse lookup zone creating PTR records for all servers.
· Create user accounts for yourname.acca domain with all the parameters defined in the users_list_updated.xlsx document. This document will be shared by your lecturer. You must use first letter from first name with a dot and last name as SAM Account Name. Eg: First Name: Nitheesh Last Name: Kaliyamurthy.  n.kaliyamurthy.
· Mount second disk drive to D:\SwanseaFiles.
· Configure DHCP Services. The range is 172.16.1.10 – 172.16.1.20. Determine other DHCP options as per the infrastructure.
· Join the ClientS1 to yourname.acca domain.
· Assign ClientS1 with DHCP IP Address.

[bookmark: _Toc197989650]Cardiff Network
· Install Routing and Remote access Service (equivalent) and modify firewall rules to allow ICMP Traffic.
· Configure Site-to-Site VPN to Swansea Network. Set the connection type to “persistent connection”.
· Create a child domain named car.yourname.acca in yourname.acca tree (Eg: car.nitheesh.acca) or Join devices in this network to the yourname.acca domain. Justify your action.
· Configure DHCP Services. The range is 10.1.1.10 – 10.1.1.20. Determine other DHCP options as per the infrastructure.
· Depending on step no. 2.3, join the ClientC1 to appropriate domain and assign DHCP IP address.

[bookmark: _Toc197989651]Test the network for Connectivity.
Note that at this stage, the Swansea and Cardiff networks are connected and fully operational. If not, Troubleshoot.
[bookmark: _Toc197989652]Sharing Disk Drive
To the earlier created D:\SwanseaFiles, set access permissions to allow users in the users_list_updated.xlsx has full control permissions and other network users have only read access. Share the drive to both Cardiff and Swansea network. - DONE
[bookmark: _Toc197989653]Configure IIS Server
· Create https://webs. yourname.acca website and enable windows internal authentication. 
· All the users can be authenticated.
· All authenticated users should be presented a text “Welcome to Swansea Website”.
[bookmark: _Toc197989654]Remote Desktop Services
Configure remote access for S-DC from any other machines in the network. Make sure that the Remote Desktop Services login page should be accessed via https://rds.yourname.acca and necessary certificates are signed.

[bookmark: _Toc197989655]Note on networks and addressing
This assignment builds on the previous work from assignment 1.  In that assignment, we were encouraged to build our own network addressing scheme if we so wished, so my networks and IP addressing scheme will not exactly match the above ‘tasks’ that prescribe them specifically.

Here is my addressing scheme, for reference:
[bookmark: _Toc197989656]Networks
	Description
	Hosts Required
	Net ID / Mask Length
	Subnet size
	1st Usable IP
	Last Usable IP

	Swansea LAN
	32
	192.168.1.0/26
	64
	192.168.1.1
	192.168.1.62

	Cardiff LAN
	19
	192.168.1.64/27
	32
	192.168.1.65
	192.168.1.94

	INTER LAN
	2
	192.168.1.96/30
	4
	192.168.1.97
	192.168.1.98



[bookmark: _Toc197989657]Nodes
	Device
	Interface
	IP Address
	Subnet Mask

	S-DC
	S LAN NIC
	192.168.1.1
	255.255.255.192

	S-DC
	INTER LAN NIC
	192.168.1.97
	255.255.255.252

	ClientS1
	S LAN NIC
	DHCP
	DHCP

	C-Server
	C LAN NIC
	192.168.1.65
	255.255.255.224

	C-Server
	INTER LAN NIC
	192.168.1.98
	255.255.255.252

	ClientC1
	C LAN NIC
	DHCP
	DHCP




[bookmark: _Toc197989658]Swansea Network
[bookmark: _Toc197989659]Installation of Active Directory Domain Services
Domain named as “jon.acca”.
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[bookmark: _Toc197989660]Create appropriate A records in DNS for all servers
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[bookmark: _Toc197989661]Create a Reverse-Lookup Zone and records for all servers
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[bookmark: _Toc197989662]Installation of Routing & Remote Access Services
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[bookmark: _Toc197989663]Updating Firewall Settings to allow ICMP
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[bookmark: _Toc197989664]Configuring a Persistent Site-to-Site VPN to Cardiff LAN
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A ‘Persistent’ connection.
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Using a ‘Pre-Shared Key’
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Showing the custom IPsec policy settings applied to strengthen the VPN security – these need to be matched on the Cardiff Server.
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AI-generated content may be incorrect.]Showing the addition of a persistent route addition

[bookmark: _Toc197989665]Create domain User accounts from CSV source
A CSV file has been supplied, here’s a sample of the contents:
first_name,last_name,company,domain,email,job,city,department
Brian,White,"Jones, Miller and Collins",JON.ACCA,brian.white@JON.ACCA,Private music teacher,Townsendborough,Managers
Luis,Terry,"Lopez, Castro and Nelson",OLDNAME.ACCA,luis.terry@OLDNAME.ACCA,Agricultural engineer,Staffordmouth,Competitors
Susan,Jackson,Sanchez-Powers,JON.ACCA,susan.jackson@JON.ACCA,Water quality scientist,South Ashleyfurt,Experts
Sherri,Carney,"Thomas, Davis and Perry",JON.ACCA,sherri.carney@JON.ACCA,Maintenance engineer,Lake Bradley,Competitors

Originally, all the “JON.ACCA” values were “yourname.acca” – the find and replace function in Excel was used to update them all to “JON.ACCA”, matching the newly created ADDS domain name.  Also note the presence of “OLDNAME.ACCA” against some of the users – on consulting with my lecturer, I was informed I should ‘filter out’ these users and not create accounts for them and only create accounts for those with “yourname.acca” (now “jon.acca”) against them.

A PowerShell script in conjunction with the pre-installed “ActiveDirectory” PowerShell module was then drafted, tested, modified and tested until it performed as desired.  Due to the given SAM account name format – “Firstletteroffirstname.Surname” – it became possible for users with similar names to have SAM account name conflicts.  A scheme in the script was constructed to add incrementing numbers for these conflicts – M.Baker, M.Baker1, M.Baker2 etc.

The final script used:

# Import Active Directory module
Import-Module ActiveDirectory

# Define the path to the CSV file
$csvPath = "C:\Scripts\Users.csv"

# Define path for where in the AD tree to create the account objects
$ouPath = "OU=Domain Users,DC=jon,DC=acca"

# Import the CSV file, filtering out "oldname.acca" entries
$users = Import-Csv $csvPath | Where-Object { $_.domain -eq "jon.acca" }

#Loop through each row of the imported CSV
foreach ($user in $users) {
    # Initial SAMAccountName (first initial + "." + last name)
    $baseSamAccountName = "$($user.first_name[0]).$($user.last_name)"
    $samAccountName = $baseSamAccountName
    $counter = 1

    # Ensure uniqueness by appending a number if needed
    while (Get-ADUser -Filter {SamAccountName -eq $samAccountName} -ErrorAction SilentlyContinue) {
        $samAccountName = "$baseSamAccountName$counter"
        $counter++
    }

    # Generate User Principal Name (full first name + "." + last name + "@jon.acca")
    $upn = "$($user.first_name).$($user.last_name)@jon.acca"

    # Set user email (same as UPN)
    $email = $upn

    try {
        # Create the user account
        New-ADUser `
            -Name "$($user.first_name) $($user.last_name)" `
            -GivenName $user.first_name `
            -Surname $user.last_name `
            -SamAccountName $samAccountName `
            -UserPrincipalName $upn `
            -EmailAddress $email `
            -Title $user.job `
            -Department $user.department `
            -Company $user.company `
            -City $user.city `
            -Path $ouPath `
            -AccountPassword (ConvertTo-SecureString "P@55w0rd123!" -AsPlainText -Force) `
            -Enabled $true

        Write-Host "User $samAccountName created successfully!"
    } catch {
        Write-Host "ERROR creating $samAccountName : $_"
    }
} 

Which resulted in the creation of 483 user accounts in a new Organisational Unit called “Domain Users”:
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Create and format the volume
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Create the folder for future sharing over the network
[bookmark: _Toc197989667]DHCP – Previously configured in assignment 1 but needs reconfiguration 
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Needs to be ‘Authorised’ to serve clients in the new Domain Network setting
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Additional ‘options’ to give DHCP clients a router/gateway address, a DNS address and the local domain name
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Updating DNS records dynamically at all times.
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Binding the DHCP Server service to listen and serve clients on the Swansea network only

[bookmark: _Toc197989668]Join client machine “ClientS1” to the active directory domain network
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Starting the Domain Join process
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Supplying credentials to authorise the join.  You must reboot when completed.

[bookmark: _Toc197989669]Update Firewall settings on ClientS1 to allow ICMP
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[bookmark: _Toc197989671]Installing RRAS equivalent on Ubuntu Server – StrongSwan and xL2TPd
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Installing the StrongSwan package
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Installing the xL2TPd package
[bookmark: _Toc197989672]Configuring a Persistent Site-to-Site VPN to Swansea LAN
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IPSec connection configuration, matching the security settings used on the Windows RRAS server configuration.
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IPSec secrets file, storing the Pre-Shared Key, again matching what was used on the Windows RRAS server.
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Some adjustments to the UFW  (Uncomplicated FireWall) configuration to allow ICMP and IPSec protocols, and to allow NAT and forwarding of traffic from Swansea to Cardiff networks and vice versa.
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Ping test to S-DC Windows server IP address, routing across the VPN tunnel

[bookmark: _Toc197989673]Create a child domain or join devices to Jon.acca - Justify
I chose not to create a child domain called car.jon.acca.  Implementing a fully managed child domain within the Active Directory Domain Services (AD DS) structure would require provisioning an additional Windows Server virtual machine. This server would need to be configured with the AD DS role and then promoted as a Domain Controller for the new child domain under the existing forest (e.g., jon.acca).
However, due to resource constraints on my local machine, which is already running four virtual machines concurrently, adding a fifth VM is not feasible.  Running another server would exceed the available system memory and CPU capacity, either leading to severe performance degradation or just an outright refusal to run by the Hypervisor manager.
Instead, joining devices to the existing jon.acca domain allows for centralized management using the already existing infrastructure and avoiding unnecessary resource or administrative overhead.  This decision balances functionality with resource availability and adheres to best practices in environments with limited hardware resources.
[bookmark: _Toc197989674]Reconfigure DHCP on Ubuntu server for Cardiff network clients
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Add ‘options’ for DNS server and local DNS domain name.
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The result on the client.

[bookmark: _Toc197989675]Test the networks for connectivity
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[bookmark: _Toc197989676]Sharing the Disk Drive
“Set access permissions to allow users in the users_list_updated.xlsx has full control permissions and other network users have only read access.”
To more easily achieve this, we first create a new security group, and add in all the users created from the CSV import earlier, which all reside in one specific OU called ‘Domain Users’:
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Create a new security group called “CSV_Users”, in a new Organisational Unit (OU) called “Security Groups”
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Selecting all the users specifically residing in the OU ‘Domain Users’
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Added all the users to the new security group
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Enable the ‘Sharing’ of the folder on the network – grant ‘Everyone’ full control at this layer.
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In the ‘Security’ tab, the NTFS file system permissions can be used for much more granular application of access controls.
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Adding the new “CSV_Users” security group as a principal for permissions, granting ‘Full Control’, applying to “this folder, subfolders, and files”
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Adding the ADDS native “Authenticated Users” entity as a principal for permissions, granting ‘Read Only’ access, applying to “this folder, subfolders, and files”
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Final permissions setup
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Testing Shared Folder from ClientS1

[bookmark: _Toc197989677]Configure IIS Server
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Many components of IIS have already been installed.
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To be able to create functioning certificates to properly support HTTPS connections without all the warnings and red crosses about ‘insecure’ connections (within the boundary of the ADDS domain at least) an Active Directory Integrated Enterprise Certificate Authority was installed, along with the ‘Web Enrollment’ feature (which runs on IIS) to process certificate requests more easily.
A “Certificate Request Config” file was built and named “cert_request.inf”, containing:
[Version]
Signature="$Windows NT$"

[NewRequest]
Subject = "CN=rds.jon.acca"
KeySpec = 1
KeyLength = 2048
HashAlgorithm = SHA256
Exportable = TRUE

[Extensions]
2.5.29.17 = "{text}dns=rds.jon.acca&dns=www.rds.jon.acca&dns=www.webs.jon.acca&dns=webs.jon.acca"

The “Certreq” utility is then called on to create a CSR (Certificate Signing Request) file based on the INF file fed into it.  A Public/Private key pair is created – the private key is stored securely on the computer creating the CSR – the CSR has encoded into the public key.
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This file is opened and the contents fed into the Web Enrollment service.
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A signed certificate is created, which must be married up to its’ private key on the originating computer used to create the CSR.
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The “Certreq” utility can then again be used to “accept” the new certificate and ‘Complete’ the certificate signing request process.
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However, this was all carried out in the ‘context’ of the logged in user, so the cert has been stored, with its private key, in the ‘user certificate store’.  We must export it from there (with the private key) and then re-import it into the ‘Computer Certificate Store’.
Once that is done, we can easily make use of the new certificate for machine/computer-based services, such as IIS.
Opening IIS Manager and heading to the Default Site, we look at the “Bindings” configuration, and update it to add some https bindings, on port 443 (the default TCP port for SSL/TLS https connections) bound to the Swansea network interface.  When using https, you must pick a certificate to ‘present’ to clients.
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Showing the bindings configuration for the required ‘webs.jon.acca’ site.

For the IIS authentication requirements given, the IIS Security feature “Windows Authentication” was installed and then enabled for the default site, allowing domain users to natively authenticate to IIS with their domain tokens/tickets (SSO).  Kernel-mode authentication was also disabled.
Additionally, because of the given requirement that ‘all users can (must?) be authenticated’, anonymous authentication was disabled also.
This caused some issues with Kerberos authentication, which the modern Edge browser tries to use by default.  This was solved by adding a custom Service Principal Name (SPN) for the ‘webs.jon.acca’ hostname, via the command:

setspn -S HTTP/webs.jon.acca jon\s-dc$
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We can additionally add the URL or whole domain as a ‘Trusted Site’ in the browser (manually in this case, but could also be done via Group Policy across all domain computers), like so:
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This causes the browser to automatically present the logged on user’s domain token/ticket to the site for immediate native windows authentication, otherwise known as Single Sign-On (SSO).
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[bookmark: _Toc197989678]Remote Desktop Services
[bookmark: _Toc197989679]Installing Remote Desktop Services
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Ran the following command again to add another custom SPN to support proper Kerberos authentication to the new URL:
setspn -S HTTP/rds.jon.acca jon\s-dc$
[image: A screenshot of a computer
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Successfully accessing RDWeb!
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jon@c-server:$ sudo apt install strongswan

[sudo] passuord for jon:

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:

Libcharon-extauth-plugins 1ibstrongswan 1ibstrongswan-standard-plugins strongswan-charon strongsuan-Libcharon
strongsuan-starter

Suggested packages:
Libstrongsuan-extra-plugins Libcharon-extra-plugins

The following NEW packages will be installed:

Libcharon-extauth-plugins libstrongswan 1ibstrongswan-standard-plugins strongswan strongswan-charon strongsuan- libcharon
strongsuan-starter

o upgraded, 7 newly installed, @ to remove and 4 not upgraded.

Need to get 968 kB of archives.

After this operation, 4,109 kB of additional disk space will be used.

Do you want to continue? [v/n] _

Runnir
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jon@c-server: s sudo apt install xl2tpd

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
opp
The following NEW packages will be installed:
ppp x12tpd
o upgraded, 2 newly installed, @ to remove and 4 not upgraded.
Need to get 436 kB of archives.
After this operation, 1,339 kB of additional disk space will be used.
Do you want to continue? [v/n] _

Runnir
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# basic configuration

config setup
# stricterlpolicy=yes
# uniqueids = no
charandebu;

# Add connections here.

conn swansea
authhy=secret
auto=start
left=192.168.1.98

leftsaurcei)
right=192.168.1.97

esp=aesz56-shazse
keyexchange= tkevz
type=tunnel

# Recommended additions:
installpolicy=yes
dndact ion=restart

dpdde lay=30

dndt ineout=120

# Sample VPN connections

#conn sample-self-signed
leftsubnet=10.1.0.0/16
leftcert=selfCert.der
Leftsendcert=never
right=192.168.0.2
rightsubnet=10.2.6.0/16
rightcert=peercert.der
auto=start

#conn sample-with-ca-cert

# leftsubnet=10.1.0.0/16
# leftcert=myCert.pen
# right=192.168.0.2

[ Hrite Out
Fead File

us: Running

leftsubnet=192. 168.1.64/27
192.168.50.1

rightsubnet=192.168.1.0/26
ike=aes256-sha256-modp2048

ike 2, knl 2, cfg 2, net 2, dmn 2, mgr 2

[ Hhere Is

# ipsec.conf - strongSuan IPsec configuration file

Ubuntu INTER LAN IP
cardiff LAN

Local virtual TP (source IP)
Hindows INTER LAN IP

Suansea LAN

Use IKEvZ, AESZS6, SHAZSE, modp2eds
AES2S6 with SHAZSE for integrity

Ensures IPsec policy routes are installed
Restart the tunnel if peer is unreachable
Send DPD every 36 seconds

Hait 120 seconds before cansidering peer dead

) set Mark
Go To Line
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GU nano 7. eto/ i
¢ This file holds shared secrets or RSA private keys for authentication.

# RSA private key for this host, authenticating it to any other host
# uhich knous the public part.

192.168.1.98 192.168.1.97 : PSK "SHAREDSECRET123111"
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GNU nano 7
#
# NAT table rules
*nat
:POSTROUTING ACCEPT [0:0]
# Allow traffic from Swansea LAN (192.168.1.0/26) to be NATed when going to Cardiff LAN (192.168.1.64/27) via IPsec
—A POSTROUTING -s 192.168.1.0/26 -d 192.168.1.64/27 -m policy -—-pol ipsec —-dir out —j ACCEPT
-A POSTROUTING -s 192.168.1.64/27 -d 192.168.1.0/26 -m policy ——pol ipsec —-dir out —j ACCEPT
COMMIT

before.rules

# rules.before

#

# Rules that should be run before the ufw command line added rules. Custom

# rules should be added to one of these chains:

#  ufw-before-input

#  ufw-before-output

#  ufw-before—forward

#

# Don't delete these required lines, otherwise there will be errors

*filter

:ufw-before-input - [0:0]

ufu-before-output - [0:0]

ufw-before-forward - [0:0]

# Allow forwarding of IPsec traffic between Swansea and Cardiff

-A ufw-before-forward -s 192.168.1.0/26 -d 192.168.1.64/27 -m conntrack --ctstate NEW,ESTABLISHED,RELATED -j ACCEPT
-A ufw-before-forward -s 192.168.1.64/27 -d 192.168.1.0/26 -m conntrack --ctstate NEW,ESTABLISHED,RELATED -j ACCEPT
:ufw-not-local - [0:0]

# End required lines

#Allow ICMP ping
-A ufw-before-input -p icmp --icmp-type echo-request -j ACCEPT
-A ufw-before-output -p icmp --icmp-type echo-reply -j ACCEPT

#Allow IPSec ESP Protocol
-A ufw-before-input -p esp -j ACCEPT
-A ufw-before-output -p esp -j ACCEPT

# allow all on loopback
-A ufw-before-input -i lo -j ACCEPT
-A ufw-before-output -o lo -j ACCEPT

# quickly process packets for which we already have a connection

-A ufw-before-input -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A ufw-before-output -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A ufw-before—forward -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT

# drop INVALID packets (logs these in loglevel medium and higher)
-A ufw-before-input -m conntrack --ctstate INVALID -j ufw-logging-deny
-A ufw-before-input -m conntrack --ctstate INVALID -j DROP

# ok icmp codes for INPUT

-A ufw-before-input -p icmp --icmp-type destination-unreachable -j ACCEPT
-A ufw-before -p icmp —-icmp-type time-exceeded -j ACCEPT

-A ufw-before -p icmp —-icmp-type parameter-problem -j ACCEPT

-A ufw-before-input -p icmp --icmp-type echo-request -j ACCEPT

# ok icmp code for FORWARD
-A ufw-before-forward -p icmp --icmp-type destination-unreachable -j ACCEPT

K& Help Write Out Kl Where Is X Cut Bl Execute 8 Location M-URULL) [} Set Mark To Bracket Previous " BEY Prev Word i Home
R Exit Read File M\ Replace MY Paste W Justify Wi Go To Line M-EQEELT Copy Where Was Next @i Forward Next Word M2 End
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jon@c-server:~$ ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.
64 bytes from 192.168.1.1: icmp_seq=1 ttl=63 time=3.57
64 bytes from 192.168.1.1: icmp_seq=2 ttl=63 time=3.33
64 bytes from 192.168.1.1: icmp_seq=3 ttl=63 time=3.40
64 bytes from 192.168.1.1: icmp_seq=4 ttl=63 time=3.27
e

——— 192.168.1.1 ping statistics ———

4 packets transmitted, 4 received, 0% packet loss, time 3006ms

rtt min/avg/max/mdev = 3.271/3.391/3.574/0.114 ms
jon@c-server:~$

ms
ms
ms
ms
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GNU_nano 7.2 /etc/dh conf
# have support for DDNS.)

ddns-update-style none;

# If this DHCP server is the official DHCP server for the local
# network, the authoritative directive should be uncommented.
authoritative;

# Use this to send dhcp log messages to a different log file (you also
# have to hack syslog.conf to complete the redirection).
#log—facility local7;

# No service will be given on this subnet, but declaring it helps the
# DHCP server to understand the network topology.

#subnet 10.152.187.0 netmask 255.255.255.8 {
#

# This is a very basic subnet declaration.

subnet 192.168.1.64 netmask 255.255.255.224 {
range 192.168.1.66 192.168.1.91;

# option routers rtr-239-0-1.example.org, rtr-239-6-2.example.org;
option domain-name-servers 192.168.1.1;
option domain-name "jon.acca

3

# This declaration allows BOOTP clients to get dynamic addresses,
# which we don't really recommend.

#subnet 10.254.239.32 netmask 255.255.255.224 {

# range dynamic-bootp 10.254.239.4 10.254.239.60;
# option broadcast-address 10.254.239.31;

# option routers rtr-239-32-1.example.org;

#

# A slightly different configuration for an internal subnet.
#subnet 10.5.5.0 netmask 255.255.255.224 {

# range 10.5.5.26 10.5.5.39;
# option domain-name-servers nsl.internal.example.org;
# option domain-name "internal.example.org";

# option subnet-mask 255.255.255.220;

# option routers 10.5.5.1;

# option broadcast-address 10.5.5.31;

# default-lease-time 600;

# max-lease-time 7200;

#

# Hosts which require special configuration options can be Llisted in
# host statements. If no address is specified, the address will be

# allocated dynamically (if possible), but the host-specific information
# will still come from the host declaration.

#host passacaglia {

# hardware ethernet 9:0:c0:5d:bd:95;
# filename "vmunix.passacagli
# server-name "toccata.example.com";

#

Fixed IP addresses can also be specified for hosts. These addresses
should not also be listed as being available for dynamic assignment.
Hosts for which fixed IP addresses have been specified can boot using
BOOTP or DHCP. Hosts for which no fixed address is specified can only
be booted with DHCP, unless there is an address range on the subnet

to which a BOOTP client is connected which has the dynamic-bootp flag
set.

#host fantasia {
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Media Clipboard  View  Help

May 12 21:41 2% 0 O
jon@clientc1: ~ Q = - 8 %

ethe: connected to Wired connection 1
"The Linux Foundation Microsoft Hyper-V"
ethernet (hv_netvsc), 00:15:5D:D3:E0:69, hw, mtu 1560
ip4 default
inetd 192.168.1.66/27
route4 192.168.1.64/27 metric 100
route4 default via 192.168.1.65 metric 20100
inet6 fe80::5d4f:3a3b:2d77:8b07/64
route6 fe80::/64 metric 1024

o
Toopback (unknown), 00:
inet4 127.0.0.1/8

100, sw, mtu 65536

inet6 ::1/128

DNS configuration:
servers: 192.168.1.1
domatins: jon.acca

interface: ethe

Use "nmcli device show" to get complete information about known devices and
"nmcli connection show" to get an overview on active connection profiles.

Consult nmcli(1) and nmcli-examples(7) manual pages for complete usage details.





image37.png
Pinging 192.168.1.65 with 32

Reply from 192.168.1.6

ppproximate round trip times
Minimum = ems, Maximum =

:\Users\Administrator>

Status: Running

Reply from 192.168.1.65: bytes=32 time<ims
Reply from 192.168.1.65: bytes=32 time<ims
bytes=32 tim
Reply from 192.168.1.65: bytes=32 tim

ping statistics for 192.168.1.6
Packets: Sent = 4, Received = 4, Lost = © (6% loss),

icrosoft Windows [Version 10.6.26348.169]
(c) Microsoft Corporation. All rights reserved.

:\Users\Adninistrator>ping 192.168.1.65

bytes of data:

in milli-seconds:
1ns, Average = oms

3
& % 0y B
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Ubuntu 24.04.2 LTS c-server tiyl

c-server login: jon
Passuord:
Helcome to Ubuntu 24.84.2 LTS (GBNU/Linux 6.8.0-53-generic x86_64)

* Documentation:  https://help.ubuntu.con
* Management : https://landscape. canonical.com
* Support: https://ubuntu.con/pro

System information as of Mon May 12 01:32:34 PM UTC 2025

system load: 0.0

Usage of /: 15.0% of 47.4168
Hemory usage: 19%

Suap usag; a%

Frocesses: 103

users logged in: ]

IPv4 address for eth-host-nat: 172.30.160.23¢

* Strictly confined Kubernetes makes edge and IoT secure. Learn how Microkss
Jjust raised the bar for easy, resilient and secure K8s cluster deployment.

https://ubuntu.con/engage/secure-kubernetes-at -the-edge

Expanded Security Maintenance for Applications is not enabled.
o updates can be applied inmediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

jon@c-server:*$ ping 192.168.1.1

PING 192.168.1.1 (192.168.1.1) 56(84) butes of data
64 bytes from 192.168.1.1: icmp_seq=1 tt1=63 time=3
64 bytes from 192.168. icmp_se:
64 bytes from 192.168. icmp_seq=3 ttl=63 time=2

64 bytes from 192.168.1.1: icmp_seq=4 tt1=63 time=3.80 ms

64 bytes from 192.168. icmp_sed=5 ttl=63 time=3.11 ms

i

-- 192.168.1.1 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4087ms
((( min/ave/max/mdev = 2.729/3.298/3.797/0.330 ms

jon@c-server: s _




image39.png
"

Fie Action Media View Help

@O |u»(f>

5 ActiveDiectory Users and Computers
Fie Acion View Help

LS ETENEEY

Ml RETER

3 Active Directory Users and Computer
(5] Saved Queries
v dHjonacca
(1 Builtin
1 Computers
& Domain Controllers
(& Domain Users.
1 ForeignSecurityPrincipals
1 Keys
[ LostAndFound
1 Managed Service Accounts
1 Program Data
1 System
5 Users
(5] NTDS Quotas
(5] TPM Devices
51 Security Groups

Nome FrstName  LastName  Pre-Windows 2000 Logon Neme UserLogon Name
sV Users CsV_Users

H P Type here to search

Status: Running

o





image40.png
chine Connection - o x
View Help

»f o BE

B Active Directory Users and Computers - X
File Action View Help

e amE s8I XEEE]

ML RETER

3 Active Directory Users and Computer | Name FistName  LostNeme  Pre-Windows 2000 Logon | Select Users, Contacts, Computers, Service Accounts, o Groups X
51 Saved Queres & sy tnes =
v dHjonacca Selec tis abiet tpe:
E st < Properties 7| [om | [obect e
omputers
51 Domain Controllrs Oject Securty Atvute Ed ‘rm».sm |
51 Domin Users General Members  Memher0f  Manaq [Doman Users Locations.
reignSecurityPrincipals Select Users, Contacts, Computer
E io ignSecurityPrincipal i Common Queries
s Membe: |
Neme A Seecths bject
e B = e CEEEEN [ ] —
fanaged Service Accounts e
1 Progrom Data = Descrpton: [Stats wih v Fid Now
E em = [ Disabied accourts Sop
(1 NTDS Quotas Enterthe object names to select [z | L1\on @i password
(5] TPM Devices =
Days since as logon v =
51 Security Groups
Advanced.
. oK Cancel
Name Eai AddressIn Folder S
L [TPr—T—————
Fiiam Lee Wilam Lee@pn.. jon acca.
dd e FX i Wiliams Wiliam Wilams. . jon acca.
Wyt Cur jon acca.
Yesenia Seven..._jon acca.
o < = Yolanda Moris...  jon acca.
Yvonne Aguiar... jon acea.
Yvonne Gari... fon acea,
Yvomne Wison..__jon acca
jon acea, .

H P Type here to search

Status:Runing |





image41.png
File Action View Help

e 2@ FO0/XODERE Bm 3 aaTE%

5] Active Directory Users and Compute]| Name FistNeme  LastNome _ Pre-Windows 2000 Logon Name UserLogon Name
21 Saved Queries BV Users CSV_Users
v dHjonacca
(1 Builtin
1 Computers
ses ropertcs ?
51 Domain Controllrs CS\psers ropers x
E Domanties @ oo At Edtor
reignSecurityPrincipals General Members Member O Managed By
[ Keys
[ LostAndFound Members:
E ansgs e At Name ‘Actve Drectory Domain Services Flder A
rogram Data
o  Aaron Corley fon acea/Damain Users
2 Aaron Knan jon acca/Damain Users
3 Users 2 Adam Hoore fonacca/Domain Users
) NTDS Quotes 2 dom Romes fonacca/Domain Users
] TPM Devices 2, Adran Davs jon acca/Domain Users
51 Security Groups & Aderne Anderson fon acea/Damain Users
& on Sephensonjon acca/Damain Users
& Alex Cunningham fon acca/Domain Users
& Hexander dobrson jon acea/Damain Users
& Hexander Rehard jon acca/Damain Users
& Hexandra Coleman jon acca/Damain Users
& NeandaDxen ~ jon acca/Damain Users
2 Mers Ve o cca/Doman Uses o
¢ >
d Remove
ot | [
< >

H P Type here to search

Status: Running





image42.png
d ute - x
File Acion View Help
e nm 4 alxXE
T Active Directoy| = | 1 [0 DISK (D - o x
& soved QuerdE bome  shoe  view o
© Eijonaccs
[ Builtin <« “ 4 > ThisPC > DATADISK (D:) v 0o Search DATA DISK (D: »
1 Compute
&1 Domain { Date modified Type Size
5 Domain| 3 Quick access
T2/05/2005 21:49 File folder
[ Foreigns| [ Desktop.
I Keys
Downloads
Soms ¥ x 3 permisions for Swanseafies x
[ Manageq Documents
= Program) &) Pictures General Shaing  Securty Previous Versions Customize ‘Share Pemissions
Domem | Netwa i nd e g Group orusernanes
Users
emz2 Susnseafies
o wwsay L s et -
[ TPM Devt -
2 1 [ ThisPC Network Path:
— Nt Shared
¥ Network
Share. [romeris |
Avanced S Add | Remove
Set custom pemissons, create kil shares,and st cther it theruber o simaneous sers ;| 15777|  Pemisns for Everyone
advanced sherng aptions I
Commens: oo
Resd
permssons | | Caching
o Cancel
Titem  1item selected o
s | [

oK Cancel Poply

H P Type here to search

Status: Running





image43.png
File Acion View Help
e @ LOIXEGRIHM 2 Rin?HR
3 Active Directon| = | M1 [ Manage DISK 0 o
(3 Soved QueriffET Home  Share  View  DriveTools (]
v i jonacca
7 Builtin | & “ 4 > ThisPC > DATADISK (D) || Advanced Security Settings for SwanseaFiles o X
1 Computs .
51 Domain ) Name
 Quick access N Name: D\Swanseafiles
[ Forcigns) [ Desktop. Owner: Administrators JON\Administrators) & Change
3 Keys & Downloads
() Lostand} B swa Permissions Share Auditing _ Effective Access
1 Manageq
[ Program| =] Pictures General Sharng  Securty Previod | 4 2qitional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (i available).
E Spem | (] scrips Obicctname:  D\SwanseaFies | | permission entres:
CINmsay L Sytem32 Group orusernames: Tpe  Prncipal Access Inherited from Appliesto
E wvum1 ‘S CREATOR OWNER 52 Alow  Administrators (ON\Adminiatrators) Full control None This older, subfolders and
Securty) 8 svsTEm 52 Alow  SYSTEM Full control None This folder,subfolders and
& Network 52 Administators (JONAdmiisrat
- 82 Users (JON\Users)
o change pemisions, ik Edt
Pemissions for CREATOR
OWNER . N
Fullcortrol
Mody R [
Read s execute
Lstfolder cortets Enable inheritance
Wte [JReplace all child object permission entries with inheritable permission entries from this object
For special pemissions or advanced
cick Advanced oK Cancel Apply
Tiem
< > Close Cancel Apply
H P Type here to search = & «.

Status: Running

2200

o5 B
=02





image44.png
"

Fie Action Media View Help

OX N NNTRTN RUNE =¥ )

=]
Fie Action View Help
e @ LOIXEGR Hm L hn? AR
S AcneDiedon| = | [ (1 = | | L1 Pemission Enty orSwanseaFs o x
O s o o
D PR S ST S
& oot e [ .
E Domain | QuickacCess | i to, [ This folder subfolders and files <
Foreigns| I Desktop
O ey & Download
1 Lostandf
[ Manages Document{ | Basic permissions: Show advanced permissions
[ Program =] Pictures if available).
E i’fw“ 1] Scripts
CINDsqy [ system32
B seuy| EErC polders and
foldersand
@ N e Special permissions.
[J Only apply these permissions to objects and/or containers within this container Clear all
Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met. >
Add a condition
Tiem [k ]| Concel
< > Cose

o

H P Type here to search

Status: Running





image45.png
"

Fie Action Media View Help

OX N NNTRTN RUNE =¥ )

=]
Fie Action View Help
e @ LOIXEGR Hm L hn? AR
S AcneDiedon| = | [ (1 = | | L1 Pemission Enty orSwanseaFs o x
= soved Quer TR ome °
AR DT | b Auenicnan e
& oot e [ .
Eﬂomam' A QUck S e tor | Thisfoldes, subfolders and files <
Foreigns| I Desktop
O ey & Download
3 Lostandt
5 Managed Document{ | Basic permissions: Show advanced permissions.
[ Program (i Pictures DFul control i available).
[ System [ Scripts [ Medify
0 Users
[ NDsQu | System32
E zf‘,ﬂ”{ 5 This PC bfolders and
Ly Owrite bfolders and
& Network Special permissions bfolders and-
[ Only apply these permissions to objects and/or containers within this container Clear all
Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met. >
Add a condition
Tiem [k ]| Concel
< > Cose

o

H P Type here to search

Status: Running





image46.png
File Action View Help

e @ LOIXEGRIHM 2 Rin?HR

Status: Running

T ActveDirectory| = | &1 [ Manage
= St R ome  swoe vew | oweroon
© Fjonacca
E z““"" € | [ Advanced Security Settings for SwanseaFiles o
omputg
) Domain{
&1 Domain{  H Quickae] | o D\Swanseafiles
3 Foreigns| I Deskto
= o % oo O Adrministrators (ON\Administrators) @) Change
2 Lostandt . _
ool Docum| | Pemissions | Share Auditing _ Effective Access
Program 1 picturel
s PSS | ot ptions informtion, double-click s pemision ety.To modiy  pemision ety eec the enty and cickEt f valblel
em Scripts
5 vhes : P || pemision entes:
" System
o e Tpe | princpal Access nherited from Appiiesto
5 Secuty( B EPC | | |82 Alow  Administators (O Adminis.. Full contl None This older, subfolders and les
2 Networe| | |82 Alow  svSTEM Full control None This older, subfolders and les
82 Allow  CSV_Users JON\CSV_Users)  Full control None “This folder, subfolders and files
82 Allow  Authenticated Users Read & execute None “This folder, subfolders and files
Add Remove View

Enable inheritance

[]Replace al child object permission entres with inheritable permission entries from this object

e=m]

< > Close. Cancel Poply

o

Search DATA DISK (D:





image47.png
BB Client - Virtual Machin

File Action Media Cliphoard View Help

DO@O | n» | 0 6l

L1 1L 5 | swanseaFiles

Home  Share  View

© 4 > Network » sedcjonacca > Swansesfiles VO Search Swansesfiles

Name Date modified

Quick access -

2 Do 5] New Text Document 1270512025 22 ument
Downloads

4 Documents

= Pictures

Music
Videos

OneDrive
5 This PC

& Network

21
12/05/2025

T 4

Status: Running





image48.png
File  Action
D@0

s Add Roles and Features Wizard

- Select server roles

Instalation Type

H P Type here to search

Status: Running

e You Begin

View Help

Select one or more roles to install on the selected server.
Roles

5) (23 of 2
4 (8] Web Server (20 of 34 nstallec)
4 ] Common HTP Features (5 of 6 installec)
VI Default Document (installec)
Y Directory Browsing (nstaled)
1 HTTP Errors (Installec)
¥ Static Content (Installec)
I HTTP Redirection (installed)
[] WebDAV Publishing
(] Fiealth and Diagnostics (4 of 6 installec)
8] Performance (1 of 2 installed)
W] Securiy (5 of 9 installed)
I Request Fittering (installec)
I Basic Authentication (Instaled)
[] Centralzed SSL Certicate Support

¥ Client Certficate Mapping Authentication (Installed)

] Digest Authentication

[ 11 Client Certficste Mapping Authentication

1 1P and Domain Restrictons (installed)
[ URL Authorization
9/ Windows Authentication (Insallec)
4 [®) Appiication Development (5 o 11 installed)
(] NET Extensibity 3.5
| NET Extensibilty 48 (instaled)
[ Application Iniilization
| ASP (Installed)
[ ASP.NET 35
V| ASP.NET 4.8 (Installed)
O cal
¥ ISAPI Extensions (Installed)
V! ISAPI Filters (Installed)

o

- X

DESTINATION SERVER
SCjonscca

Description

Web Server () provides  reicble, manageable, and scalable Web application
infrastructure.





image49.png
"

Fie Action Media View Help

ONoN-NNTIN N =

fE Add Roles and Features Wizard - X
oesmATO seRveR
Select server roles Socjonsccs
. Selectone or more olesto instal on the selected sever.
Installation Type Roles Description
Active Directory Certificate Sevices (AD CS) s used to create certfication
T oo o) authoriiesand relate role senicesthat allow you o ssue and manage
] Certficate Enrollment Policy Web Service: certificates used in a variety of applications.

O Certificate Enrollment Web Service
9| Centfication Authority Web Enrollment (Intalled)
O Network Device Enrollment Service
] Online Responder
] Actve Directory Domain Services (nstalec)
[ Active Directory Federation Services
‘ [ Active Directory Lightueight Directory Services.

[ Active Directory Rights Management Services.
[ Device Heaith Attestation
V| DHCP Server (Installed)
V| DNS Server (Installed)
‘ O Fax Server
o B File and Storage Services (2 of 12 nstaled)
[ Host Guardian Service
[ Hyperv
O Network Controller
(] Network Policy and Access Services
O Print and Document Services.
© [ Remote Access (2 of 3 installed)
(] Remote Desktop Services
O Volume Activation Services.
© [®] Web Server (IIS) (23 of 43 installed)
(] Windows Deployment Services
(] Windows Server Update Services

o

H P Type here to search

Status: Running





image50.png
:\Scriptsscertreq -new cert_request.inf cert_request.req

ertReq: Request Created

\Scriptss,

.




image51.png
tachine Connection - o x

Fie Adion Meda View Help
@O |un(fo(EH

[ Microsoft Active Directory Certi x| + = x

< O A Notsecure | 192.168.1.1/certsrv/certrgxt.asp

Submit a Certificate Request or Renewal Request

o submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web server) in
the Saved Request box

Saved Request:

‘ 360+ 24XK9CF daFDyuZanneExUKGFBIP6UIddo2 ~
Base-64-encoded | z8YHx100a1a11 xCg26ANECAPSThadNinanZn 1g!
certificate request [dcIECQ/vF +18atLcBgTniptOVhOH711pald/6P.
(CMC or /5733L4TZULXYAm3pA:
PKCS #10 or END NEW CERTIFICATE REQUEST-----
PKCS #7)

Certificate Template:

Additional Attributes:

%





image52.png
Machine Connection - o x

C on APLPFFN4R3A - Virt
Fie Adion Meda View Help
@O |un (i EdH

[ Microsoft Active Directory Certi x| + = x

< O O Notsecure | 192.168.1.1/certsrv/certfnsh.asp

Certificate Issued

The certificate you requested was issued to you

DER encoded or O Base 64 encoded

Download certificate
=21 Download rertifirata rhain
[ [1 = | Downloads L

Wome st view °

4 & > ThisPC > Local Disk (C)) » Users > Administrator > Downloads v o »
Neme Date modified Tpe size
# Quick access
I Desktop
& Downloads
Documents

~ Today (1)
ol certnencer 1270572005 22:43 Security Certficate 2@

LRSS

) Pictures
7 Scipts

[ System32
‘ [ This PC.

& Network

p—
5 opentie

H P Type here to search





image53.png
:\Scriptsscertreq -new cert_request.inf cert_request.req
ertReq: Request Created

:\Scriptsscertreq -accept cert.cer
Installed Certificate:
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NotBefore: 12/05/2625 22:33
NotAfter: 12/05/2027 22:33
Thumbprint: e12585423edeecb8fad157e437b7e1a578a95bC5
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