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1.0 [bookmark: _Toc159517537]Abstract

Throughout the process of this project, I have gained the knowledge on the process of setting up a virtual network. I have also gained experience and knowledge in virtual networks, network configurations/firewall configurations and I have gained a better understanding of IP addressing and subnetting. 
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The Purpose of this project is to build and deploy a virtualised network for our client NOSS. This document is used to document all the researched used to achieve this and the process of developing the network itself. All research will be cited, and sources will be listed in the reference list. 
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Research
What is a hypervisor? A hypervisor is a type of computer software used to run many virtual machines on one piece of hardware. This is according to the source, [1] which states “A hypervisor is a software that you can use to run multiple virtual machines on a single physical machine.”.

What are the different types of Hypervisors?
There are two main types of hypervisors. These being:
· Type 1 (Bare metal)
· Type 2 (Hosted)
This is according to, [2] which states “There are two main hypervisor types, referred to as “Type 1” (or “bare metal”) and “Type 2” (or “hosted”).”.

Type 1 (bare metal)
Architecture: 
A type 1 hypervisor interacts with a machines hardware directly and is installed directly on a host’s hardware. In certain cases, a type 1 hypervisor is embedded onto a machine’s firmware. Bare metal hypervisors communicate directly with a server’s hardware to allocate resources to VM’s. This is according to the source, [3] which states “A type 1 hypervisor, or a bare metal hypervisor, interacts directly with the underlying machine hardware. A bare metal hypervisor is installed directly on the host machine’s physical hardware, not through an operating system. In some cases, a type 1 hypervisor is embedded in the machine’s firmware.
The type 1 hypervisor negotiates directly with server hardware to allocate dedicated resources to VMs.”.

Features:
One feature of type 1 hypervisors is that they have direct access to a machine’s physical hardware. This is according to the source, [4] which states “Type 1 hypervisors are highly efficient because they have direct access to physical hardware.”. Type 1 hypervisors usually require a separate machine for management to administrate VM’s and operate the host hardware. This is according to the source, [4] which states that “But a Type 1 hypervisor often requires a separate management machine to administer different VMs and control the host hardware.”. Another feature of type 1 hypervisors is that they isolate each virtual machine from the others making them more secure. This is according to the source, [5] which states “Therefore, each Virtual Machine is isolated from the other and that same isolation guards them against malicious activities or threats.”.


Hardware Requirements:
From my research I believe that the hardware requirements for a bare metal hypervisor change depending on the operating system, however they have requirements that are the same for each operating system. The identical requirements for each operating system can be found in the required CPU cores and the amount of memory. All bare metal hypervisor servers require 4 CPU cores and 16GB of memory. This is according to the data in the table used by the source, [6]-
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Advantages:
Through my research I have found many advantages to type 1 hypervisors over type 2 hypervisors. These include apparent better stability, scalability, higher efficiency, and higher performance due to their direct access to physical servers. This is according to the source, [7] which states “They deliver better stability, scalability, efficiency, and performance than hosted hypervisors, thanks to their direct access to the physical server. They’re also better at resource management.”. These advantages can possibly be the deciding factor in what hypervisor type I choose. The main advantages that I am focussed on is the higher efficiency and scalability because these factors will make the project easier to handle overall. 

Scalability:
From my research I have found that bare metal hypervisors are highly scalable. This according to my source, [8] which states “Because bare-metal hypervisors aren't installed on top of a host OS, they tend to be highly scalable. The bare-metal hypervisor vendors also generally offer a management console that is designed to support large-scale hypervisor deployments.”. Highly scalable hypervisor’s will be useful for this project as it will allow NOSS to upgrade and expand our design as their company grows and expands as well. 

Security:
From my research I have found that bare metal hypervisors are highly secure due to them being independent from operating systems that are susceptible to attacks. This is according to my source, [9] which states “Bare metal hypervisors are extremely secure since they are isolated from the attack-prone operating system.”. This points towards bare metal hypervisors being a good option to choose for this project, as NOSS is a multi-national organisation they will require high security standards for their operations. 

Compatibility:
From my research I have found that bare metal hypervisors are highly compatible with many different operating systems, and they are compatible with many cloud-based environments. This is according to the source, [10] which states “Bare metal hypervisors are compatible with various cloud environments, simplifying cloud migration. Support for multiple OSes.”. This is beneficial for our project as NOSS is a multinational corporation it is likely that when they expand their business, they will have to run their service on more than one type of operating system. 

Use Cases:
From my research I have found that the best uses for bare metal hypervisors are in enterprise data centres, cloud computing environments, development/testing environments, server consolidation, remote office management and large -scale virtualization environments. This is according to my source [10] which states this shown in the image below – “
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These use cases align similarly with the purpose of our project to build, manage and deploy a virtualised network which could mean a bare metal hypervisor maybe the correct choice for this project. 

Type 2 (Hosted)
Architecture:
Hosted architecture is the implementation of a hypervisor over a hosts operating system, meaning that the operating system will limit the hypervisor due to the OS’s limitations. This is according to the source, [11] which states “Hypervisor Type 2, also known as hosted, is an implementation of the Hypervisor over and above the OS installed on the host machine. With that, the OS will impose some limitations to the Hypervisor to operate, and these limitations are going to reflect on the performance of the VM.”. The stated limitations that the OS could impose maybe the deciding factor that leads to me not choosing the hosted hypervisor. 

Features:
One feature of a hosted hypervisor is that it not directly installed on a host devices hardware and instead only communicates with a host devices hardware. Hosted hypervisors get installed onto a host machine where it runs as an application. The hosted hypervisor interacts with a operating system to obtain resources. This is according to my source, [3] which states “A type 2 hypervisor, or hosted hypervisor, interacts with the underlying host machine hardware through the host machine's operating system. You install it on the machine, where it runs as an application. The type 2 hypervisor negotiates with the operating system to obtain underlying system resources.”. the source also states “However, the host operating system prioritizes its own functions and applications over the virtual workloads.”. This feature may cause problems for our project as resource allocation maybe more focussed on the host machines at poor times for our virtual networks. 

Hardware Requirements:
To find the system requirements for type 2 hypervisors I had to find examples of type 2 hypervisors. From my research I found that Oracle Virtual Box was an example of a type 2 hypervisor. This is according to the source, [12] which states “Type 2 hypervisor vendors and products include VMware Fusion, Oracle Virtual Box, Oracle VM for x86, Solaris Zones, Parallels Desktop and VMware Workstation Pro.”. Using this as a baseline example for a hosted hypervisor I can find the hardware requirements for a hosted hypervisor. Using Virtual Box as an example we can see that at a minimum we would require a 64-bit processor, a i686-class processor and either a Pentium 4 or Athlon CPU. T make sure this wasn’t an outlier I checked the system requirements for VMware Fusion. According to, [13] the hardware for VMware Fusion are “ 
All Macs launched in 2012 or later are supported except for the following:
2012 Mac Pro Quad Core using the Intel® Xeon® W3565 Processor.
The following are also supported with a recommended graphic card that supports Metal:
2010 Mac Pro Six Core, Eight Core, and Twelve Core.”.


Advantages:
An advantage to hosted hypervisors is that they are easier to install, and use compared to their counterparts as they can run on standard hardware and operating systems. This is seen in the source, [14], “Type 2 hypervisors have some advantages over type 1 hypervisors. They are easier to install and use, as they can run on any standard hardware and OS. They are also more flexible and compatible, as they can support a wider range of hardware and Oss.”. This advantage will be beneficial for our project as it will be developed using common hardware on a standard OS. 

Scalability:
Type 2 hypervisors are not as highly scalable and are more suited for small scale operations. This is seen in the source, [15], here “In contrast, Type 2 Hypervisors find their niche in vir development, testing, and educational environments, enabling users to run multiple operating systems on a single desktop or laptop. They are the go-to option for personal use or smaller organizations with limited virtualization needs and resources.”.
Security:
According to my research hosted hypervisors are less secure than bare metal hypervisors. This is seen in the source, [16] here “A Type 2 or hosted hypervisor is a virtualization software installed on top of the host operating system that supports virtualization. Since it works on top of an operating system, Type 2 hypervisors are not as fast, efficient, or secure as Type 1 hypervisors.”. This maybe a problem for our project but might have to be overlooked for the purpose of development. 

Compatibility:
As stated earlier in the advantages section, hosted hypervisors can run on any standard OS and hardware type. 

Use cases: 
As shown in the scalability section hosted hypervisors are best suited for small scale use cases, such as with personal use or small organisation projects. 
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Selected Hypervisor:
For this projected I selected Oracle VM Virtual Box, which is a type 2 hypervisor. I choose this hypervisor type because of the compatibility advantages for development using my device and they fit the use case of our project being a more smaller scale development process. 

Swansea Server:
[bookmark: _Toc159517462]Figure 3
[image: A screenshot of a computer

Description automatically generated]
The image above shows the device name changed to SW-Domain and the IP address and subnet configured as shown in the example topology. 

London Server:
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The image above shows the device name changed to LD-Domain and the IP address and subnet configured as shown in the example topology. 
Swansea Client:
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The image above shows the device name changed to SW-PC and the IP address and subnet configured as shown in the example topology. 

London Client:
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The image above shows the device name changed to LD-PC and the IP address and subnet configured as shown in the example topology. 

Successful Pings:
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Shown above is a screenshot showing the SW-Domain server successfully pinging the LD-Domain server, the SW-Client and the LD-Client. 
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Shown above is a screenshot displaying the LD-Domain server successfully pinging the SW-Domain Server, the LD-Client and the SW-Client.
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The screenshot above displays the SW-Client successfully pinging LD-Client, SW-Domain Server and the LD-Client. 
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The screenshot above shows LD-Client successfully pinging LD-Domain Server, SW-Domain Server and SW-Client. 
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Data tranfer Over the Internet:
· Data is sent over the internet in the form of data packets. When data is sent online it is broken down into smaller packets which are translated into bits. The packets get routed to their desired location using network devices such as router and switches. Once the packets arrive at the destination device the device reassembles the packets in the correct order to form the data. This is according to the source, [17] which states “When data gets sent over the Internet, it is first broken up into smaller packets, which are then translated into bits. The packets get routed to their destination by various networking devices such as routers and switches. When the packets arrive at their destination, the receiving device reassembles the packets in order and can then use or display the data.”

· Ip information is assigned and attached to each data packet and this information is used by router to assist with sending data packets to the correct destination. Every device/domain is assigned an ip address if it is connected to the internet or a network of any sort. This is according to the source, [18]which states that “IP information is attached to each packet, and this information helps routers to send packets to the right place. Every device or domain that connects to the Internet is assigned an IP address, and as packets are directed to the IP address attached to them, data arrives where it is needed.”.



Routers and Switches Functions:


· Routers forward packets to a device based on a packet’s destination address. They are comparable to traffic police sending data in the correct directions. This is according to the source, [17] which states “Routers forward packets to different computer networks based on their destination. Routers are like the traffic cops of the Internet, making sure that Internet traffic goes to the right networks.”.


· Switches connect devices on a single network. They make use of packet sharing to forward the data packets to the correct device on a network. This is according to the source, [17] which states “Switches connect devices that share a single network. They use packet switching to forward packets to the correct devices. They also receive outbound packets from those devices and pass them along to the right destination.”.
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Shown is me having difficulty getting a successful ping between both servers. This issue was resolved by enabling file and printer sharing echo request rules in the inbound and outbound settings of the devices firewall. I also changed IPSEC settings on all devices to exempt ICMP from IPSEC to allow all devices the ability to ping each other. 
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Above shows issues I had getting servers to get a successful ping on the other devices. The cause of this issue was the devices were experiencing issues such as being frozen or shutdown. When all devices were up and running no issues occurred. 
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Bare metal hypervisors are best suited for use in the following cases and scenarios:

« Enterprise data centers. Bare metal hypervisors satisfy the demands of enterprise data centers, which require efficient management
of high-volume workloads, optimized resource allocation, and reliable performance.

« Cloud computing. Bare metal hypervisors easily enable infrastructure as a service (laaS) providers to host multiple tenants and
provide their clients with robust isolation and security.

« Virtual desktop infrastructure (VDI). Bare metal hypervisors are suitable for hosting desktop environments on central servers because
they ensure high security, effective resource utilization, and a smooth user experience.

« High-performance computing (HPC). Bare metal hypervisors guarantee the stability and performance of applications that run
simultaneously and require extensive computational power.

« Development and testing environments. Developers can easily test software and applications within a single physical server to speed
up the development cycle.

« Business continuity and disaster recovery. Bare metal hypervisors are highly reliable and stable, which is crucial for ensuring business
continuity and minimizing downtime in emergencies.

« Server consolidation. By using bare metal hypervisors to reduce the number of physical servers in their infrastructure, organizations
achieve financial savings and energy efficiency.

« Regulatory compliance. Bare metal hypervisors provide isolation, essential for maintaining privacy and data protection, as required by
the most stringent regulatory standards, such as HIPAA and PCI DSS.

« Remote and branch office management. Bare metal hypervisors provide easy and secure management and resource allocation to
companies with geographically dispersed branch offices.

« Large-scale virtualization deployments. Bare metal hypervisors can manage multiple virtual machines without negatively impacting
the performance of any of them.
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C: \Users\Kians186>ping 10.1.6.1

binging 16.1.6.1 with 32 bytes of data
Reply from 16.1. bytes=32 time-2ms
Reply from 16.1. bytes=32 time<ims
Reply from 16.1. bytes=32 time<ims
Reply from 16.1. bytes=32 time<ims

oo

bing statistics for 10.1.6.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
pproximate round trip times in milli-seconds
TR = G, TR = B, G = O

C: \Users\Kians186>
C: \Users\Kians186>ping 10.2.6.1

binging 16.2.6.1 with 32 bytes of data

Reply from 16. bytes=32 time-Ims TTL=128
Reply from 16.
Reply from 16.
Reply from 16.

2.0.1
2.0.1
2.0.1
2.0.1

bytes=32 time=ims TTL-128

bing statistics for 10.2.6.1
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
pproximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 2ms, Average = ims

C: \Users\Kians186>ping 10.2.6.2

Pinging 10.2.0.2 with 32 bytes of data
Reply from 16.2.
Reply from 16.2.
Reply from 16.2.
Reply from 16.2.

bytes=32 time-1ms TTL=128
bytes=32 tim

oo

bing statistics for 10.2.6.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
pproximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 2ms, Average = ims
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C:\Users\Kians180>ping 16.2.6.1

.2.0.1 with 32 bytes of data
byte:

byte: TTL-128
bytes=32 time-ms TTL=128
bytes=32 tim TTL-128

0.2.0.
0.2.0.
0.2.0.
0.2.0.

ping statistics for 10.2.0.1

Packets: Sent - 4, Received = 4, Lost = @ (e% loss),

ppproximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 3ms, Average = ims

C:\Users\Kian5180>ping 16.1.6.1

.1.0.1 with 32 bytes of data
16.1.0.1: bytes-32 timeims TTL-128
16.1.0.1: bytes-32 time<ims TTL-128
16.1.0.1: bytes-32 time<ims TTL-128
16.1.0.1: bytes-32 time<ims TTL-128

ping statistics for 10.1.0.1

Packets: Sent = 4, Received = 4, Lost = @ (@% loss)

ppproximate round trip times in milli-seconds
Minimum = ems, Maximum = ims, Average = ems

C:\Users\Kian5180>ping 16.1.6.2

.1.0.2 with 32 bytes of data
16.1.0.2: bytes-32 time<ims TTL-128
16.1.0.2: bytes-32 time<ims TTL-128
16.1.0.2: bytes-32 time<ims TTL-128
16.1.0.2: bytes-32 time<ims TTL-128

ping statistics for 10.1.0.2

Packets: Sent - 4, Received = 4, Lost = @ (e% loss),

ppproximate round trip times in milli-seconds
Minimum = ems, Maximum = @ms, Average = ems
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C: \Users\Kians186>ping 10.1.6.1

Pinging 10.1.6.1 with 32 bytes of data
Reply from 10.1.6.1: bytes-32 time=3ms TTL-128
Reply from 10.1.6.1: bytes-32 time=2ms TTL-128
Reply from 10.1.6.1: byte TTL-128
Rejly from 10.1.6.1: byte TTL-128

ping statistics for 10.1.0.1

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = 1ms, Maximum = 3ms, Average = 2ms

C: \Users\Kians186>ping 10.1.6.2

pinging 10.1.6.2 with 32 bytes of data
Reply from 10.2.6.1: Destination host unreachable
Reply from 10.2.6.1: Destination host unreachable
Reply from 10.2.6.1: Destination host unreachable
Reply from 10.2.6.1: Destination host unreachable
ping statistics for 10.1.0.2
Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
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C: \Users\Kians186>ping 10.1.6.1

binging 16.1.6.1 with 32 bytes of data
Request timed out.
Request timed out.
Reply from 16.2.6.1: Destination host unreachable
Reply from 16.2.6.1: Destination host unreachable

bing statistics for 10.1.6.1
Packets: Sent = 4, Received = 2, Lost = 2 (56% loss),

C: \Users\Kians186>ping 10.1.6.1

binging 16.1.6.1 with 32 bytes of data

Reply from 16.2.6.1: Destination host unreachable
Reply from 16.2.6.1: Destination host unreachable
Reply from 16.2.6.1: Destination host unreachable
Reply from 16.2.6.1: Destination host unreachable

bing statistics for 10.1.6.1
Packets: Sent = 4, Received = 4, Lost = @ (e% loss),
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