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Abstract	Comment by Carlene Campbell: This is not an abstract and would be more suitable as part of the introduction.
This assignment outlines what Information Security is and where it fits into Information Technology Governance. Task One will investigate some of the various information security frameworks/policies currently available and an analysis of the content and structures of these will be conducted.
[bookmark: _Toc88554987]Task Two sets out an Information Security policy that has been created for a case scenario using an organization called CoffeeBlue. A policy has been produced using a mixture of the various frameworks set out in Task One in response to the organization’s needs.

2

TASK ONE
[bookmark: _Toc88554988]Introduction
In today’s business world, information technology is the backbone of most organization’s infrastructure, from client accounts, invoicing, shipping and transportation to inventory and stock control [1].  This information is considered one of the organization's most valuable assets but how it is stored, disseminated and protected is often perplexing. [2]
Information Technology Governance (IT Governance) is the field that relates to an organization’s requirements about how management implements standards, structures, policies, rules, regulations, and procedures to effectively protect and manage an organization’s assets.  Effective IT Governance mechanisms encourage behaviour consistent with the organization's mission and vision statements, strategies, values, norms and culture.[2]
This report will concentrate on Information Security (InfoSec), one of the subsets of IT Governance, which focuses on an organization’s information assets. Specialist areas within InfoSec are physical, operational, communications, cyber and network security.  Security in InfoSec is the state of being free from danger, protected from damage, loss, modification or other risks.
[1] suggests that InfoSec should not be delegated to a single sector but should be managed by an InfoSec group comprised of three distinct sectors:
“Managers and professionals in the field of information security
Managers and professionals in the field of IT (Information Technology)
Managers and professionals from the rest of the organization” [1]

This InfoSec Group (also known as the Information Security Management Committee) is tasked with identifying and mitigating threats to the organization’s information assets. [3]defines cyber security as the necessary security concepts, assurances, tools, safeguards, actions, policies, guidelines, risk management approaches, best practices, training to preserve the integrity, confidentiality and availability of data/information, including other aspects such as accountability, reliability, authenticity and non-repudiation.
· Confidentiality ensures that only the personnel that the data is intended for has access and the data is protected against exposure, disclosure to unauthorized personnel.
· Integrity is where the data is complete, uncorrupted and has not been subject to any change.
· Availability is where the data is accessible without being blocked and is accessible at any time to the intended personnel [1].
Figure 1 illustrates where these aspects fit within the InfoSec Framework.
[image: ]
[bookmark: _Toc87105401][bookmark: _Toc87448780]Figure 1: Where the CIA aspects fit in Risk Management [21]
Privacy, within the definition of InfoSec is the rights of personnel to have their information kept in such a way as to ensure that it is only used for the purpose stated when collected eg. not sold, swapped or given to third parties [footnoteRef:1].   [1:  the term aggregation is where personal data is collected from various sources and combined to put in databases. The person who provided the data is usually unaware of this use and has not agreed to the information being used in this way.] 

For the InfoSec Group to identify and mitigate threats, they are required to implement a strategy or combination of strategies which is referred to as a Security Framework. Rules and regulations are created and in turn become written policies and procedures that staff must adhere to once they have been trained. These policies and procedures define a recognisable, consistent approach to information security.
It is essential that the framework policies and procedures are constantly updated to keep abreast of emerging threats, thus ensuring better security mitigation, for example, [4] states that since 2018 attacks using ransomware have grown by 350%. If the policies and procedures are not updated to counter these threats, then the organization becomes vulnerable.
Some of the common IT Security Frameworks can be found in figure 2. Factors to be considered when choosing a framework are compliance requirements and/or industry sector eg. public companies would use COBIT as this more readily complies with the Sarbanes-Oxley Act 2002. Whereas Federal Agencies in the United States are required to use NIST SP 800-53. [5] ITIL would be used in the United Kingdom as it is based on the British Standards etc.
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[bookmark: _Toc87105402][bookmark: _Toc87448781]Figure 2: Security Frameworks [5]
[bookmark: _Toc88554989]Literature Review: Security Frameworks
Not only is it important that organizations adhere to the frameworks outlined below but that they continuously update their knowledge and working practices. This is not only to comply with legislation, but it also reduces the organization’s information security liability.
1.1 [bookmark: _Toc88554990]Information Technology Infrastructure Library (ITIL)
The UK’s Office of Government Commerce created the IT Infrastructure Library (ITIL) in 1986 as a set of best practices to service management. These guidelines are currently an international de facto standard for the management and control of IT operations. [6]  Several surveys concluded that ITIL was adopted by a wide variety of industry sectors. [7] and is considered one of the most well-known and widely used Frameworks [8].
This set of best practices was commissioned in order to achieve better quality of IT Services whilst optimising costs. ITIL has had several revisions and currently version ITIL 4 has 5 stages of the IT service lifecycle as set out in figure 3 below [9].
[image: ]
[bookmark: _Toc87105403][bookmark: _Toc87448782]Figure 3: The 5 stages of the ITIL Service Lifestyle [10]
In 2005 its practices contributed to and aligned with the ISO/IEC 20000 Service Management standard, the first international standard for IT service management; it is based on British standard BS15000. [11]
ITIL is an IT Service Management compilation of best practices. ITIL v3 (2007) changes included a stronger lifecycle, processing improvement and aligning IT and business practices [12].
The process activities of InfoSec management are to:
· Create, review, and revise the information security policy as per the requirements.
· Communicate, implement, and enforce the security policies adequately.
· Analyse and classify all the information and documentation.
· Implement a set of security controls and risk responses and improve them.
· Constantly monitor and manage all breaches of security and any major security incidents.
· Analyse, report on, and take the necessary actions in order to decrease the volume and effect of security incidents.
· Schedule and perform security reviews, audits, and penetration tests. [13]
as illustrated in figure 3. 
[image: information security process activities - invensis learning ]
Figure 3: Process Activities of Information Security Management in ITIL [13]
ITILv4 was released in 2019 and has, as its focus, artificial intelligence, digital transformation, DevOps and cloud computing. At its core are five key stages, that include 26 processes [12].
1.2 [bookmark: _Toc88554991]COBIT
In 1996, Control Objectives for Information and Related Technology (COBIT) was created by the Information Systems Audit and Control Association (ISACA) mainly for the auditing community.  Version 3 was created in the 2000s to cover IT Management and Information Governance. The current version is COBIT 19 and is designed to build flexible governance strategies that are collaborative and address newer technologies and security requirements [14]. In the same way as ITIL, COBIT is flexible and can be used by any organization.
1.3 [bookmark: _Toc88554992]International Organization for Standardization; ISO 27000 
The International Organization for Standardization (ISO) is a federation of national standards bodies and collaborates with them to create International Standards. The ISO collaborated with the International Electrotechnical Commission (IEC) to create the ISO/IEC 27001 Standard [15].
[bookmark: _Toc88554993]2.3.1	ISO/IEC 27001:2013 (ISO 27001) 
ISO/IEC 27001:2013 (ISO 27001) is the international standard for Information Security Management Systems (ISMS) and is used together with its codes of practice (ISO 27002).  ISO/IEC 27001 is a very broad framework that can be used by organizations of different sizes and types. ISO covers many different aspects of ISMS [1], [16]–[18].
[bookmark: _Toc88554994]2.3.2 	ISO/IEC 27009:2020
ISO/IEC 27009:2020 is the standard relating to Information Security, Cybersecurity and Privacy Protection [19]. Whereas ISO/IEC 27032 is used for cyber security management [20].
[bookmark: _Toc88554995]2.3.3	ISO/IEC 27017
ISO/IEC 27017 is an implementation guide for information security in relation to public Cloud services (used in conjunction with ISO/IEC 27001:2013 (ISO 27001) and ISO/IEC 27002:2013 (ISO 27002)) [21]
There are many more standards relating to ISMS and holding an ISO 27001 certification provides stakeholders with a formal intention of managing the organization’s information security. [22]
1.4 [bookmark: _Toc88554996]The Cloud Security Alliance Cloud Controls Matrix (CSA CCM)
The Cloud Security Alliance Cloud Controls Matrix (CSA CCM) relates to the infosec framework for Cloud technologies, offering a matrix of guidelines to maximise security.
1.5 [bookmark: _Toc88554997]NIST Cybersecurity Framework
In 2014 the National Institute of Standards and Technology (NIST) released a Framework for Improving Critical Infrastructure Cybersecurity for organizations to adopt best practices and industry standards relating to cybersecurity risk management. This was designed following Executive Order (13636) to improve US critical infrastructures following cyber incidents from nation-state actors. [23]
Its focus is risk analysis and risk management. The security controls included in this framework are based on the defined phases of risk management: identify, protect, detect, respond and recovery [5].
Whilst the overarching goal is to protect critical infrastructures from cyberattacks, the framework is technology-neutral and flexible allowing organisations to use this as a guideline to either assess or build a cybersecurity program from scratch. [23]
[bookmark: _Toc88554998]2.5.1	NIST 800-34 Rev 1
Although designed for Federal Agencies in the US, this framework covers Telecommunication systems, Clients/Servers and Mainframes. It introduces the concept of resiliency and combines it with contingency and continuity planning [24].
[bookmark: _Toc88554999]2.5.2	NIST SP 800-53 / 800-171 [NIST Special Publication 800-53]
The NIST SP 800-53 is an addition to the Risk Management Framework (RMF) that provides additional background, implementation and scoping guidance to be used in conjunction with the controls, baselines and assessment procedures outlined in the RMF. It will be finalized in early 2022 [25].
[bookmark: _Toc88555000]2.5.3	NIST Special Publication 800-84 
This framework is designed to assist organizations with the design, development, evaluation, and training, in order to assist personnel relating to threats regarding information technology so that they can respond to these threats in the most optimal way [26].
[bookmark: _Toc88555001]2.5.4	NIST Special Publication 800-171 
NIS SP 800-171 relates to US government contractors that are frequently targeted by attackers in order to gain access to federal information systems. The contractors are now required to have an IT security framework in place before being eligible to tender for business. 
Whilst NIST SP 800-171 are less specific and detailed than 800-53 they do allow smaller organizations to have a security framework in place and comply with current US legislation. [5], [20] 
[bookmark: _Toc88555002]2.6	CIS Controls v8
The Center for Internet Security Critical Security Controls for Effective Cyber Defense (CIS Controls v8) is a list of 18 best practice guidelines relating to computer security. CIS Controls v8 is a set of safeguards to mitigate the risks associated with current cyber-attacks. They reference and are mapped to legal, policy and regulatory frameworks. The latest version incorporates virtualization, working-from-home, cloud and hybrid computing environments. It contains operational advice and suggestions to correct any identified risks. [27]
[bookmark: _Toc88555003]2.7	Computer Emergency Response Team
The Computer Emergency Response Team (CERT) is a trademark of the CERT Coordination Centre. They worked in conjunction with Carnegie Mellon University to develop recommended practices for industries to understand and prepare for cyber security vulnerabilities, issues, and mitigation strategies [28].
[bookmark: _Toc88555004]2.8	Computer Security Incident Response Team (CSIRT)
The Forum of Incident Response and Security Teams (FIRST) community created a series of frameworks that are used by the private sector. These frameworks set out to assist organizations by offering guidelines and models that the organizations can freely implement to build a model that is suitable for their unique needs [29]. 
[bookmark: _Toc88555005]2.9	National Cyber Security Centre: Bring Your Own Device
The National Cyber Security Centre has created a Device Security Guidance publication to guide organisations when choosing, configuring and using devices in a secure manner.
[30] states that the effectiveness of data protection relies on how much a device can be managed ie. how much management will be allowed on their device, also how well the balance is between security and usability.
The challenges for Bring Your Own Technology (BOYT) are:
· Ensuring personally owned devices and their owners comply with company policies and procedures
· Increased support for a wide range of device types and operating systems
· Protecting corporate data
· Protecting corporate infrastructure
· Protecting the personal privacy of the end-user/device owner
· Ensuring legal compliance and meeting contractual obligations [30]

[bookmark: _Toc88555006][bookmark: _Toc87094755]2.10	The United Kingdom General Data Protection Regulation (UK-GDPR)
Since 31/12/2020 the UK is no longer subject to the GDPR although from 1/1/2021 the Data Protection, Privacy and Electronic Communications (Amendments etc) (EU Exit)) Regulations 2019 were amended and merged with the EU GDPR for create a new UK-specific policy known as the UK-GDPR [31].  The UK-GDPR give rights to data subjects that related to data processing principles as follows:
· The right to be informed
· The right of access
· The right to rectification
· The right to erasure
· The right to restrict processing
· The right to data portability
· The right to object
· Rights in relation to automated decision-making and profiling. [31]
[bookmark: _Toc88555007]Conclusion
InfoSec Frameworks can be expensive, difficult to implement, require specialist knowledge/training, time to implement and the process is continuous. 
There is overlap between all the frameworks eg. the information security policy in section 5 of ISO 27002 is similar to COBIT’s ‘plan and organise section’, whereas in Sarbanes-Oxley it can be found in Internal Environment etc. and NIST has been likened to a compilation of industry practices. The CIS Controls v8 outlines a list of technical aspects and configurations for best practice and reduces the risks by hardening technical infrastructures. The NSTISSI (CNSS) security model outlines the 3 dimensions but has no detailed guidelines.
The ITIL, COBIT and the ISO / IEC 27000 series are currently the most widely used set of best practices. Individually they do not cover every aspect eg. whilst COBIT covers all the information security issues, the control objectives outline the ‘what’ rather than ‘how’, whereas ISO 27001 gives more precise guidance on the ‘how’ objectives can be achieved.  
Research has shown that choosing the right framework can be complex as there is ‘no one size fits all’ approach and InfoSec can be best achieved using a variety of Frameworks best suited to the size and requirements of each individual organization. It is imperative that whatever the choice of frameworks, it should be constantly updated to ensure that it meets the emerging threats.




[bookmark: _Toc88555008]TASK TWO
Assumptions 
· CoffeeBlue’s Headquarters are in the United Kingdom and as such subject to UK laws. 
· Senior management and the Board of Directors have created an Information Security Management Committee (see Task 1 – 1). 
· An inventory and risk assessment are already in place.
· Compliance: the organization is not regulated by international or industry-specific bodies, federal or government agencies, therefore, they are only obliged to comply with legal and ethical considerations.
1. [bookmark: _Toc88555009]Introduction 
A global coffee producer, CoffeeBlue (the ‘organization’), who has an international presence, wishes to protect their intellectual property and information security. They are a large organization using cloud services and 95% of the network is wireless. Personal devices are used to access both the organization’s resources and network.
They have Mission, Vision and Value Statements which will be used as the basis of the information security program. The organization’s InfoSec Framework is based on the conclusions outlined in Task 1, namely that a mix and match of the various frameworks will be used to create the most suitable framework for this organization. Other considerations will be the size, culture and budget.
The Information Security Policy created for CoffeeBlue can be found in Appendix 1. 
2. [bookmark: _Toc88555010]Strategic Planning
The starting point for any Governance Program is to decide where the security fits into the organisation. For CoffeeBlue, Woods Option 2 has been chosen as set out in figure 6. 
[image: Diagram
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[bookmark: _Toc87105405][bookmark: _Toc87448784]Figure 4: Wood's Option 2: InfoSec working with Administration Services [32]

[bookmark: _Hlk86912233][bookmark: _Toc88555011]Appendix 1: CoffeeBlue’s Information Security Policy
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1. [bookmark: _Toc87102087][bookmark: _Toc88555012]Introduction
The Information Security Policy is created to inform CoffeeBlue’s staff, third parties and customers together with the general public of the holding, use and disposal of information used by CoffeeBlue during its business thus protecting CoffeeBlue from risk. The overarching aims for the information/data are to:
· Maintain confidentiality, protecting from unauthorized use or access.
· Maintain integrity
· Ensure availability
This allows for
· Business continuity to be maintained.
· Compliance with regulatory, contractual and legal requirements.
· Protection of physical, environmental and logical security against threats.
· Communications security.
2. [bookmark: _Toc87102088][bookmark: _Toc88555013]Policy Structure
Using Woods Option 2 (see Task 2 - 2) an Information Security Structure has been created by the author for CoffeeBlue as illustrated below.
[image: Graphical user interface
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Figure 5: The author's information security strategy for CoffeeBlue
3. [bookmark: _Toc87102089][bookmark: _Toc88555014]The Policy
3.1 [bookmark: _Toc87102090][bookmark: _Toc88555015]Account Management
A username and password that is uniquely identifiable which permits access to CoffeeBlue’s technology resources. All users must comply with CoffeeBlue’s policies, guidelines, standards and procedures [34] (refer to Appendix 2 -Acceptable Use of Information).
3.2 [bookmark: _Toc87102091][bookmark: _Toc88555016]Passwords
All passwords must be constructed in such a manner that it is not easily guessed, using a sequence of number, characters and special characters (see Appendix 3). The password must be updated every 90 days. Sharing, disclosing or leaving passwords on or around the desk is prohibited. 
3.3 [bookmark: _Toc87102092][bookmark: _Toc88555017][bookmark: _Hlk87095837]The United Kingdom General Data Protection Regulation (UK-GDPR)
CoffeBlue will adhere to the UK-GDPR (Task 1 – 2.10) regarding safeguarding member’s data. Information relating to any individual that has an ongoing relationship with CoffeeBlue will comply with existing laws and standards to ensure this information is secure and will include physical, technical and administrative safeguards.
3.4 [bookmark: _Toc87102093][bookmark: _Toc88555018]Owned Mobile Device User and Security 
For end users that have legitimate corporate requirements regarding access to CoffeeBlue’s network and unmanaged networks outside of the organization’s control, including the organization’s mobile devices using the National Cyber Security Centre’s guidelines (Task 1 – 2.9) (refer to Appendix 4).
Covering end users that use both CoffeeBlue’s network and networks outside of CoffeeBlue’s control, irrespective of whether the device is owned by CoffeeBlue or personnel. It covers threats relating to loss, theft, copyright, malware and compliance. The organization’s data is not to be stored or backed up on mobile devices where it can be potentially accessed by third parties.
Virtual Private Network (VPN) connections must be used when accessing CoffeeBlue’s Network. Encryption must be employed on all devices using approved software packages and no CoffeeBlue data shall be stored in plain text (see Appendix 5).
3.5 [bookmark: _Toc87102094][bookmark: _Toc88555019]Internet
Internet access and usage is a critical resource and users can access it for their job. Some sites are restricted, and filters will be used to block high-risk content and malware. All internet access must be via CoffeeBlue’s security devices eg. firewalls. Bypassing CoffeeBlue’s security network and accessing the internet directly is forbidden. Users are prohibited from accessing local or remote systems, piracy or other illegal acts. Users shall have no privacy expectations whilst using CoffeeBlue’s internet access and all internet access is monitored and logged (NIST Cybersecurity Framework (Task 1 – 2.5)).
Users are prohibited from downloading/installing software without express permission and downloaded software must be used following its licence and copyright policies. All materials downloaded from the internet must be scanned for malware using CoffeeBlue’s anti-virus software.
An example can be found in Appendix 6.
3.6 [bookmark: _Toc87102095][bookmark: _Toc88555020]E-Mail
The e-mail policy concerns the sending, storing or receiving of electronic mail (e-mail). Individuals shall be held liable for emails that include libellous, offensive, defamatory, racist content or contain obscenities; sending or receiving CoffeeBlue confidential or copyright information without the requisite permissions; and knowingly sending or receiving emails that contain malware. Other activities that are prohibited are e-mails that are sexually explicit, abusive or intimidating, including harassment for any reason. Users must ensure they do not suggest that their opinions represent CoffeeBlue unless they are explicitly authorized.
E-mails received by CoffeeBlue are not private and personnel waive any right of privacy to any information transmitted, created, sent, stored or received using CoffeeBlue’s resources. All emails must be transmitted using CoffeeBlue’s accounts (COBIT (Task 1 – 2.2) (Please refer to appendix 7)).
3.7 [bookmark: _Toc87102096][bookmark: _Toc88555021]E-commerce
E-commerce, the means of delivering financial services via the internet, is recognised by CoffeeBlue as an important activity in its day-to-day operations. CoffeeBlue is committed for its e-commerce activities to be conducted in a cost-effective manner whilst ensuring its safety, security, accuracy and efficiency. 
[bookmark: _Hlk86918030]All internet connections must be secure and use encryption. The initiating parties must prove their identity (using user IDs, password/pin combinations or account numbers).  Two Factor Authentication must also be incorporated. The PCI DSS (Task 1 – 2.8) must be complied with (See Appendix 8).
3.8 [bookmark: _Toc87102097][bookmark: _Toc88555022]Physical Security
Physical and environmental security will be implemented using Annex A.11.1 of ISO 27001:2013 ensuring that measures are in place to restrict unauthorised personnel from areas where critical information is stored. Data storage areas will be created in regions that are not at risk from environmental threats eg. flooding etc. (Task 1 – 2.3.1) (see Appendix 9).
3.9 [bookmark: _Toc87102098][bookmark: _Toc88555023]Training
For personnel to react to any given situation, measures must be put in place for all personnel to be trained. This element will be based on NIST Special Publication 800-84.
3.10 [bookmark: _Toc87102099][bookmark: _Toc88555024]Systems contingency planning
The contingency plan is designed to assist the organization and allow for an effective response to an event that may or may not happen. NIST 800-34 Rev 1 (Task 1 – 2.5.1) will be the basis for this.  
3.11 [bookmark: _Toc87102100][bookmark: _Toc88555025]Anti-Virus
All devices connected to CoffeeBlue’s networks/resources must have anti-virus software installed in such a way as it is automatically updated and actively running (see Appendix 10).
3.12 [bookmark: _Toc87102101][bookmark: _Toc88555026]Firewall
CoffeeBlue has a contract in place with a third-party vendor to manage firewalls. Appendix 11 sets out the requirements.

3.13 [bookmark: _Toc87102102][bookmark: _Toc88555027]Log Management
CoffeeBlue will maintain logs to ascertain information regarding system performance, regulatory compliance, resource management and security. Service logs aid in intrusion analysis and change management logs document changes which can provide context. 
Information will be generated as follows:
· The services that are being used: how, by whom and when.
· What services are modified and by whom.
· The malfunction of any service and how much of CoffeeBlue’s resources are being used by these services.
· Incident monitoring.
Information will be generated regarding who is accessing what service, how they gained entry and when. Modifications will take note of who altered any services.  Service malfunctions will also be logged. How much resources are being used by what services, incident monitoring, and what users are doing with the services.
Physical access/surveillance logs will be inspected during security incident investigations. 
Network logs are also kept eg. intrusion detection, firewall management, prevention systems and other router and switch logs that monitor the flow of information throughout the network.
CoffeeBlue acknowledges that logs can be intrusive and could represent an invasion of privacy and will use utmost care to ensure that this is done in a non-invasive manner. Appendix 12 is an example.
3.14 [bookmark: _Toc87102103][bookmark: _Toc88555028]Systems Testing
CoffeeBlue will regularly undertake tests on systems, procedures and key controls in accordance with the current industry standards (Task 1 -2.8) (See Appendix 13). 
3.15 [bookmark: _Toc87102104][bookmark: _Toc88555029]Cloud
ISO 27017 is an implementation guide for information security in relation to public Cloud services (Task 1 – 2.3.3) and will be used to protect the organization’s cloud-based infrastructure (See Appendix 14).
3.16 [bookmark: _Toc87102105][bookmark: _Toc88555030]Computer Emergency Response Team
	A CERT team (Task 1 -2.7) will be created using the best practices to mitigate against cyber vulnerabilities and put in place a series of strategies to deal with security issues (refer to Appendix 15).
3.17 [bookmark: _Toc87102106][bookmark: _Toc88555031]Security Incident Management
Incident response is the approach to managing a security incident after the event. The aim is to limit the recovery time and damage. A team will be created for this purpose and training will be a compulsory part of this team’s mandate.
In the event of a breach/intrusion, senior management must be informed immediately. The team will investigate any security breaches immediately, confirm the breach, determine the extent of the intrusion and prevent further intrusion. Take all the remedial action necessary to ensure no further breaches of this nature occur (Task 1 – 2.8) Please refer to Appendix 15.
3.18 [bookmark: _Toc87102107][bookmark: _Toc88555032]Disaster Recovery Plan
The NIST 800-34 Rev 1 plan outlined in 3.4.2 would be followed for back-up methods and offsite storage (Task 1 – 2.5.1)
[bookmark: _Toc88555033]
Appendix 2: Acceptable Use of Information 
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[bookmark: _Toc88555034]Appendix 3: Passwords [35]
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[bookmark: _Toc88555035]
Appendix 4: Own Mobile Devices [36]
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[bookmark: _Toc88555036]Appendix 5: VPN [36]
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[bookmark: _Toc88555037]
Appendix 6: Internet & WiFi [36]
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          MARKING CRITERIA AND STUDENT FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

Common Assessment Criteria Applied  (Assignment 1)	Marks available	Marks 	awarded
1. Engagement with Literature Skills	Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.		
You have engaged with the literature/research aspect. Diverse sources and material used. Key concept discussed. Appropriate summaries of articles and critical appraisal if the literature and appropriated referencing convention. (Grade mark: 86.67%)	15	13
		
2. Knowledge and Understanding Skills	Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.		
You have demonstrated excellent understanding of the research.  You have explained and analyse the chosen area in a meaningful way. (Grade mark: 86.67%)	15	13
		
3. Cognitive and Intellectual Skills	Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence		
Apart from your abstract that should be the last to be written to outline the key finding or contribution that would interest key players and not outlining what is expected but rather what was done. You have evaluated, documented your report and linking your research aspect with the case study. Your information security strategy proposed clearly demonstrated your knowledge and understanding of the overall assignment. It was good that you state all assumptions made before starting your discussions.  Additional info also given in appendix.	 (Grade mark: 87.50%)	40	35
		
4. Practical Application Skills	Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.		
Your proposed design for the information security strategy was fully thought through and discuss.   (Grade mark: 95.00%)	20	19
		
5. Transferable Skills for Life and Professional Practice	Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.		
Your work was professionally done.  There are minor typo errors (Grade mark: 90.00%)	10	9
		


Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )	Late Submission Penalties (tick if appropriate)	89%
	Up to four weeks late		
	First Attempt?		
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Policy Detail
Ownership of Electronic Files

All electronic files created, sent, received, or stored on CoffeeBlue owned, leased, or administered
equipment or otherwise under the custody and control of CoffeeBlue are the property of CoffeeBlue.

Privacy

Electronic files created, sent, received, or stored on CoffeeBlue owned, leased, or administered
equipment, or otherwise under the custody and control of CoffeeBlue are not private and may be

accessed by CoffeeBlue IT employees at any time without knowledge of the user, sender, recipient,

or owner.

Electronic file content may also be accessed by appropriate personnel in accordance with directives

from Human Resources or the President/CEO.

General Use and Ownership

Access requests must be authorized and submitted from departmental supervisors for employees to
gain access to computer systems. Authorized users are accountable for all activity that takes place
under their username.

Authorized users should be aware that the data and files they create on the corporate systems
mmediately become the property of CoffeeBlue. Because of the need to protect CoffeeBlue’s
network, there is no guarantee of privacy or confidentiality of any information stored on any network
device belonging to CoffeeBlue.

For security and network maintenance purposes, authorized individuals within the CoffeeBlue IT
Department may monitor equipment, systems, and network traffic at any time.

CoffeeBlue’s IT Department reserves the right to audit networks and systems on a periodic basis to
ensure compliance with this policy.
CoffeeBlue’s IT Department reserves the right to remove any non-business-related software or files

from any system.

Examples of non-business-related software or files include, but are not limited to; games, instant
messengers, pop email, music files, image files, freeware, and shareware.
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Security and Proprietary Information

All mobile and computing devices that connect to the internal netwark must comply with this policy
and the following pol

* Account Management
o AntiVirus

*  Owned Mobile Device Acceptable Use and Security
*  E-mail

o Internet

o Safeguarding Member Information

o Personal Device Acceptable Use and Security

o Password

o Cloud Computing

o Wireless (Wi
o Telecommuting

System level and user level passwords must comply with the Password Policy. Authorized users must
not share their CoffeeBlue login ID(s), account(s), passwords, Personal Identification Numbers (PIN),
Security Tokens (ie. Smartcard), or similar information or devices used for identification and
authentication purposes.

Providing access to another individual, either deliberately or through failure to secure its access, is
prohibited.

Authorized users may access, use, or share CoffeeBlue proprietary information only to the extent it is
authorized and necessary to fulfill the users assigned job duties.

All PCs, laptops, and workstations should be secured with a password-protected screensaver with the

automatic activation feature set at 10 minutes or less.

All users must lockdown their PCs, laptops, and workstations by locking (control-alt- delete) when the
host will be unattended for any amount of time. Employees must log-off, or restart (but not shut
down) their PC after their shift

CoffeeBlue proprietary inform:
leased by CoffeeBlue, the employee, or a third party, remains the sole property of CoffeeBlue. Al

ion stored on electronic and computing devices, whether owned or

proprietary information must be protected through legal or technical means.
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All users are responsible for promptly reporting the theft, loss, or unauthorized disclosure of

CoffeeBlue proprietary information to their immediate supervisor and/or the IT Department.

All users must report any weaknesses in CoffeeBlue computer security and any incidents of possible
misuse or violation of this agreement to their immediate supervisor and/or the IT Department.

Users must not divulge dial-up or dial-back modem phone numbers to anyone without prior consent
of the CoffeeBlue IT Department.

Authorized users must use extreme caution when opening e-mail attachments received from
unknown senders, which may contain viruses, e-mail bombs, or Trojan Horse codes.

Unacceptable Use

Users must not intent

nally access, create, store, or transmit material which CoffeeBlue may deem
to be offensive, indecent, or obscene.

Under no circumstances is an employee, volunteer/director, contractor, consultant, or temporary
ity that i
orinternational law while utilizing CoffeeBlue-owned resources.

employee of CoffeeBlue authorized to engage in any acti

illegal under local, state, federal,

System and Network Activities

The following activities are prohibited by users, with no exceptions:

*  Violations of the rights of any person or company protected by copyright, trade secret, patent,
or other intellectual property, or similar laws or regulations, including, but not limited to, the
installation or distribution of “pirated” or other software products that are not appropriately
licensed for use by CoffeeBlue.

*  Unauthorized copying of copyrighted material including, but not limited to, digitiza
distribution from copyrighted sources, copyrighted music, and the

n and

stallation of any
copyrighted software for which CoffeeBlue or the end user does not have an active license is
prohibited. Users must report unlicensed copies of installed software to IT.

*  Introduction of mali

us programs into the network or server (e.g., viruses, worms, Trojan
horses, e-mail bombs, etc.).

*  Revealing your account password to others or allowing use of your account by others. This
includes fami

and other household members when work is being done at home.

o Using a CoffeeBlue computing asset to actively engage in procuring or transmitting material
thatis in violation of sexual harassment or hostile workplace laws.
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Incidental Use

As a convenience to the CoffeeBlue user community, incidental use of information systems is
permitted. The following restrictions apply:

Authorized Users are responsible for exercising good judgment regarding the reasonableness
of personal use. Immediate supervisors are responsible for supervising their employees
regarding excessive use.

Incidental personal use of electronic mail, internet access, fax machines, printers, copiers, and
50 on, is restricted to CoffeeBlue approved users; it does not extend to family members or
other acquaintances.

Incidental use must not result in direct costs to CoffeeBlue without prior approval of
management.

Incidental use must not interfere with the normal performance of an employee’s

work duties.

Nofiles or documents may be sent or received that may cause legal action against, or
embarrassment to, CoffeeBlue.

Storage of personal email messages, voice messages, files, and documents

within CoffeeBlue’s information systems must be nominal.

All messages, files, and documents — including personal messages, files, and documents —
located on CoffeeBlue information systems are owned by CoffeeBlue, may be subject to open
records requests, and may be accessed in accordance with this policy.
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*  Attempting to access any data, electronic content, or programs contained on CoffeeBlue
systems for which they do not have authorization, explicit consent, or implici

duties.

o Installing any software, upgrades, updates, or patches on any computer or information system
without the prior consent of CoffeeBlue IT.

o Installing or using non-standard shareware or freeware software without CoffeeBlue IT
approval.

 Installing, disconnecting, or moving any CoffeeBlue owned computer equipment and peripheral

devices without prior consent of CoffeeBlue’s IT Department.
Purchasing software or hardware, for CoffeeBlue use, without prior IT compatibility review.
o Purposely engaging in activity that may

o degrade the performance of information systems

o deprive an authorized CoffeeBlue user access to a CoffeeBlue resource

o obtain extra resources beyond those allocated; or

o circumvent CoffeeBlue computer security measures.

*  Downloading, installing, or running security programs or utilties that reveal passwords, private
information, or exploit weaknesses in the security of a system. For example, CoffeeBlue users
must not run spyware, adware, password cracking programs, packet sniffers, port scanners, or
any other non- approved programs on CoffeeBlue information systems. The CoffeeBlue IT

Department is the only department authorized to perform these actions.

umventing user authentication or security of any host, network, or account.
o Interfering with, or denying service to, any user other than the employee’s host (for example,
denial of service attack).

o Using any program/script/command, or sending messages of any kind, with the intent to
interfere with or disable a user's terminal session, via any means, locally or via the
Internet/Intranet/Extranet.

Access to the Internet at home, from a CoffeeBlue-owned computer, must adhere to all the same
policies that apply to use from within CoffeeBlue facilities. Authorized users must not allow family
members or other non-authorized users to access CoffeeBlue computer systems.

CoffeeBlue information systems must not be used for personal benefit.
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Password Secusity
2 Reguirements

Al systemlevel passwords (Administrator, cic) must be changed on a quartely basis, a 2 minimum.

Al usee level passwords (e, email, web, desktop eomputer, etc) most be changed a leas every six
‘months.

All user-level and system-level passwords must conform to the standards described below:

b Standands - All users at <Firm Name> should be aware of how to sclect strong passwords. Strong passwords
have the following charactesistics:

P

Contain at least thece of the five following character classes:
1. Lower case characters

2. Upper case chaeacters

3. Numbers

4. Punctuation

5. “Special” characters (e @#S%°&)_+| ~-=\"[ [ <>/ e1c)

Contain at least cight to fftcen alphanumeric characters.

“The password is NOT a word found in a dictionary (English or forcign).

“The password is NOT a common usage wond such as:

1. Computer terms and names, commands,sitcs, companics, hardware, software. Passwords should
NEVER be “Password1” or any derivation.

The words “<Fiem Name>", “<City>", or any derivation.

Names of family, pets, friends, co-workesrs,ctc.

Bisthdays and other personal information such as addresses and phone numbers.

‘Word or aumber patterns kke aaabbb, querty, zyxwiuts, 123321, etc.

Any of the above spelled backwards.

7. Any of the above preceded o followed by a digit e.g, secretl, Iscered).

Ty to create passwords that can be casily remembered. One way to do this is create 2 password based on
a song title, affiemation, or other phease.

L
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© Protective Measures
i Do not share <Firm Name> passwords with anyone, including administrative assistants of secretaries. All
passwosds are 10 be treated as sensitive, confidential <Fiem Name> information.
Passwords should never be written down or stored on-line without enceyption.
Do not reveal a password in email, chat, or othes lectronic communication.
- Do aot speak about a password in front of others.
Do ot hint at the format of a password (c.2, “my family name”).
Do not reveal a password 0n questionnaires of securiy forms.
1f someone demands a password, sefer them to this docament and direct them to the IT Department.
v, Always decline the use of the “Remember Password” feature of applications.
& Passphases - Access t0 the <Firm Name> Networks via remote access i to be controlled using cither 2 one-
time password authentication or a public/private key system with a strong passphrasc.
i A good passphease is relatively long and contains 2 combination of upper and lowercase letters and.
numesic and punciuation characters. An example of a good passphease: “JocMe1RBudz”
. All of the rules above that apply to passwords apply to passphrases.
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Policy Det:
This policy applies to:

+  Any privately owned wireless and/or portable electronic handheld equipment, hereby
referred to as BYOD. CoffeeBlue grants potential participants of the BYOD program the
privilege of purchasing and using a device of their choosing at work for their convenience.

*  Related software that could be used to access corporate resources.

This policyIsintended to protect the security and integrity of CoffecBlue's data and technology
imited exceptions to the policy may occur due to variations in devices and

The Audience, as defined above, must agree to the terms and conditions set forth in this policy
to be able to connect their devices to the company network. If users do not abide by this policy,

CoffeeBlue reserves the right to revoke this privilege.

The following criteria will be considered initially, and on a continuing basis, to determine if the
Audience s eligible to connect a personal smart device to the CoffeeBlue network.

©  Management's written permission and cer
that Employee

+  Sensitivity of data the Audience can access

+  Legislation or regulations prohibiting or limiting the use of a personal smart device for
CoffeeBlue business

+ Must be listed on the Information Technology Department’s list of approved

+ mo

©  Audience’s adherence to the terms of the Bring Your Own Device Agreement and this.
policy and other applicable policies

+ Technical limitations

ility criteria deemed relevant by CoffeeBlue or IT

ification of the need and efficacy of BYOD for

devices

[T will centrally manage the BYOD program and devices including, but not limited to,
onboarding approved users, monitoring BYOD connections, and terminating BYOD
connections to company resources upon the users leave of employment or service to
CoffeeBlue.

1T will manage security policies, network, application, and data access centrally using
whatever technology solutions it deems suitable.
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IT reserves the right to refuse, by non-physical means, the ability to connect mobile
devices to CoffeeBlue and CoffeeBlue-connected infrastructure. IT will engage in such
action if it feels such equipment is being used in such a way that puts CoffeeBlue’s
systems, data, users, and members a risk.

IT will maintain a list of approved mobile devices and related software applications and
utilities. Devices that are not on this list may not be connected to the CoffeeBlue

s on this lst, an ind

infrastructure. To find out if a preferred dey ual should contact
the CoffeeBlue IT department Service Desk. Although IT currently allows only listed
devices to be connected to the CoffeeBlue infrastructure, IT reserves the right to update
this list in the future.

IT will maintain enterprise IT security standards.

IT willinspect all mobile devices attempting to connect to the CoffeeBlue network
through an unmanaged network (ie. the Internet) using technology centrally managed by
the IT Department.

IT will install the Mobile VPN software required on Smart mobile devices, such as
Smartphones, to access the CoffeeBlue network and data

CoffeeBlue’s IT Department reserves the right to:

Responsil

Install anti-virus software on any BYOD participating device
Restrict applications

Limit use of network resources

Wipe data on lost/damaged devices or upon termination from the BYOD program or
CoffeeBlue employment

Properly perform job provisioning and configuration of BYOD participating equipment
before connecting to the network

Through policy enforcement and any other means it deems necessary, to limit the ability
of end users to transfer data to and from specific resources on the CoffeeBlue network

ies of BYOD Participants Security and Damages

All potential participants will be granted access to the CoffeeBlue network on the
condition that they read, sign, respect, and adhere to the CoffeeBlue policies concerning
the use of these devices and services (see Exhibit A).

Prior to initial use on the CoffeeBlue network or related infrastructure, all personally

owned mobile devices must be registered with IT.
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Participants of the BYOD program and related software for network and data access will,

without exception:

o Use secure data management procedures. All BYOD equipment, containing stored
data owned by CoffeeBlue, must use an approved method of encryption during
transmission to protect data.

©  Be expected to adhere to the same security protocols when connected with
approved BYOD equipment to protect CoffeeBlue’

CoffeeBlue datais not to be accessed on any hardware that fails to meet CoffeeBlue’s

established enterprise IT security standards.

©  Ensure that all security protocols normally used in the management of data on
conventional storage infrastructure are also applied to BYOD use.

o Utilize a device lock n, such as a fingerprint or strong password,
on each participating device. Refer to the CoffeeBlue password policy for additional
information.

frastructure.

authentica

o Employees agree to never disclose their passwords to anyone, particularly to far
members, if business work is conducted from home.

o Passwords and confidential data should not be stored on unapproved or
unauthorized non-CoffeeBlue devices.

©  Exercise reasonable physical security measures. It is the end user's responsibility to
keep their approved BYOD equipment safe and secure.

©  Adevice's firmware/operating system must be up to date in order to prevent
vulnerabilities and make the device more stable. The patching and updating
processes are the responsibility of the owner.

o Any non-corporate computers used to synchronize with BYOD equipment will have
installed anti-virus and anti-malware software deemed necessary by CoffeeBlue’s IT
Department. Anti-virus signature files must be up to date on any additional client
machines — such as a home PC — on which this media will be accessed

©  ITcan and will establish audit trails and these will be accessed, published, and used
without notice. Such trails will be able to track the attachment of an external device
toa PC, and the resulting reports may be used for investigation of possible breaches

and/or misuse.

o If A) any BYOD device is lost or stolen, immediately contact CoffeeBlue IT; and, if B)
any BYOD device is scheduled to be upgraded or exchanged, the user must contact
ITin advance. IT will disable the BYOD and delete associated company data.
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©  BYOD equipment that is used to conduct CoffeeBlue business will be utilized

appropriately, responsibly, and ethically. Failure to do so will result in immediate

suspension of that user's access.

©  Anyattempt to contravene or bypass said security implementation will be deemed
an intrusion attempt and will be dealt with in accordance with CoffeeBlue’s
overarching security policy.

o Usage of location-based services and mobile check-in services, which leverage
device GPS capabilities to share real-time user location with external parties, is
prohibited within the workplace.

©  The user agrees to and accepts that his or her access and/or conne

nto
CoffeeBlue’s networks may be monitored to record dates, times, duration of access,
etc. This is done to identify unusual usage patterns or other suspicious activity, and
toidentify accounts/computers that may have been compromised by external
parties. In all cases, data protection remains CoffeeBlue’s highest priority.

o Employees, Board of Directors, volunteers, contractors, and temporary staff will not
reconfigure mobile devices with any type of CoffeeBlue owned and installed

hardware or software without the express approval of CoffeeBlue’s IT Department.
©  The end user agrees to immediately report, to his/her manager and CoffeeBlue’s IT
Department, any incident or suspected incidents of unauthorized data access, data

loss, and/or disclosure of CoffeeBlue resources, databases, networks, etc.
Third Party Vendors

Third party vendors are expected to secure all devices with p-to-date anti.
and anti-malware software relevant or applicable to a device or platform. All new connection
requests between third parties and CoffeeBlue require that the third party and CoffeeBlue
representatives agree to and sign the Third-Party Agreement. This agreement must be signed
by the Vice President of the sponsoring department, as well as a representative from the third
party who is legally empowered to sign on behalf of the third party. By signing this agreement,
the third party agrees to abide by all referenced policies. The document is to be kept on file. All
non-publicly accessible information is the sole property of CoffeeBlue.

irus signature files

The IT Department can supply a non-CoffeeBlue Internet connection utilizing a US Cellular hot
spot if needed
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Virtual Private Network (VPN)

‘The purpose of this section is to provide guidelines for Remote Access IPSec or L2TP Virtual
Private Network (VPN) connections to the CoffeeBlue corporate network. This applies to
implementations of VPN that are directed through an IPSec Concentrator.

This applies to all CoffeeBlue employees, volunteers/directors, contractors, consultants,
temporaries, and other workers including all personnel affiliated with third parties utilizing
VPNs to access the CoffeeBlue network.

Approved CoffeeBlue employees, volunteers/directors, and authorized third parties (customers,
vendors, etc.) may utilize the benefit of a VPN on a CoffeeBlue device, which is a “user
managed” service. This means that the user is responsible for selecting an Internet Service
Provider (ISP), coordinating installation, and paying associated fees. Further details may be
found in the Remote Access section.

The following guidelines will also apply:

+  itisthe responsibility of employees or volunteer/directors, with VPN privileges, to ensure
that unauthorized users are not allowed access to CoffeeBlue internal networks.

+ VPN useis controlled using a multi-factor authentication paradigm.

+ When actively connected to the corporate network, VPNs will force all traffic to and from
the PC over the VPN tunnel; all other traffic will be dropped.

* VPN gateways will be set up and managed by CoffeeBlue IT.

+  Allcomputers connected to CoffeeBlue internal networks via VPN, or any other
technology must use up-to-date, anti-virus software applicable to that device or platform

+ VPN users will be automatically disconnected from CoffeeBlue’s network after thirty
minutes of inactivity. The user must then logon again to reconnect to the network. Pings
or other artificial network processes are not to be used to keep the connection open.

+  The VPN concentrator is limited to an absolute connection time of 24 hours.

+  Toensure protection from viruses, as well as protection of member data, only CoffeeBlue-
owned equipment or non-CoffeeBlue devices in accordance with the Personal Device
Acceptable Use and Security Policy (8YOD) will have VPN and Remote Access.

+  OnlyIT approved VPN clients may be used.

+ By using VPN technology, users must understand that their machines are an extension of
CoffeeBlue’s network and as such are subject to the same rules and regulations, as well as
monitoring for compliance with this policy.
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VPN Encryption and Authentication

All computers with wireless LAN devices must utilize a CoffeeBlue approved VPN configured to drop all
unauthenticated and unencrypted traffic and will be provisioned with split-tunneling disabled. As with all
CoffeeBlue computers, Windows or other OS and/or browser Internet proxy settings will be enabled to
effectively route Internet access to the device through CoffeeBlue firewalls and Internet filters.

To comply with this policy, wireless implementations must maintain point to point hardware encryption of
atleast 128 bits, support a hardware address that can be registered and tracked (ie. a MAC address), and
support and employ strong user authentication, which checks against an external database such as
TACACS+, IDITIs, or something similar. Any deviation from this practice will be considered on a case-by-
case basis

VPN Approval, Acceptable Use Re:

w and Acceptance

Approval from a staff director or higher authority is required for a user’s VPN access account creation. An
acceptable use form is attached to the VPN procedure maintained by Information Technology and shall be
reviewed and signed by each approved user to acknowledge having read and understood the policy (see
Exhibit A). This form shall in turn be approved, collected, and retained by IT management prior to the
user’s VPN account use.

Wireless Communications

Access to CoffeeBlue networks is permitted on wireless systems that have been granted an exclusive
waiver by IT for connectivity to CoffeeBlue’s networks.

This section covers any form of wireless communication device capable of transmitting packet data.
Wireless devices and/or networks without any connectivity to CoffeeBlue’s netwarks do not fall under the
review of this policy.

Register Access Points and Cards

All wireless Access Points/Base Stations connected to the corporate network must be registered and
approved by IT. If they are installed in corporate PCs, all wireless Network Interface Cards (ie. PC cards)
used in corporate laptop or desktop computers must be registered with IT.

Approved Technology
All wireless LAN access must use CoffeeBlue approved vendor products and security configurations.

Setting the Ser

The SSID shall be configured so that it does not contain any identifying information about the organization,
such as the company name, division title, employee name, or product identifier.
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Policy Detai
Accessing the Internet

Users are provided access to the Internet to assist them in the performance of their jobs. At any
time, at the request of management, Internet access may be revoked. IT may restrict access to
certain Internet sites that reduce network performance or are known or found to be
compromised with and by malware. CoffeeBlue will use internet filters to block high-risk
content and deny access to any unwanted material or malware in support of the Acceptable
Use Policy.

All software used to access the Internet must be part of the CoffeeBlue standard software suite
or approved by IT. Such software must incorporate all vendor provided security patches.

Users accessing the Internet through a computer connected to CoffeeBlue’s network must do
s through an approved Internet firewall or other security device. All software used to access
the Internet shall be configured to use a proxy or other means of managing or controlling.
Bypassing CoffeeBlue’s network security, by accessing the Internet directly, is strictly
prohibited.

Users are prohibited from using CoffeeBlue Internet access for: unauthorized access to local
and remote computer systems, software piracy, illegal activities, the transmission of
threatening, obscene, or harassing materials, or personal solicitations.

Expectation of privacy

Users should have no expectation of privacy in anything they create, store, send, or receive
using CoffeeBlue’s Internet access.

Users expressly waive any right of privacy in anything they create, store, send, or receive using
CoffeeBlue’s Internet access.

File downloads and virus protection /R

Users are prohibited from downloading and installing software on their PC without proper
authorization from IT. Technical controls may be utilized to limit the download and installation
of software.

Downloaded software may be used only in ways that conform to its license and copyrights.

Al files, downloaded from the Internet, must be scanned for viruses using CoffeeBlue approved
virus detection software. If a user suspects a file may be infected, he/she must notify IT
immediately
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Users are prohibited from using the Internet to deliberately propagate any virus, worm, Trojan
Horse, trapdoor, or other malicious program.

Monitoring of computer and Internet usage

All user activity on CoffeeBlue IT assets is subject to logging and review. CoffeeBlue has the
right to monitor and log all aspects of its systems including, but not limited to, monitoring
Internet sites visited by users, monitoring chat and newsgroups, monitoring file downloads, and
all communications sent and received by users.

Frivolous use

Computer resources are not unlimited. Network bandwidth and storage capacity have finite
limits, and all users connected to the network have a responsibility to conserve these resources.
As such, the user must not deliberately perform acts that waste computer resources or unfairly
monopolize resources to the exclusion of others. These acts include, but are not limited to,
spending excessive amounts of time on the Internet, playing games, engaging in online chat
groups, uploading or downloading large files, accessing streaming audio and/or video files, or
otherwise creating unnecessary loads on network traffic associated with non-business-related
uses of the Internet.

Personal use, beyond incidental use of the Internet, may be done only on break room PCs and
only in compliance with this policy.

Content

CoffeeBlue utilizes software that makes it possible to identify and block access to Internet sites
containing sexually explicit material or other material deemed inappropriate in the workplace.
The display, storing, archiving, or editing of such content on any CoffeeBlue PC is prohibited.

Users are prohibited from attempting to access or accessing inappropriate sites from any
CoffeeBlue PC. If a user accidentally connects to a site containing such material, the user must
disconnect at once and report the incident immediately to IT. CoffeeBlue Departments may not
host their own websites or contract for the hosting of websites by a vendor without the
permission of IT.
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Policy Detail
CoffeeBlue Wi

Network

is provided on a best-effort basis, primarily as a convenience to
employees and others who may receive permission to access it. For employee business use, itis

designed to be a supplement to, and not a substitute for, the production wired local area
network. For non-employees, it is also provided as a convenience, primarily as a way for
members to access CoffeeBlue online products and services. Staff may easily demonstrate
CoffeeBlue online products and services to members or prospects. Wi-Fi access points, located
at the Court Street facilities an
ty.

Microwaves, cordless telephones, neighboring APs, and other Radio Frequency (RF) devices
that operate on the same frequencies as Wi i signal interference.
Wi-Fi bandwidth is shared by everyone connected to a given Wi-Fi access point (AP). As the
number of Wi

in most branch offices, allow for compatible wireless device

connec

i are known sources of Wi

onnections increase, the bandwidth available to each connection decreases
and performance deteriorates. Therefore, the number and placement of APs in a given building

is a considered design decision. Due to many variables out of direct CoffeeBlue control,
availability, bandwidth, and access is not guaranteed.

The CoffeeBlue Wi

network and connection to the Internet shall be:

+  Secured with a passphrase and encryption, in accordance with current industry practice
o Passphrases will be of appropriate complexity and changed at appropriate intervals,

balancing security practice with the intended convenient business use of the Wi

«  Physically or logically separate from the CoffeeBlue produ
(LAN) and its resources.

+ Provided as a convenience for the use of CoffeeBlue employees, their vendors while

ing CoffeeBlue, the members of CoffeeBlue, and other visitors with CoffeeBlue’s
express permission via provision of an appropriate passphrase

+ Optionally provided to members and qualifying visitors, by CoffeeBlue staff, with the
provision of an appropriate passphrase and may be accessed only with the agreement to

ion wired local area network

vi

acceptable use policy statements provided online or in a written or verbal format

* Accessed by employees only in accordance with the Acceptable Use policy and its cross-
referenced policies seen in Policy 1 in this document

+ Used for access to the CoffeeBlue production LAN only for business use and with the
approved use of a CoffeeBlu

ued virtual private network (VPN) connection
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* CoffeeBlue's Wi-Fi service may be changed, the passphrase re-issued or rescinded, the
network made unavailable, or otherwise removed without notice for the security or
ility of CoffeeBlue business

sustainal
Public Wi-Fi Usage

When using Wi-Fi on a mobile device in a public establishment, there are precautions that
should be followed.

Do:

+  Aswith any Internet-connected device, defend your laptop, tablet, phone, etc. against
Internet threats. Make sure your computer or device has the latest antivirus software,
turn on the firewall, never perform a download on a public Internet connection, and use
strong passwords.

*  Lookaround before selecting a place to sit, consider a seat with your back to a wall and

position your device so that someone nearby cannot easily see the screen.

. Assume all Wi
link may have been set up by a hacker. Actively chaose the one that is known to be the
network you expect and have reason to trust.

+ Tryto confirm that a given Wi-Fi link is legitimate. Check the security level of the network
by choosing the most secure connection, even if you have to pay for access. A password-
protected connection (one that is unique for your use) is better than one with a widely
shared passphrase and infinitely better than one without a passphrase.

*  Consider that one of two similar-appearing SSIDs or connection names may be rogue and
could have been setup by a hacker. Inquire of the manager of the establishment for
information about their official Wi-Fi access point.

. Avoid free Wi-Fi with no encryption. Even if your website or other activity is using https
i
risk of snooping, eavesdropping, and hacking when on an open Wi- Fi connection (such as
at Starbuck's, McDonald’s, some hotels, etc.).

+  Seek out Wi-Fi connections that use current industry accepted encryption methods and
that generally will require the obtaining of a passphrase from the establishment.

+  Consider using your cell phone data plan for sensitive activities rather than untrusted Wi-
i, or your own mobile hotspot if you have one or have been provided with one.

*  Ifyoumust use an open Wi-Fi, do not engage in high-risk transactions or highly-
confidential communication without first connecting to a virtual private network (VPN).

i links are suspicious, so choose a connection carefully. A rogue wireless

a lock symbol in your browser) or other secure protocols, you are at much greater
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+  Ifsensitive information absolutely must be entered while using a public network, i
Your activity and make sure that, at a minimum, your web browser connection is
encrypted with the locked padiock icon visible in the corer of the browser window, and
make sure the web address begins with https://. If possible, save your financial

n, at home, for

instance. Passwords, credit card numbers, online banking logins, and other financial

transactions for when you are on a trusted and secured connecti

information is less secure on a public network.

«  Avoid visiting sites that can make it easier or more tempting for hackers to steal your data
(for example, banking, social media, and any site where your credit card information is
stored).

*  If youneed to connect to the CoffeeBlue network and are authorized to do so, choose a
trusted and encrypted Wi-Fi AP or use your personal hotspot. In every case, you must use
your CoffeeBlue-provided VPN at all times. The VPN tunnel encrypts your information and
communications and besides, hackers are much less likely to be able to penetrate this
tunnel and will prefer to seek less secure targats.

* I general, tum off your wireless network on your computer, tablet, or phone when you

are not using it to prevent automatic connection to open and possibly dangerous APs. Set

Your device to not connect automatically to public or unknown and untrusted networks.
Finally,

Do Not

+  Leave your device unattended, not even for a moment. Your device may be subject to loss
or theft, and even if it is still where youleft it, a thief could have installed a keylogger to
capture your keystrokes or other malware to monitor or intercept the device or
connection

+ Email or originate other messages of a confidential nature or conduct banking or other
sensitive activities, and definitely not when connected to an open, unencrypted Wi-Fi

*  Allow automatic connection to or connection to first Wi-Fi AP your device finds, as it may
be a rogue AP set up by a thief. Rather, choose the one that is known to be the network

You expect and have reason to trust.
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Policy Detail

Corporate e-mail is not pi
create, store, send, or receive on CoffeeBlue’s computer systems. CoffeeBlue can, but s not
obliged to, monitor emails without prior notification. All e-mails, files, and documents —
including personal e-mails, files, and documents — are owned by CoffeeBlue, may be subject to
open records requests, and may be accessed in accordance with this policy.

Incoming email must be treated with the utmost care due to the inherent information security
risks. An anti-virus application is used to identify malicious code(s) or fles. All email is subjected
to inbound filtering of e-mail attachments to scan for viruses, malicious code, or spam. Spam

ate. Users expressly waive any right of privacy in anything they

will be quarantined for the user to review for relevancy. Introducing a virus or malicious code to
CoffeeBlue systems could wreak havoc on the ability to conduct business. If the automatic
scanning detects a security risk, IT must be immediately notified.

Anti-spoofing practices have been initiated for detecting spoofed emails. Employees should be
diligent in identifying a spoofed email. I email spoofing has occurred, IT must be immediately.
notified.

Incoming emails are scanned for malicious file attachments. If an attachment is identified as
having an extension known to be associated with malware, or prone to abuse by malware or
bad actors or otherwise poses heightened risk, the attachment will be removed from the email
prior to delivery. Email rejection is achieved through listing domains and IP addresses
associated with malicious actors. Any incoming email originating from a known malicious actor
will not be delivered. Any email account misbehaving by sending out spam will be shut down. A

review of the account will be performed to determine the cause of the actions.

E-mail is to be used for business purposes and in a manner that is consistent with other forms
of professional bu
for virus and malicious code. The transmission of a harmful attachment can not only cause
damage to the recipient’s system, but also harm CoffeeBlue’s reputation. The following
activities are prohibited by policy:

ess communication. All outgoing attachments are automatically scanned

+  Sending e-mail that may be deemed intimidating, harassing, or offensive. This includes,
ited to abusive language, sexually explicit remarks or pictures, profaniti
defamatory or discriminatory remarks regarding race, creed, color, sex, age, religion,
sexual orientation, national origin, or disability,
+  Using e-mail for conducting personal business.
+ Using e-mail for the purposes of sending SPAM or other unauthorized solicitations.
*  Violating copyright laws by illegally distributing protected works.

butis not li

es,
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*  Sending e-mail using another person’s e-mail account, except when authorized to send
messages for another while serving in an administrative support role.

+  Creating a false identity to bypass policy.

*  Forging or attempting to forge e-mail messages.

*  Using unauthorized e-mail software.

+  Knowingly disabling the automatic scanning of attachments on any CoffeeBlue personal
computer.

*  Knowingly circumventing e-mail security measures.

+ Sending or forwarding joke e-mails, chain letters, or hoax letters.

+  Sending unsolicited messages to large groups, except as required to conduct CoffeeBlue
business.

+  Sending excessively large messages or attachments.

+  Knowingly sending or forwarding email with computer viruses.

+  Setting up or responding on behalf of CoffeeBlue without management approval.

All confidential or sensitive CoffeeBlue material transmitted via e-mail, outside CoffeeBlue’s
network, must be encrypted. Passwords to decrypt the data should not be sent via email.

E-mail is not secure. Users must not e-mail passwords, social security numbers, account
numbers, pin numbers, dates of birth, mother’s maiden name, etc. to parties outside the
CoffeeBlue network without encrypting the data. All user activity on CoffeeBlue information
system assets is subject to logging and review. CoffeeBlue has software and systems in place to

monitor email usage.

E-mail users must not give the impression that they are representing, giving opinions, or
otherwise making statements on behalf of CoffeeBlue, unless appropriately authorized
(explicitly or implicitly) to do so.

Users must not send, forward, or receive confidential or sensitive CoffeeBlue information
through non-CoffeeBlue email accounts. Examples of non-CoffeeBlue e-mail accounts include,
but are not limited to, Hotmail, Yahoo mail, AOL mail, and e- mail provided by other Internet
Service Providers (ISP). Users with non-CoffeeBlue issued mobile devices must adhere to the
Personal Device Acceptable Use and Security Policy for sending, forwarding, receiving, or
storing confident ive CoffeeBlue information.

I or sen:
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Incidental Use

Incidental personal use of sending e-mail is restricted to CoffeeBlue approved users;
does not extend to family members o other acquaintances. Without prior management
approval, incidental use must not result in direct costs to CoffeeBlue. Incidental use must
not interfere with the normal performance of an employee’s work duties.

Nofiles or documents may be sent or received that may cause legal liability for or
embarrassment to CoffeeBlue. Storage of personal files and documents within CoffeeBlue’s IT
systems should be nominal.

E-mail Retention

* Messages are retained for 36 months. Emails older than 36 months are subject to
automatic purging.

+  Deleted and archived emails are subject to automatic purging.

+  Appointments, Tasks, and Notes older than the retention period are subject to
automatic purging.

E-mail Archive

+  Onlythe owner of a mailbox and the system administrator has access to the
archive.

+ Messages will be deleted from the online archive 36 months from the original
send/receive date.
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Defi
Electronic commeree: Electronic financial services delivered via electronic means
cluding, but not limited to, the Internet or other electronic delivery vehicles.

Specific examples of e-commerce activities include:

1. Internet/world wide web services
o Emailinguiries and responses
o Publishing of general information on {COMPANY-NAME]} web site
Data entry or verification by staff on a vendor’s data processing system
File transfers of member information for direct mail projects or statement
generation
2. Web account access
« Viewing share or loan transaction history and balances
o Transferring funds between shares and loans, transfers to other
ancials, or Person to Person Transfers (PTP)
«  Requesting a check withdrawal from a share or loan
ing for {COMPANY-NAME} services through applications or forms

Online bill paying services
Audio response/phone based
Wireless services

Mobile banking

@ 0w
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e-commerce a

Electronic commerce activities include CoffeeBlue’s web site, email, telephone access
system, ACH transactions, ATM system, online bill payment, and home banking services.
They also include business-to-business transactions where interaction s conducted
electronically between CoffeeBlue and its business partners using the Internet as the
communications network.

Itis the practice of CoffeeBlue to safeguard member data at all times, including the
processing of e-commerce transactions. Information must be protected at both the
sending and receiving ends of each transaction. To accomplish this, there are several
levels of protection applied to e-commerce activities.

©  Encryption
Encrypting transactions provides security by ensuring that no portion of a transaction is
readable except by the parties at each end of the transmission. This ensures that data
can be transmitted securely without concern that another party could intercept all or
part of the transaction. Encryption also makes certain that the transaction is not
tampered with as it routes from point to point and data is received exactly as it was
sent. CoffeeBlue will use a minimum of 128b encryption. This also applies to vendors
that host CoffeeBlue member data.

*  Authentication
After a secure connection is established, the initiating party must prove his/her
identity prior to conducting the transaction. This s typically handled with user IDs or
account numbers, along with password or PIN combinations. Additionally,
encryption certificates are also employed to validate the authenticity of both
servers and users. System administrators control system access by assigning users
different levels of access for applications and data. These access levels are
determined by senior management and are specific to each job function. This
ensures that access to applications and specific types of transactions are only
granted as job functions require.

©  Multi-factor Authentication (MFA)
For online banking, MFA offers more than one form of authentication to verify the
legitimacy of a transaction. The layered defense makes it more difficult for an
unauthorized person to gain access.
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Firewalls
CoffeeBlue will deploy and utilize firewalls as necessary to protect internal systems
from threats originating from the Internet, as well as those that might be present
when connecting to vendors’ networks. Firewall operating systems and
configurations will be reviewed periodically to ensure maximum protection. An
audit log will be maintained tracking all attempts to access un-configured (blocked)
services. Firewalls and other access devices will be used, as needed, to limit access
to sites or services that are deemed ihappropriate or non-corporate in nature.
Vendor hosted solution firewalls will be reviewed prior to implementation.
Network Traffic Rules and Restrictions

Intra-network traffic is subject to distinct operating rules and restrictions. Through
the use of firewall technology, outside parties are directed only to approved,
internal resources. An example of this is web page services that allow certain types
of traffic from the Internet (web page browsing) but have other types of traffic
blocked (ie. administrative tasks). This strategy dramatically reduces the risk of any
party gaining unauthorized access to a protected server.

The internal networkis also protected from virus attacks through the use of
network-level anti-virus software that is updated automatically on a regular basis.
‘These regular updates are loaded automatically to each PC, as they are available.
“This provides the most up to date virus protection and security available. E-mail is
also scanned prior to delivery, reducing the potential of a virus entering the
network in this manner.

Physical site Security
‘The entire IT Department is protected by a card access entry system allowing only
authorized personnel into the Department. Sensitive data, hardware, and software
are secured in the CoffeeBlue data center, which is secured with a card access
entry point and is monitored throughout the day by IT staff. Access to the data
center is further limited to a small number of authorized personnel. It is
CoffeeBlue’s practice to change administrative passwords and immediately remove
card access privileges after any change in IT staff.

In addition to on-site storage of data, CoffeeBlue stores overnight backups of
critical systems data and replicated Storage Area Network (SAN) storage to a
secure, off-site location. This ensures that data is available in the event of a
disaster or other critical situation.

Staff Training and Review
T staff receives training and reviews all procedures at least annually or as major system
additions or changes are implemented.
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Overview

Physical access controls define who is allowed physical access to CoffeeBlue facilities that house
information systems, to the information systems within those facilties, and/or the display
mechanisms associated with those information systems. Without physical access controls, the
potential exits exist that information systems could be illegitimately, physically accessed and the
security of the information they house could be compromised,

Purpose

This policy applies to allfacilities of CoffeeBlue, within which information systems or information
system components are housed. Specifically, it includes:

+  Datacenters or other facilities for which the primary purpose is the housing of IT
infrastructure

+  Datarooms or other facilities, within shared purpose facilities, for which one of the
primary purposes is the housing of IT infrastructure

+ Switch and wiring closets or other facilities, for which the primary purpose is not the
housing of IT infrastructure

Policy Det:
Access to facilities, information systems, and information system display mechanisms will be limited
to authorized personnel only. Authorization will be demonstrated with authorization credentials
(badges, identity cards, etc.) that have been issued by CoffeeBlue.

Access to facilities will be controlled at defined access points with the use of card readers and locked
doors. Before physical access to facilities, information systems, or information system display
mechanisms is allowed, authorized personnel are required to authenticate themselves at these
access points. The delivery and removal of information systems will also be controlled at these access
points. No equipment will be allowed to enter or leave the facility, without prior authorization, and
all deliveries and removals will be logged.

Alist of authorized personnel will be established and maintained so that newly authorized personnel
are immediately appended to the list and those personnel who have lost auth
immediately removed from the list. This list shall be reviewed and, where necessary, updated on at
least an annual basis.

nare

If visitors need access to the facilities that house information systems or to the information systems
themselves, those visitors must have prior authorization, must be positively identified, and must have
their authorization verified before physical access is granted. Once access has been granted, visitors
must be escorted, and their activities monitored at all times.
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Policy Det:
All computer devices connected to the CoffeeBlue network and networked resources shall have anti-
virus software installed and configured so that the virus definition files are current and are routinely
and automatically updated. The anti-virus software must be actively running on these devices.

The virus protection software must not be disabled or bypassed without IT approval.

The settings for the virus protection software must not be altered in a manner that will reduce the

effectiveness of the software.

The automatic update frequency of the v
frequency of updates.

s protection software must not be altered to reduce the

Each file server, attached to the CoffeeBlue network, must utilize CoffeeBlue IT approved

s
protection software and setup to detect and clean viruses that may infect CoffeeBlue resources.

Each e-mail gateway must utilize CoffeeBlue IT approved e-mail virus protection software.
Allfiles on computer devices will be scanned periodically for malware.

Every virus that is not automatically cleaned by the virus protection software constitutes a security
incident and must be reported to the Service Desk.

If deemed necessary to prevent propagation to other networked devices or detrimental effects to the
network or data, an infected computer device may be disconnected from the CoffeeBlue network
until the infection has been removed.

Users should:

+  Avoid viruses by NEVER opening any files or macros attached to an e-mail from an unknown,
suspicious, or untrustworthy source. Delete these attachments immedi
the Trash or Recycle Bin.

+  Delete spam, chain, or other junk mail without opening or forwarding the item.

ely then remove them from

*+ Never download files from unknown or suspicious sources.

+  Always scan removable media from an unknown or non-CoffeeBlue source (such as a CD or USB
from a vendor) for viruses before using it

+ Back up critical data on a regular basis and store the data in a safe place. Critical CoffeeBlue
data can be saved to network drives and are backed up on a periodic basis. Contact the CoffeeBlue IT
Department for details.

Because new viruses are discovered every day, users should periodically check the Anti-Virus Policy

for updates. The CoffeeBlue IT Department should be contacted for updated recommendations.
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©  Prior toinitial use on the CoffeeBlue network o related infrastructure, all mobile devices
must be registered with IT. CoffeeBlue will maintain a list of approved mobile devices and
related software applications and utilities, and it will be stored in the IT Document Storage
location. Devices that are not on this list may not be connected to the CoffeeBlue
infrastructure. To find out if a preferred dev dividual should contact
the CoffeeBlue IT Department Service Desk.

o Although IT currently allows only listed devices to be connected to the CoffeeBlue
infrastructure, it reserves the right to update this list in the future.

o End users who wish to connect such devices to non-corporate network infrastructure to
gain access to CoffeeBlue data must employ, for their devices and related infrastructure, a
company-approved personal firewall and any other security measure deemed necessary
by the IT Department. CoffeeBlue data is not to be accessed on any hardware that fails to
meet CoffeeBlue’s established enterprise IT security standards.

o All mobile devices attempting to connect to the CoffeeBlue network through an
unmanaged network (L. the Internet) will be inspected using technology centrally
managed by CoffeeBlue’s IT Department. Devices that are not corporate issued are not in
compliance with IT's security policies and will not be allowed to connect except by
provision of the Personal Device Acceptable Use and Security Policy. CoffeeBlue owned
laptop computers may only access the corporate network and data using a Secure Socket
Layer (SSL) Virtual Private Network (VPN) or Internet Protocol Security (IPSeg) VPN
connection. The SSLor |PSeg VPN portal Web address will be provided to users as required.
Smart mobile devices such as Smartphones, PDAs, and UMPCs will access the CoffeeBlue
network and data using Mobile VPN software installed on the device by IT.

Security

o Employees using mobile devices and related software for network and data access will,
without exception, use secure data management procedures. All mobile devices |
containing stored data owned by CoffeeBlue must use an approved method of
encryption to protect data. Laptops must employ full drive encryption with an approved
software encryption package. No CoffeeBlue data may exist on a laptop in clear text. Al
mobile devices must be protected by a strong password. Refer to the CoffeeBlue
password policy for additional information. Employees agree to never disclose their
passwords to anyone, particularly to family members, if business work is conducted
from home.

©  Allkeys used for encryption and decryption must meet complexity requirements
described in CoffeeBlue’s Password Policy.

© Al users of corporate owned mobile devices must employ reasonable physical security
measures. End users are expected to secure all such devices used for this activity
whether they are actually in use and/or being carried. This includes, but is not limited to,
passwords, encryption, and physical control of such devices whenever they contain
CoffeeBlue data. Users with devices that are not issued by CoffeeBlue must adhere to the
Personal Device Acceptable Use and Security Policy.

©  Toensure the security of CoffeeBlue equipment, mobile devices will be transported and
stored as specified in the “Mobile Device Transport and Storage” procedure.
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o Passwords and confidential data should not be stored on unapproved or unauthorized
non-CoffeeBlue devices.

©  Any corporate owned mobile device that is being used to store CoffeeBlue data must
adhere to the authentication requirements of CoffeeBlue’s IT Department. In addition, all
hardware security configurations must be pre- approved by CoffeeBlue’s IT Department
before any enterprise data-carrying device can be connected to it.

© 1T will manage security policies, network, application, and data access centrally using
whatever technology solutions it deems suitable. Any attempt to contravene or bypass
said security implementation will be deemed an intrusion attempt and will be dealt with

accordance with CoffeeBlue’s overarching security policy.

o Employees, Board of Directors, and temporary staff will follow all enterprise- sanctioned
data removal procedures to permanently erase company- specific data from such devices
once their use is no longer required. For assistance with detailed data wipe procedures
for mobile devices, an individual should contact the CoffeeBlue IT Department Service
Desk. This information is found in the IT Document Storage location.

©  Inthe event of a lost or stolen mobile device, it is incumbent on the user to report this to
IT immediately. CoffeeBlue shall employ remote wipe technology to remotely disable and
delete any data stored on a CoffeeBlue PDA or cell phone that is reported lost or stolen.
If the device is recovered, it can be submitted to IT for re-provisioning

©  Usage of location-based services and mobile check-in services, which leverage device GPS
capabilities to share real-time user location with external parties, is prohibited within the
workplace. This applies to both CoffeeBlue-owned and personal mobile devices being
used within CoffeeBlue’s premises.

o ITm, s the process for patching and updating mobile devices. A device’s
firmuware/operating system must be up to date in order to prevent vulnerabilities and
make the device more stable. The patching and updating processes are the responsi
of IT for computing platforms (ie. laptops). /R

© T maintains the process for security audits on mobile devices. Since handheld devices
are not completely under the control of CoffeeBlue, a periodic audit will be performed to
ensure the devices are not a potential threat to CoffeeBlue.

ity

Help and Support
sanctioned hardware and software but is not

o CoffeeBlue’s IT Department will support
accountable for conflicts or problems caused by the use of unsanctioned me
hardware, or software. This applies even to devices already known to the IT Department.

o Employees, Board of Directors, and temporary staff wil not make modifications of any
kind to CoffeeBlue owned and installed hardware or software without the express
approval of CoffeeBlue’s IT Department. This includes, but is not limited to, any
reconfiguration of the mobile device.
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°

IT reserves the right, through policy enforcement and any other means it deems
necessary, to limit the ability of end users to transfer data to and from specific resources
on the CoffeeBlue network.

*  Organizational Protocol

°

IT can and will establish audit trails and these will be accessed, published, and used
without notice. Such trails will be able to track the attachment of an external device toa
PC, and the resulting reports may be used for investigation of possible breaches and/or
misuse. To identify unusual usage patterns or other suspicious activity, the end user agrees
to and accepts that his or her access and/or connection to CoffeeBlue’s networks may be
monitored to record dates, times, duration of access, etc. This is done to identify
accounts/computers that may have been compromised by external parties. In all cases,
data protection remains CoffeeBlue’s highest priority.

The end user agrees to immediately report, to his/her manager and CoffeeBlue’s IT
Department, any incident or suspected incidents of unauthorized data access, data loss,
and/or disclosure of CoffeeBlue resources, databases, networks, etc.

CoffeeBlue will not reimburse employees if they choose to purchase their own mobile
devices except in accordance with the Personal Device Acceptable Use and Security Policy.
Users will not be allowed to expense mobile netwark usage costs.

CoffeeBlue prohibits the unsafe and unlawful use of mobile devices, including but not
limited to, texting, emailing, or any distracting activity while driving, and requires
audience to comply with all state laws in which one is currently operating, regarding same,
hands-free requirements, etc.

Before being granted a device and access to CoffeeBlue resources, a mobile device user
must understand and accept the terms and conditions of this policy.
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Policy Detail
All network firewalls, installed and implemented, must conform to the current standards as
determined by CoffeeBlue’s IT Department. Unauthorized or non-standard equipment is subject to
immediate removal, confiscation, and/or termination of network connectivity without notice,

The approach adopted to define firewall rulesets is that all services will be denied by the firewall

unless expressly permitted in this policy.

*  Outbound ~ allows all Internet traffic to authorized groups

o Alltrafficis authorized by Interet Protocol (IP) address and port The firewalls will provide:

o Packet filtering — selective passing or blocking of data packets as they pass through a network

terface. The most often used criteria are source and destination address, source and
destination port, and protocol.

«  Application proxy — every packet is stopped at the proxy firewall and examined and compared
to the rules configured into the firewall.

*  Stateful Inspection — a firewall technology that monitors the state of active connections and
uses this information to determine which network packets to allow through the firewall

The firewalls will protect against:

o 1P spoofing attacks —the creation of IP packets with a forged source IP address with the
purpose of concealing the identity of the sender or impersonating another computing system.

l-of-Service (DoS) attacks - the goal s to flaod the victim with overwhelming amounts of
traffic and the attacker does not care about receiving responses to the attack packets

o Any network information utiity that would reveal information about the CoffeeBlue domain.

A change control process is required before any firewall rules are modified. Prior to
Implementation, the Third-Party Vendor and CoffeeBlue network administrators are required to
have the modifications approved by the Director of IT or the VP of IT. All related documentation is
to be retained for three (3) years

Allfirewall implementations must adopt the position of “least privilege” and deny all inbound traffic
by default. The ruleset should be opened incrementally to only allow permissible traffic.

Firewall rulesets and configurations require periodic review to ensure they afford the required
levels of protection:

CoffeeBlue must review all network firewall rulesets and configurations during the initial

implementation process and periodically thereafter.





image39.png
Firewall rulesets and configurations must be backed up frequently to alternate storage (not on
the same device). Multiple generations must be captured and retained, to preserve the
integrity of the data, should restoration be required.

Access to rulesets and configurations and backup media must be restricted to those responsible
for administration and review.

Responsibilities

The IT Department is responsible for implementing and maintaining CoffeeBlue firewalls, as
well as for enforcing and updating this policy. Logon access to the firewall will be restricted to a
primary firewall administrator and designees as assigned. Password construction for the
firewall will be consistent with the strong password creation practices outlined in the
CoffeeBlue Password Policy.

The specific guidance and direction for information systems security is the responsibility of IT.
Accordingly, IT will manage the configuration of the CoffeeBlue firewalls.

CoffeeBlue has contracted with a Third-Party Vendor to manage the external firewalls. This
vendor will be responsible for:

. Retention of the firewall rules

. Patch Management

Review the firewall logs for:

System errors

Blocked web sites

Attacks

. Sending alerts to the CoffeeBlue network administrators in the event of attacks or system
errors

. Backing up the firewalls
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Policy Detail
Log generation

Depending on the volume of activity and the amount of information in each log entry, logs have
the potential of being very large.

Information in logs often cannot be controlled by application, system, or network
administrators, so while the listed items are highly desirable, they should not be viewed as
absolute requirements.

Application logs

Application logs identify what transactions have been performed, at what time, and for whom.
Those logs may also describe the hardware and operating system resources that were used to
execute that transaction.

system logs

System logs for operating systems and services, such as web, database, authentication, print,
etc., provide detailed information about their activity and are an integral part of system
administration.

When related to application logs, they provide an additional layer of detail that is not
observable from the application itself. Service logs can also aid in intrusion analysis, when an
intrusion bypasses the application itself.

Change management logs, that document changes in the IT or business environment, provide
context for the automatically generated logs.

Other sources, such as physical access or surveillance logs, can provide context when
investigating security incidents,

Client workstations also generate system logs that are of interest, particularly for local
authentication, malware detection, and host-based firewalls,

Network logs

Network devices, such as firewalls, intrusion detection/prevention systems, routers, and
switches are generally capable of logging information. These logs have value of their own to
network administrators, but they also may be used to enhance the information in application
and other logs.
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Many components of the IT infrastructure, such as routers and network-based firewalls,
generate logs. All of the logs have potential value and should be maintained. These logs
typically describe flows of information through the network, but not the individual packets
contained in that flow.

Other components for the network infrastructure, such as Dynamic Host Configuration Protocol
(DHCP) and Domain Name System (DNS) servers, provide valuable information about network
configuration elements, such as IP addresses, that change over time.

Time synchronization

One of the important functions of a log management infrastructure is to relate records from
various sources by time. Therefore, it is important that all components of the IT infrastructure
have synchronized clocks. CoffeeBlue uses Network Time Protocol (NT) for time
synchronization.

Use of log information

Logs often contain information that, if misused, could represent an invasion of the privacy of
members of CoffeeBlue. While it is necessary for CoffeeBlue to perform regular collection and
monitoring of these logs, this activity should be done in the least invasive manner.

Baseline behavior

Itis essential that a baseline of activity, within the IT infrastructure, be established and tracked
asit changes over time. Understanding baseline behavior allows for the detection of anomalous
behavior, which could indicate a security incident or a change in normal usage patterns.
Procedures will be in place to ensure that this information is reviewed on a regular and timely
basis.

Investigation

When an incident occurs, various ad hoc questions will need to be answered. These incidents
may be security related, or they may be due to a malfunction, a change in the IT infrastructure,
or a change in usage patterns. Whatever the cause of the incident, it will be necessary to
retrieve and report log records.

Thresholds shall be established that dictate what level of staff or management response is
required for any given log entry or group of entries and detailed in a procedure.




image42.png
Log record life-cycle management

When logs document or contain valuable information related to activities of CoffeeBlue’s
information resources or the people who manage those resources, they are CoffeeBlue
Administrative Records, subject to the requirements of CoffeeBlue to ensure that they are
appropriately managed and preserved and can be retrieved as needed.

Retention

To facilitate investigations, as well as to protect privacy, the retention of log records should be
well defined to provide an appropriate balance among the following:

+  Confidentiality of specific individuals’ activities
+  Theneed to support investigations
+  The cost of retaining the records

Care should be taken not to retain log records that are not needed. The cost of long- term
retention can be significant and could expose CoffeeBlue to high costs of retrieving and
reviewing the otherwise unneeded records in the event of litigation.

Log management infrastructure

A log management infrastructure will be established to provide common management of log
records. To facilitate the creation of log management infrastructures, system-wide groups will
be established to address the following issues:

+  Technology solutions that can be used to build log management infrastructures
+  Typical retention periods for common examples of logged information
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Responsibilities

CoffeeBlue’s VP of IT has the overall responsi
availability of CoffeeBlue data.

ility for the confidentiality, integrity, and

Other IT staff members, under the direction of the Director of IT, are responsible for following
the procedures and policies within IT.

Supported Technelogy

All servers will be centrally managed by CoffeeBlue’s IT Department and will utilize approved
server configuration standards. Approved server configuration standards will be established
and maintained by CoffeeBlue’s IT Department.

All established standards and guidelines for the CoffeeBlue IT environment are documented in
an IT storage location.

+  The following outlines CoffeeBlue’s mini
supporting CoffeeBlue’s systems.

+  Operating System (OS) configuration must be in accordance with approved procedures.

+ Unused services and applications must be disabled, except where approved by the
Director of IT or the VP of IT|

* Access to services must be logged or protected though appropriate access control
methods

+  Security patches must be installed on the system as soon as possible through

+  CoffeeBlue’s configuration management processes.

+  Trustrelationships allow users and computers to be authenticated (to have their identity
verified) by an authentication authority. Trust relationships should be evaluated for their
inherent security risk before implementation.

+  Authorized users must always use the standard security principle of “Least Required
Access” to perform a function.

+  System administration and other privileged access must be performed through a secure
connection. Root is a user account that has administrative

+  privileges which allows access to any file or folder on the system. Do not use the root
account when a non-privileged account will o,

+ Al CoffeeBlue servers are to be in access-controlled environments.

+ Al employees are specifically prohibited from operating servers in environments with
uncontrolled access (e. offices).

um system requirements for server equi
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Policy Detai
Many computer operating systems, such as Microsoft Windows, Linux, and others, include
software application programs which may contain security flaws.

Occasionally, one of those flaws permits a hacker to compromise a computer. A compromised
computer threatens the integrity of the CoffeeBlue network, and all computers connected to it.
Almost all operating systems and many software applications have periodic security patches,
released by the vendor, that need to be applied.

Patches, which are security related or critical in nature, should be installed as soon as possible.

o Inthe event that a critical or security related patch cannot be centrally deployed by IT, it
must be installed in a timely manner using the best resources available.

*  Failure to properly configure new workstations is a violation of this policy. Disabling,
circumventing, or tampering with patch management protections and/or software
constitutes a violation of policy.

Responsibility

The VP of IT s responsible for providing a secure network environment for CoffeeBlue. It is
CoffeeBlue’s policy to ensure all computer devices (including servers, desktops, printers, etc.)
connected to CoffeeBlue’s network, have the most recent operating system, security, and
application patches installed.

Every user, both individually and within the organization, is responsible for ensuring prudent
and responsible use of computing and netwark resources.

ITis responsible for ensuring all known and reasonable defenses are in place to reduce network
vulnerabilities, while keeping the network operating.

IT Management and Administrators are responsible for monitoring security mailing lists,
reviewing vendor notifications and Web sites, and researching specific public Web sites for the
release of new patches. Monitoring will include, but not be limited to:

o Scheduled third party scanning of CoffeeBlue’s network to identify known vulnerabilities

¢ Identifying and communicating identified vulnerabilities and/or security breaches to
CoffeeBlue’s VP of IT

+  Monitoring Computer Emergency Readiness Team (CERT), notifications, and Web sites of
all vendors that have hardware or software operating on| CoffeeBlue’s network
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Program Communication

Reporting to Third Parties - Unless required by law or regulation to report information
security violations to external authorities, senior management, in conjunction with legal
representatives, the Security Officer, and the VP of IT must weigh the pros and cons of
external disclosure before reporting these violations.

f a verifiable information systems security problem, or a suspected but likely information
security problem, has caused third party private or confidential information to be
exposed to unauthorized persons, these third parties must be immediately informed
about the situation

If sensitive information is lost, disclosed to unauthorized parties, or suspected of being
lost or disclosed to unauthorized parties, both its Owner and the Security Officer must be
notified immediately.

Display of Incident Repor
procedures for reporting information security incidents must be prominently displayed in

ing Contact Information - CoffeeBlue contact information and

public communication mediums such as bulletin boards, break rooms, newsletters, and

the intranet.

+ Member Notification - The notification will be conducted and overseen by
CoffeeBlue’s Director of Risk Management. The notification should contain, at a
minimum, the following elements:

= Recommendations for the member to protect him/herself

= Contact information for the Federal Trade Commission

= Contact information for the credit bureaus
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The IT Security and System Admi
procedures wi

trators are responsible for maintaining accuracy of patching
h detail the ‘what, where, when, and how to eliminate confusion, establish
e guidance, and enable practices to be auditable.

routine, provi

Documenting the implementation details provides the specifics of the patching process, which
includes specific systems or groups of systems and the

\eframes associated with patching.

Once alerted to a new patch, IT Administrators will download and review the new patch. The
patch will be categorized by cri

schedule.

cality to assess the impact and determine the installation
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Policy Det:
Itis the policy of CoffeeBlue to protect the confidentiality, security, and integrity of each
member's non-public personal information. CoffeeBlue will take responsibility for its use of
cloud computing services to maintain situational awareness, weigh alternatives, set priorities,
and effect changes in security and privacy that are in the best interest of CoffeeBlue.

This policy acknowledges the potential use of diligently vetted cloud services, only with:

+  Providers who prove, and can document in writing, that they can provide appropriate
levels of protection to CoffeeBlue data in categories that include, but are not limited to,
transport, storage, encryption, backup, recovery, encryption key management, legal and
regulatory jurisdiction, audit, or privacy

+  Explicit procedures for all handling of CoffeeBlue information regardless of the storage,
sharing or computing resource schemes

Cloud Computing Services

The category of cloud service offered by the provider has a significant impact on the split of
ties between the customer and the provider to manage security and associated

*  Infrastructure as a Service (1aaS) is a form of cloud computing that provides virtualized
computing resources over the Internet. The provider is supplying and respon:
securing basic IT resources such as machines, disks, and networks. The customer is

ible for the operating system and the entire software stack necessary to run

applications and is responsible for the customer data placed into the cloud computing

‘onment. This means most of the responsibility for securing the applications and the

data falls onto the customer.

ice (Saa) is a software licensing and delivery model in which software
is licensed on a subscription basis and s centrally hosted. The infrastructure, software,
and data are primarily the responsibility of the provider, since the customer has little
control over any of these features. These aspects need appropriate handling in the
contract and the Service Level Agreement (SLA).

+  Platform as a Service (PaaS) is a cloud computing service that provides a platform allowing
customers to develop, run, and manage web applications without the complexity of
building and maintaining the infrastructure typically associated with developing and
launching an application. Responsibility i likely shared between the customer and
provider.

le for

*  SoftwareasaSe
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Policy Detail
Program Organization

Computer Emergency Response Plans - CoffeeBlue management must prepare,
periodically update, and regularly test emergency response plans that provide for the
continued operation of critical computer and communication systems in the event of an
interruption or degradation of service. For example, Charter connectivity is interrupted or
an isolated malware discovery.

Incident Response Plan Contents - The CoffeeBlue incident response plan must include
roles, responsibilities, and communication strategies in the event of a compromise,
including notification of relevant external partners. Specific areas covered in the plan
include:

= Specificincident response procedures

= Business recovery and continuity procedures

= Data backup processes

= Analysis of legal requirements for reporting compromises

= Identification and coverage for all critical system components

= Reference or inclusion of incident response procedures from relevant external
partners, e.g., payment card issuers, suppliers

Incident Response Testing - at least once every year, the IT Department must utilize
simulated incidents to mobilize and test the adequacy of response. Where appropriate,
tests will be integrated with testing of related plans (Business Continuity Plan, Disaster
Recovery Plan, etc.) where such plans exist. The results of these tests will be documented

and shared with key stakeholders.

Incident Response and Recovery - A security incident response capability will be
developed and implemented for all information systems that house or access CoffeeBlue
controlled information. The incident response capability will include a defined plan and
will address the seven stages of incident response:

= Ppreparation

= Detection

= Analysis

= Containment

= Eradication

= Recovery

= Post-incident Activity
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To facilitate incident response operations, responsibility for incident handling operations
will be assigned to an incident response team. If an incident occurs, the members of this
‘team will be charged with executing the incident response plan. To ensure that the team
is fully prepared for its responsibilities, all team members will be trained i incident
response operations on an annual basis

Incident response plans will be reviewed and, where applicable, revised on an annual
basis. The reviews will be based upon the documented results of previously conducted
tests or live executions of the incident response plan. Upon completion of plan revision,
updated plans will be distributed to key stakeholders.

Intrusion Response Procedures - The IT Department must document and periodically
revise the Incident Response Plan with intrusion response procedures. These procedures
must include the sequence of actions that staff must take in response to a suspected
information system intrusion, who has the authority to perform what responses, and
what resources are available to assist with responses. All staff expected to follow these
procedures must be periodically trained in and otherwise acquainted with these
procedures.

Malicious Code Remediation - Steps followed will vary based on scope and severity of a
malicious code incident as determined by Information Security Management. They may
include but are not limited to: malware removal with one or more tools, data quarantine,
permanent data deletion, hard drive wiping, or hard drive/media destruction.

Data Breach Management - CoffeeBlue management should prepare, test, and annually
update the Incident Response Plan that addresses policies and procedures for responding
in the event of a breach of sensitive customer data.

Incident Response Plan Evolution - The Incident Response Plan must be updated to
reflect the lessons learned from actual incidents. The Incident Response Plan must be

updated to reflect developments in the industry.
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