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[bookmark: _Toc70447931]Managing and Maintaining Network Resources using Network Policy and Security Practices
[bookmark: _Toc70447932]Abstract
To set up and Implement NTFS and sharing permissions for network deployed access control resources. 
To manage network environment settings and to set security policies through group policy management console through the GPMC snap-in tool.
Explain through the observational task the main difference between local permissions and file shares, the role of group policy management in a network environment, and examples of good password principles in modern network environments.
[bookmark: _Toc70447933]Introduction
There are three parts in this assessment the first step would be to highlight the steps taken to implement a network sharing permission, NTFS permissions and provide screenshots to validate those steps. The second part of this assessment is to utilise group policy management. GPM enables system administrators to automate the process of rolling out in a department or an organisation, it gives administrators a centralised area to configure, manage and implement the working environments of the users and devices within its network, it also provides administrators the ability to manage the security of the users and devices within its network and help defend against both internal and external threats and attacks.
The final part of this assessment is to complete the observational research task, the main difference between local permissions and file shares, the role of group policy management in a network environment, and examples of good password principles in modern network environments.
[bookmark: _Toc70447934]Methodology
One critical security feature in a network is the management of permissions. This enables an organisation to give or restrict access that it grants its employees and the ability to control the level of access dependent of the employee’s job role. Sharing resources enables organisations to share resources amongst their employees. NTFS and share permission have differences but both are there to do the same job to restrict and prevent access to unauthorised users. When a user shares a folder with others on the network, they can set the permissions for that folder whereas NTFS permissions are permissions set for files and folders stored in the NTFS file system which is accessible across the whole network. [1] [2]
The first task would be to demonstrate how local NTFS permissions work and how to apply them to a network environment. Setting up an NTFS or New Technology File System gives a network extra security against unauthorised attacks and access.
After logging into a client PC a folder was created and renamed Dept_Important_Docs and permissions were set to give two users different access permissions, one having full control permission and the other just read access. A file was created and put into the folder shown in fig 1.0. [image: ]
[bookmark: _Toc70447935]Fig 1.0 Important file created and put into the folder where the permissions would be set.

In fig 1.1 it shows the content of the file that was created for demonstrating how the restrictions of the permissions work.
[image: ]
[bookmark: _Toc70447936]Fig 1.1 File created to set the permission to test.

When first setting up the permissions it was identified that there are some inherited permissions in the file system, these were removed, and the inherited permissions were deleted from this folder. This was done to enable the administrator to add chosen permission that are more relevant. Permission was then set for each user from the permissions list which are categorised as allow or deny. The first user was granted full access to the folder and the second user with restricted set of permissions including no modification, this will ensure that users without permission cannot make any changes to the content of the file or folder.  In fig 1.2 shows that the permissions which have been set.
[image: ]
[bookmark: _Toc70447937]Fig 1.2 Share permissions with administrator of the network having full control and other users of the NWTADERS having only read and execute permission.

After the permissions were set it is advisable to test this to ensure that it has worked, and the permissions have been put into place successfully. After logging into a non-admin account on the network and accessing the file from the folder, the administrator tried to modify the content of the file, it was not successful, and an error message was displayed as shown in fig 1.3. if the user requires any modifications, they will need to contact the administrator to do so.
[image: ]
[bookmark: _Toc70447938]Fig 1.3 Message showing that user does not have permission to change or modify anything on the file. 

Sharing a file or folder within a network needs permission set as the shared options are not set by default. Network shares need to be set and managed in a network with caution as if it is not, it can compromise the local resources if the access control is not secured locally. As both share files and NTFS files permission are set separately caution needs to be taken to ensure that there is no conflicting permission if this happens the most secure or restrictive permission would take president. 
Share files are usually set and stored on servers, these are usually identified as file servers. Correct setting for file shares needs to be defined to ensure the right users have the right level of access to those files. After selecting a profile, a server path must be chosen and a share name. for this task, the share name given was DeptNetShares$.  The dollar sign at the end of the name will enable hidden share that means that it is denoted that share is hidden for security purposes, this is a preventative measure as one method of accessing the share files from a different device is to browse a device on the network to see if there are any shares associated with it and the permissions. The share name and share path are shown in fig 1.4. 
[image: ]
[bookmark: _Toc70447939]Fig 1.4 Shows the share local path and the share name given. The access-based enumeration and allowing caching of share options have been enabled.

The access-based enumeration option will allow the nominated users to see the files and folders they have the permission to see and access, the caching of shares option allows users the right to access the files and folders they have permission to even if they are offline, as the files are cached on the user’s local device and can be accessed at a later point.
Accessing the share files can be done through several ways one is through browsing the device that is being used with access to the network unless as mention earlier it is hidden, another is through searching the file explorer option by entering the file path to the share file if it if known. The one that would be used in this task is a mapped drive. Creating a mapped drive will offer a continuous connection by creating a separate local partition which will appear to look like another local drive on the network server. This would enable users to access this share drive with the right credentials quicker without having to look or search for it. A remote and local path to the shares drive is shown in fig 1.5.
[image: ]
[bookmark: _Toc70447940]Fig 1.5 Showing the local and remote paths to access the shares file on the network.

Another method of controlling and restricting access is through group policy management, this is a collection of policies which define the settings and preferences which can be applied to specific users or groups of users. Group policy management is a productive and efficient way to manage the accesses within a network, and it allows network administrators to centrally manage security settings of all the devices within its network. 
Some of the group policy objects which have been implemented are restricting access to the control panel of a device, removing access to the command prompt, removing access to removeable media drives, removing access to software installations, and enforcing password policy in the nwtraders domain. Once these policies have been implemented, they will also be tested to ensure that the policy is working.
The first group policy object (GPO) is restricting access to the control panel, this will stop users from making any changes to settings, uninstall programs/software, change functions or system settings. The first thing to do to put this policy into action is to create an Organisational unit. This is an object container within the active directory domain, it acts like a storage folder holding users and devices of a particular group for example human resources (HR) or year 1 students. An OU is the smallest unit an administrator can assign a group policy to. An OU can have multiple OU’s within it, the policy would apply to the OU and all OU’s within it. After creating a non-admin user (as shown in Fig 1.6) to the domain, the group policy was enabled to restrict access to the control panel, this is done through the Microsoft Windows Server built-in tool called snap-in.
[image: ]
[bookmark: _Toc70447941]Fig 1.6 Shows non-admin user added to the nwtraders.msft domain. This will enable the testing if this policy on the network.

After this policy was enabled (this is shown in Fig 1.7)
[image: ]
an update was required to ensure that the policy has been applied to the domain. To force active directory to look at any new settings or policies that have been applied system administrators use a command in the command prompt window, this is shown in Fig 1.8. 
[image: ]
[bookmark: _Toc70447942]Fig 1.8 The command used by system administrators to force active directory to look at and update any new settings or policies.

After logging into the non-admin user account, to test to see if the policy was in place the administrator tried to make changes in the control panel and was denied and a device manager window was displayed saying that this is a standard user, and that this user does not have the rights to change anything in this area. If changes are required, then this user must log in as an administrator, this is shown in Fig 1.9.  this shows that the policy has been updated and is in place.
[image: ]
[bookmark: _Toc70447943]Fig 1.9 This is the message that came up when changes in control panel were attempted.

The next group policy which is to be implemented is removing access to the command prompt. This would ensure that users cannot override or bypass system settings or change settings to give high level access users looking to override or bypass the security. This can have some devastating impact in the wrong hands. In the group policy management console (GPMC) in the non-admin users OU, a group policy object was created with the name NoCommandPromptAccess. Within this a policy resides under Administrative templates called “Prevent Access to the Command Prompt”. This policy was enabled, then in command prompt run as an administrator to force the update of the policy so that it is enabled in the domain as shown in Fig 1.8. once the group policy was implemented it shows in the group policy objects container as shown in Fig 2.0.
[image: ]
[bookmark: _Toc70447944]Fig 2.0 No command prompt access policy in place under the group policy objects.

This policy was then tested using the non-admin account. Command prompt window was opened, and message was displayed to inform the user that the command prompt has been disabled by the administrator as shown in Fig 2.1. 
[image: ]
[bookmark: _Toc70447945]Fig 2.1 Shows the message that was displayed after opening the command prompt.

Removeable media drives are a common and convenient way to transfer, access, copy and save data. This convenience comes with some serious security implications as the properties that make them portable also make them vulnerable for hackers to access and use for criminal activities. 
In a network or domain, the most common way that viruses and malware are transferred are through removeable media drives. failure to manage these removeable drives poses a serious network and security breach which can have serious consequences to an organisation. The recommendation would be to deny access to all user apart from network administrators as managing removeable media drive in an organisation is almost impossible. The next group policy to be implemented would be restricting access to removeable media drives. Group policy object would be created for this task named NoRemDriveAccess. Once the policy is enabled and the forced update is carried out testing of this policy is done on a non-admin user account. As this task is carried out in a Virtual machine some verifications cannot be shown. In Fig 2.2 it shows that a USB memory disk is enabled but when signed into the non-admin user account the drive is not visible or accessible.
[image: ]
[bookmark: _Toc70447946]Fig 2.2 Showing the removeable media drive is in the main computer and enable to use.

When signed into the client PC of the non-admin account it was checked to see if the drive was visible or accessible but as shown in Fig 2.3 the drive is not there.
[image: ]
[bookmark: _Toc70447947]Fig 2.3 The removeable media drive does not appear in my PC of the non-admin account of the client VM machine even though it was enabled in the settings.

Another major threat comes from unknown or unauthorised software installations as these can have hidden malwares, viruses, trojans and other unwanted threats. These can exploit, attack and damage vectors on a network, they can also disrupt or even shut down the whole network, not to mention the data that could be stolen, erased, or held for ransom. It is therefore advisable to implement another GPO to restrict software installations only by authorised system administrators. To do this the GPO would need to be applied to computer objects rather than user configurations. This would be applied to the object with the OU that contains the domain WS1 computer object. When the computer object is in the correct OU the group policy object can be implemented to restrict the installation of software. Testing to see if software installation is allowed on a client Pc showed that only admin users are allowed. This is shown in Fig 2.4.
[image: ]
[bookmark: _Toc70447948]Fig 2.4 Message that was displayed when trying to install software on a client computer. This shows that the policy is working and in place.

Another way to enforce security measures in an organisational network setting is to enforce a password policy which must be deployed at domain level settings. Password policy is vital requirement to ensuring the security of the network, this would reduce weak, or repetitive passwords being cracked. Following a quality password principle would enforce a more secure network. One such principle would be to use  passphrase’s, where the predefined value length is longer than the minimum password requirement. More details of sound password principles are in observational task 3c. once the predefined settings were changed and the policy was forced to updated it was tested to see if it worked. In Fig 2.5 it shows the settings of the password requirements changed to ensure the passwords are strong and changed regularly.
[image: ]
[bookmark: _Toc70447949]Fig 2.5 shows the predefined password settings have been changed.

After creating another non-admin user it was tested to see if the password could be changed but as the requirements of the password weren’t met a message was displayed to show that the password could be changed due to not meeting the requirements that was set, this message is shown in Fig 2.6.
[image: ]
[bookmark: _Toc70447950]Fig 2.6 message showing the requirements have not been met of the password policy.

It was also set for the user to update their password when they first logged into the account and the settings of the policy applied to this as well. Again, when the requirements weren’t met a message was displayed to say the password cannot be updated as it did not meet the requirements of the policy, this is shown in Fig 2.7. when the requirements that were set were met the changes were made successfully. 
[image: ]
[bookmark: _Toc70447951]Fig 2.7 showing the message displayed when the requirements of the policy were not met.



[bookmark: _Toc70447952]Observational Task
one critical security feature is the management of permissions given to a file system, the set up and granting or limiting the permissions to share systems, software’s, printers, and files to prevent unauthorised access to the network and company information and data.
[bookmark: _Toc70447953]3a) Local permissions (NTFS) and file shares – 
File share and files share permission is the ability to share files or folder with other users within your network. Parameters can be set with each file or folder to determine who and what part of the file can be accessed. Setting permissions for each file or folder can get complicated depending on the number of users who have been granted access to them, but this can also be used to determine the type of access that can be granted to each user, for example the types of permission that can be granted are Full permission, control permission and read permission. 
· Full permission grants the user to be able to take ownership, edit permissions, read, control, and change the contents of the file. 
· Control permission allows the user to read, write, delete, and execute files within the share files and folders.
· Read permission allows users to access and read the files only.
Share permissions can be implemented on files systems such as NTFS, FAT and FAT32
New Technology File System (NTFS) permissions is the ability to viewing and managing access control with the use of ACLs access control lists. New Technology File System (NTFS) are file system that are set on drives partitioned with NTFS. When permissions are set, they take effect at the local operating system level and parameters can be set to govern who has access.

File shares or share permissions are when a file system is created in a network and permission is given to who can access it through the network. This file system enable the use of sharing not just files but also resources can be accessed from different locations from users who have the permission to access them. [1] [2] [3]
[bookmark: _Toc70447954]3b) The role of group policy management in the network environment.
The main purpose of group policy is to help keep the network environment organised and secure. Group policy management enables system administrators to make critical and necessary changes to end users, resources, operating systems, security, and applications settings from a centralised location. It can greatly reduce the workload and simplify the work environment.
To reduce security breaches and cyber attacks administrators can set networks in an organized manner and set consistent principles for end users to reduce the likelihood of accidental data breaches and governing access to users the resources they need to be able to do their jobs, this would ensure that the administrators can keep the network better organised and protected.  The main use for group policy management is to make it possible to effectively apply necessary security controls on the network and offer best practice policies to their employees based on specific job roles, on a network base rather than having to apply these on a local basis, this saves the administrator a lot of time which can be utilised better elsewhere. GPOs can be set up by administrators to enforce the principles to help control users’ privileges to sensitive files and settings and only grant access to those who have the job entitlement to do so, this minimises potential security risks and minimises the potential damage that could be incurred by cybercriminals. Through the group policy management tool administrators can deploy security patches and other updates when needed from a central   location altogether without the need to do it on a one to one basis. [4] [5] [6] 
Some group policy examples are shown in Fig 2.8, Fig 2.9, and Fig 3.0.



[image: ]
[bookmark: _Toc70447955]Fig 2.8 Example of Group policy to restrict access to control panel and PC settings.

[image: ]
[bookmark: _Toc70447956]Fig 2.9 Another policy remote desktop connection, not to allow passwords to be saved.

[image: ]
[bookmark: _Toc70447957]Fig 3.0 showing another example of a group policy, this policy is to remove the add or remove programs policy, which would stop users from adding or removing programs. On the right-hand side other policies regarding add or remove programs that can also be deployed.

[bookmark: _Toc70447958]3c) Give some examples of Sound ‘password’ principles in modern network environments.
Passwords are very important part of a network’s security; it is a critical requirement for enhancing security across the network. An up-to-date password policy and guidelines would be the first line of defence against cyber-attacks. Having strong attributes and setting longer predetermined value length would give passwords uniqueness and complexity however these guidelines are now outdated and according to NIST specific guidelines for strong passwords, you should use the longest password or passphrase permissible according to your policy guidelines (8-64 characters). A passphrase according to the Cambridge Dictionary “a secret phrase, or a combination of letters and numbers, used to get access to a computer or computer files”. You can also use a combination of words, numbers and special characters to create a strong passphrase, but try to make the words that are used meaningful and easily remembered by you otherwise the passphrase can be easily forgotten, this again is very common. Some of the guidelines from the NIST Special Publications 800-63B, Digital Identity Guidelines. [7] [8] [9]
· A minimum of eight characters and a maximum length of at least 64 characters
· Users should be allowed the ability to use all characters. It is recommended that users try to use whatever combination of characters to create a password that they can easily remember.
· Users no longer must use special characters. 
· Restrict sequential and repetitive characters for example 12345 or aaaaaa.
· Restrict context specific passwords for example the name of the company or site details, address, etc.
· Restrict commonly used passwords for example p@ssw0rd, users name, date of birth.
· Restrict passwords obtained from previous breach corpuses.
· Screen passwords against blacklists. Commonly used or compromised passwords.
· It is reasonable to copy and paste passwords. Under new NIST guidelines it is recommended to use the paste function for passwords. [7] [8] [9]
As passwords are the first line of defence against cyber-attacks having a sound password security principle is important. Organisations need to update their password policy and educate staff to creating strong passwords which will help towards the fight against cyber threats and the risks of security breaches.
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Requirements:
Windows Server 2003, Windows XP,
and Windows 2000 only

Description:
Prevents users from using Add or
Remove Programs.

“This setting removes Add or Remove
Programs from Control Panel and
removes the Add or Remove
Programs item from menus.

‘Add o Remove Programs lets users
instal,uninstal, repair, add, and
remove features and components of
Windows 2000 Professional and a
wide variety of Windows programs.
Programs published o assigned to
the user appear in Add or Remove
Programs.

If you disable this setting or do not
configure it, Add or Remove
Programs s available to all users.

When enabled, this setting takes
precedence over the other settings in
ths folder.

This setting does not prevent users
from using other tools and methods
to install or uninstall programs.

2 |

Setting

Go directly to Components Wizard
Hide Add New Programs page
Hide Add/Remove Windows Components page

Hide Change or Remove Programs page

Hide the "Add  program from CD-ROM or floppy disk” of
Hide the "Add programs from Microsoft” option

Hide the "Add programs from your network” option

Hide the Set Program Access and Defauits page

Remove Support Information
‘Specify default category for Add New Programs.
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