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Cybersecurity has become an important issue for businesses, especially manufacturing companies that increasingly depend on technology to run their daily operations. Steel Form Manufacturing Ltd (SFM) has introduced modern technologies such as IoT sensors, automated machinery and a cloud-based production management system. These technologies have helped the company become more efficient, but they have also created new security risks.
SFM has already experienced several security problems, including malware infections, phishing emails aimed at procurement staff and attempts to gain unauthorized access to the production network. If these problems are not dealt with properly, they could lead to stolen information, financial losses, production delays and damage to the company's reputation.
This report looks at the main cybersecurity threats facing SFM and recommends practical ways to reduce these risks. The proposed approach includes stronger access controls, network security, data protection, regular backups, staff training and an incident response plan. The recommendations are based on recognized cybersecurity frameworks and guidance, including the NIST Cybersecurity Framework, ISO/IEC 27001 principles and UK data protection requirements.
The main aim is to help SFM protect its information and manufacturing systems while allowing the company to continue using modern technology safely.

1. Introduction
Steel Form Manufacturing Ltd (SFM) is a medium-sized manufacturing company that produces custom-engineered components for the automotive and aerospace industries. Like many modern manufacturing companies, SFM has started using more connected technology to improve the way it operates. This includes IoT-enabled sensors, automated machinery and a cloud-based production management system.
Although these technologies provide many benefits, they also create additional cybersecurity risks. The more devices and systems that are connected, the more opportunities there are for criminals to try to gain access. For example, an attacker could compromise an employee's account through a phishing email and then use that account to access company systems.
SFM has already experienced malware infections, phishing attempts and unauthorized access attempts. This shows that cybersecurity is already a real concern for the company and not just a theoretical problem.
A successful cyber-attack could have serious consequences. It could stop production, expose customer information, allow valuable engineering designs to be stolen or cause financial losses. In a manufacturing environment, even a short period of downtime can have a significant effect because production schedules and customer deadlines could be affected.
The NIST Cybersecurity Framework (CSF) 2.0 provides a useful way for SFM to approach these risks. The framework helps organizations identify, protect against, detect, respond to and recover from cybersecurity threats [1]. SFM should also consider the security of its operational technology (OT), because automated machinery and industrial systems have different security requirements from normal office computers [2].
The purpose of this report is therefore to identify the main threats facing SFM and recommend realistic security policies and measures that the company can introduce.

2. Identification of Cybersecurity Threats
SFM faces a mixture of external and internal threats. Some threats come from outside the organization, while others could result from employees accidentally or deliberately misusing company systems.
2.1 External Threats
Ransomware
Ransomware is a major concern for SFM because it could prevent employees from accessing important files and systems. An attacker could encrypt company data and demand money before allowing the company to regain access.
For SFM, the consequences could be particularly serious because an attack could also affect production. If important production systems became unavailable, the company could experience delays, financial losses and problems meeting customer deadlines.
To reduce this risk, SFM should maintain reliable backups, keep systems updated and make sure employees understand how to recognize suspicious emails.
Phishing and Social Engineering
Phishing is another important threat because SFM has already experienced phishing emails targeting procurement staff. An attacker could pretend to be a supplier, manager or customer and try to convince an employee to click on a malicious link or provide login information.
For example, an attacker might send an email pretending to be one of SFM's suppliers and ask an employee to open an invoice. The attachment could contain malware.
This shows why staff awareness is just as important as technical security controls.
Malware
Malware can enter a company through email attachments, malicious websites, infected software or removable devices. Once installed, malware could damage files, steal information or give an attacker access to the network.
SFM should therefore use reliable endpoint security software and ensure that computers and other devices are regularly updated.
unauthorized Network Access
Attackers may try to gain access to SFM's network by exploiting weak passwords, outdated software or poorly protected remote access services.
This is especially concerning because the company's production network contains automated machinery and other important systems. If an attacker gained access, they could potentially disrupt manufacturing operations.
Attacks on Industrial Systems
SFM's automated machinery and IoT devices are another possible target. These systems were designed mainly to support production, but they can also introduce cybersecurity weaknesses if they are not properly protected.
An attacker who gains access to an industrial system could potentially interfere with production or cause equipment to behave unexpectedly. This is why OT systems need to be treated differently from ordinary office computers [2].
Supply Chain Attacks
SFM relies on suppliers and technology providers, which means that the company's security can also be affected by third parties.
For example, if a supplier's account was compromised, an attacker could potentially use the supplier's legitimate access to reach SFM systems.
Industrial Espionage
SFM works with the automotive and aerospace industries, so its engineering designs and technical information could be valuable to competitors or criminals.
Someone could attempt to steal these designs to gain a commercial advantage or sell the information. Strong access controls and encryption are therefore important.

2.2 Internal Threats
Not every cybersecurity problem comes from outside the company. Employees can also create security risks, either intentionally or by mistake.
Malicious Employees
A disgruntled employee could deliberately steal information, damage systems or share confidential company information with an unauthorized person.
This risk can be reduced by limiting access to sensitive information and monitoring important user activity.
Human Error
Employees can make mistakes. For example, someone could accidentally send a confidential document to the wrong person, click on a phishing link or use an unsafe USB device.
Staff training can reduce the likelihood of these mistakes happening.
Weak Passwords
Using simple passwords or reusing the same password across different accounts can make it easier for attackers to gain access.
SFM should require employees to use strong, unique passwords and enable multi-factor authentication (MFA) on important accounts.
Unauthorized USB Devices
USB drives can be useful in a manufacturing environment, but they can also introduce malware or allow confidential information to be copied.
SFM should control the use of removable devices, particularly on computers connected to production systems.
Excessive Access
Employees should only have access to the information and systems they need for their jobs. Giving everyone access to sensitive information increases the risk of accidental or deliberate misuse.
SFM should therefore follow the principle of least privilege.

3. Security Policies
SFM should introduce clear security policies that employees can understand and follow. The policies should not be unnecessarily complicated because employees are more likely to follow rules that are clear and practical.
3.1 Access Control Policy
Employees should only have access to systems and information that they need to perform their jobs.
For example, an employee working in procurement does not normally need access to engineering design files. Limiting access in this way reduces the amount of information that could be exposed if an account was compromised.
Multi-factor authentication should be used for important systems, particularly cloud services, remote access and administrator accounts.
Employee accounts should also be reviewed regularly. When someone leaves the company, their account should be disabled immediately.
3.2 Password Policy
Employees should create strong and unique passwords and should never share their passwords with other people.
SFM could also provide an approved password manager to make it easier for staff to manage multiple passwords safely.
MFA should be enabled wherever possible because it provides another layer of protection if a password is stolen.
3.3 Acceptable Use Policy
Employees should only use company computers, networks and software for approved purposes.
Staff should not install software without permission or connect unknown devices to company equipment. Company information should also not be copied to personal email accounts or personal cloud storage.
3.4 Email and Phishing Policy
Employees should be encouraged to stop and check an email if something looks unusual.
For example, if an employee receives an unexpected request to transfer money or open an unfamiliar attachment, they should confirm the request through another method before acting.
SFM should also provide an easy way for employees to report suspicious emails to the IT or security team.
3.5 Data Protection Policy
SFM should know what information it has and how sensitive that information is.
A simple classification system could be used:
	Classification
	Example
	Protection

	Public
	Company marketing information
	Basic protection

	Internal
	General company documents
	Employee access

	Confidential
	Customer and supplier information
	Restricted access

	Highly Confidential
	Engineering designs
	Strong access controls and encryption


This would make it easier for employees to understand how different types of information should be handled.
3.6 Backup Policy
SFM should regularly back up important information and systems. Backups are especially important in the event of ransomware or hardware failure.
However, simply creating backups is not enough. SFM should regularly test them to make sure that information can be recovered when needed.
3.7 Supplier Security Policy
SFM should check the cybersecurity practices of important suppliers before giving them access to company systems.
Third-party access should be limited to what is necessary and should be monitored. When a supplier no longer needs access, it should be removed.

4. Mitigation Measures
The security measures introduced by SFM should be realistic for a medium-sized company. The company does not necessarily need to purchase every available security product. Instead, it should focus first on the areas that create the greatest risk.
	Threat
	Recommended Measure
	How it will be implemented

	Ransomware
	Backups and endpoint security
	Create regular backups and use centrally managed endpoint protection

	Phishing
	MFA and staff training
	Introducing MFA and running regular phishing awareness exercises

	Malware
	Endpoint protection
	Install and centrally manage anti-malware/EDR software

	unauthorized access
	Access controls
	Use least privilege and regularly review accounts

	OT attacks
	Network segmentation
	Separate office systems from production systems

	Data theft
	Encryption
	Encrypt sensitive information at rest and in transit

	Insider threats
	Monitoring and access controls
	Restrict sensitive information and monitor unusual activity

	Vulnerabilities
	Patch management
	Regularly identify and fix security vulnerabilities

	Supply chain attacks
	Supplier checks
	Assess third-party security before granting access


4.1 Network Segmentation
One of the most useful improvements SFM could make is separating its networks.
The office network should not have unrestricted access to the production network. Guest Wi-Fi should also be kept separate from company systems.
A simplified structure could look like this:
Internet → Firewall → Office Network → Firewall → Production/OT Network
This means that if an employee's computer is infected, the attacker would have another security barrier to overcome before reaching the production environment.
4.2 Patch Management
SFM should regularly check computers, servers, IoT devices and other systems for security updates.
However, updating production equipment requires more care. A patch should be tested before being installed on critical machinery because an unexpected compatibility problem could interrupt production.
This means SFM needs to balance security with the need to keep its manufacturing operations running.
4.3 Encryption
Sensitive information should be encrypted when it is stored and when it is being transferred.
This is particularly important for engineering designs, customer information and other confidential business data. If someone manages to steal an encrypted file, the information is much harder to use without the appropriate encryption key.
4.4 Endpoint Protection
SFM should use centrally managed endpoint protection on company computers and servers.
Employees should also not have administrator rights on normal work on computers unless there is a genuine business reason. This makes it more difficult for malware to make major changes to the system.

5. Data Governance
Cybersecurity and data governance should work together. SFM needs to understand what data it holds, where it is stored, who can access it and when it should be deleted.
This is particularly important because the company may hold both personal information and commercially sensitive information.
SFM should:
1. Keep an inventory of important information.
2. Identify where sensitive information is stored.
3. Assign responsibility for important data.
4. Control who can access the data.
5. Set appropriate retention periods.
6. Encrypt sensitive information.
7. Securely dispose of information that is no longer required.
8. Review access permissions regularly.
The UK GDPR requires organizations to use appropriate technical and organizational measures to protect personal data [4]. Therefore, data protection should be included in the company's normal security procedures rather than treated as a separate issue.

6. Monitoring and Incident Response
Even with good security controls, SFM cannot assume that an attack will never happen. The company needs to be prepared to detect and respond to incidents quickly.
The IT security team should monitor important systems, including firewalls, servers, employee computers, cloud services and authentication systems.
Security logs can help identify unusual behavior, such as repeated failed login attempts or an account suddenly accessing large amounts of sensitive information.
A SIEM system could be introduced to collect and analyze these logs.
6.1 Incident Response Process
The following process could be used when an incident is detected:
             Security event detected
                       |
                       v
              Investigate the event
                       |
                       v
              Is it a real incident?
                /              \
              No                Yes
              |                  |
              v                  v
       Record and close     Assess severity
                                |
                                v
                         Contain the attack
                                |
                                v
                         Remove the threat
                                |
                                v
                       Recover the systems
                                |
                                v
                       Monitor the network
                                |
                                v
                         Review the incident
                                |
                                v
                  Improve security controls
The most important thing is that employees know what to do when they notice something suspicious.
For example, if an employee believes they have clicked on a malicious link, they should not be afraid to report it. Reporting the problem quickly could allow the security team to disconnect the affected computer before the malware spreads.
NIST's incident response guidance recommends integrating incident response into the wider cybersecurity risk management process [8].

7. Staff Training and Security Awareness
Employees are one of the most important parts of SFM's cybersecurity strategy. A company can have expensive security technology, but it can still be vulnerable if employees do not understand how to use systems safely.
SFM should therefore introduce regular security awareness training.
7.1 New Employee Training
All new employees should complete basic cybersecurity training when they join the company.
The training should cover:
· How to recognize phishing emails.
· How to create and protect passwords.
· How to use MFA.
· How to protect confidential information.
· Safe use of company computers.
· Safe use of USB devices.
· Working securely from home.
· How to report a security incident.
7.2 Regular Training
Training should continue throughout the year rather than being completed only once.
For example:
	Time
	Training Activity

	Month 1
	General cybersecurity awareness

	Month 2
	Phishing and social engineering

	Month 3
	Passwords and MFA

	Month 4
	Data protection

	Month 5
	Malware and ransomware

	Month 6
	Removable device security

	Every 6 months
	Refresher training

	Every year
	Full security awareness review


7.3 Phishing Simulations
SFM could send controlled simulated phishing emails to employees.
The purpose should not be to embarrass or punish employees. Instead, it should show where additional training is needed.
For example, if many employees click on a simulated phishing email, SFM knows that phishing awareness needs to be improved.
7.4 Measuring Results
The company should measure whether its training is actually working.
Useful measures include:
· How many employees complete training.
· How many employees report suspicious emails.
· How many employees click simulated phishing links.
· How many incidents are caused by human error.
· Results from security awareness tests.
This information can then be used to improve future training.

8. Responsibilities
Cybersecurity should not be seen as something that belongs only to the IT department. Everyone at SFM has a role to play.
The Board of Directors should provide leadership, approve the security strategy and make sure adequate resources are available.
The IT Security Manager should manage the overall cybersecurity programmed and make sure that policies are being followed.
The IT team should manage technical controls such as firewalls, endpoint security, backups, patching and monitoring.
Department managers should make sure that employees follow the security policies.
Employees should protect company information, follow security procedures and report anything suspicious.
Suppliers and third parties should follow SFM's security requirements when they have access to company systems or information.

9. CIA Triad
The CIA Triad is a useful way of understanding the purpose of SFM's security controls.
Confidentiality
Confidentiality means making sure that information is only available to people who are authorized to access it.
For SFM, this is especially important for engineering designs, customer information and business documents. Access controls and encryption can help protect this information.
Integrity
Integrity means making sure that information is accurate and has not been changed without permission.
For example, an attacker should not be able to change production information or modify important engineering documents without being detected.
Access controls, audit logs and monitoring can help protect integrity.
Availability
Availability means making sure that systems and information are available when the company needs them.
This is particularly important for SFM because a cyberattack that stops production could cause significant financial losses.
Backups, recovery plans, network protection and incident response procedures can all help maintain availability.

10. Implementation Plan
SFM should introduce security improvements gradually. Trying to change everything at the same time could be expensive and could also disrupt normal business activities.
Phase 1: First 0–3 Months
During the first stage, SFM should concentrate on the most important weaknesses.
· Carry out a cybersecurity risk assessment.
· Create an inventory of devices and systems.
· Enable MFA on important accounts.
· Review administrator accounts.
· Check that backups are working.
· Begin employee cybersecurity training.
· Review firewall settings.
Phase 2: 3–6 Months
The second stage should focus on improving the company's technical protection.
· Separate IT and OT networks.
· Improve endpoint security.
· Introduce centralized security logging.
· Create a formal incident response plan.
· Review important suppliers.
· Introduce regular vulnerability scanning.
· Improve patch management.
Phase 3: 6–12 Months
The final stage should focus on improving the company's overall cybersecurity maturity.
· Introduce or improve SIEM monitoring.
· Test the incident response plan.
· Carry out disaster recovery exercises.
· Review OT security.
· Review cybersecurity policies.
· Work towards stronger alignment with ISO/IEC 27001.
This phased approach should make the recommendations more achievable for a medium-sized organization such as SFM.

11. Conclusion
Cybersecurity is becoming increasingly important for Steel Form Manufacturing Ltd because the company now relies on connected technology across both its office and manufacturing environments. The malware infections, phishing emails and unauthorized access attempts that SFM has already experienced show that the company needs to take action before a more serious incident occurs.
The recommendations in this report provide SFM with a practical way to improve its security. Stronger passwords, MFA, network segmentation, encryption, endpoint protection, regular backups and access controls can reduce the chances of attackers successfully compromising the company's systems.
However, cybersecurity is not only about technology. Employees also play a major role. Regular training can help staff recognize phishing emails, protect company information and report suspicious activities quickly. Creating a security-aware culture can make a significant difference to the company's overall security.
SFM should also be prepared for the possibility that an attack will happen. A clear incident response plan will allow the company to identify, contain and recover from security incidents more effectively.
Overall, the best approach for SFM is to treat cybersecurity as an ongoing process rather than a one-time project. By following recognized frameworks such as NIST and applying appropriate ISO/IEC 27001 and UK data protection principles, SFM can strengthen its security while continuing to benefit from modern manufacturing technologies.
The main goal is not to prevent employees from using technology. Instead, it is to make sure that SFM can use technology safely, protect its customers and employees, protect its valuable engineering information and keep its production operations running.
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