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1. Introduction

1.1.

Project Description

Following an Intervention from the Health and Safety Executive (HSE),
there is a requirement to undertake a site visit and develop a proposal for
safety improvements to access electrical equipment, such as a
transformer enclosure. The proposal details an Electronic Trapped Key
Verification unit. The unit must be designed as per IEC 60947 [1] and BS
7671 (IET Wiring Regulations) [2]. The basis of the solution must also
correlate to the Electricity at Work Regulations 1989 [3].

2. Aims and Objectives

Project to be proposed, engineered and constructed within 9 weeks of project

start date £ 10%

Install new systems with minimal disruption to ongoing operations.
Produce drawing/engineering deliverables, Bill of Materials, man-hour

estimates, and other relevant documentation for installation purposes within
the first 4 weeks.

Evaluate and consider all environmental, ethical and societal impacts.

3. Project Background

This project is required due to a recent investigation by the HSE, which
raised concerns over achieving appropriate isolation and safety of the
site’s 11 kV/400 V transformer enclosure, to ensure of safe isolation of the
incoming third-party supply. Therefore, an appropriate isolation solution is
to be proposed, engineered and constructed, adhering to the best
practices and relevant standards.

4. Project Design

41.

General:

The proposed Electronic Trapped-Key interlock system will introduce a
new safety solution for equipment isolation and controlled access. The
solution is designed to ensure that access is granted only after all steps
are completed in the correct order using the electronically coded keys.
Implementing the Electronic Verification provides a safe, modern practice
that addresses HSE concerns.

The interlock system will be designed and built around two newly installed
electronic key-exchange units. The first unit will accept three electronically
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4.2,

coded isolation keys, each needed to complete the isolation action. The
system releases an authorised electronic transfer key once all three keys
are correctly placed and verified. This transfer key can then be taken to
the second key exchange unit, where it’s validation will trigger the release
of five other electronic access keys which can be used to access the
equipment enclosure.

Safe Isolation:

The two newly installed exchange units are designed to enforce a safe
isolation sequence prior to equipment access. As mentioned, the first
exchange unit receives three electronically coded keys, each
corresponding to a specific isolation condition:

e MV circuit breaker key released when in off position.

e The MV earth switch key is released when the earth selector is
engaged, and the earth switch is closed.

e LV main incomer key released when circuit breaker racked out and
in the isolated position.

Only when all three keys are inserted and verified will the energise its internal
solenoid mechanism and release the transfer key. This ensures of safe isolation
before any further access or progression is possible. The exchange units will operate
at24 Vd.c.

4.3.

44,

Control and Monitoring

The system installed will integrate with a specific Control and monitoring
interface, which will be located within the sites LV control panel. The
interface also operates at 24 V d.c. and provides live indication of the key’s
status, isolation status and access authorisation. It will utilise digital inputs
to receive signals from both exchange units. The CMI will also provide
volt-free contacts for optional integration with the site’s existing SCADA or
PLC systems, enabling remote monitoring of isolation and access states.

Electronic Key Technology

The electronic keys used within the system will contain uniquely coded
identifiers stored on embedded RFID. Each key will be powered passively
through the reader interface, eliminating the need for onboard batteries
and reducing long-term maintenance. According to industry guidance from
manufacturers such as Fortress Interlocks and Castell, electronic
verification significantly reduces the risk of incorrect key insertion and
enhances procedural compliance by ensuring each key is uniquely tied to
a specific isolation step [4].



5. Resource

The estimated cost for the project is £27,500 + 5%. Cost is determined by
each discipline's requirements and contribution, as well as the
equipment/materials required. The cost estimates are shown in both Table |
and Table Il. A Cost Benefit Analysis can also be found in Appendix D.

Table I: Man-hour Estimates

System Engineering | Electrical 40 20 800
Architecture Designer
and Design
Electrical 24 60 1440
Engineer
Principal 8 85 680
Engineer
Electronic Engineering | Electrical 40 60 2400
Hardware Engineer
Design
Principal 12 85 1020
Engineer
Firmware & Engineering | Electrical, 48 60 2880
Control Logic Control &
Development Instrumentation
Engineer
Principal 8 85 680
Engineer
Mechanical / Engineering | Electrical 24 20 480
Enclosure Designer
Design
Senior 16 65 1040
Electrical
Technician
Prototype Build | Construction | Electrical 40 50 2000
— Wiring, Technician
Assembly,
Panel Work
Senior 24 65 1560
Electrical
Technician
Cable Construction | Electrical 32 50 1600
Installation & Technician
Termination
(internal wiring
looms)




Senior 32 65 2080
Electrical
Technician
Testing & Engineering | Electrical 20 50 1000
Commissioning Technician
(functional,
safety,
interlock logic)
Senior 20 65 1300
Electrical
Technician
Project Support Project 24 85 2040
Management & Manager
Documentation
Engineering 16 100 1600
Manager
Total 1070 24,520

Table lI: Bill of Materials

Electronic Trapped Key | 2 400
Exchange Box (industrial
enclosure with key
switches)

Electronic Trapped Key 1 250
Control Unit
(microcontroller or small
PLC +10)

Keys / Electronic Key 4 200
Interfaces
Industrial Enclosure / 1 180
Panel (steel or robust
plastic, DIN-rail)

Safety Locks 5 1000
Electrical Cabling 50m 100
Cable Glands - 50
Total 2180




6. Project Planning

6.1. Engineering Phase:
Figure 1 demonstrates the Gantt Chart produced for the engineering
aspect of the project, outlining each activity and the estimated time for the
activities to be completed. This Phase is estimated to take 3.5 weeks.

Engineering & Project Management rccsat  mon,sr112026

UWTSD ACDA5025 Luke O'Sullivan Display week: 1
Jun 1, 2026 Jun 8, 2026 Jun 15, 2026 Jun 22, 2026
1 2 3 4 5 6 7)8 9 10 11 1213 14|15 16 17 18 19 20 21|22 23 24 25 26 27 28
TASK ASSIGNED TO PROGRESS START 2R e o e e e e e e R e ppe P P e o e T T -
M| T|¥|T F|S|S MT V¥ T F S S MTWVTF|SSMTVTEF|SS
Engineering
Site Visit Designer & Engineer 0% 6/1/26 6/1/26
Design Deliverables Designer 0% 6/2/26 6/9/26
Engineering Documents Engineer 0% 612126 6/16/126
Document Checking Principal Engineer 0% 6/9/26 6723126
Document Approval Engineering Manager 0% 6723126 6/24/26

Figure 1 : Engineering Phase Gantt Chart

To begin the engineering phase, a site visit will be conducted before any deliverables
can be started. This site visit takes one day to complete and involves scoping out the
area, equipment locations, and potential on-site supplies.

Both the Engineer and the Designer will work simultaneously to complete the
required deliverables. The documentation produced should align with the same ideas
and technical information included across the board. The production of the
deliverables will take approximately 2 weeks.

Next, the deliverables produced will undergo a thorough checking and approval
process. This will be completed by the Principal Engineer and the Engineering
Manager. The document checking can be started once the design deliverables have
been completed, and checking processes may begin whilst engineering documents
are still being produced. This is due to design deliverables being estimated to take
less time, and to speeding up the checking process to avoid documents sitting
around or employees having actions to complete. All documents will then undergo an
approval process by the engineering manager before documents can be issued, and
construction can begin.



Construction

Cable Containment (Trunking, Glands, Routing et.) Electrical Teohnican(s

6.2. Construction Phase:
Figure 2 demonstrates the Gantt Chart produced for the Construction
phase of the project, outlining each activity and the estimated time for the
activities to be completed. This phase will take approximately 4 weeks to
complete.

827126 72126

Electrical Technican(s 73126 715126

Electrical Technican(s 6I26 8I26

Lock Installation

System Integration

Testing and Commisioning

;
;
:
Device Wiring & Termination (Keys, Sensors, 10) Electrical Teohnican(s
:
I
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9026 6126
Electrical Technican(s 3128 5026

Electrical Technican| e 22126
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Electrical Technican(s 7123126 725126

Figure 2: Construction Phase Gantt Chart

The construction phase begins with the electrical technicians installing cable
containment. This will involve installing trunking, glands, supports etc. Due to the
minimal containment required this will only require two people 5 days to complete at
most.

The next phases of the involve installing the new protection equipment, this phase
begins once the cable containment has been installed. This is the main part of the
construction phase where the main systems are installed and wired, the suitable
locks will be installed during the device wiring and termination phase. The main
construction phases will take approximately 2 weeks to complete.

The system integration phase involves combining all the installed components to
ensure that the system works as one, fully operational and safe unit. Once the
exchange boxes and CMI have been mounted and wired, technicians will begin
linking the devices through their signal and power connections, confirming correct
routing and termination throughout the panel. This involves configuring and
programming each electronic key with the CMI, allowing the system to verify the
key(s) ' actions. This phase will take approximately 5 working days as the system(s)
must be connected, configured and verified to ensure full safety and operation before
testing and commissioning can begin.

The final stage of the construction phase is testing and commissioning. This ensures
of the quality and functionality of the new systems installed before it is deemed
operational for working practice. Testing and commissioning will take approximately
2 days to complete.




Project Support

Project Kick off and Setup

6.3. Project Support:
Figure 3 demonstrates the Gantt Chart produced for the Project support
outlining each activity and the estimated time for the activities to be
completed. This phase spans across the entire project.

0% 61126 616126
0% §1126 25026

0% §126 6124126

0% 6127126 7125026

Figure 3: Project Support Gantt Chart

The project manager will be involved throughout the project's lifespan, from project
setup through to the end of the construction phase. It is crucial that the project
manager is consistently present, monitoring, coordinating and maintaining control
over the project over the estimated 9 weeks.

The engineering manager will be involved throughout the project, supporting both the
engineering and construction phases. The support will involve document checking,
technical assistance and construction advice.

7. Critical Path Analysis

Critical Path analysis outlines the key aspects and tasks of the project that lead to
project completion. By mapping the key stages, it allows for efficient scheduling and
quality delivery. Figure 4 below demonstrates the critical path analysis for the projects

DELIVERABLE DELIVERABLE
SeisEes CHECKING APPROVAL
2WEEKS 1DAY
ZUEHS (PRINCIPAL (ENGINEERING
(ENGINEER) ENGINEER) MANAGER)

DESIGN

engineering phase.

Figure 4: Engineering Phase Critical Path Analysis
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Figure 5 below demonstrates the critical path analysis for the construction phase.

Figure 5: Construction Phase Critical Path Analysis

Figure 6 below demonstrates the critical path analysis for the Project Support
throughout the project lifecycle.

Figure 6: Project Support Critical Path Analysis.
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8. Project Outcomes

8.1.

Expected Result:

The completion of the project will be an operational electronic trapped key
system that ensures a high level of safety, co-operation with the HSE, and
adherence to all relevant standards. The outcome could be compared to
industrial applications already in use, such as the Castell Trapped key
interlock systems, which are shown below. Where castell utilises
mechanical systems, this project focuses on a modern, electronic version.

EXCHANGE BOX MODEL - X ;
w L: 44 (0)20 B200 1200
11 + 44 (0)20 B20S 0055

Castell

Figure 8: Castell Key systems (Pneutrol Website) [6]
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8.2. Project Deliverables:
Table Il below provides a list of design deliverables and documents that
will be issued during the Engineering phase of the project to allow for
straightforward construction.

Table lll: List of Deliverables

UWTSD-EEL-BLD-001 Electrical Block Diagram
UWTSD-EEL-SLD-001 Electrical Single Line Diagram
UWTSD-EEL-BOM-001 Bill of Materials
UWTSD-EEL-CSC-001 Electrical Cable Schedule
UWTSD-EEL-SOW-001 Scope of Work
UWTSD-EEL-GAD-001 Transformer General Arrangement
UWTSD-EEL-GAD-002 Interlocking System General
Arrangement

Examples of the design deliverables produced for this project are shown in Figures 9
and 10 below.

NOTES
1. KEYS REPRESENTED AS PHYSICAL AND MECHANICAL KEYS FOR EASIER
REPRESENTATION, PLEASE NOTE KEY2 WLL S8 ELECTRONIC AND RFID
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] i
L |
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.- [ | (5) MVCIRCUIT BREAKER (RMU). KEY RELEASED WHEN IELECTRONIC TRAPPED KEY INTERLOCK SYSTEM
0 h 2
| ! &) CIRCUIT EARTH SELECTED AND CLOSED SINGLE LINE DIAGRAM
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1
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Figure 9: PDF Print of UWTSD-EEL-SLD-001
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8.3. Project Milestones:
The project milestones outline the major checkpoints that complete the project
from early preparations to installation and final commissioning. Providing a
clear workflow for the project progression. Figure 11 below clearly illustrates
the project milestones.

HAVE ALL TESTING AND
COMPLETE DESIGN DOCUMENTS/DELIVERABLES COMMISSIONING
DELIVERABLES APPROVED AND SIGNED OFF.
SIGNED OFF PROJECT

COMPLETE

PROJECT KICK COMPLETE COMPLETE
OFF/SET UP ENGINEERING CONSTRUCTION
DELIVERABLES PHASE

Figure 11: lllustration for Project Milestones

9. Risk Identification and Control

9.1. General:
The implementation of an electronic trapped key interlock system poses
several risks that must be considered and controlled throughout its
lifecycle. With the installation and configuration phases being completed
sequentially, any delays that occur, such as deliveries, site access or
extended testing periods. These delays may cause tasks to overlap,
affecting the overall timeline and schedule. Integration risks are also
present, as integration and commissioning may introduce configuration
errors, wiring issues, or incorrect control logic that will require correction.
Human factor risks remain significant; industry research on human
reliability highlights that mistakes during installation, panel wiring, or lock
mounting can lead to equipment damage or noncompliance with safety
procedures [7]. Finally, common issues such as staff unavailability may
result in reduced capacity and schedule slippage. Figure 12 below
demonstrates a Project Risk Matrix.
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Risk Matrix

Insignificant Minor Moderate Major Severe
£
o]
5
o
]
o
£
<
>
g Project Delays
=
9
o
7 Staff Unavailability Configuration/Integration Errors
&
£
3
= Installation Errors - Equipment Damage Human Mistakes/Engineering Mistakes
c
=)

Rare

Figure 12: Project Risk Matrix

For the project, an HSE Risk Assessment template may also be used before and
during the project [8]. Figure 13 shows the risk assessment below.

Health and Safety
Executive

Risk assessment template
Company name: Assessment carried out by:

Date of next review: Date assessment was carried out:

What are the Who might be What are you What further action do Who needs to When is the

hazards? harmed and already doing to  you need to take to carry out the action needed
how? control the risks? control the risks? action? by?

More information on managing risk: www.hse.gov.uk/simple-health-safety/risk/

Published by the Health and Safety Executive 10/19

Figure 13: HSE Risk Assessment Template [8]
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9.2.

9.3.

9.4.

9.5.

Quality Assurance and Control:

To ensure the documentation and deliverables are produced to a high
standard of quality. With the possibility of mistakes minimised, a thorough
checking and approval process is in place. For this, a technical document
checklist has been implemented for the project and will be used and
signed by the creator, checker, and approver. The checklist being used
can be found in Appendix C.

Testing and Commissioning:

To ensure quality, reliability, and safety of the system being installed, all
functionality and safety tests must be completed before the interlocks are
energised or installed ready for use. These tests involve verifying wiring,
lock behaviour, and checking control logic. These tests are vital to rectify
any issues that could cause equipment damage, unauthorised access, or
non-compliance with standards and requirements. Following initial tests,
the system will be tested a second time under operating loads and normal
conditions to ensure it works together and performs consistently whilst
maintaining proper safety integrity.

Project Leeway/Allowances:

The allowance for slack within a project and controlled allowances within
activities provide a structured buffer against uncertain risks and delays.
With a sequential scheduling, these allowances serve as protection
against deviations that could severely impact the project.

Contractors:

Contractors are not scheduled to work on the project. Any additional
resource requirements must be fulfilled strictly through internal employees
and personnel. Under no circumstances should external contractors be
engaged unless a severe and impactful issue arises. The use of an
external contractor will require explicit authorisation from the Director(s)
and the Engineering Manager.
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9.6.

Compliance with Standards:
The installation of the Electronic Trapped Key Interlock system should
comply with the following standards:

e BS 7671:2018 — Requirements for Electrical Installations. [2]

e Electricity at Work Regulations 1989 [3]

e BS EN 60204-1 - Safety of machinery and control panels [9]

e BS EN ISO 13849-1 — Functional safety of control systems [10]

e BS EN 61010-1 — Safety Requirements for electrical equipment
used for testing and measurement [11]

e IS0 9001 — Quality Management Systems [12]

10. Environmental and Societal Impact

10.1.

10.2.

Environmental:

The installation of the Electronic trapped key interlock system is
environmentally positive, as it aims to reduce equipment misuse and
unexpected shutdowns and operate in an energy-efficient state. Improved
equipment safety ensures that operations occur only under correctly
interlocked conditions, contributing to lower resource consumption and
reduced maintenance needs.

Societal:

This project has a positive societal impact by improving workplace safety,
streamlining operations and enhancing staff wellbeing. Reliance on
internal resources reinforces the organisation and improves the
organisational experience. Temporary disruptions whilst installation takes
place are massively outweighed by the long-term benefit of having a
modern, safer and reliable system for the industrial environment.

11. Ethical Considerations

11.1.

General:

The project introduces several ethical considerations related to safety,
responsibility and engineering practices. The safety systems ensure that
unauthorised access is minimised and align with engineering ethics, where
protection is optimised for individuals. The project also covers ethical
transparency by minimising low-quality, unsafe or undocumented
interventions. The use of internal personnel rather than external resources
promotes ethical stewardship of organisational knowledge and reduces
any concerns with competency. Overall, the project strengthens ethical
responsibility by prioritising safety, competence, and accountability
throughout its lifecycle.
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12.Conclusion

In Conclusion, the project proposal is expected to strengthen safety systems and
accessibility controls and enhance on-site reliability. By installing high-quality
interlocking mechanisms, complying with relevant engineering standards, and
utilising internal expertise, the project delivers consistent, high-quality performance.
The focus on safety, integrity, and a well-organised project will determine the
project's success and the value of the new system.
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Appendix B— PREVENT Certificate
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Appendix D— Cost Benefit Analysis

Category Description Estimated Cost (£) | Estimated Benefit

System Hardware Locks, Exchange

Procurement boxes, wiring,

Components etc

Installation/Testing | Wiring, mounting,

Commissioning configuration,
testing.

Training Staff training on
new operations and
procedures

Project Co-ordination,

Management documentation,
QA/QC

Operational Temporary

downtime disruptions during
installation

Long-term Avoidable

maintenance Maintenance

reduction
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