	Module Code
	[bookmark: _bookmark5]ACCA7032

	Title
	Enterprise Network Security

	Date
	25/04/2023

	Level
	7

	Credits
	20

	Pre-Requisites
	None



AIM(S)
· To provide students with an appreciation of information security concepts and a deep understanding of how they are applied using Internet technologies. Students will gain a thorough understanding of up-to-date security threats posed to networks and an understanding of the legal, policy and technical approaches that are necessary to mitigate such risks.
LEARNING OUTCOMES
Upon the successful completion of this module, the student should be able to:
· demonstrate a systematic understanding of a wide range of current research and technological advances in network security underpinning the key elements of unified security management architecture in managing and monitoring network traffic;
· apply the principles and practices of network security for mitigating the key technical security vulnerabilities that organisations face and gain insight on how security features are enabled, and policies applied.
INDICATIVE CONTENT
· Current and emerging security related web-based technologies e.g. Intranet, ecommerce.
· Use of the Security Policy and Security Management in an organisation eg roles and responsibilities, security policies.
· Cryptography and Digital Identification: PKI, Signatures, Certificates.
· Security: Web Server, Operating System, Wireless, Mobile.
· Firewalls and their architectures:
· Policy Layers.
· Application Control & URL Filtering.
· Managing User Access.
· Network Address Translation.
· Traffic Visibility.
· Monitoring System States.
· Threat Prevention.
· Virtual Private Networks (VPNs) concepts.
· Implementing Defence-in-Depth strategies: eg tools for scanning system weaknesses.
· The future of Information Security eg m-commerce, ID theft, biometrics, blockchain.



Study Time Allocation
The study time for the module is divided as follows:

	Activity type
	Hours
	Percentage

	Scheduled learning
	48
	24%

	Independent learning
	152
	76%

	Placement learning
	0
	0%

	TOTAL
	200
	100%


ASSESSMENT
Assessment Component 1
(Tick one)
	☐
	Written exam
	☒
	Coursework
	☐
	Practical



	Mode of assessment
	Volume
	Weighting

	Portfolio (eg CBT, Written Report, Implementation and/or Presentation)
	3 elements or equivalent.
Students will produce a portfolio of work. Portfolio elements may include a selection of the following:
· Computer Based Test
· Written Report
· Implementation
· Demonstration of their work
e.g. written or presentation
	100%


Assessment Summary
	Activity type
	Percentage

	Written exam
	0%

	Coursework
	100%

	Practical
	0%

	TOTAL
	100%
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