Synthesize a solution to a potential real-life scenario

Task 1 – Research 
Introduction – Computer Forensic Tools
· Computer forensics is the investigation and techniques used by computer forensics professionals in order to find, recover, protect and save data from a digital device to be presented as evidence in a court of law [1]. For data to be used in a court of law it must be retrieved and examined without it being damaged. In order to assist with the discovery and preservation of data an abundance of software has been created. In order to produce the evidence successfully, undamaged and legally it is important to choose the appropriate software from the large number of tools available. The most popular and effective tools will be discussed, analysed, and compared to determine their best uses under different circumstances. 

Forensics Toolkit (FTK)

FTK is a commercial toolkit created by Access Data used in computer forensics. The software acts as a general-purpose toolkit having many of the popular forensics’ tools in a single location. One feature which sets FTK apart from other forensics software is the enhanced ability to collaborate, this is down to the fact the FTK uses one central database per investigation as opposed to having multiple data sets. Using a central database, it also allows for higher stability than other software reducing the likelihood of crashing or memory loss as the software is not just relying on the computer’s memory. One key difference between FTK and other forensics software is the fact the software can be optimized by up to 400% using multi-core CPUs  [2]. FTK uses an effective GUI which is designed to be both efficient, easy to use and navigate.  
FTK Features
FTK has an email analysis feature which provides users with the ability search through emails for specific words and information about the email header which is code containing information about the host, receiver, and other details about the email. These details can be used to identify the offender. The FTK Password Recovery Toolkit is a feature provided by FTK which offers you to create profiles and dictionaries to aid the user find passwords on device, it also offers the ability to decrypt containers and files to recover passwords offering solutions to over 100 programs [3]. The OCR (Optical Character Recognition) [4] is part of the software which allows for text recognition in images using Artificial Intelligence, this allows for the data to be extracted from images allowing for efficient processing or analyses.
 Malware is commonly found on devices during a computer forensics investigation so the Cerberus feature which can be added for automatic malware detection and suggestion of further escalation such as processes to remove and analyse the infected files and data. The ability to data carve through FTK is another feature which is heavily used allowing for the filtering of files through a number of different variables such as the size of the file or file type.
FTK Imager is an open-source disk imaging software from FTK used by computer forensics professionals to capture a full disk forensic image of evidence from a digital device without the data being modified. Creating a bit-by-bit copy which is an exact replica of the original drive. This is an effective method of evidence because it gives digital investigators an exact copy of the hard drive to always to produce evidence efficiently while providing proof that the evidence has not been tampered with [5]. This allows data to be stored safely and saved for later and further analyses. Using FTK the files and folders of the digital device can be previewed without making any changes to the original machine or evidence. Images can also mount as read-only which allows for the forensics image to be viewed identically to how the original drive looked from the user’s perspective. Through the images that are copied from the original device files and data can be exported for further inspection and preservation to be used in the court of law. Furthermore, FTK imager can be used to recover any deleted files that have not been overwritten, this helps in finding any files that may have been deleted by the accused and can help in supporting their conviction. 



Autopsy / Sleuth Kit

Autopsy is a GUI based open-source software created by Basis intended to be used for digital forensics needs allowing for the examination of hard drives and storage devices. Autopsy is a simple digital forensics software which uses wizards throughout to effectively guide the user to producing appropriate and important evidence. Modules such as Sleuth-Kit which is a command line tool used to perform disk analysis of forensic images from various devices can be downloaded and use Autopsy as an effective GUI [6]. Like FTK, Autopsy has the feature of multi-user cases meaning that both tools are an effective way of collaborating with other investigators. The ability to collaborate in autopsy is done through the creation of Multi-User cases allowing for investigators to see live updates from one another. Email analysis is another feature in which both autopsy and FTK have in common allowing for in-depth analysis of emails headers, other important email information and the ability to filter and keyword search. The Timeline Analysis is a powerful tool used in autopsy which provides the user with a function to determine events that have taken place before or after an incident has occurred. Timeline Analysis allows for the timeline of events to be visualised, this can be used to determine when the suspect has been using the device and what the suspect has been using the device for [7]. The timeline analysis also plays a big role in identifying the correct suspect if there are multiple potential suspects as valuable system activity can be identified at specific times to narrow down the search. Timeline visualizations are strong evidence used in courts of law to prosecute or acquit a suspect.
Autopsy uses Hash set filtering to filter out files which are known by the server to be good files through the National Software Reference Library, the hash set filtering will flag files known to be malicious and allow for further actions to be taken.



Wireshark
Wireshark is an Open-source network protocol analysis tool designed to give users an in-depth view of the traffic of their network. Wireshark works through capturing the travelling packets from one node on a network to another. This is known as packet sniffing and is done by viewing a real time internet connection and grabbing the data for analysis [8]. 
Wireshark offers the ability for users to filter through packets using different variables to narrow down the search to discover information that is needed. While using an effective interface offering high quality visualisation of the journey and information of a packet, including the source and destination. Wireshark allows for the analysis of mistrustful activity through the network, packets drop, and any latency caused. This can help with the identification of the source of an attack, how the attack was implemented and what data has been affected by the attack to help with the start of a forensics investigation [9]. Wireshark can also provide the details of any excess malware which has been left on the system after the attack to reduce the chance of a later compromise reoccurring from the original attack. These features are often used for troubleshooting network issues and for the identification and insight into cyber attacks.

Volatility
Tools such as Sleuth Kit are often used when focusing on the data found on hard drives however important forensics evidence which can be used during an investigation can be stored in a devices RAM. Due to the high volatility of RAM, it is important to collect evidence quickly and efficiently for it to be analysed without any loss of data. Volatile memory is important because once the electrical current to retain the data has gone then the volatile data will be erased [10]. Volatility is used by analysing memory dumps which is a file containing a copy of a computers RAM at a given time. Memory dumps contain important information about the devices diagnostics information, reasons for suspicious activity, system crashes and errors which may not be traceable using forensics tools such as autopsy and FTK.  Using volatility, a parsed memory image can be analysed from the time that the computer forensics experts suspect suspicious activity [11]. The Volatility framework allows for analysis of data such as:
· Time and Date of the memory dump image
· Processes running at the time of the memory dump
· Network sockets and connections that were open at the time of the memory dump
· Libraries and File names for each running process
Using fast and well organised algorithms an image of a memory dump can be analysed quickly and efficiently to locate key evidence that may identify the cause and culprit of an attack that would not be found through a hard drive or Network traffic analysis. A similar tool is offered with the FTK costing a lot more, however volatility is a much cheaper alternative with the only downfall being slower than its alternative. 



Table comparison
	FTK/ FTK imager
	Autopsy / Sleuth Kit
	Wireshark
	Volatility

	FTK is commercial
FTK imager is Open Source
	Open Source
	Open Source
	Open Source

	Graphical User Interface
	Sleuth Kit is command line based however autopsy offers a Graphical User Interface
	Graphical User Interface
	No Graphical User Interface - uses a command line interface.

	Runs on windows
	Runs on Windows operating system, however, can be manually set up for Linux and OS X
	Linux, Windows and macOS
	Runs on Windows, Linux, and macOS

	Disk analysis 
Memory forensics
	Disk Analysis
	Network Forensics
	Memory forensics



Task 2 – Case Study
overview and introduction of case
CEC Mobile Manufacturing Company are a popular vendor for mobile phones. They have recently taken the project of designing the new Samsung Glaxy S20 Plus which has costed millions of pounds in research and development. The designs had been kept on a computer which had belonged to an employee named Rob who had left the company after recent talks about selling the designs to competitors. The disgruntled employee had deleted the files from the only computer with a back up of these designs and has hired a computer forensics expert to investigate the sabotage and recover both evidence and the deleted files.
Methodology 
Pre investigation Phase
Set up  computer forensics lab 
· A secure forensics lab will be set up to store the and equipment that has been compromised.
· A high spec computer and server will be installed in the forensics lab to examine the data
· A process for control and handling the data will be decided with a chain of command and the decision of who can access the data from this point on 
Forensics toolkit
· The FTK imager from the FTK toolkit will be used in this investigation due to its ability to create a disk image, file deletion recovery as the suspect is thought to have deleted the files from the computer. 
Investigation Phase
Data Search & seizure
· Consent documentation will be signed by Ms Dee Rod the CEO of CEC to legally receive consent to searching and performing a formal investigation. 
· Statements will be taken from any members of staff who have knowledge about the recent deletion of files.
· The first phase of the investigation phase will be to ensure that all data is collected and preserved. The volatile data will be copied using the FTK volatile memory analysis. 
· After preservation of data the computer will be collected, isolated, and stored safely in the computer forensics lab to ensure that no other interferences can be made with it between this point and the end of the investigation.
·  A chain of custody will be kept documenting the movement of the evidence from the start of the investigation till the end. This will also be used in court to show that evidence has been in a controlled environment during the investigation.
· 
Data Acquisition
· To capture a full disk forensic image for analysis from the computer without the data being modified, the FTK Imager will be used to make a bit-by-bit copy of the hard drive. This will allow for analysis of the hard drive without having to use the original.
· FTK imager can then be used again to recover the deleted file. As we know that the files that have been deleted were Autodesk Maya files the FTK data carving feature will allow for easy filtration of files which are not relevant. This will give easy navigation through the appropriate file systems to find the deleted files.


Post investigation Phase
Report and Documentation
· A professional forensics report will be created through FTK discussing the steps that were taken and the data found from the actions taken to find the lost data.
· A final report will be created by the investigator detailing all steps taken during the investigation. 
Topics Covered in the final report:
·  The name of the person who conducted the report
· A summary of the event
· Evidence collected during the investigation
· Actions taken during the investigation
· A conclusion to the case will be given using evidence gathered throughout and a course of action will be recommended.

Conclusion
In conclusion this report has researched and discussed a variety of different Computer forensics tools comparing and categorizing their qualities and uses during a digital investigation. The report has discussed the methods in which forensics professionals follow throughout a computer forensics investigation. Investigators use these methods to extract, preserve and report both physical and digital evidence in manner which can be presented in a court of law.
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