

[image: 校徽1][image: ]





Data Security, Governance and Compliance



by
Yinjie Zhang
Lecturer: Dr. Nitheesh Kaliyamurthy







December 2022




[bookmark: _Toc61364058]Research Background 
In the current information age, more and more people believe that the Internet is easy to leak personal information. Along with the accelerating process of enterprise informatization construction, company business relies more and more on IT and has higher and higher requirements for IT technical support service management. So, strengthening and improving the management of information technology services will be very important to the enterprise's work and daily, as well as the key for enterprises to win in the cutthroat corporate competition

1. [bookmark: _Toc61364059]ITIL
1.1 [bookmark: _Toc61364060]History background
ITIL is a well-known best practice in the IT service management category. ITIL has been through a lot of changes since its introduction. Now, there are five versions of ITIL, including ITIL v1, ITIL v2, ITIL v3, ITIL 2011 and ITIL4.
[bookmark: _Toc61364061]1.2 Characteristics and Advantages
ITIL provides a guiding framework that preserves the best of the existing IT management methods within an organization, adds the necessary technologies, and facilitates the exchange and coordination of information between different IT functions. However, it is not a set of theoretical models, but a customized sustainable improvement plan based on the best practical experience in the world, based on high-quality, reasonably defined, repeatable processes and other operations. By applying ITIL to IT service management, enterprises can effectively manage and improve IT service quality. Through ITIL process management modules, it can realize the improvement and optimization of business functions and business processes, so as to reduce costs, shorten time, improve efficiency and user satisfaction. Detailed advantages are as follows:
For the IT department, in terms of return on investment, if you look at IT investments against ITIL, you can easily define the expected return on investment and measure the return on investment. At the same time, it can more clearly create a multi-skilled, cross-departmental collaborative team with shared responsibilities and obligations. With the increase of mutual trust, users and IT operations personnel will not blame each other, but form a mutually reinforcing form of cooperation, and eventually improve their "fire brigade" appearance.
In terms of investment reporting, ITIL can measure returns and build a multi-skilled, cross-organizational team with shared responsibilities and obligations. Due to the deepening of mutual trust, users and IT personnel will no longer blame each other, 20 form a form of mutual promotion.
For enterprise managers, ITIL can make IT projects more efficient from planning to execution to operation and maintenance, and obtain higher IT service experience while reducing costs. And ensure that IT processes support business processes, thereby improving the quality of the company's overall business operations; At the same time, IT promotes the information exchange and integration between IT operation and maintenance and business departments, transforming IT operation and maintenance department from a cost center to a revenue center]; IT also reduces redundant and repetitive work, which improves productivity between IT operations staff and users.
For the heads of enterprise IT departments, using ITIL can master the leading IT service mode in the industry, enable the internal users of the company to have a more reasonable expectation of IT services, and enable the IT department to bring new strategic competitiveness to the enterprise, so as to become the MBA in the IT industry and develop towards the direction of managerial IT talents. 
For the heads of enterprise IT departments, they can master the leading IT service mode in the industry, so that the internal users of the company can have a more reasonable expectation of IT services, so that the IT department can bring new strategic competitiveness to the enterprise, so as to become the MBA in the IT industry to the direction of management IT talents. 
For the operation and maintenance personnel of the enterprise IT department, they can not only improve their IT skills, but also master more technical knowledge. For human resource directors, ITIL can improve the production efficiency, morale and job satisfaction of IT operation and maintenance staff, and make the management of the entire IT department more efficient and simple. 
For the operation and maintenance personnel of the enterprise IT department, they can not only improve their IT skills, but also master more technical knowledge. For human resource directors, ITIL can improve the production efficiency, morale and job satisfaction of IT operation and maintenance staff, and make the management of the entire IT department more efficient and simple. 
Although ITIL is advanced and authoritative, it is not perfect. Any thought or system with its advantages must have its corresponding shortcomings or limitations. The potential defects of ITIL can be summarized as follows: 
Although ITIL is advanced and authoritative, it is not perfect. Any thought or system with its advantages must have its corresponding shortcomings or limitations. The potential defects of ITIL can be summarized as follows:
1 The implementation of ITIL requires a strong communication and execution plan, as well as a large investment in costs and the world. It must be carried out only with a complete plan and ability, which to some extent needs to face various trade-offs and trade-offs
2 As an IT operation and maintenance management system, it needs the full cooperation and support of all employees within the enterprise.
3 IT is necessary to consider the actual situation of the enterprise, integrate IT processes and norms, and implement ITIL may take a long time, which is a process of continuous improvement and perfection.

[bookmark: _Toc61364062][bookmark: _Hlk122444570]1.3 The difference between each version
V1 is the earliest ITIL version, released at the end of 1980. IT mainly reflects the knowledge and experience accumulation of IT managers, covering more than 40 processes, including service support and service provision. V2 expands and enrichis the IT management process on the basis of V1, and establishes six modules, such as business management and service management, which basically cover every aspect of enterprise IT service management; V3 is on the basis of service management V2 put forward a higher standard of management requirements, added: service demand management, directory management, knowledge management and event access management and other processes, and highlights the life cycle cycle of IT management, including service strategy, service design, service transformation, service operation and service improvement five parts. The latest ITIL4 adds some agile, DevOps, lean, IT governance, leadership and other working methods on the previous version. IT integrates the operation and maintenance, research and development, testing within IT organization with the collaboration of business and users outside IT organization in a complete framework, creating a new management mode slot for digital services. Starting with a focus on the delivery of value in IT services, V4 incorporates the latest trends in technology and service management and provides a flexible foundation for enterprises to digitally transform and integrate digital technologies into all areas of their business. The service life cycle and 26 service life cycle processes imported in ITIL V3 were removed from ITIL V4.
2. [bookmark: _Toc61364064]ISO 27000 
ISO27000, at present, it mainly includes the following parts
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In those standards, ISO27001 standard first put forward the concept of information security management system, is the heart of all the series.
3. COBIT
ISACA released COBIT(Control Objectives for Information and related Technology) in 1996. COBIT is the international authoritative IT control framework. COBIT can help the management of IT governance, also can lead organizations to use resultful information resources, and valid manage risks related to information. More than one hundred countries in the world use this standard system and it has been applied in important organizations and enterprises , especially the introduction of the Sarbanes-Oxley Act (referred to as SOX) of the United States and the related regulatory system of Chinese regulatory departments, which makes the internal control of listed companies more strict and standardized. In the process of establishing IT internal control in line with these regulatory systems, COBIT plays an important role. The five principles of COBIT are Meet the needs of stakeholders, Cover the enterprise end-to-end, Apply a single comprehensive framework, Implementation holistic approach, Separate governance from management.
[bookmark: _Toc61364067]4. System Design
[bookmark: _Toc61364068]4.1Company Background
Jamaica coffee is one of the best and most popular blended coffees in the world. CoffeeBlend sells the coffee. CoffeeBlend has a global presence, so the company needs the network to provide a range of services. Companies need important data such as media promotion, employee information registration and intellectual property storage on the Internet. Under the influence of interests, it is inevitable that many hackers launch attacks on the company's network, which makes the company in chaos.
4.2Problem Characteristics
1) An Internet giant company has a lot of data, much of it closely guarded, and vast amounts of data are not just stored in databases, but are flowing through networks. The company use cloud services to provide an online business platform and a social media platform for customers and employees due to CoffeeBlend’s business almost on the internet. Because the large amount of data and the flowing data, companies are less aware of danger. companies are constantly increasing. In addition, improper use of frequent information from internal and external networks will lead to leaks of confidential data and attacks on internal networks, leading to large-scale internal paralysis.
2)In the era of evolving information security, almost all enterprises are subject to cyber attacks, especially Internet enterprises. And the means of cyber attacks are constantly being updated. This requires the enterprise to have a rounded and useful electronic information security management system, electronic information security early warning mechanism, rapid response after attack loss control and data recovery system,the enterprise electronic information security management mechanism to have constant review, revision and review.

4.3Project Design
[bookmark: _Toc61364072]4.3.1 Introduction of ITIL necessity analysis
The iterative updating of the business system not only brings the management value of improving efficiency and reducing cost, but also becomes the key for enterprises to accelerate the establishment of differentiated management and maintain the core competitiveness advantage. The operation, maintenance and management of the IT system is the guarantee for the enterprise business system and the basis for the survival and rapid development of the enterprise. ITIL, as the IT service management best practice widely recognized by the IT industry, is a set of scientific and efficient IT operation and maintenance management methods. IT is based on enterprise IT operations, the key point is IT service process control, and takes the service desk as the entrance to streamline IT operation and maintenance process, coordinate and dispatch various operation and maintenance service resources. IT can effectively integrate the personnel, resources, means and tools of the current internal operation and maintenance of the enterprise, so as to build the IT service organization structure with clear functions, smooth information communication channels and resource sharing. Moreover, it can use the operation and maintenance index data recorded in the work flow to establish the operation and maintenance management KP1 index system, so as to improve the operation and maintenance staff's sense of accomplishment and enthusiasm. Therefore, it is imminent for CoffeeBlend company to introduce ITIL to establish its own operation and maintenance management system.
1) Technical feasibility
ITIL is a global standard and the most scientific operation and maintenance service management system at present. As an Internet commercial enterprise, CoffeeBlend company's system and business operation and maintenance goals are highly consistent with the service concept of ITIL. Most operation and maintenance personnel of CoffeeBlend company understand and even have used ITIL, so the implementation of this project is technically feasible.
2) Policy feasibility
At present, the commercial business and platform services of CoffeeBlend company are relatively chaotic and disordered, and the senior leaders of the company have been trying new solutions. Although ITIL may face certain implementation difficulties in the early stage, due to its mature service management standards, it will certainly bring qualitative overflight to the operation and maintenance center after smooth implementation. Therefore, in summary, There will be strong support from senior management on corporate strategy and policy.
3) Economic feasibility
The main purpose of introducing ITIL is to standardize operation and maintenance management standards, improve service efficiency and reduce company costs. Because of this original intention, the initial training cost is not much, and CoffeeBlend company also has a certain annual IT skills training budget. The total output must be far more than the consumption, so the cost of ITIL implementation is completely acceptable.
4.3.2 7 steps
1) Service desk module
With reference to this core function of ITIL service Desk, the operation and maintenance management team can effectively and reasonably balance and solve various problems. After problems arise, you only need to contact the service desk in time, and then the service desk will collect, organize, and uniformly distribute to the corresponding professionals for processing. In this way, the speed and ability of daily operation and maintenance processing events can be greatly improved.
1 Categorize the help desk personnel 
Although CoffeeBlend company has the service desk function at the present stage, the personnel management is chaotic and the function definition is not clear, and the quality requirements of the service desk personnel are determined by the tasks and results of the service desk.
2 Main activities of the service desk 
Service desk is a service management in ITIL process management. Different from other business processes, it does not provide strict and orderly daily operation process, but only carries out some daily operation activities according to user requirements.
3 Service desk mode update 
There are three popular service desk architectures in the industry: distributed service desk, centralized service desk and virtual service desk. In this design, based on the large volume of CoffeeBlend Company's current IT operation and maintenance service, distributed servers are adopted.
4 Service desk process optimization
The service desk first accepts user requests through web platform, telephone, Email or internal communication tools, and automatically generates work order according to the corresponding request. Then the service desk staff processes the work order according to the type of request. If the event cannot be solved or has high authority, it will be directly transferred to the second and third line staff for processing. After all faults or jobs are handled, feedback is given to the user, and the user satisfaction survey is conducted. Finally, the work order is closed to end the process.
5 The service desk is associated with other modules
In IT operation and maintenance management, the service desk is not only responsible for event processing and problem consultation, but also responsible for providing interfaces for other modules and processes. IT is an information exchange platform connecting users and IT operation and maintenance center.
2) Event management module
Incident Management is the most frequently used process in IT operation and maintenance management. It mainly aims at the management process l of emergencies that have caused or may cause business interruption and service quality degradation. Event management is primarily responsible for resolving all IT-related business, job requirements, and operational failures. Its main purpose is: in the event of business failure, with the least time and the fastest speed, to coordinate the relevant departments to take appropriate measures to deal with the event, and quickly restore to the normal production state, reduce the impact of the accident on the business, according to the service level agreement and event level classification, set the event priority, and finally record the event process and solution. The event management process covers the entire life cycle of the service.
3) Problem management module
Event management affects users or service processes. You must rectify the fault to ensure normal service activities. After an event occurs, you can quickly rectify the fault and restore production. Problem management focuses on the implementation of diagnosis and research, identify the root cause of the occurrence of the event, and give solutions to the problem, to prevent the recurrence of similar events. Event management emphasizes speed, problem management emphasizes quality.
4) Change management module
The problem management process focuses on eliminating events or reducing their occurrence. First of all, problems are created and registered, then they are reviewed and classified according to the attributes and contents of the problems, and priorities are set. Historical recurring, serious, high-priority, or sudden events are dealt with through the corresponding processing process. Other problems are assigned to different problem handlers for diagnosis and analysis, and the potential causes of problems are finally found. Put forward the corresponding solution, and update the process and method of the problem to the problem event library in time.
5) Configuration management module
The company has a low degree of IT informatization, insufficient data integrity, standardization and accuracy, no automatic configuration of data collection, analysis and management tools, lack of unified planning and coordination of the whole IT level, which greatly increases the risk of operation and maintenance operations. In view of this phenomenon, the operation and maintenance department optimized the configuration management module to solve these problems.
6) Release management module
As can be seen from the above analysis, the iterative update of various web and app applications of this company was realized through manual scripts and batch tools in the early stage. With the expansion of business scale, it gradually built a set of simple automated release platform, but the lack of release process and system. The mystery of version updating and iteration of the company is far behind that of other Internet companies, so the operation and maintenance department urgently needs a complete, accurate, efficient and fast release system. To this end, the company optimized existing processes based on the ITIL4 framework and introduced DevOps, Agile, and Lean to lay a solid foundation for automated delivery.
7) Knowledge management module
The large quantity of the company leads to the slow troubleshooting speed. You can build a knowledge base and classify it. And manage and iterate on the innovation knowledge base.
4.4Continuous Renewal
Update and iteration are involved in most of the steps of the appeal, and it can be seen that a practice that is constantly updated is a good practice.
For the low. With the constant updating of legal rules, the design of many modules needs to be changed. If no changes are made, they cannot adapt to the current situation.
For the Risk management, take the service management module as an example, the classification of events will be different in different times, and it needs to be updated constantly. For the service level, companies should provide better service to users, need to update software timely, and do not have long downtime. Things like the introduction of devops in the release management module are examples of good practices that are constantly updated.
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