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[bookmark: _Hlk69819648]Rationale: to conduct a research about technology and communication systems in the setting of a
modern hospital
Objectives: to assess the use of contemporary technology to improve workplace efficiency,
addressing legal, ethical and safety issues
Methodology: secondary research carried out using already existing published data that have
been collected and summarized
Literature review methodology: search publications through relevant electronic databases






Introduction
Since 2005, the World Health Organization has encouraged member nations ‘to develop the framework for information and communication technologies (ICTs) for health as deemed appropriate to promote equitable, affordable, and universal access to their benefits’ and to keep cooperating with IT authorities with the objective of diminishing expenses and lead eHealth to success. Health information and communication technology encompases various systems that extend from mere data recording to more developed assistance in clincal and mangement choices. 
According to a study by Rouleau el al. (2015), ICTs in the health sector bring definite advantages with themselves, by fostering patient-targeted care, enhancing standards of healthcare and educating health practitioners and patients. Similarly, Keasberry et al. (2017) state that new technologies in hospital settings are promising tools in order to boost efficiency and prescribing safety, however the impact on fatality rate, readmissions, expenses and patient and staff experience continues to be inconclusive.
This report analyzes the main ICTs that can be found in an inpatient (hospital) setting: Electronic Health Record (EHR); Computerized Provider Order Entry (CPOE) and Clinical Decision Support systems (CDS); Bar Code Medication Administration systems (BCMA) and Automated Medication Dispensing cabinets (ADC); automated pumps, portable monitor equipment, smart beds; retained surgical items detectors; robotics; Patient Data Management Systems (PDMS) and electronic incident reporting.



















Secondary data analysis
In the essay below I described and analysed the main information and communication technologies (ICTs) used in modern hospitals. Some of them seem to be particularly useful (CPOE, CDS, PDMS, some ACD systems and robotics), while for others there is not sufficient evidence (automated infusion devices, barcode drug delivery systems, retained surgical items detectors and electronic incident reporting). For some ICTs it is of paramount importance to provide staff with adequate safeguarding training in order to avoid to potential patient privacy violations.


[bookmark: _Hlk69819714]Electronic Health Record (EHR)
In a modern hospital context, one of the most important and widespread technology is the Electronic Health Record (EHR), the electronic form of an inpatient’s paper chart, whose data are available straightaway and safely to authorized users. Some EHRs contain just the patient’s medical history, while others can incorporate many other different tools – for instance drugs, treatment programmes, allergic reactions, radiology images, laboratory results, immunization dates. EHRs can potentially make health information shared across more than one healthcare organization. Nevertheless, as stated in a study by Shenoy and Appel (2017), despite legal protections having been introduced, EHRs may still be subjected to violations that put patient privacy at risk, therefore potential safeguards are fundamental, and have been put into effect in particularly confidential areas, for instance psychiatric issues, substance misuse and sexual health.  


[bookmark: _Hlk68696460]Computerized Provider Order Entry (CPOE) and Clinical Decision Support (CDS)
A second huge development that has taken place over the last years is the Computerized Provider Order Entry (CPOE); it refers to the procedure of healthcare staff entering and transmitting requests and instructions (for instance drug prescriptions, laboratory and radiology orders) by means of a computer software rather than paper, fax or telephone. It delivers standardized and clear orders bringing with itself the obvious advantage of diminishing errors and improving patient safety. Furthermore, CPOE are often combined with a Clinical Decision Support (CDS) system: they operate as a mistake-avoidance instrument integrating a range of tools to improve the way in which decisions are made – i.e. warnings and reminders, medical guidelines, situation-specific order sets, assistance with investigations and diagnostics. A metaanalysis conducted by Nuchols (2014), assessing the efficacy of CPOE in diminishing potentially harmful drug reaction in hospitals, demonstrated that the realization of a COPE integrated with CDS lead to a significant decrease in drug administration mistakes and adverse reactions. However, as stated in a review by Hussain et al. (2019), there is evidence that alerts from CDS systems are often ignored by the healthcare staff – the so-called ‘alert fatigue’, that can be reduced by re-engineeering the interactive functioning of CDS. Moreover, according to Vélez-Díaz-Pallarés et al. (2017), technology-induced mistakes remain still frequent, the main part of which appearing to be due to the human–machine interplay and of modest severity; futher studies need to be performed to invesigate why these fallacies happen and to set up procedures to enhance patient safety.

Bar Code Medication Administration (BCMA) and Automated Dispensing Cabinets (ADC)
Another method to try and reduce medication administration errors are Bar Code Medication Administration (BCMA) systems. They are digital tools that incorporate digital drug delivery records with barcode technology, aiming at avoiding medication errors by making sure that the due medication is delivered to the right patient at the right moment. A systematic research performed by Khammarnia et al. (2015) showed that the implementations of BCMA cut medication errors by 57% overall - however, this finding has to be taken with prudence given that the researches analyzed in the meta-analysis had an important level of heterogeneity. Up to date the evidence on its effectivity in lowering medication mistakes is poor, and additional well-structured studies have to be conducted to draw conclusions.  
Similarly, with the same purpose of avoiding medication administration errors, some hospitals have introduced Automated Dispensing Cabinets (ADC), electronic cabinets that stock drugs with controlled allocation and delivery tracing. They were first utilized in clinical settings in the 1980s, but have developed throughout the years to incorporate more complex programmes and hardware to analyze the phases of the drug administration procedure that are at a particularly high risk. ADC have been successfully used as a technology that helps in computerizing the drug delivery process with the advantages of easing the volume of work on the main pharmacy and of keeping better tracing of the drug allocation. However, there is evidence that the impact of ADC on patient’s safety is limited, as only one published controlled trial by Chapuis et al. (2010) showed that the use of ADC resulted in a 28% reduction in the rate of medication errors in a hospital intensive care unit: even if the evidence is strong, it is restricted just to the intensive care context, therefore further research has to be carried out to conclude on the effect of ADC on medication safety in the various hospital settings.




Automated pumps, portable monitoring equipment, smart beds
Some other medical technologies can help doctors and nurses with daily ordinary procedures, and can help reduce human errors. For example, automated intravenous (IV) pumps can control the posology and drips administered intravenously to patients (and are also available for nutrition delivery), thus allowing healthcare staff to concentrate on other areas of work; nevertheless, as stated by Giuliano (2018), even if the utilization of IV pumps has been shown to be linked to a decrease in drug error rates, mistakes have not been eradicated, therefore there is an obvious demand for modernization in these devices to tackle practicality and safety issues. 
In a similar way, portable monitor equipment, that track vital parameters (such as ECG, oxygen saturation and respiratory frequency) and send the data back to a main monitor, allows staff to monitor patients even if they are busy somewhere else, and to register and draw data at the proper time. A study by Watkins et al. (2015) states that continuous vital sign assessment may have prompted healthcare staff interventions that avoided failure‐to‐rescue events, therefore proving to carry a huge impact on patients’ safety. In addition to this, while in the majority of cases patients in hospitals have to stay hooked up to monitors, novel technologies may soon make this out of date, as wearable patches are considered much more practical than traditional monitors due to their capability to provide continuous monitoring instead of only periodic readings, which will eventually lead to a better patient care. A pilot study by Weenk et al. (2017) showed that devices for continuous vital signs monitoring in hospitalized patients are very promising and comfortable, however it is important to note that some artifacts can undermine their perofrmance, particularly connection failure; however, in their research, more than a half of artifacts were self-limiting, and the majority of patients and staff were positive about these devices.
Smart beds also are becoming increasingly important in perserving patients’ safety and comfort throughout the inpatient stay. Smart bed technology provides nurses with constant reports on patients’ activities; it may also make it easier for healthcare providers to detect patterns that can bring to a different diagnosis or an alternative reading of a situation. According to Ghersi et al. (2018), ‘smart medical beds are integrated solutions for patient care, assistance and monitoring, based on a comprehensive, multidisciplinary design approach. Research in this field is critical in a context of global ageing, and powered by a surge in opportunities for accessibility solutions’. 


Retained surgical items prevention technology
Bar-coding and radiofrequency labelling of surgical instruments are being developed to improve the avoidance of retained items after surgical operations. However, up to date the clinical evidence to advise for or against the utilization of this technology is poor: a systematic review by Hempel et al. (2013) found that results were statistically insignificant, therefore the use of retained surgical items prevention technology does not have to be seen as a stand-alone method and has to be additional to traditional manual countings.


Robotics
Some hospitals have been integrating robots into their logistic processes. The use of robotics to automatize healthcare subsidiary and administrative services can lead to substantial cost- and time-effectiveness, and enhance security. By using a simple interface, healthcare staff can beckon robots for definite duties – such as to deliver drugs, transfer laboratory specimen, fetch diagnostic reports and arrange bedding and food deliverance. The first simulations started around twenty years ago (Rossetti el al. 2000) and have now evolved into very sofisitcated systems such as the ENDORSE software that can conjugate delivery services with support to medical and nursing staff (Ramdani et al. 2019). 


Patient data management systems (PDMS)
Patient data management systems (PDMS) are technologies that draw information from bedside medical devices (for example from monitor, IV pump, breathing machine) in an automatized way; the information is then synthetized and reorganized to help medical staff in understanding the information. Thanks to novel developments, PDMS can now be integrated with the CDS and ultimately into the patient’s EHR. A systematic review conducted by Cheung et al. (2015) analyzed the medical effect of PDMS and demonstrated that this techonology could increase the time invested on immediate patient caring by dimishing the time used for drawing and writing data, and could decrease the incidence of mistakes.


Electronic incident reporting systems
Electronic incident reporting systems are internet-based technologies giving the medical staff who are involved in safety indicents the opportunity to spontaneously record these events. They have the possible advantages of uniformizing the reporting structure and the incident action workflow, and of swiftly identifying serious accidents and trigger events. A research by Savage et al. (2005) demonstrates that hospitals and structures that have implemented an electronic reporting system have also  gone through a noteworthy rise in the rate of reporting, however, according to a study by Stavropoulou et al. (2015), despite incident reporting systems could potentially better clinical procedues, there is low-level evidence that they eventually decrease clinical mistakes.


[bookmark: _Hlk69820124]Conclusions
There is substantial evidence that ICTs can enhance patient safety, as they can decrease drug delivery mistakes, reduce adverse medication reactions and enhance guidelines observance. Despite this, healthcare organizations have to be selective when choosing the technologies to invest in, as research demonstrates that parts of them have just partial evidence in the outcomes connected with patient security. Up to date, CPOE and CDS are likely the most advantageous health information technologies to improve patient safety, and PDMS as well has proved beneficial in reducing the incidence of errors. Moreover, ADC systems have proved to enhance patients’ safety in intensive care wards. The use of robotics is proving as cost- and time-effective to automatize hospital processes, therefore allow ing medical staff to spare time for other activities. Nevertheless, so far there evidence is not sufficient to draw conclusions on safety for the following ICTs: automated pumps, barcode drug delivery systems, retained surgical instrument detectors and electronic incident reporting. Some of the ICTs, especially EHRs, that gather a patient’s whole medical history, are particularly prone to potential violations that might put patient privacy at risk, therefore they must be used by staff who has had adequate safeguarding trianing.
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