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1. Introduction
1.1 Context and Background
Rapid progress of network systems has transformed radically the face of the modern world of computing. Enterprise infrastructure, industrial control systems and consumer Internet of Things (IoT) devices represent hundreds of billions of connected devices that create immense amounts of traffic on a daily basis. This connectedness has provided an unprecedented degree of productivity, but has given to attackers an incredibly large attack surface. The IIbers IBM Cost of a Data Breach Report (2023) shows that the average data breach cost amounted to USD 4.45m in 2023 as full of 15-percent increase in the past three years [1]. Threats in cyberspace have evolved both in complexity and size and therefore demand highly flexible and intelligent detectors.
Ai and Machine Learning (AI/ML) is one of the technologies disrupting the field of cyber security and Network Intrusion Detection Systems (NIDS) in particular. Despite showing high efficacy in identifying known particulars in the oscillation, both the conventional signature-based and rule-based approach are fundamentally ill equipped to react to zero day exploits, polymorphing malware and advanced persistent threat (APTs). Comparatively, the ML-based NIDS rely on statistical data collected by network traffic to learn such data, which enables them to identify abnormal behavior that may take the form of alteration because of an establishment of an already known attack [2].
Long Short-Term Memory (LSTM) networks, Convolutional Neural Networks (CNNs) and transformer-based architectures represent derivatives of deep learning models that have the highest detection rates on half a decade class detection test sets, including NSL-KDD, CICIDS2017 and UNSW-NB15, among others [3]. These supermodels, however, are also abstractly opaque: in other words one cannot say how they work internally making a decision interpretable by those who manipulate them. This is a vital barrier to implementation of living systems, as the security analyst must understand, verify and act on the alerting callings provided by NIDS.
Explainable Artificial Intelligence (XAI) is an emerging sub-field of study that aims at making the decisions made by the ML models understandable and clear. Shapely Additive explanation s (SHAP), Local Interpretable Model-agnostic Explanations (LIME), attention mechanisms, all are XAI explanations that offer the benefit of giving an explanation of post-hoc or intrinsic explanations about the model predictions [4]. XAI-integration into the NIDS framework is a promising prospect that could address the issue of inherent obscurity, keeping detection rate high.
The discipline happens to be at the ideal intersection of regulation and technical necessity. Under the provisions of the European Union on AI (2024), scenarios brought up through artificial intelligence of high risk applications, imply that these systems should be explainable [5]. Thus, the creation of XAI-upgraded NIDS is not only completely scholarship sensitive, but it is also highly needful in practice.
1.2 Research Problem
Granted impressive performance in terms of detection accuracy, current deep learning-based NIDS have significant underlying problem of lack of interpretability. The binary classification results are given to Security Operations Centre (SOC) analysts with no significant understanding of what features or traffic trends were used to make the decision between an attack and a benign. This poses a number of operation issues:
· Fatigue alert behaviour and failure to prioritise incidents without incident feature context.
· Failure in non-numerical classifiers to draw the line between false and true with feature level information.
· None of the aforementioned features guarantee accountability and auditability, which is a significant concern in controlled areas like finance and healthcare.
· Embarkation of reduced trust in AI-powered security tools among practitioners slows the process.
XAI has been applied to single classifiers in the previous literature (via SHAP or LIME, but not comparatively discussed) although a variety of model settings and realistic traffic dynamics have not been studied on whether such explanations are faithful, stable, and computationally efficient. Besides, an underscore is a break in an evaluation of the practical viability of those clarifications on part of the security practitioners not just that which is technically precise [6].
The suggested highly specific research question that the current paper focuses on is the following: How can XAI techniques be best implemented with deep learning-based NID to produce explanations that are as theoretically accurate as well as helpful to security analysts in their work without affecting the actual performance of the detector in any meaningful way?
1.3 Research Aim and Objectives
Objective: To come up with, develop and test an Explainable AI enhanced Network intrusion Detection architecture balancing the two dimensions of model accuracy and interpretability in producing action information regarding cyber safety practitioners.
Objectives:
· O1: Based on a systematic literature review of ML/DL-based NIDS and XAI methods, determine performance metrics/statistics and interpretability limitations.
· O2: Train deep learning classification models (LSTM, Random Forest, and XGBoost ensemble) on the CICIDS2017 and UNSW-NB15 datasets and get the results in terms of detection accuracy.
· O3: Incorporate SHAP and LIME systems of the trained models and produce explanations of you experiencing at the feature level into network traffic classifications.
· O4: inquire the quality of explanations based on pre-existing XAI fidelity measures (faithfulness, stability, and completeness) and make comparisons across model structures.
· O5: Perform structured expert analysis using simulated conditions of SOC to determine the utility of the generated explanations.
· O6: Have a generalised XAI-NIDS integration framework and practitioner guidelines on the basis of empirical findings.
1.4 Significance of the Research
This study contributes to the field of study and practise in a number of ways. Theoretically, it offers systematized comparative analysis of XAI techniques used with several NIDS architectures -an analysis itself that has not been investigated on such an extensive scale. Practically, the suggested framework provides a direct benefit to SOC analysts by transforming complicated model outputs into evidence readable by humans to cut down on investigative time and enhance the quality of responding to an incident.
To the rest of mainstream computing/cyber security community, this study makes a contribution towards responsible use of AI in critical infrastructure, in line with the emerging policies. To the industry, especially to managed security service providers (MSSPs) and IT department of enterprises, the output provides practical information of how to incorporate explainability in the existing NIDS pipelines without starting all over again.
2. Literature Review
In this section, literature on three thematic categories (i) Learn and delay-based network-based intrusion detection systems (ii) XAI tools and their use in cyber-security (iii) explainability evaluation frameworks is reviewed. This review will mainly concentrate on the highlight publications between 2019 and 2024 with the addition of background fundamental pieces. IEEE Xplore, ACM Digital library, Springer, and Google Scholar offered sources used with the following search queries: intrusion detection deep learning, explainable AI cyber security, SHAP NIDS and interpretable anomaly detection.
2.1 Machine Learning-Based Intrusion Detection Systems
Several paradigm shifts have been made in the development of ML-based NIDs. In the early days, Tavallaee et al. presented the NSL-KDD data [7], which provides a solution to the class imbalance problem of the original KDD Cup 1999 data and provides a benchmark on the use of supervised classifiers. Naive Bayes classifiers and Support Vector Machines (SVMs) were demonstrated to be competitive on this data but had very low generalisation performance to new types of attacks [8].
The transition to an ensemble approach was a huge advancement. Moustafa and Slay [9] presented UNSW-NB15 dataset and proved that the Rand Forest classifiers had better detection rates than the traditional statistical methods. Sharafaldin et al. [10] presented the CICIDS2017 (dataset) with the modern picture attack types consisting of DDoS, brute force and infiltration attacks, and identifies XGBoost as one of the most useful network traffic classifiers.
Deep learning layouts then proceeded to step up performance to an additional level. Kim et al. [11] used LSTM networks to extract the time relationship within network traffic sequences, and found some 98.7 percent accuracy on NSL-KDD. In Wang et al. [12], CNNs were over-trained to extract spatial features on raw packet data. In more recent times, models of transformers have been proved useful in dealing with sequences with variable length [13]. Nevertheless, the growing model complexity had a negative correlation with interpretability leading to what Lipton [14] had described as the interpretability problem in machine learning.
2.2 Explainable AI Techniques
XAI became hundreds of times more popular with the introduction of LIME by Ribeiro et al. [15] and SHAP by Lundberg and Lee [16]. LIME produces locally faithful explanations with an approximation to model behaviour near a particular prediction based on an interpretable surrogate model. A cooperative game theory-based algorithm called SHAP assigns a feature a value called the Shapley value that indicates its marginal contribution to the prediction and offers both local and global explanations.
The techniques have since been expanded to the realm of cyber security. Amarasinghe et al. [17] used LIME on inequality (anomaly) detection in control of industrial systems showing that the quality of the explanation decreases with adversarial perturbation. In the comparative study of XAI on network classifiers, Warnecke et al. [18] discovered a relatively stable explanation of SHAP compared to LIME with an increased computational cost. The focus of neural networks admittedly provides another intrinsic explainability method, as illustrated by Vinayakumar et al. [19], although the quality of its explanations has recently been disputed [20].
Critically, considering such developments, an important note to take is that, most researches consider only technical measures (fidelity, stability) to assess the explanations, and never consider the practical use by the end-user, who is the security analyst. This is a big discrepancy between XAI research and practice.
2.3 Evaluation of Explainability
A taxonomy of quality measures of explanation suggested by Robnik-Sikonja and Bohanec [21] is such that fidelity (how much the explanation looks like the model) and comprehensibility (when can be easily understood by a human) and completeness. Doshi-Velez and Kim [22] identified application-grounded, human-grounded and functionally-grounded evaluation, stating that the ultimate evaluation should include human subjects that are tested in real life in tasks. Continuing on this, Hoffman et al. [23] came about with an XAI goodness checklist that includes user studies.
In NIDS, the few studies that have been conducted have involved human evaluation. A survey of security practitioners by Das and Rad [24] revealed that 74% of them would not trust AI-driven alerts without explanations but only 12% of the NIDS products would provide any explanation interface. The current empirical gap drives the practitioner aspect of evaluation of the proposed study.
2.4 Literature Summary and Research Gap
The literature review supports the claim that: (i) deep-learning models are easy to integrate in NIDS and provide high detection rates, but are opaque; (ii) XAI models like SHAP and LIME are promising explanations and; (iii) the evaluation of XAI-NIDS integration has not been done on a broad base of architectures, and there is no assessment of their utility to practitioners. The three gaps in this research are directly tackled through the implementation of multi-model XAI integration, stressful evaluation of fidelity, and implementation of structured expert usability evaluation.
2.5 Critical Review of Current strategies
Despite the fact that the deep learning-based intrusion detection, as well as the explainable AI, have attained considerable advancement, there are several shortcomings that could be observed in the current literature. Firstly, all of the models are tested using regards to the fixed benchmarked data, such as NSL-KDD and the CICIDS2017, which, although useful in comparative terms, are not characterised by the dynamic and variable nature of real-life networks. This places the validity and applicability of reported findings to the real life in question.
Secondly, modern XAI application in cyber security is usually tested in isolation and both models or explanatory methods are taken into account. Such approaches do not provide the full picture of achievement of different combinations of models and XAI approaches in various circumstances. Furthermore, very little can be discussed about the existence of a trade-off between interpretability and computational overhead, which can be of significance in the real-time intrusion detection systems.
Failure to conduct user-centric assessment is the other weakness that is very critical. Even though technical measures are a popular usage such as fidelity and stability, they do not always reflect to the level of how useful and understandable the explanations can be to human observers. The security practitioners are pressed in time and require a short and practical information rather than the complexity of the visualisation and the importance of abstract features expressed in scores.
Finally, it does not give extensive exploration of adversarial risks of XAI systems. The explanation mechanisms also enable the attackers to reverse engineer the detection models or even escape detection. This indicates the need to have safe and robust explainability frameworks.
The reasons why the holistic approach is required and multi-model assessment, rigid technical analysis and practitioner-oriented usability test must be included in the holistic perspective are as follows.
3. Research Design and Methodology
3.1 Research Design
The literature review confirms that: (i) deep learning models are efficacious in detecting attacks in NIDS; (ii) XAI models such as SHAP and LIME have promising explanation abilities, and (iii) literature has not systematically approached the integration of XAI methods into a variety of highly reliable, or systematically assessed, NIDS, or operational value to practitioners. This study directly targets the following three gaps: multi-model integration (XAI) of the research, the stringent application of fidelity assessment, and systematic expert application.
The choice of the mixed-methods research design is purposeful and does not relate to the application of mixed-methods studies but corresponds to the twofold goals of this study, namely, having a high value of the safety of detection as well as having a practical ability of interpretation. The quantitative approaches permit objective assessment of model accuracy and fidelity in understanding the cause-and-effect framework, whereas the qualitative ones can give understanding on human usability and trust, which cannot be found in quantitative metrics.
Also, the experimental design allows the reprehensibility and controlled comparison among models under various model architectures and XIAI methods. The study keeps pre-processing processes steady and avoids bias by keeping evaluation criteria constant, so that the study can benchmark itself fairly. The involvement of the human-in-the-loop trial to the research enhances further the validity of the research since it helps to bridge between the theoretical and operational performances.
3.2 Research Methods and Materials
Methods
Training and evaluation of NIDS classifiers: training and evaluation of NIDS classifiers will be carried out using quantitative methods in order to: measure the detection metrics (accuracy, precision, recall, F1-score, AUC-ROC); and quantify the explanation fidelity and stability. To obtain structured narrative feedback on the usefulness and reliability of generated explanations, the expert evaluation phase will utilise qualitative techniques for collecting these comments and opinions about the clarity of initial cyber security experts.
The research framework will be software engineering and experimental which will be organised as follows:
· Phase 1: Data Preparation Data about CICIDS2017 and UNSW-NB15 will be obtained through their institutional sources as the data sets. Normal minimum preprocessing will be made: deletion of duplicate and records of null values, normalisation of the numerical data through Min-Max scaling and handle class imbalance with Synthetic Minority Over-sampling Technique (SMOTE). The information gain and correlation analysis will be taken to achieve the feature selection and dimensional reduction in keeping relative discriminating ability.
· Phase 2: Model Development Three classifier architectures will be implemented and trained (a) an LSTM network operating in temporal traffic sequence prediction; (b) an XGBoost ensemble operating in tabular prediction features; (c) A CNN-LSTM model operating in combined spatial-temporal feature prediction. The grid search with 5-fold stratified cross-validation will be taken in order to optimise hyperparameters.
· Phase 3 -XAI Integration: SHAP TreeExplainer will be used to apply to the XGBoost model, and SHAP DeepExplainer and LIME will be used to apply to deep models. SHAP summary plot, force plot, and LIME with the output of the importance will be created in representative samples of each attack type.
· Phase 4 -Explanation Evaluation: The monotonicity and faithfulness metrics developed by Alvarez-Melis and Jaakkola [27] will evaluate the fidelity. To measure stability, the value of similarity of the pairwise explorations will be calculated over 50 runs and with the same inputs. A comparison table between model-XAI combinations will be built.
· Phase 5 will be Expert Validation A formalised usability-study will be performed on 1015 cyber security specialists (recruited via industry contacts and LinkedIn professional networks). The subjects will be introduced to simulated SOC conditions and the decision to triage incidents with and without XAI explanations will be required. The ratings of accuracy of the decisions made, time on task and ratings of explanation trust (Likert scale) will be recorded and analysed.
System Architecture: The suggested architecture will include four layers, which include (1) Data Ingestion Layer (pcap/CSV traffic capture); (2) Feature Extraction and Preprocessing Layer; (3) Inference Engine (trained classifiers); and (4) XAI Explanation Layer generating a human-readable output through a lightweight web dashboard.
Materials
Data; The CICIDS2017 dataset (Canadian Institute for Cybersecurity) comprises 15 categories of corresponding traffic distributed over an estimated 2.8 million records, which was created in a realistic network setting [10]. UNSW-NB15 dataset (University of New South Wales) consists of 2.54 million records in nine types of attacks [9]. The two datasets are freely accessible and available to the academic community under their respective institutional licence and do not do contain any personally identifying (PII) data. There will be little ethical considerations as such; there will be no data of human subjects involved in the main modelling process. The expert assessment step will entail adult professional individuals giving voluntary, informed consent under the ethics paradigm of the university.
Software Python 3.11 will be used as a main programming language. Some of the most important libraries are; scikit-learn (base line models), TensorFlow/ Keras (deep learning), XGBoost, SHAP, LIME, pandas, NumPy as well as matplotlib/ seaborn (visualisation). The web dashboard will be done using Flask. Every code will be under version management through GitHub.
Hardware: Development and training will be done on a GUI instance running on the cloud on either Google Colab Pro or AWS EC2, using NVIDIA A100 (or similar) hardware. The local experiments and validation will be performed on a personal workstation that has 16GB RAM and NVIDIA RTX 3060. The cost of the cloud will be expected to be affordable to students regarding the extent of the datasets.
Along with common evaluation processes, the resilience and scalability of the suggested system will also be of great concern. As an example, computational complexity shall be studied by assessing the time taken to obtain explanations on both models. This is specifically significant since some techniques, like SHAP, can be computationally expensive, which may not allow it to be applied in real-time systems.
Furthermore, sensitivity analysis will be performed in order to evaluate the impact of the minimal changes of input features on the model predictions and generated explanations. This assists in finding out whether the explanations are steady and dependable under minimally different circumstances which is vital in a dynamic network condition.
The class imbalance handling methods like SMOTE will be tested not only in respect of improving performance but also considering how much they will affect the quality of the explanation. It can be noted that synthetic patterns may be introduced by over-sampling techniques and this should be analysed with care.
Lastly, cross-dataset validation will be carried out when possible and the models will be trained on one dataset and tested on another dataset. The step offers more proof of overallisability and strength both of the detection and the explanation mechanisms.
4. Expected Outcomes
Measures and results of both model execution and explainability must be thoughtfully chosen, based on the practicality of operation, in the real world. In terms of classification, availability and accuracy, precision, recall, and F1-score are widely accepted measures because they need to be comparable with the prior literature and correctly identify the articles. Nonetheless, the particular focus will be made on recall and F1-score with the failure to address an attack (false negative) being a much more important situation.
To give insight into the explanation, we use fidelity to evaluate how we are able to describe the effective behaviour of the model accurately but we also use consistency to determine how consistent the behaviour is over repeated runs. Complete cheques on whether the explanation covers all the factors that contribute to it. These measures are used together to accomplish a full measure of the quality of the explanation.
During the expert evaluation stage, human-related measures including accuracy in decision making, efficiency in time and perceived trust will be assessed. They will be critical in measuring whether XAI helps to improve or not the level of operational efficiency at Security Operations Centres.
It is expected that this research will yield the following:
The structure of the evaluation will also include:
•A tested and trained XAI-NIDS model exhibiting a competitive detection result (target: F1-score of more than 0.95 on CICIDS2017) with built-in SHAP and LIME-generated explanation results.
•A mixed methods comparison of the XAI elucidation integrity and consistency in the three classifier designs, which offers practical insights into the most suitable model-XAI combinations in the use of NIDS applications.
•Specifically, the evidence of the expert evaluation study on the enhancement of the accuracy and truth of the decisions made by the SOC analyst by the XAI explanations that were added to the existing literature on the value of a practitioner-grounded evaluation methodology.
•An integrated architecture of generalised XAI-NIDS and the design principles that can be adopted in academia and industry.
In theory, the study provides an original multi-architecture XAI assessment technique to the literature on cyber security. In the practical sense, it presents a deployable open-source framework, which can be extended by MSSPs as well as by enterprise security teams. At the societal level, better NIDS transparency will aid in deployment of Artificial Intelligence components in critical systems more responsibly to build trust in the AI-based cyber defence in people.
Potential constraints are: offline benchmark data instead of live network traffic because this could affect the external validity (the study results might not be indicative of the true system); the small sample size during the expert evaluation phase (10 to 15 participants) was designed to support the statistical analysis power; and the fact that the adversarial attacks mentioned in the article are likely to target the XAI explanation mechanisms (explanation-aware evasion) only within the frames of this project, a topic that could be mentioned in future studies.
5. Timeline
The following table presents the projected timeline for the research project across a 24-week period:

	Phase
	Activity
	Duration
	Milestone

	1
	Literature Review & Problem Refinement
	Weeks 1–4
	Annotated bibliography

	2
	Dataset Collection & Preprocessing
	Weeks 5–7
	Cleaned dataset ready

	3
	Baseline ML Model Development
	Weeks 8–10
	Benchmark results

	4
	XAI Integration (SHAP, LIME)
	Weeks 11–13
	Explainability outputs

	5
	Evaluation & Comparative Analysis
	Weeks 14–16
	Performance metrics

	6
	User Study / Expert Validation
	Weeks 17–19
	Validated XAI outputs

	7
	Writing & Submission
	Weeks 20–24
	Final dissertation



The schedule allows Phases 3, 4, 5 to have overlaying refinement because the evaluation results might require re-tuning of the model or adjustment of the XAI parameters. Unexpected technical difficulties and revision of the writing are included in Weeks 20-24 with buffer time.
This research lays the groundwork to a number of research opportunities. A possible avenue may be related to the integration of real-time streaming data to test the XAI-enabled NIDS performance in real-time settings. The other direction is development of lightweight and computationally efficient explanation techniques, with the ability to do it under strict latency constraints.
Future studies can also touch upon adversarial robustness of XAI systems, in particular, how an attacker can use explanations to get away with an offense. Furthermore, the user study might be extended to a greater number and more varied group of practitioners to give more information on usability in various organisational settings.
Lastly, it is notable that the architectures of transformers have common elements with explicitly explicable mechanisms; in this context, there is a fresh prospect of realizing the high performance and transparency of the next-generation intrusion detection system.
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