Presentation format 1 
The national standard for excellence:  IT Network Systems Administration
An IT Network Systems Administrator, works in organizations related to any sector not limited to Information Technology, ensuring feasible, and smooth IT operations and its services. The role of an IT Network System Administrator extends from basic system design and configuration to troubleshooting issues within the network, user support etc. It requires strong organizational, communication, problem-solving skills, and a dedication to staying updated with industry advancements. The speciality of this skill is not just its technical strength, but also involves high personal responsibility and adaptability to diverse work environments.
	Knowledge
	Core knowledge
	Higher knowledge
	Transferable
	Assessment aspect, WSI

	Work organization and management

	Compliance with Health and Safety Standards:
	Understanding and adherence to health and safety regulations to ensure a safe working environment
	Continuously monitoring and evaluating workplace safety measures, implementing improvements where necessary
	Promoting a culture of safety awareness and compliance within project teams and across organizational environments
	Health and Safety

	Safe Handling of Tools and Equipment:
	Knowledge and application of safe practices in selecting, using, cleaning, maintaining, and storing tools and equipment
	Evaluating and recommending advanced tools and equipment that enhance productivity and safety measures
	Sharing best practices for tool and equipment safety across teams and departments to improve overall workplace safety
	Appropriate and adequate use of networking tools (hardware/software tools) related to the given scenario

	Efficient Work Planning: 
	Ability to plan work areas for maximum efficiency and maintain tidiness, ensuring smooth workflow
	Implementing advanced scheduling techniques and workflow optimization strategies to enhance efficiency
	Providing guidance and mentorship to colleagues on effective work planning techniques to improve team productivity
	Completing the tasks in the given time

	Adaptability & Prioritization: 
	Skill in regularly scheduling, re-scheduling, and multi-tasking to accommodate changing priorities
	Developing strategies for rapid adaptation to unexpected changes in project scope or objectives
	Demonstrating flexibility and adaptability in various work environments to support team objectives and organizational goals
	Multi-tasking

	Certification Requirements: 
	Awareness of certification needs and readiness to pursue relevant certifications such as Cisco, Microsoft, and Linux, with specialization in at least one area
	Using thorough and efficient research methods to support knowledge growth
	Facilitating knowledge sharing sessions and encouraging a culture of continuous learning within teams and organizations
	Exhibiting knowledge, research abilities

	Monitoring and Evaluation:
	Regularly checking progress and outcomes of work to ensure efficiency and quality standards are met
	Implementing advanced monitoring and evaluation techniques to improve performance and outcomes
	Training others in effective monitoring and evaluation methods to enhance team accountability and performance
	Completing the task as expected

	Communication and interpersonal skills

	Active Listening and Questioning Skills
	Understanding the importance of active listening and effective questioning in communication
	Developing advanced listening techniques and strategic questioning skills to deepen understanding and uncover underlying issues
	Applying active listening and effective questioning skills in various contexts to uncover underlying issues, establishing community interactions etc.
	Listening, (Attention to details), questioning to further understand issues

	Verbal and Written Communication
	Demonstrating consistent proficiency in verbal and written communication
	Implementing advanced communication strategies and presentation skills to enhance clarity and engagement
	Facilitating learning workshops and developing emotional intelligence skills to promote continuous learning and growth
	Consistent, effective verbal and written communication

	Adaptation to Changing Needs
	Recognizing and adapting to the changing needs of colleagues
	Developing change management skills and innovative problem-solving techniques to address evolving challenges
	Applying adaptation skills in personal and professional settings to navigate through various challenges and transitions
	

	Team Development
	Proactively contributing to the development of a strong and effective team
	Providing mentorship, coaching, and facilitation of learning workshops to foster a supportive team environment
	Extending team development efforts to cross-functional collaborations
	Sharing Knowledge

	Conflict Management & Resolution
	Managing tension/anger and providing assurance that problems can be resolved
	Developing conflict resolution skills to facilitate open communication and guide towards mutually beneficial resolutions
	Applying conflict management skills to address conflicts and promote positive outcomes
	Confidence in approach that the problem can be solved.

	Data Transfer Networks

	Networking Fundamentals
	· Understanding of the OSI model and TCP/IP protocol stack.
· Roles and functions of different network components.
· Familiarity with IPv4 and IPv6 network addressing concepts
	· In-depth knowledge of operational principles of data-link, network, and transport protocols.
· Proficiency in designing and implementing network topologies tailored to specific usage scenarios.
· Proficiency in subnetting, addressing allocation, and migration strategies between IPv4 and IPv6 networks
	· Application of networking fundamentals in various contexts beyond IT. (SDN etc)
	Ability to perform basic network configurations

	Advanced Networking
	· Familiarity with network segmentation using VLANs.
· Understanding of routing and switching concepts.
	· Proficiency in designing and deploying advanced routing protocols and switching techniques.
	· Application of advanced networking concepts in optimizing connectivity and communication in diverse environments.
	Ability to configure access, aggregation and core level switching and internal, external gateway routing protocols

	Network Management
	· Knowledge of active network management methods.
	· Proficiency in configuring and managing network devices using remote management protocols.
· Expertise in implementing NFV solutions to improve network scalability and flexibility.
	· Application of network management principles and communication protocols in managing and optimizing resource allocation 
· Improving infrastructure efficiency in various environments.
	Ability to establish network connectivity between remote sites, use network discovery tools, protocols

	Network Infrastructure
	· Familiarity with load balancing principles.
· Understanding of network function virtualization (NFV) concepts and principles.
	· Expertise in load balancing principles for efficient data transmission.
· Proficiency in designing and deploying load balancing solutions for optimized resource utilization.
· Expertise in implementing NFV solutions to abstract network functions and improve scalability
	· Application of network optimization techniques in enhancing infrastructure efficiency and reliability in diverse organizational contexts.
	Ability to provide network load balancing and fault tolerance

	Network Security
	· Awareness of security protocols to secure local and wide area networks.
· Understanding of common types of attacks on network protocols and mitigation methods.
	· Expertise in configuring and managing security protocols for optimal protection against cyber threats.
· Proficiency in identifying and mitigating advanced network attacks using intrusion detection/prevention systems.
	· Application of network security knowledge in safeguarding digital assets and information in personal and professional contexts.
	Ability to enforce security measures at control and data plane levels.

	Network and System Operations

	Application Protocol Operations
	· Understanding of the principles of common application protocols operations
	· Proficiency in analyzing and troubleshooting complex issues related to application protocols operations.
	· Application of knowledge of application protocols operations in optimizing application performance across different systems and environments.
	Evaluate, assess and test advanced networking service installation, effectively managing IT infrastructure resources & its security protocols.

	Application Delivery Models
	· Familiarity with modern application delivery models.
	· Expertise in implementing advanced application delivery strategies such as microservices architecture or serverless computing.
	· Application of modern application delivery models in designing and deploying scalable and efficient applications in various organizational contexts.
	Assess advanced service deployment, configure core application components and the ability to design scalable application delivery models.

	Dependency Management
	· Understanding of the dependency structure between different groups of services, applications, and systems.
	· Proficiency in managing and optimizing complex dependencies in large-scale enterprise environments.
	· Application of dependency management techniques in designing and optimizing inter-dependent systems and applications across various environments.
	Ability to design a robust backup system, manage dependencies and adapt strategies across environments.

	Infrastructure Automation

	CI/CD
	· Understanding the basic concepts and principles of continuous integration (CI) and continuous delivery/deployment (CD) pipelines.
· Knowledge of the benefits of automating the software development and deployment process.
	· Proficiency in designing and implementing CI/CD pipelines tailored to specific requirements.
· In-depth knowledge in integrating various automation tools and technologies to optimize CI/CD processes.
	· Ability to adapt CI/CD principles and methodologies across different projects and organizational contexts.
	Ability to exhibit integrated technical proficiency by thoroughly understanding and implementing CI/CD principles, leveraging automation tools and scripting languages using appropriate version control system.

	Automation Tools
	· Familiarity with a range of automation tools commonly used in software development and infrastructure management, understand its principles and functionalities.
· Knowledge of how automation tools interact with and manage infrastructure components.
	· Proficiency in leveraging advanced capabilities of automation tools in designing and implementing infrastructure automation workflows, automating infrastructure management tasks.
· Proficiency to provision, configure, manage,  troubleshoot and optimize the behavior of infrastructure automation tools ensuring reliability and scalability of infrastructure resources.
	· Ability to apply knowledge of automation tools to various domains beyond software development, including cloud computing, data center management, and network administration.
	

	Version Control
	· Understanding the fundamental concepts of version control systems (VCS) and their role in software development.
· Knowledge of common version control operations such as branching, merging, and tagging.
	· Proficiency in using advanced features of version control systems, implementing branching strategies and code review processes to ensure code quality and productivity.
	· Ability to apply version control best practices and workflows in collaborative projects across different domains.
	

	Troubleshooting

	Troubleshooting
	· Understanding the range of operating systems, applications, network equipment’s and their capabilities.
· Knowledge of selecting appropriate hardware/ software drivers and basic hardware/ software functions.
	· Proficiency in evaluating and comparing operating systems, applications, network equipment’s for specific user requirements and budget constraints.
· In-depth knowledge in selecting and configuring various components.
· Advanced understanding of the used hardware/ software/ application functions, its setup processes, including troubleshooting and optimization.
	· Ability to apply technical knowledge across different environments and platforms.
	Comprehensive understanding of user needs, proficiently select & configure OS & hardware/software, and troubleshoot issues, showcasing adaptability and effective communication skills across various technical environments.

	Documentation
	· Understanding the importance of following instructions and documentation.
· Knowledge of precautions before installation or upgrade.
	· Proficiency in developing and implementing best practices for following instructions and documentation.
· Expertise in troubleshooting systems using appropriate tools and techniques.
	· Ability to apply process and documentation practices in various technical tasks and projects, ensuring clear communication and knowledge sharing.
	Ability to manage user requirements effectively, select appropriate solutions, and document the processes meticulously, exhibiting strong communication and troubleshooting abilities.

	
	
	
	
	






	Skills
	% 
	Core competencies
	Higher competencies
	Transferable
	Assessment aspect WSI

	Work organization and management
	5%
	
	
	
	

	
	
	
	
	
	

	Communication and interpersonal skills
	5%
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Data Transfer Networks
	25%
	
	
	
	

	
	
	
	
	
	

	Network and System Operations
	25%
	
	
	
	

	
	
	
	
	
	

	Infrastructure Automation
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	Troubleshooting
	25%
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	Behaviors 
	Core behaviors
	Higher behaviors
	Transferable

	Work Organizations & Management
	
	
	

	Problem-solving, innovation and creativity
	
	
	

	Collaboration 
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