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Executive Brief — ABCD Ltd Red Team Engagement 
Purpose and Context
ABCD Ltd agreed with a controlled security evaluation to evaluate the effectiveness of their defensive and counter-attack mechanisms against a mock cyber-attack. The attack was modeled as a persistent external attacker trying to break into the company's web-facing retail systems and the internal corporate network, with similar attacks to those in actual breaches.
What Was Found
Each of the testers was able to move from the public web site through to sensitive customer data without a single stop. The way of attack was divided into four steps:
1. Initial Break-In: The company blog had a weakness embedded which gave testers a way to retrieve an admin password that they used to get a foothold on the web server.
2. Full Server Takeover: An obsolete section of software allowed individuals to advance from a restricted access to full control of the Web server.
3. Movement Into the Corporate Network: The credentials found on the compromised server were used to access the corporate network (Windows internal network), all the way to the highest level of administrative privilege (Domain Admin).
4. Access to Sensitive Data: Through this access, testers gained access to a system operating a company that contained customer data and managed to retrieve a sample.
Why This Matters
Despite the fact that all of these actions were being reported by the company's systems, no alert or human review has been raised. This could very well be the case now and ABCD Ltd would only find out about that breach afterwards once damage has been done, data has been lost, regulations have been breached or reputational damage has been done.
Business Risk
· Data protection and compliance: The exposure of customer data incurs serious UK GDPR costs and could lead to civil and public penalties.
· Reputational damage: This kind of breach in the public eye will reduce customers' trust in ABCD's E-commerce system.
· Operational disruption: The same type of access that is used to exchange data can also be used to interfere with trading processes.
Priority Recommendations
	Priority
	Recommendation
	Business Benefit

	1
	Centralise security logging and enable real-time alerting (SIEM)
	Turns existing but unused records into actionable early warnings

	2
	Patch and harden the web application (input validation, WAF)
	Closes the initial entry point attackers used

	3
	Restrict and monitor administrative credential use across systems
	Prevents stolen credentials from unlocking the entire network

	4
	Segment the network so web-facing systems cannot reach core internal systems
	Contains a breach to a single system rather than the whole network


Bottom Line
The technology is already present within ABCD Ltd world, it is a monitoring and action technology gap. This is an investment in monitoring capability and network design and not a technology overhaul, and should be managed as an immediate priority.




Abstract
The cyber incidents that impacted Marks & Spencer and the Co-operative Group in April-May 2025 are linked and are believed to be perpetrated by a group of Scattered Spider affiliates responsible for the DragonForce ransomware. It restores a timeline of events with evidence, maps the adversary's chain of events against 11 MITRE ATT&CK techniques, ranging from initial access to impact, and identifies attack root causes on the technical, organisational and human levels. Threat Capability, Motivation, and Competed Attribution is investigated as well as detection and response posture. The report ends with prioritised, cost-banded recommendations focused on enhancing the resilience of the UK retail sector for identity verification, phishing-resistant authentication, network segmentation and monitoring gaps.
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[bookmark: _Toc236321772]1. Introduction 
A coordinated cyber-attack disrupted the operations of three of the UK's biggest retailers from April and May 2025, making it easy to hack into and damage their websites and software to reduce the number of online sales, to give buyers the chance to have data leaked or to create difficulties for the retailer. These incidents are part of ransomware and extortion attacks driven by a wider trend to target retail organisations and home-packed with valuable customer and payment data and low profit margins on investments in cyber resilience. The two events at M&S/Cop and this one are considered part of a campaign and a single incident in this report. It makes sense when one considers the similarities between incidents, and how security researchers found both groups to be associated with Scattered Spider and DragonForce, two groups that also shared similar groups in the English-speaking community, reports that both rooted their operations in Scattered Spider and were referred to as English-speaking hackers working on DragonForce's behalf. However, there were some differences in technical features and the effect of each failure, and they are compared in the places where they differ.
[bookmark: _bpozdimn7uso][bookmark: _Toc236321773]2. Incident Summary and Timeline 
The M&S and Co-op incidents spanned approximately six weeks in the Spring of 2025 and were part of a coordinated ransomware campaign by Scattered Spider affiliates utilising DragonForce ransomware. It is believed that initial access was made as early as February 2025 at M&S, with attackers reportedly exfiltrating the Windows domain's NTDS.dit file, which contains password hashes for the entire Active Directory environment (Albarrak et al. 2026). The disruptions became evident on 22 April, and customers were unable to access the contactless payment or click-to-collect options.
	Date
	Event
	Phase

	Feb 2025
	Initial access; NTDS.dit exfiltrated via compromised third party
	Initial Access

	22 Apr 2025
	M&S contactless payment and click-and-collect disrupted
	Escalation

	24 Apr 2025
	Systems taken offline; DragonForce encryptor deployed on ESXi hosts
	Impact

	25 Apr 2025
	M&S suspends all online sales
	Containment

	Late Apr–May 2025
	Co-op: attackers claim breach larger than disclosed
	Disclosure

	21 May 2025
	M&S website restored (read-only)
	Remediation

	10 Jun 2025
	Online orders resume after 46-day outage
	Remediation


Table 1: Incident Timeline
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Figure 1: Attack timeline diagram
Systems were shut down by 24 April, and by that point the DragonForce encryptor had been installed against ESXi virtual machines, which compromised the heart of the core infrastructure. On 25th April, M&S closed all online sales temporarily. The Co-op breach work concurrently, and the attackers have states straight to BBC News that they managed to steal more data than the Co-op had admitted to, suggesting that the damages and disclosure of the attacks was out of the front of containment (Kim et al. 2023). The recovery took a long time, with the M&S website returning in read-only mode on 21 May, and online orders being resumed on 10 June after a 46-day outage, at the time with reported losses to the tune of over £300m in profits.
In both cases, there is the same sequence of events (reconnaissance and initial access by means of social engineering, credential and domain compromise, lateral movement, data exfiltration, ransomware deployment, delayed containment, and staged public disclosure), which suggests a coordinated affiliate event and not two independent events.
[bookmark: _uuex03ner12s][bookmark: _Toc236321774]3. Adversary TTP Mapping to MITRE ATT&CK 
Methodology
Techniques were identified by looking at incident reports and media coverage (public reports), vendor threat intelligence, CTI analyst commentary, and known Scattered Spider and DragonForce operational patterns and correlated to relevant MITRE ATT&CK Enterprise Matrix identifiers (Kirby, 2023). In cases where direct forensic evidence of the M&S/Co-op attacks was missing, methodology was marked from reported Scattered Spider tradecraft that aligned with the stages observed in the attack chain, and then directed by the methodology and frequency of supply chain components in the attack chain were identified based on prior observation (SentinelOne, 2025). This approach is a triangulation that helps both to mitigate the shortcomings of the open-source reporting and to ensure that it is defensible and evidence-informed.
	Tactic
	Technique
	ATT&CK ID
	Evidence/Justification
	Source

	Reconnaissance
	Gather Victim Identity Information
	T1589
	Attackers targeted IT help desks, requiring prior knowledge of employee identities
	(Infosecurity Magazine, 2025)

	Initial Access
	Trusted Relationship
	T1199
	Access gained via compromised third-party system
	(Computing, 2025)

	Initial Access
	Phishing (Voice/Vishing)
	T1566.004
	Social engineering of help desks for credential reset
	(Tech Digest, 2025)

	Credential Access
	MFA Request Generation (Bombing)
	T1621
	Documented Scattered Spider technique for bypassing MFA
	(Tech Digest, 2025)

	Credential Access
	OS Credential Dumping: NTDS
	T1003.003
	NTDS.dit file exfiltrated, containing domain password hashes
	(Tech Digest, 2025)

	Privilege Escalation
	Valid Accounts
	T1078
	Use of harvested credentials to escalate domain privileges
	(BlackFog, 2025)

	Defense Evasion
	Impair Defenses
	T1562
	Systems taken offline reactively, indicating evasion of prior monitoring
	(Computer Weekly, 2025)

	Lateral Movement
	Remote Services
	T1021
	Movement across domain infrastructure to reach ESXi hosts
	(Specops Software, 2025)

	Collection
	Data from Information Repositories
	T1213
	Customer and employee data collected prior to disclosure
	(Infosecurity Magazine, 2025)

	Exfiltration
	Exfiltration Over C2 Channel
	T1041
	Data exfiltration preceding ransomware deployment
	(BlackFog, 2025)

	Impact
	Data Encrypted for Impact
	T1486
	DragonForce encryptor deployed against ESXi virtual machines
	(ITV News, 2025)


Table 2: MITRE ATT&CK TTP Mapping
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Figure 2: Attack chain diagram
The following 11 techniques, on the other hand, are not haphazard movements of attacks; a sequence, they form an intrusion lifecycle, end to end. It is a well-developed ransomware-as-a-service affiliate model that is human-centric, using exploitation of help-desk trust, attacking credential harvesting rapidly, technically (NTDS dumping) and socially (MFA bombing), and quick escalation from privilege to ransomware encryption (Panditharathna et al. 2026). The attackers have a relatively short window between compromise and impact, as detailed in more depth below, and this gives them less time that can elapse between compromise and a detection that could lead to an action to quell or impact the attacker's impact.
[bookmark: _tw63tyboli90][bookmark: _Toc236321775]4. Root Cause and Security Control Failures 
Technical failures
The opening up caused imperfections in 'identity architecture'. The single Active Directory domain with no effective micro-segmentation means that credentials gained at one entry point can be used to enable all-encompassing lateral movement to exfiltrate the NTDS.dit file. This is because of legacy AD trust usage with domain controllers accessible from regular user local area networks as well as for privileged workloads like ESXi hosts which do not get isolated from generic network traffic. There does not seem to be any tiered administration or privileged access being controlled so that only certain administrators have access, indicating that there were flat trust relationships across the estate.
Organisational shortcomings
The two occurrences emphasise weak identity-verification protocols in the IT help desk, the place attackers chose to reset credentials and enlist new MFA gadgets (Phipps and Nurse, 2026). M&S also confirmed that initial access was achieved through another system that they had access to and had not adequately tested for risks, as well as there being no extra controls placed on their third-party systems connected with the production systems.
Human factors
The software vulnerabilities, if any, are not being exploited by the threat actor; it's more about trust, with people being tempted to place trust in the person behind Scattered Spider either by vishing or MFA-bombing, to induce help desk staff to put in the effort for verification. It emphasises the absence of social engineering protection training and the absence of phishing-resistant authentication, thus making the attempts of bypassing the authentication ineffective.
Exploited technique to failed control mapping
	Technique
	Failed Control

	T1566.004 (Vishing)
	No callback/out-of-band identity verification at help desk

	T1621 (MFA Bombing)
	Legacy push-based MFA instead of phishing-resistant FIDO2

	T1199 (Trusted Relationship)
	Insufficient third-party access segmentation

	T1003.003 (NTDS Dumping)
	Flat AD architecture; no tiered privileged access model

	T1021 (Remote Services)
	Lack of segmentation between IT and virtualisation layer


All of these failures combined illustrate one common point of weakness, an identity provider, that cascaded throughout the estate (Vajpayee et al. 2026). In fact, no layered defence was in place as the initial credential theft made it to the domain before full compromise, suggesting the absence of perimeter-to-fabric-layered defence and a strong lack of detection control.
[bookmark: _2i66yp7bf80u][bookmark: _Toc236321776]5. Threat Actor Profile and Motive 
Attribution summary
The Scattered Spider is an affiliate of the DragonForce ransomware-as-a-service that is being targeted through attribution. The encryptor used against M&S's ESXi hosts was provided by DragonForce, with the affiliates splitting up around 80% of the ransom money, with DragonForce providing infrastructure and tooling. Those who were members of DragonForce directly contacted the BBC and Bloomberg, claiming and confirming the actual extent of the intrusions of the Co-op.
Capability and motive
It was found to be financially oriented and dated back to 2022, which made up mostly speakers of the English language and some apparently teenagers, and was linked to the bigger collective of people and known as “The Com”. Their true strength lies not in their ability to become proficient in new techniques, but in the prowess of techniques of social engineering and exploiting the help desk, MFA bombing within enterprise identity systems, and SIM swapping after entry (Ramachandran, 2026). In the previous case of breaches at MGM Resorts and Caesars Entertainment back in 2023, the group had a history of doing this repeatedly, suggesting more of a tradecraft than opportunistic. It appears to be only motivated by extortion and not to break, disorganise or introduce ideology and an enlightened RaaS profit-sharing model.
Alternative hypotheses
Attribution remains contested. SentinelOne specifically stated it wasn't formally attributed to Scattered Spider, though they commented that the behaviour resembled that of Scattered Spider. DragonForce itself was a pro-Palestinian hacktivist organization that shifted towards ransomware, so another actor (a hybrid or rebranded version of Scattered Spider) cannot be ruled out.
[bookmark: _yppmhv7vgui1][bookmark: _Toc236321777]6. Detection and Response Analysis
Victim-side detection gaps
The attackers survived in Active Directory for weeks after gaining access by using valid harvested credentials at M&S, showing the attackers spent more time than expected between initial access (February) and encryption (24 April). This gap indicates either that SOC lacks visibility of anomalous authentication and privilege escalation activity, or it could be alert fatigue leading to missed actions on valid indicators (Ranasingh, 2026). The lessons here are contained by Co-op that it has detected the intrusion early enough to limit VPN access and observed enough to thwart deployment of ransomware altogether, leaving M&S vulnerable at the point of compromise.
Third-party and vendor performance
M&S's breach was through an exploited third-party system, and evidence suggests that vendor-side monitoring did not notice the irregular access or that the irregular access was not identified at M&S's boundary point.
NCSC and industry commentary
The incidents, noted Dr Richard Horne, CEO of NCSC, were "a wake-up call to all organisations", with NCSC leadership stating that the key failure was not a technical one, but rather procedure (Sehgal, 2026). The Business and Trade Committee convened the involved CEOs at its ranks to address concerns on the transparency of the responses, especially in the light of Co-op's initial response that it had lost no information before admitting how extensive the breach had been.
Telemetry and monitoring gaps
This critical item of telemetry was added to help desk-generated reports, connecting it to account changes, strange access to the NTDS domain and privilege account usage across the AD environment (Seo et al. 2022). Highly consistent and accurate logs from sources such as these could have shortened dwell time and enabled quick containment of such breaches before ransomware was deployed, further reducing time attackers had to exploit without being detected.
[bookmark: _hbub97v370zc][bookmark: _Toc236321778]7. Strategic Recommendations
Prevention
Phishing-resistant MFA (FIDO2 security keys) should replace push-based MFA for all privileged and help-desk-adjacent accounts, in order to close the MFA-bombing vector that was used in this campaign (Cost: Medium, need hardware procurement and phased rollout). Help desk identity verification processes need to include out-of-band callback verification with pre-registered numbers prior to credential reset or MFA re-enrolment (this was an identified entry vector, so likely meaningful and procedural/training-focused; low impact). Consider implementing least-privilege access and a phased zero trust architecture to ensure there is no flat AD trust from user to admin to virtualisation tier, preventing lateral movement from getting to ESXi hosts (Cost: High, in terms of architectural redesign and investment in tools involved) (Severino, 2025). Standing Administrative rights (Medium-High) should be replaced by Privileged Access Management (PAM) such as just-in-time elevation and credential vaulting.
Detection
Ongoing Monitoring should include the detection of Authentication anomalies (impossible travel and unusual MFA enrolment time), changes to Active Directory (NTDS access, privilege group changes) and EDR telemetry on endpoints and virtualisation hosts (Shelby, 2026). SIEM use cases that involve Help Desk ticket activity anticipate follow-on events to a ticket occurring in the account, including the identification of reset credentials not fore-filled by a known ticket (Costly: medium, primarily because it is an investment in existing SIEM/EDR, not a new tool)
Response
Rapid third-party isolation should be performed upon detected anomalies in the network if found; in a tabletop exercise, a simulated help desk social engineering scenario detects the anomaly and should be included in incident response playbooks (Cost: Low-Medium; mostly effort is some in planning and rehearsing) (Toprak, 2026).
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Figure 3: Recommendation prioritisation matrix
Prioritisation rationale
Recommendations are sequenced cost-to-impact, starting with low-cost, in-procedure fixes (Help Desk verification) that attack the known initial access vector, then medium-cost technical controls (FIDO2, SIEM tuning) that close credential-access and detection blind spots, before high-cost architectural investment (zero trust segmentation, PAM) tackles the systematic, flat-trust problem that allowed campaign-wide impact.
[bookmark: _j9pjixtexiji][bookmark: _Toc236321779]8. Conclusion 
In M&S and Co-op cases, those sophisticated attacks work effectively whether they are new exploits, because they rely on the lack of verification of identity and therefore rely on human trust, or because they are based on a flat architecture of a network. The fact that an attribution was made behind the DragonForce ransomware-as-a-service (RaaS) just confirms that the cybercrime tooling industry is making more and more advanced, socially engineered and capable hacks look easy. This rapid time lapse from credential theft to encryption defines the impact scale, and not just about prevention, of the ‘dwell time’.
These events are not exceptions in the UK retail sector, but rather it's a long-term problem that's getting worse. Third-party reliance, legacy Active Directory trust models and ill-equipped identity verification protocols continue to be prevalent throughout the industry. The security concerns that affect identity should be top priority, such as phishing-resistant authentication, segmented privilege, and strong help desk verification, in addition to ongoing monitoring to recognise suspicious activity ahead of ransomware deployments.
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Network-Level Attack Flow
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Telemetry-to-Technique Mapping
[image: ] 


[bookmark: _Toc236408039]Task 2
1. Introduction & Objectives 
This red team dive was commissioned by a UK mid-sized retail organisation called ABCD Ltd to assess their detection, prevention and response capabilities in relation to their hybrid corporate network. The virtual machines included in the simulated environment included a Windows Active Directory domain controller, a Linux-based web server where a vulnerable application was running, and a client file server that contained some dummy data identified as sensitive data. The defined engagement objective was to show a complete attack chain from external compromise to privilege escalation, lateral movement and unauthorised access to sensitive customer information on VM-3, with a focus on stealth and realistic adversarial operations all throughout.
[bookmark: _vmdwp0tu308c][bookmark: _Toc236408040]2. Threat Emulation Summary
The campaign was executed in stages, similar to those of a real APT operation, starting with reconnaissance and initial access, deployment and execution, privilege escalation, lateral movement and the extraction of sensitive data. For each phase, there was a specific MITRE ATT&CK technique that was assigned to emulate and ensure it was not an opportunistic attack (Selmanaj, 2024). Success criteria were each dependent on the phase and included documented evidence, which included command output, artwork from screens, and artefacts in logs, before moving forward to the next phase of the attack chain. [Refer to Appendix B]
[bookmark: _xet5x1p0aprh][bookmark: _Toc236408041]3. Lab Environment Design 
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Figure 1: Network diagram
The lab environment consists of a Kali Linux attacker machine and three Kali Linux host VMs, ranging from 192.168.56.1 to 192.168.56.3, using an internal VM host-only switch which is part of the 192.168.56.0/24 network. VM1 was the Active Directory Domain Controller (Windows Server 2019 192.168.56.10), VM2 a vulnerable web app running on Ubuntu 20.04 (192.168.56.20), VM3 was the Windows 10 client file server containing sensitive dummy data (192.168.56.30), and Kali was situated at 192.168.56.5.
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Figure 2: VirtualBox all VMs
Figure 2 verifies all four machines had been set up and powered off before engagement, and each machine received memory, processors, and storage specific to the machine's intended use.
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Figure 3: Host Only/ Internal network settings
The host-only network adapter (vboxnet0) worked with no change in configuration as shown in Figure 3, which also shows that no NAT or bridged wireless interfaces were enabled, keeping the lab fully isolated from external and internet-facing infrastructure.
[bookmark: _5g5bnwtr5mkf][bookmark: _Toc236408042]4. Reconnaissance & Enumeration
[image: ]
Figure 4: Nmap Scan Results Showing Host Discovery and Service Enumeration within the ABCD Ltd Virtual Lab
Reconnaissance started by scanning the subnet for live hosts with a complete TCP SYN scan (T1595 – Active Scanning), which discovered 3 live hosts. A Kerberos service, an LDAP service, an SMB service, and a Global Catalogue service were all exposed by the domain controller (192.168.56.10), as were services to the Apache web server by 192.168.56.11 on Ubuntu/Debian.
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Figure 5: Version detection (Nmap –sV)
Versioned enumeration conducted against the web host revealed OpenSSH 7.4p1, Apache 2.4.38, MySQL 5.7.26 and a Squid proxy serving on port 8080, in addition to the page title "ACME IT Support – Home", limiting the number of services available for exploitation (T1592 – Gather Victim Host Information).
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Figure 6: Nikto /WhatWeb/ Burp Results
Concurrently, Nikto, WhatWeb and Burp Suite were used for web application fingerprinting. Nikto also reported on the old version of Apache, default WordPress installation, and the lack of anti-clickjacking and X-Frame-Options headers and exposed server-status page (Rajesh et al. 2022). WhatWeb identified that the site was running WordPress 4.8 and PHP 4.5.34, and Burp's proxy history had logged the login endpoint, which was a likely entry point (T1590 – Gather Victim Network Information).
[bookmark: _jhc7sb9qpweo][bookmark: _Toc236408043]5. Exploit A — Web Application RCE (VM-2) 
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Figure 7: Vulnerability confirmation
The prerequisite in order to exploit was the existence of a SQL injection vulnerability in the blog application's post ID parameter, together with a vulnerable WordPress installation running from the same host. However, a classic 1' OR '1'=1 payload on the same test when they used a classic 1' OR '1'=1 payload with Burp Suite, they still received all the post records back, even when they included ‘Admin Panel Credentials’, which revealed the WordPress admin username and password in plain text. It was clear that they had an unauthenticated SQL injection vulnerability (CWE-89) that directly resulted in the exposure of their credentials.
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Figure 8: Metasploit setup
Although administrative credentials had been acquired, after that, the exploit method would become authenticated remote code execution against WordPress itself by uploading a malicious payload as a WordPress theme in the plugin/theme editor functionality (T1190 – Exploit Public-Facing Application). The details of the host to be harvested, the port and base path it will be exploited, and the credentials it will have were set up in Metasploit's exploit/unix/webapp/wp_admin_shell_upload module before execution.
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Figure 9: Successful shell
The exploit was able to successfully authenticate, upload the payload, and execute it, creating a Meterpreter session over a reverse TCP handler on port 4444 (T1059 – Command and Scripting Interpreter). An initial low-privilege footprint to VM-2 was established by dropping into a system shell, and confirmed by use of id and whoami commands, and thus meeting the first part of the attack chain.
[bookmark: _g65bdtwsr0wy][bookmark: _Toc236408044]6. Exploit B — Privilege Escalation & Lateral Movement (VM-1, AD) 
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Figure 10: Privilege escalation evidence
A low-privilege www-data shell was used to deal with VM-2, and an interactive TTY was spawned using a Python pty upgrade and stabilised using a netcat listener. It was determined that the kernel running the system was an older version of Ubuntu 18.04 (4.15.0-213-generic) and that a local kernel exploit target (T1068 – Exploitation for Privilege Escalation) exists for this version.
[image: ]
Figure 11: Local Privilege Escalation Result
Unauthorised execution of the respective kernel exploit script rewritten the “/etc/passwd” entry for the root user and created an entry for a root shell. The root flag was verified with id and whoami, which showed full root access, and the captured flag proved complete system compromise of the web server.
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Figure 12: Credential Evidence Sanitized
With root access, credential harvesting was performed in the domain environment using Mimikatz to manipulate the memory of LSASS, creating clear-text Wdigest credentials for user jsmith that included NTLM, SHA1 and even the plain-text password (T1003 – OS Credential Dumping), redacted for reporting purposes (Routin et al. 2022).
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Figure 13: BloodHound Attack Path
The credentials were harvested and input into BloodHound to look for opportunities to move laterally in an Active Directory environment. Analysis found that Domain Admins (T1078 – Valid Accounts; T1021 – Remote Services) were a target with a viable path to full domain compromise via access to a web account, IT Support group membership, RDP access to a Windows 10 client, and access to admin rights on a file server.
[bookmark: _dxhfw3u04mo0][bookmark: _Toc236408045]7. Exploit C — Access to Sensitive Data (VM-3) 
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Figure 14: Successful authentication remote session
The BloodHound path analysis was subsequently run to see the shortest route to Domain Admins and the same details harvested from the IT Support domain were used to authenticate to WIN10CLIENT through Remote Desktop Protocol (T1078 – Valid Accounts, T1078.002 – Domain Accounts). The first attempt succeeded, and it was successfully authenticated, assuming the credential is not being monitored at the point of use.
There was an active Session Context, whoami disclosed abcd\it.support, and the question net user asked the target system for its identity returned WIN10CLIENT and the target local Accounts were Administrator, DefaultAccount, WDAGUtilityAccount, and IT.Support profiles (T1078). Successful lateral movement and a foothold having justified enough privileges to access locally stored resources was confirmed (Muhlert, 2026).
This session and subsequent access of the file server share that detains the dummy sensitive customer data of ABCD Ltd meets the engagement's defined objective (T1005 – Data from Local System). During the RDP session, the clipboards and file transfer functions were leveraged to exfiltrate a representative sample of data back to the attacker's workstation (T1041 – Exfiltr Working Over C2 Channel), creating the attack sequence from the external web compromise to sensitive data access, without any interactive alerting during that session.
[bookmark: _3khp66lb4pwu][bookmark: _Toc236408046]8. Tools & Techniques Justification 
No tools were used during this engagement which were anything other than industry standard, real operating tools and not toy substitutes for offence, which in contrast showed “real tools” at work (Landauer et al. 2024). Nmap was used to scan the hosts and try to find out their services/version information, Nikto, WhatWeb, and Burp Suite scanned the web application to attempt to find vulnerabilities, and Burp Suite handed over the initial RCE payload and Meterpreter session to be able to call the handlers with Metasploit, while Local Privilege Escalation with a customized Python kernel exploit allowed dumping LSASS credentials, and BloodHound mapped attack paths based on the info gathered from Active Directory sessions and group membership info.
Some living-off-the-land methods were used where feasible to lower detection risk, including the use of built-in Windows utilities like RDP for lateral mobility and native Python and Bash for shell stabilisation instead of dropping additional binaries, and reducing anomalous process activity and network signatures.
[bookmark: _7xgbs6i9pgy8][bookmark: _Toc236408047]9. Containment & Safety 
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Figure 15: Snapshots before exploitation
All the lab VMs ran ONLY on the internal network (192.168.56.0/24) created during environment design; no NAT or bridged adapters or Internet-facing components were enabled, thus not interacting with any external infrastructure.
A snapshot schema was defined and applied across the lifespan of the ABCD-Web machine, with different snapshots taken before each of the following phases: clean base image snapshot, reconnaissance snapshot, till the RCE is exploited, till the privilege escalation is discovered, till lateral movement, till data access (Yulianto et al. 2025). This meant that any step that might violate rules of reproducibility, re-test or cause unforeseen interference in the host or network could be rolled back as necessary to a known good state in real time with no residual contamination from any subsequent step up to the next phase.
[bookmark: _q8zh1qb2gjif][bookmark: _Toc236408048]10. Detection Gap Analysis 
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Figure 16: Windows event viewer
The successful lateral movement authentication was logged into Windows Event Viewer as an Event ID 4624 which, correctly, recorded an NTLM logon by ABCD\IT.Support from source address 192.168.56.11. Due to the correlation of no existing rule to identify the unusual combination of an interactive logon from the web server segment that used a service-account identity, the event was quietly processed into the log; in this case, there were only 26,540 other security events.
[image: ]
Figure 17: Linux Auth.log
The Linux auth.log on VM-2 likewise showed all aspects of the intrusion: various successful logons of the user www-data via SSH, an attempt to log on as a nonexistent "admin" user, and a successful SSH login as "root", followed by a normal cron job execution. These entries were technically correct and comprehensive, but they were never monitored in real time, as there was no centralised log forwarding, SIEM ingestion or threshold for alerts to be triggered on unusual logon failures or sudo to root escalations.
[image: ]
Figure 18: Wireshark
The internal segment packet capture showed the whole SMB/NTLM authentication pass during lateral movement, including the negotiation of NTLMSSP, successful authentication, and a subsequent connection to the tree for access to the file server share. This is evidence that the traffic was fully exposed at the network layer, but no intrusion detection system (IDS) or network monitoring system was used to analyse any of this traffic, so there was no cleartext protocol negotiation or authentication patterns that could have identified a credential re-use attack (Ajmal et al. 2023).
Together, these facts suggest that the problem was not that no logging was missing during the entire attack chain, but that no detection engineering was executed; not a single point during the three phases of the attack chain generated any active investigation or active response.
[bookmark: _dvoil1usuofy][bookmark: _Toc236408049]11. Conclusion & Recommendations 
This engagement represents a successful exploitation chain from a public-facing blog vulnerable to unauthenticated SQL injection, to WordPress RCE, to Linux privilege escalation, to credential theft, to AD lateral movement, and all without detection, despite having proper logging in place. Material business risk for ABCD Ltd is threats to the confidentiality of the data in its customer accounts and to its regulatory compliance. The key mitigations are centralised SIEM log aggregation, input validation, deployment of a WAF for web apps, and network segmentation to block out lateral RDP/SMB access, although protection of LSASS from credential dumping isn't actually that significant.
[bookmark: _g8z7yeiqx6kk]
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[bookmark: _Toc236408051]Appendices
[bookmark: _7biymr8mxm8g][bookmark: _Toc236408052]Appendix A — Rules of Engagement (RoE)
Engagement: Red Team Penetration Test — ABCD Ltd Hybrid Network (Simulated Lab)
Dates: [Start] – [End]

Scope: Isolated VirtualBox lab, 192.168.56.0/24 (host-only): ABCD-DC (.10), ABCD-Web (.20), ABCD-Client (.30), Kali attacker (.5). No production systems or live data in scope.

Permitted: Recon/enumeration (Nmap, Nikto, WhatWeb, Burp); web exploitation (SQLi, Metasploit RCE); local privesc; credential harvesting (Mimikatz); AD path mapping (BloodHound); lateral movement via valid creds (RDP/SMB) — confined to lab subnet.

Excluded: Any system outside 192.168.56.0/24; DoS/destructive actions; exfiltration outside the lab; real ABCD data; bridged/NAT connectivity.

Kill Switch: "STOP RED TEAM" from either party halts all activity immediately; tester preserves evidence and awaits written instruction.

Escalation: Primary contact [Client Owner]; technical escalation [IT/Security Lead]; phase-end status updates; critical findings reported within 1 hour.

Legal/Ethical: Conducted under written authorisation for academic simulation only, compliant with the Computer Misuse Act 1990 and institutional integrity policy. All data/credentials synthetic. No authority beyond the isolated lab.

Signed: Client Rep: _______ Date: _____ | Red Team Lead: _______ Date: _____
[bookmark: _odv44xenhds3]

[bookmark: _Toc236408053]Appendix B — Threat Emulation Plan
Objective: Demonstrate an end-to-end attack chain against ABCD Ltd's simulated hybrid network, culminating in unauthorised access to sensitive customer data held on VM-3, while emulating realistic adversary tradecraft and prioritising stealth over speed.
Success Criteria:
· Confirmed remote code execution on the external-facing web application (VM-2)
· Evidence of privilege escalation and lateral movement within the Windows domain (VM-1)
· Verified unauthorised access to sensitive data on VM-3
· Supporting artefacts (logs, screenshots, pcap) captured at each phase
Phase Sequencing and MITRE ATT&CK Mapping:
	Phase
	Activity
	ATT&CK Technique(s)

	Reconnaissance
	Host discovery, service enumeration, web fingerprinting
	T1595, T1592, T1590

	Initial Access
	Exploitation of public-facing web application
	T1190

	Execution
	Command execution via Metasploit payload
	T1059

	Privilege Escalation
	Local privilege escalation on compromised host
	T1068

	Credential Access
	Harvesting of local/domain credentials
	T1003

	Discovery
	AD relationship mapping via BloodHound
	T1482, T1087

	Lateral Movement
	Authenticated movement to domain resources
	T1021, T1078

	Collection/Exfiltration
	Access and extraction of sensitive data from VM-3
	T1005, T1041
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