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1. Introduction
This supplementary document provides additional analysis to support the main report on FinSure Bank (FSB). It includes real-world case studies, comparative insights, and practical implementation strategies from the financial sector. These examples strengthen the proposed hybrid governance model and demonstrate how similar institutions address cybersecurity challenges in practice.

2. Industry Case Studies
2.1 Capital One Data Breach 

[image: 2019 capital one breach, security threats detection]Figure A1: Conceptual representation of a cloud misconfiguration breach scenario
The Capital One breach was caused by a cloud misconfiguration that allowed unauthorised access to sensitive customer data. This incident highlights the risks associated with improper cloud security controls.
Key Issues:
· Misconfigured cloud firewall 
· Weak access control mechanisms 
· Lack of real-time monitoring 
Relevance to FSB:
[bookmark: _GoBack]This case directly supports the risks identified in the main report (section 4.5), particularly cloud misconfiguration and access control weaknesses. It justifies the use of CSPM tools, SIEM systems, and Zero Trust Architecture within the proposed ASGM model.
2.2 HSBC Cybersecurity Transformation
[image: https://images.openai.com/static-rsc-4/HplPyVS-_yis5DmGCFdGsoVdbuk7djFMUWmWWkH-LMFkMSVax3K7rY1P89LAVjY317oSdmvs4a5p6hAWqOGBZgM1Z0pZAOcPXNZRQRWMlxDdjqw0ThdbJAfn2KhtmwjXivj22hEyr7XHaKpbLZydHlLLeZGRRlsJqfRvfws4P85tqwkNkQtbyhevk3Vd6R7e?purpose=fullsize]Figure A2: HSBC cybersecurity operations model
HSBC has implemented a centralised cybersecurity strategy focused on governance, monitoring, and threat intelligence.
Key Practices:
· Centralised governance structure (CISO-led) 
· Real-time threat detection systems 
· Integration of AI-driven analytics 
Relevance to FSB:
This case supports the governance and monitoring model proposed in Section 4.2 of the main report. It also aligns with the Zero Trust Architecture discussed in Section 4.3, demonstrating how continuous verification and strict access controls can reduce insider and external threats.
2.3 JPMorgan Security Strategy
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JPMorgan adopts a defence-in-depth strategy supported by continuous monitoring and testing.
Key Practices:
· Layered security architecture 
· Continuous penetration testing 
· Advanced incident response capabilities 
Relevance to FSB:
This approach aligns with the layered technical architecture proposed in Section 4.5 of the main report and supports the importance of regulatory compliance discussed in Section 5, particularly in maintaining data protection and organisational accountability.


3. Comparative Analysis
	Feature
	Capital One
	HSBC
	JPMorgan
	FSB (Proposed)

	Governance
	Weak (at breach)
	Strong
	Strong
	ISO 27001-based

	Threat Detection
	Limited
	Advanced
	Advanced
	SIEM + AI

	Security Model
	Cloud-focused
	Hybrid
	Layered
	Hybrid + Zero Trust

	Risk Approach
	Reactive
	Proactive
	Proactive
	Adaptive (ASGM)


This comparison demonstrates that leading financial institutions adopt proactive and layered security strategies. The proposed ASGM model aligns with these best practices, supporting its effectiveness.

4. Implementation Strategy for FSB
4.1 Phased Implementation
	Phase
	Focus Area
	Key Activities

	Phase 1
	Governance
	ISO 27001 policies, risk assessment

	Phase 2
	Security
	NIST CSF controls, SIEM deployment

	Phase 3
	Access
	Zero Trust, MFA

	Phase 4
	Optimisation
	AI analytics, automation


This phased approach ensures gradual implementation, reducing operational disruption while improving security maturity.
4.2 Technical Architecture
	Layer
	Technology

	Identity
	IAM, RBAC

	Network
	IDS/IPS, Firewalls

	Cloud
	CASB, CSPM

	Monitoring
	SIEM

	Intelligence
	AI analytics


This architecture reflects a defence-in-depth strategy, ensuring multiple layers of protection across the system.


5. Scenario-Based Application
Scenario: Phishing Attack
Without the proposed model, an attack may result in delayed detection and high impact. However, with ASGM:
· AI detects abnormal behaviour 
· Zero Trust blocks access 
· SIEM generates alerts 
· ITIL ensures rapid response 
This demonstrates improved resilience and response capability.

6. Conclusion
The case studies and implementation analysis reinforce the effectiveness of the proposed hybrid governance model. Real-world examples show that successful cybersecurity strategies rely on integrated frameworks, continuous monitoring, and adaptive controls. For FSB, adopting these practices will significantly enhance security, compliance, and operational resilience.
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