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1.0 INTRODUCTION AND OBJECTIVES OF THE EXERCISES

This lab covers carrying out a Man in The Middle (MITM) attack to capture information in transit between two communicating entities. 

Objective

In this exercise you will mount Man in the Middle Attack (MITM) on a victim connecting to a FTP server. You will be able to obtain plaintext passwords and capture the Hash values used with an authentication by the FTP server.

The tools that you need are:

· Cain and Abel
· Zenmap (Nmap)
· Windows and Internet Explorer

Equipment

The lab focuses on using Cisco 2600 series router to issue out IP addresses using DHCP, the router act as a gateway to the Windows XP machine running FTP Server. The client (victim) operating system is Windows 7. In this scenario, the attacker also uses Windows 7.


Lab Setup & Testing

The lab setup is as follows:
· All PCs should be in Lab mode. No need for the Internet
· Configure all PCs to receive IP address through DHCP
· You need to identify the IP address of both attacker and victim

Preparation & Lab Time

[bookmark: _Toc129153632][bookmark: _Toc129154846][bookmark: _Toc129159737]Most PCs in the lab should have Cain and Abel (C & A) installed. If your machine does not have C & A installed, you will need to install it before you can complete the lab. The lab should take around 2 hour to complete.  However, to allow time for some problems and troubleshooting, I have allocated 3 hours for the lab.

Step 1: Attacker and Victim identify their IP addresses

This attack requires that you work in pairs.  One person will be the attacker and the other person the victim. Whoever the victim should not have Cain and Abel running. Identify your IP address, subnet mask and default gateway.  In addition, identify the IP address of your victim.  You and your team member will take turns to be the attacker and victim.

	Your IP Address
	

	Subnet Mask
	

	Default Gateway
	

	
	

	Victim IP Address
	



										Done  

											
Step 2: Identify a target FTP Server

Run Zenmap and Identify the IP address of an FTP server on the network. Record the IP details of the server below:

	FTP Server IP Address
	

	
	



										Done  
											








Step 3: Attacker Launches Cain & Abel

From the start menu or desktop icon launch Cain and Abel as shown below.



										Done  
[bookmark: _Toc129153633][bookmark: _Toc129154847][bookmark: _Toc129159738]
Step 4: Attacker Configures Cain and Abel

Click the “configure” menu option, or click the  icon to reveal the “Configuration Dialog” shown below.




Note: The IP address of your machine may not be on the list. If that happens then select the “Realtek” adapter, which is the adapter used for all the LAN PCs in MF505. Click Apply and Ok to close the dialogue.
									          Done  
												
[bookmark: _Toc129153634][bookmark: _Toc129154848][bookmark: _Toc129159739]Step 5: Attacker starts the Sniffer




Click the network adapter Icon to start the sniffer.
								
										Done  

[bookmark: _Toc129153635][bookmark: _Toc129154849][bookmark: _Toc129159740]Step 6: Attacker configures the attack parameters


First select the  tab. With this tab selected right click within the white grid area and select “Scan MAC Addresses”.  This starts a layer 2 scan which will populate the table in the dialogue shown with the IP and MAC addresses of all the hosts found on the network segment (at least within the given subnet range).






Now, define the IP address as shown below and click OK.

[image: ]



										Done  
								
[bookmark: _Toc129153636][bookmark: _Toc129154850][bookmark: _Toc129159741]Step 7: Attacker poison the victim machine



Select the  tab from the bottom row of tabs close to the bottom of the window. Click the  button at the top row to add a new ARP poison route.

[image: ]




From the left hand pane select the victim host (This is the IP address of you colleagues desktop PC) then from the right hand pane select the attack machine.

[image: ]Select Victim (left) and the Gateway (right)





Click the  button on the top row to launch the attack. What happens at this point is that the sniffer is activated and the MITM attack is also activated. The next step is to ask the victim to attempt to connect to the FTP server as discussed in step 8.







The figure below shows that the sniffer is waiting to capture packets. No packets captured at this point yet.

[image: ]


[bookmark: _Toc129153637][bookmark: _Toc129154851][bookmark: _Toc129159742]										Done  
											
Step 8: Victim accesses the FTP Server.

Connect to the FTP server using Internet browser or Windows browser as shown below. At the login screen username: SEPTEMBER/ftpuser and password is cisco. Then click on the log on button.

[image: ]



Note: Do not bother if you are not able to fully connect to the FTP server. This exercise is deliberately designed to make you attempt connecting to the server several times so that the attacker will be able to capture your username and password.






Step 9: Attacker review captured connections.


Select the  tab from the lower row of tabs to get into the password mode. Now, click on the icon in the left hand pane the captured login credentials are displayed.  The entries are an attempt to access an FTP server hosted at 10.1.1.1.  


[image: ]





										Done  
											

[bookmark: _Toc129153639][bookmark: _Toc129154853][bookmark: _Toc129159744]Now, having successfully completed this lab exercise, switch positions with your buddy so that he/she is now the attacker and you are the victim.


What actually happens?
When the victim tries to connect to the FTP server, the password is sent in a plain text format to the server.  In the middle of this communication, the password is intercepted by Cain and Able (C&A) software tool. This allows the attacker to retrieve the password.
Reflect on what you can learn from this experiment and try to identify methods for overcoming the possibility of this threat.

Prepared by: Dr. Carlene Campbell		1
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