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Abstract
In this report we will be talking about the different types of trojans and viruses that can affect your computer and can cost you lots of money as well.
We will also be discussing how to avoid then and what measures you can take to overcome these threats.
We will be discussing how these trojans and viruses work and what steps we should we taking if they affect your OS (operating system).we will also be discussing what these things are?. 
We will be discussing about a specific one called Crytowall trojan. We will be talking about it in more detail after giving an overview about the viruses.
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1-Introduction

Trojans and viruses are the favourite tolls of the cybercriminals who wants to steal your files or money. They use these tools to steal your bitcoin and passwords. In fact, according to the report from Verizon Data Breach Investigation 2018, ransomware incidents now make up to 40% of all reported malware incidents! Some of the reports also suggest that Cryptowall 3.0 has cased over 325 million dollars in damages since it came first.
	
2-Trojan and Viruses
[1] A trojan horse or a trojan is a type of software which is often disguised as a legitimate software. These can be employed by cybercriminals to gain access to users and their systems. Users are normally tricked by some form of social engineering into loading and then executing the trojans on their OS. Once it is activated it can enable cybercriminals to spy on you, steal your personal Data, and allowing them the access through back door. These actions can be described as follow.
· Copying data
· Modify your data
· Blocking your access to your data 
· By deleting your data
· Disrupting the performance of your network or your system

 


	3-Ransomware
[2] ransomware is a type of malware than can encrypt a victim’s file. Then the attacker demands a ransom from the victim to get the access back once they have received the payment.
Then the users will be shown instructions on how to pay the fee to get decryption key. The costs for these keys can range from few hundred dollars to thousands, payable to the cybercriminals in bitcoin.
There are different number of ransomwares out there and can take different vectors to take access to a computer. One of the most common delivery methods is phishing spam-attachments that will come to the victim in an email, as an indication that the file attached, they can trust. Some other more aggressive forms of these are NotPetya that exploit security holes to infect computers without needing to trick the users.


4-The Cryptowall Trojan
[3]Cryptowall is a very nasty form of ransomware. It will do much more that just encrypt your files or folders and then ask you to pay for the key. It will try to hide in your OS (Operating System) and will add itself to the start up folder. It will delete all your shadow copies of files and folder. Making it difficult and in some cases almost impossible to recover your files. And while it is there on your OS it will try to get the details of your bitcoin from your Bitcoin wallets for good measures.
Cryptowall 3.0 is by far the most dangerous version of the cryptowall. It uses the strong RSA2048 encryption to lock your files and folders and make you pay for them.
Cryptowall v4 introduced a new function to encrypt both the file and file name as well. So, you can’t just look at the file name and recover if you have the backup system.
Cryptowall v5.1 is the latest version base on the hidden malware. It uses the different encryption AES-256, which will not follow with the previous versions. It is quite possible that the developers have used the name of cryptowall but not any of its original codes. There are many different variants of cryptowall :Cryptodefense is one of those variants, for example. For the most part, you can treat them similarly

[4]
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There are several different types of methods used to spread the trojan and infect devices:
· Phishing Email
· Exploit Kits
· Malicious Ads
The encryption locks the contents of your files, and the only way to get them back is with the key.
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5-How to avoid?
It is very unlikely the you will get you files back. So, the prevention is better than the cure.
There are some tips to prevent  potential ransomware attacks:
· Keep your computers up to date:
          Malware uses the known vulnerabilities in softwares to move to new computers.if you leave those unpatched then you are leaving the door open for the cybercriminals to enter. You all your applications and OS patched to the latest release of its version.
· Use an antivirus scanner:
     Anti-virus solution when its updated regularly can protect you from the malware an cybercrimibals.
· Use a firewall:
A local firewall can protect from such attacks and several other types of malware attacks. 
· Don’t click the unknown links
· Try to open the trusted websites

5.1-Back up procedures
· Always keep a backup copy of your files. It works for a hard drive failure or for ransomware. There are plenty of online cloud storage options of varying security levels and cost. You can also setup a local SAN or USB hard drive to back up your important files.
If CryptoWall slips past your defenses and infects your computer, remove CryptoWall before you use your computer again:
· Boot your computer into Safe Mode with Networking
· If you have a recent and clean System Restore point, you can restore, if not:
· Download and install a malware removal application.
· Run malware removal app and scan all of your file
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FILETYPES VULNERABLE TO
CRYPTOWALL ENCRYPTION

XSL

Excel Spreadsheet

\WPD

WordPerfect Document

WB2

Webshots Picture File

JIXT

Plaint Text File

TEX

LaTeX Source Document

SWF

Shockwave Flash Movie

.SQL

Structured Query Language

.RTF

Rich Text Format File

.RAW

Raw Image Data File

.PPT

PowerPoint Presentation

.PNG

Portable Network Graphic

.PEM

Privacy Enhanced Mail Certificate

.PDF

Portable Document Format

.PDB

Program Database

.PAS

Delphi Unit Source File

.ODT

OpenDocument Text Document

.OBJ

Wavefront 3D Object File

.MSG

Outiook Mail Message

.MPG

MPEG Video File

.MP3

MP3 Audio File

.LUA

Lua Source File

KEY

Software License Key File

JPG

Joint Photographic Experts Group

.HPP

C++ Header File

GIF

Graphical Interchange Format File

.EPS

Encapsulated PostScript File

.DTD

Document Type Definition File

.DOC

Microsoft Word Document

.DER

DER Certificate File

CRT

Security Certificate

.CPP

C++ Source Code File

.CER

Internet Security Certificate

.BMP

Bitmap Image File

.BAY

Casio RAW Image

.AVI

Audio Video Interleave File

.AVA

AvaaBook eBook

N\ varonis

.ASS

Aegisub Advanced Substation Alpha

.ASP

Active Server Page

JS

JavaScript File

.PY

Python Script

.PL

Perl Script

.DB

Mobile Device Database File

C

C/C++ Source Code File

C/C++/Objective-C Header File

.PS

PostScript File

.CS

C# Source Code File

Obijective-C Implementation File

RealMedia File
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