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Purpose: This study examines the mediating and moderating roles of information security in information systems, focusing on
the integration of the Technology Acceptance Model (TAM), Interpretive Structural Model (ISM), and the Health Belief Model
(HBM). It investigates how technical, administrative, and human-centric measures influence organizational information
security performance.

Design/Methodology/Approach: The research adopts a theoretical and empirical approach to analyze the impact of systems
quality, security policies, and training on performance outcomes. The sample size comprised 301 individuals, satisfying the
minimum need for structural equation modeling and augmenting the statistical power of the study conducted using R 4.4.2
version software. This modeling is employed to test the hypothesized relationship and explore mediating and moderating effects.
Findings: The results highlight that information security training significantly enhances awareness, which mediates
improvements in performance systems quality is a key determinant of resilience, while management systems and polices show
limited direct effects unless integrated with other factors. Strict policies, combined with high systems quality, can hinder
performance because of inefficiencies.

Practical Implications: Organizations might balance robust systems, strategic training, and adaptable polices to cultivate a
resilient security culture. The findings provide actionable insights for mitigating threats and optimizing resources.
Originality/value: This study offers a comprehensive framework for aligning technical and human-centric strategies, contributing
to a deeper understanding of holistic information security management.

Keywords: cybersecurity; information security; information security management (ISM); information systems; mediating and
moderating; system quality

1. Introduction need [2]. Increased use of technology further advances the

vulnerabilities; this makes high demands for systematic

In the modern age, ensuring information integrity, confiden-
tiality, and availability are the fundamental factors for any
operational organizational success [1]. In such a period
when cyber threats are becoming rapidly evolving and infor-
mation systems more complex, robust information security
management forms a strategic and technical high-priority

methods of protecting organizational data assets [3]. Against
this backdrop, ISMS such as ISO/IEC 27001 come with
structured frameworks for dealing with sensitive informa-
tion while mitigating cyber threats [4]. The interplay of the
quality of the systems and the security policy of organiza-
tions, and how those would affect information security
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outcomes, is very complex—and it is what this research
investigates [5].

According to Burghart and Fekete [6], this paper will use
theoretical models like Technology Acceptance Model
(TAM), ISM, and Health Belief Model (HBM) in finding
out how an organization can improve information security
performance through the integration of technical, adminis-
trative, and human-centered measures [7]. Theorized from
either the mediating and moderating roles or, in particular,
the influence of information security training and awareness,
this study aims to establish actionable insights that will prac-
tically strengthen an organization’s resilience against secu-
rity breaches [8]. The literature underpins four main areas
that shape information security: frameworks, risk manage-
ment, technological development, and the human factor.
These include well-established classical frameworks like
COBIT, ITIL, and ISO/IEC 27002, which provide bench-
marks both at the governance and operational levels; how-
ever, implementation depends on an integrated holistic
approach within organizational strategies [9].

Amiri and Sangar [10] suggested that risk management
practices emphasize the process of identifying, assessing, and
mitigating vulnerabilities, while technological changes such
as artificial intelligence and cloud computing present opportu-
nities as well as challenges in relation to cybersecurity. How-
ever, technical solutions alone cannot help; the human
factor, basically characterized by behaviors, awareness, and
training, still remains a key determinant for success in security
[11]. While the technical defenses continue to improve, a large
percentage of cyber incidents still involve human error; this is
clearly an indicator that the development of a security aware-
ness culture is required. This paper postulates that well-
structured training will enhance the capability of personnel
in recognizing various forms of potential threats and reducing
errors related to information security practices [12]. Based on
the hypothesis, information security training is directly
influencing security awareness, which again mediates the
influence of information security on performance.

Moreover, the research explores how systems quality
acts as a moderator in organizational security policy effec-
tiveness [8]. It is expected that high-quality systems reduce
vulnerabilities, but there are several interlinking questions
between the enforcement of policies and technological infra-
structure, such as whether strict policies have the potential to
impede performance in environments where systems quality
is already strong. Such questions point out the complex
dynamics this research attempts to sort out [13]. The empir-
ical analysis supported by theoretical modeling in this work
contributes to the ongoing discourse of information security
management [14]. Further, this research will be confirming a
number of hypotheses of the relationships that exist among
training, awareness, system quality, and performance so as
to present the complete framework for organizations seeking
an improved cybersecurity posture. From results, it is
expected to enlighten best practices on how technical solu-
tions can be coupled with human-oriented strategies in
order for the resilient information security culture [15].

Various research gaps exist in the area of network trust,
especially in the field of digital identity authentication and
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information security under the zero-trust model [16]. The
cyber security behavior of insiders in higher education insti-
tutions has been problematically neglected in recent related
literature, and an apparent evidence gap has been noted
[17]. Perceptions and actual cyber-security behavior of uni-
versity students seem to be important and deserving of more
research in the context of higher education institutions [18].
Analyzing this group is crucial since digital ICTs have dras-
tically changed people’s beliefs and values about information
security and privacy. Although they are not specifically tar-
geted by LLMs, university students currently make up an
important and distinctive group of digital citizens [19].
There is potential in some areas, such as process automation
and data security, but more work is necessary in areas like
real-time analysis and policy compliance for LLM applica-
tions. The requirement for a multifaceted approach as cyber-
security frameworks develop to promote LLM integration
was highlighted by our findings [20]. This involves tackling
automation opportunities as well as improving LLM-
specific risk oversight. Although all frameworks, including
ISO 42001: 2023, show automation readiness, they still
require enhancement to securely implement LLMs [21].

Research Objective 1: To evaluate the impact of systems
quality and organizational security policies on the accep-
tance of information systems, utilizing the TAM.

Research Objective 2: To assess the mediating role of
information security management systems in the relation-
ship between system quality and information security per-
formance, determining how well-managed security systems
enhance overall security outcomes.

Research Objective 3: To investigate the moderating
effect of information security training on the relationship
between organizational security policy and information
security awareness, exploring how training initiatives can
boost awareness and adherence to security protocols.

The remainder of this paper is structured as follows. Sec-
tion 2 presents a comprehensive literature review, develops
the study’s hypotheses, and outlines the conceptual frame-
work. Section 3 details the research methodology, including
data collection procedures and analytical approaches. Sec-
tion 4 reports the analysis and findings, accompanied by a
discussion of the results in light of the proposed hypotheses
and existing literature. Section 5 concludes the study, high-
lighting key contributions, practical implications, and future
research directions, followed by the References section.

2. Literature Review

An Information Security Management System such as ISO/
IEC 27001 provides a systematic approach toward managing
sensitive company information, ensuring compliance with
legislation, and averting data breaches [22]. This literature
review identifies some major themes in the information
security area related to management systems: frameworks,
risks management, technological issues, and a human fac-
tor [14].

Table 1 represents the information security frameworks
that are an essential mechanism in the management and
protection of information systems in organizations [27].
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TABLE 1: Key information security frameworks.

Concept

Description

Reference

COBIT

ITIL

ISO
27002

Risk IT

Control Objectives for Information and related Technology, this is an IT governance framework that utilizes a set of
best practices and tools for assisting an organization in the alignment of IT strategies with business objectives. It
ensures effective decision-making while enabling the business to achieve compliance and assurance in IT services.

ITIL is an international guide on how to manage information technology services effectively. ITIL gives
organizations the best practices that can help in delivering necessary IT services to satisfy business needs. It ranges
from service strategy, design, transition to achieve increased efficiency, cost reduction, and enhanced quality of
services.

ISO 27002 presents formal requirements for the management of information security. It provides guidelines with
respect to the implementation, operation, maintenance, and enhancement of security controls, such as access
control, encryption, and incident management, so an organization can maintain sensitive information and meet
regulatory requirements.

This is an ISACA-developed framework directed toward identification, assessment, and management of IT-related
risks within an organization. It incorporates enterprise-wide risk management processes that allow the business to
mitigate the risks, align IT risk management to overall business objectives, and make decisions that enhance
informed choices about risk exposure.

(23]

(24]

(25]

[26]

Note: Source: Authors’ work based on Perifanis & Kitsios [4]; Djenna et al. [24]; Calder (2023b); Jalilvand & Moorthy [26].

Various frameworks have been developed to address lacunas
in information security management. The key frameworks
used for information security governance include the Con-
trol Objectives for Information and Related Technology
(COBIT), Information Technology Infrastructure Library
(ITIL), ISO 27002, Risk IT, and Payment Card Industry Data
Security Standard (PCI DSS) among others [28]. All these
different frameworks similarly provide a very similar service,
which involves information auditing, governance, service
delivery, risk management, and data protection all leading
to the same goal of securing organizational IS assets [29].

The integration of several frameworks provides an over-
view regarding information security management as sum-
marized in Table 1. COBIT may be used in aligning
management with enterprise strategy, PMI-PMBOK for pro-
ject management, ITIL may therefore be followed for sup-
port and maintenance of ICS services, and NIST-SP 800-82
as a guide to ICS security. The holistic approach has been
effective in reducing incidents in industrial and manufactur-
ing enterprises by managing information security more
effectively [30].

Risk management is among the core components of the
ISMS framework. Effective risk management would involve
but would not be limited to the identification, assessment,
and mitigation of risks to organizational information assets
[31]. This view of risk-based information security is evi-
denced through various studies where it has been established
that a risk-based approach to information security enables
organizations to channelize their efforts according to the
most significant threats [22].

In Figure 1, Information Security Risk Management Cycle
represents a structured, iterative process of identifying, asses-
sing, mitigating, and monitoring information security risks
to protect organizational information assets. Research empha-
sizing proper risk assessment demonstrates that these provide
the organization with vulnerability identification and assist in
prioritizing incident response activities based on their risk tol-
erance and business objectives [32]. According to Kanike [30],
the mitigation strategies include technical controls such as

RISK&

MANAGEMENT

FiGUure 1: Information security risk management cycle. Source:
Author’s work.

encryption, firewalls, intrusion detection systems, and admin-
istrative controls like security policy and training in Figure 1.
As determined by a proper balance between technological
solutions and administrative solutions provides a path to a
holistic risk management strategy [24].

Human factors in information security can only be
resolved through a broad approach that takes more than a
technical solution as shown in Table 2. An organization
should be concerned with the development of security aware-
ness and culture in users, strategic communication, and
human-computer interactions and organizational factors [29].

Information security in management systems includes a
variety of strategies, frameworks, and controls to safeguard
organizations from cyber threats. Implementation of the
ISMS frameworks, such as ISO/IEC 27002 or the NIST
Cybersecurity Framework, would demand incorporation of
best practices in risk management, exploitation of techno-
logical advancements, and consideration of human factors
for successful implementation [31].

2.1. Hypothesis Development
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TABLE 2: Human factors of information security.
Concept Description Reference
Any event that may have compromised or has compromised the integrity, confidentiality, or
- availability of an information system. Examples include hacking, malware infection, breach of data,
Cyber incidents [31]

and threats from insiders. Most incidents include human factors in one deliberating or accidental way,

and therefore, both technical defenses and user education are emphasized.

Technical
implementation

Information security
policies

Technical implementation refers to the deployment of technologies to secure information systems.
This entails the setup of firewalls, antivirus software, and encryption protocols. While these measures [15]
are critical in defense and awareness must supplement them in order to fully effectively work.
The official suite of documents that deal with explaining the organizational policies and procedures to
provide definitions regarding information management and protection. It, in effect, defines acceptable (28]
behavior for anything from data handling to incident response and access controls, among others.

Security awareness training focuses teaching employees to look for and respond to security incidents,

Security awareness
training

such as phishing, password management, and reporting unusual activities. These trainings focus on
embedding a security-oriented culture into the corporation’s culture that will lead to reduced risks of

(22]

human errors causing security breaches.

It deals with teaching how humans interact with computers, including the usability and design of

Human-computer
interactions

interfaces of both hardware and software. A good human-computer interaction design must be
developed intuitively so that it minimizes errors while making the procedure easier in following

security protocols to generally improve security.

Note: Source: Authors’ work based on Olaniyi et al. [31]; Rehan et al. [15]; Al Hayajneh et al. [28]; Qusef & Alkilani [22]; Burghart & Fekete [6].

2.1.1. Management Systems With Information Security
Performance. Organizations may handle their information
security with the support of management systems, which
are practices, policies, and procedures. Along with increas-
ing IT skills and infrastructure performance, they may aid
organizations in improving operational, financial, and pro-
ductivity performance [15]. Additionally, they can assist
them by making their attack surface more visible, which
may provide them with a competitive advantage. These
improvements boost customer loyalty, lower the expense of
information security measures, and encourage perfect align-
ment and cooperation between businesses [6].

Hypothesis 1. Management systems positively associated
with information system security performance.

2.1.2. Information Security Training. According to Heyasat
et al. [33], Sea crews would know how to mitigate the effects
of being cyberattacked and an awareness of the activities that
could lead to cyberattacks if they obtained thorough and reg-
ular training. Increasing awareness is crucial for efficient
maritime cyber management [34]. The majority of respon-
dents identify crew training standards as the main concern
when addressing the variables influencing security and indi-
vidual training levels. Training needs to be clear, accessible,
and followed up on to ensure that the information is remem-
bered [35]. The lack of security-trained personnel in most
organizations, however, leads to information security flaws.
Consequently, the arguments theories are put forth [36].

Hypothesis 2. Information security training positively corre-
lated with information system security performance.

2.1.3. Organization Security Policy. Businesses with informa-
tion security expenditures have a higher chance of success
[37]. These policies act as the cornerstone of an organiza-

tion’s security protocols and need to be in line with the orga-
nization’s security commitment and mission. Just as much
importance should be placed on it as to a strategic plan.
Employee perceptions of awareness and training are signifi-
cant factors. Effective policies are crucial for securing sensi-
tive information and minimizing security breaches [8].

Hypothesis 3. Organization security policy has a positive
impact on information system security performance.

2.1.4. System Quality. The effectiveness and efficiency of an
organization’s performance, in addition to the system’s
acceptance, are greatly affected by its quality. Good informa-
tion assists in decision-making, business process execution,
and performance improvement. Information security is
essential to ensuring product quality [12]. Users’ fulfillment
with the system and the information quality of the informa-
tion system enhances individual performance and
may improve work efficiency and capability by Amiri & San-
gar [10].

Hypothesis 4. System quality positively influences informa-
tion system security performance.

2.1.5. Information Security Training to Information Security
Awareness. It is essential to the success of an organization
because it minimizes and eradicates human risk. In addition
to offering users proper cyber hygiene, like how to handle
passwords and use public Wi-Fi safely, training also helps
people understand what risks look like, how they operate,
and how to avoid them [38]. A company’s security is
improved when its employees possess an adequate level of
information security expertise. Employees without this
training, however, are at an evaluated risk of being the cause
of a data breach [39].
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Organization Security .
Policy TAM Systems Quality

Management System

Equation model

H1

H4

Information Security
Training

ISM \

Information
Security
Performance

v H5A

Information Security
Awareness

e

HBM

F1GURE 2: Combined research model (TAM, ISM and HBM). TAM, Technology Acceptance Model; ISM, Interpretive Structural Modeling;

HBM, Health Belief Model; Equation Model. Source: Author’s work.

Hypothesis 5a. Information security training positively
impacts information security awareness.

2.1.6. Information Security Awareness to Information
Security Performance. Agencies are able to achieve their
security goals via the use of three security objectives. The
first involves the data and systems’ reliable and consistent
availability. Data and system integrity are the focus of the
second security purpose. The final and third goal, confiden-
tiality, ensures that private data cannot be shared with unau-
thorized parties during processing, storage, or transfer [40].
The effectiveness of security awareness programs can be ana-
lyzed by measuring information security performance using
key performance indicators. The main advantage of infor-
mation security awareness training is that it helps an organi-
zation develop a strong security culture [41]. Attacks on
government information security in recent years have
involved website hacking, communication tapping and
information fraud, and strategic data dumps. Training in
information security awareness promotes responsibility in
both the workplace and personal life, in addition to keeping
the business safe. Because of this, such training is vital for
the success and culture of an organization [42].

Hypothesis 5b. Information security awareness positively
increases information security performance.

2.1.7. Conceptual Research Model. Figure 2 integrates the
conceptual research model where TAM, ISM, and HBM
model were holistically assess the mediating and moderating
roles of information security in information systems. TAM
is employed to link Organization Security Policy and System

Quality to user acceptance (Hypothesis 3 and 4), as it offers a
proven framework for evaluating system adoption without
the added social influence and cognitive complexity of
TAM2, which are beyond this study’s scope. ISM provides
a structured approach to model the hierarchical relation-
ships between Management Systems, Training, and Infor-
mation Security Performance (Hypothesis 1 and 2),
capturing interdependencies that models like UTAUT can-
not inherently address. HBM is incorporated to explain
how Information Security Awareness shapes behavior and
influences outcomes (Hypothesis 5a and 5b), aligning with
the study’s focus on risk perception and preventive action.
This combination addresses technical, organizational, and
behavioral dimensions more comprehensively than TAM2
or UTAUT alone.

3. Methods

This study employed a quantitative research method to empir-
ically examine the mediating and moderating roles of informa-
tion security within the integration of the TAM, Information
Security Management (ISMT), and HBM. A random sampling
strategy was used to ensure equal representation of respondents
from the target population. The sample size consisted of 301
participants who are involved with information security in the
information society, which meets the minimum threshold for
structural equation modeling and enhances the statistical power
of the analysis [43]. Data were collected using a structured ques-
tionnaire with validated measurement scales corresponding to
each construct. Prior to full deployment, the instrument was
pilot-tested to refine clarity and reliability. Statistical analyses,
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FIGURE 3: Relationship result by R software. Source: Author’s work.

including descriptive statistics, reliability tests, correlation, and
path analysis, were conducted using R 4.4.2 version software.
Model fit indices and mediation/moderation effects were exam-
ined to validate hypotheses and assess the integrated frame-
work’s explanatory power. Ethical considerations and
respondent confidentiality were maintained throughout the
research process.

4. Analysis

A random sample of 301 data was collected via a validated
questionnaire, pilot-tested for reliability. Analyses including
descriptive stats, reliability, correlation, and path analysis
were conducted using R 4.4.2, examining model fit and
mediation/moderation effects while ensuring ethical stan-
dards and confidentiality.

4.1. Bootstrap Result. The analysis provides a comprehensive
understanding of the relationships between various factors
influencing Information Security Performance. The results
indicate that Systems Quality (8=0.472,p<0.001) has a
significant and strong positive impact on Information Secu-
rity Performance, suggesting that high-quality systems play a
crucial role in enhancing security outcomes on Figure 3.
Organizations with robust systems are better equipped to
address security challenges, reduce breaches, and improve
overall performance.

Similarly, Information Security Awareness
(B=0.273,p=0.008) significantly improves Information
Security Performance, highlighting the critical role of
employees’ knowledge and understanding of security risks.
Awareness includes practices such as locking devices, detect-
ing phishing scams, and understanding the dangers of using
unsecured networks [44].

4.1.1. Bootstrapping Procedure. To evaluate the robustness
and statistical significance of the structural paths, a boot-
strapping procedure with 10,000 resamples was conducted
using the R programming language (Version 4.3.3) in Rstu-
dio in Table 3. The resampling process generated bias-
corrected and accelerated (BCa) confidence intervals to
ensure reliable statistical inference.

On the other hand, Information Security Training
(B=0.780,p <0.001) has a significant and strong positive
impact on Information Security Awareness but does not
directly influence Information Security Performance
(8=0.340, p =0.090). While training programs are highly
effective in improving employees’ awareness of security
threats, they do not translate into performance improve-
ments unless awareness is strengthened and applied. This
indicates that awareness serves as a mediating factor
between training and performance. Training programs alone
may not directly reduce breaches or improve outcomes but
instead empower employees with the knowledge and skills
that, when acted upon, contribute to better performance.

Conversely, Management System (f3 =—0.031, p = 0.622)
and Organization Security Policy (f=-0.012,p=0.556)
show no significant impact on Information Security Perfor-
mance in Table 3. The results suggest that management sys-
tems, which focus on integrating security protocols and
resolving risks, are insufficient to improve performance out-
comes on their own. Policies and management systems may
lack practical implementation or employee buy-in, which
limits their effectiveness in driving measurable out-
comes [45].

The interaction effect between Organization Security
Policy and Systems Quality (f8=-0.060,p=0.971) is also
insignificant, indicating that the combined influence of pol-
icies and systems does not produce a significant impact on
Information Security Performance. This suggests that simply
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TABLE 3: Structural model path coefficients and bootstrapping results.
Original est. Bootstra
(B)/ mean P Bootstrap SD T stat. 2.5% CI 97.5% CI p value Hypothesis
Path coefficient
Management System—Information ~0.031 ~0.016 0.099 ~031 -0205 0183 0622 Insignificant
Security Performance
Information Security Training— 0.78 0.78 0.038 20454 07 0.847 0 Significant
Information Security Awareness
Information Security Training— 0.34 0.335 0.114 2979 0114 0556 009 Insignificant
Information Security Performance
Information Security Awareness— 0.273 0.286 0.111 2455 0079 0514 0008 Significant
Information Security Performance
Organization Security Policy— ~0.012 ~0.003 0.084 ~0.139 -0.163  0.168  0.556 Insignificant
Information Security Performance
Systems Quality—Information 0.472 0.448 0.138 343 0163 0692 0001 Significant
Security Performance
Organization Security Policy *
Systems Qualityx—Information -0.06 -0.062 0.031 -1.902 -0.124 -0.002  0.971 Insignificant
Security Performance
Note: Source: Author’s work.
TABLE 4: Mediation analysis result. between the interaction term (Organization Security Pol-
— icy * Systems Quality) and Information Security Perfor-
Original est. B! 0.213291 mance. The p value of 0.971 confirms that the result is
Path coefficient statistically insignificant, as it far exceeds the 0.05 threshold
Bootstrap mean 0.224069 in Table 5. Additionally, the confidence interval [-0.124,
Bootstrap SD 0.089841 —0.002] includes zero, reinforcing the lack of significance.
T Stat. 2374096 This result suggests that the combined (interaction) effect
2.5% CI 0.060188 of Organi;ation Se'curity Policy and Systems Q}Jality does
97.5% CI 0.409605 not meampgfully 1nﬂgence Infor‘ma‘tl‘on Security .Perfor-
| 0.009 mance, while both variables may individually contribute to
pvalue . e performance security policies and system quality measures.
Hypothesis Significant As a result, improving these factors independently might

Note: Bold values indicate statistical significance (p <0.05). (from =
"Information Security Training", through = ‘Information Security
Awareness", to = "Information Security Performance").

Source: Author's work.

having policies in place alongside quality systems does not
generate an additive or synergistic effect unless these ele-
ments are strategically integrated and supported by other
initiatives such as awareness and training programs.

4.1.2. Mediation Result After Bootstrap. In Table 4, the path
coeflicient of 0.213 indicates a moderate positive relation-
ship, with a p value of 0.009 confirming statistical signifi-
cance at the 0.05 level in Table 4. The confidence interval
[0.060, 0.410] excludes zero, reinforcing that the effect is reli-
able and not due to chance. This result suggests that the
independent variable (e.g., training, awareness, or systems
quality) has a meaningful positive influence on the depen-
dent variable, such as Information Security Performance.
While the effect size is moderate, it highlights that improve-
ments in this variable contribute directly to better security
outcomes, emphasizing its importance within the broader
research model.

4.1.3. Moderated Result After Bootstrap. In Table 5, the path
coeflicient of —0.060 indicates a weak negative relationship

be more effective than focusing on their combined effect.

Figure 4 represents a moderated effect with slope, illus-
trating how the relationship between Organization Security
Policy (IV) and Information Security Performance (DV)
changes at varying levels of Systems Quality (moderator).
The slope of the relationship between Organization Security
Policy and Information Security Performance is steeper
(more negative) when Systems Quality is high, and flatter
(less negative) when Systems Quality is low. This interaction
effect suggests that the presence of a strong Organization
Security Policy may hinder Information Security Perfor-
mance when systems are of high quality. The negative slope
at high levels of Systems Quality underscores that conflicting
dynamics between policy and system quality can undermine
overall performance [46].

4.2. MIS Model Paths. The model in Table 6 explains 71.7%
of the variance in Information Security Performance and
60.9% of the variance in Information Security Awareness,
indicating a strong and reliable fit in Table 6. Information
Security Training has a significant positive impact on Infor-
mation Security Awareness (f3=0.780), highlighting that
training programs are highly effective in improving
employees’ awareness of security risks. While training has
a smaller positive effect on Information Security
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TABLE 5: Moderation analysis result.

Original Bootstrap Bootstrap T stat 25% 97.5% p

est. (f)/  mean SD CI CI  value Hypothesis

Organization Security Policy # Systems
Quality—Information Security Performance

Path coefficient

-0.06 -0.062 0.031 -1.902 -0.124 -0.002 0.971 Insignificant

Note: (dv = “Information Security Performance”, moderator = “Systems Quality”, iv = “Organization Security Policy”). Source: Author’s work.
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FIGURE 4: Moderated effect with slope. Source: Author’s work.
TABLE 6: Structural model path coefficients and explained variance (R?).

Item Information Security Performance Information Security Awareness
R 0.717 0.609
Adj(R%) 0.711 0.608
Management System -0.031
Information Security Training 0.127 0.780
Information Security Awareness 0.273
Organization Security Policy -0.012
Systems Quality 0.472
Organization Security Policy * Systems Quality -0.060

Note: Source: Author’s work.

Performance (f8=0.127), it works indirectly by enhancing
awareness, which then influences performance (f=0.273)
in Table 6. This suggests that awareness acts as a mediating
factor between training and performance, emphasizing that
better awareness leads to improved security outcomes. Sys-
tems Quality (8 = 0.472) shows a strong and positive impact
on performance, confirming that high-quality systems. In
contrast, Management System (=-0.031) and Organiza-
tion Security Policy (8 =-0.012) have negligible effects on
performance, indicating that policies and management sys-
tems alone do not significantly contribute to improved secu-
rity unless supported by other factors like training or system
quality. The interaction term between Organization Security
Policy and Systems Quality (=-0.060) is insignificant, sug-

gesting that their combined effect does not yield a meaning-
tul impact on performance.

4.3. MIS Model Validity HTMT. The MIS Model Validity
HTMT Table 7 presents the heterotrait-monotrait (HTMT)
ratio values, which assess discriminant validity among the
constructs. HTMT values below 0.85 suggest that the con-
structs are distinct, while higher values may indicate a lack
of discriminant validity.

For example, the HTMT value between Management
System and Information Security Training is 0.9227, indicat-
ing a high correlation, but still below the threshold, implying
these constructs are distinct. The HTMT values between
Systems Quality and Information Security Performance
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TABLE 7: HTMT (heterotrait-monotrait) ratios for discriminant validity.
Information Information Organization Organization Information
Management . . . Systems X . .
System Security Security Security Quality Security Policy * Security
¥ Training Awareness Policy Systems Quality Performance
Management System
Infqrrpatlon Security 0.923
Training
Information Security 0.895 0.846
Awareness
Organization 0.883 0.884 0.882
Security Policy
Systems Quality 0.898 0.880 0.945 0.883
Organization
Security Policy * 0.631 0.623 0.642 0.646 0.604
Systems Quality
Information Security ;95 0.797 0.862 0782 0.894 0.596
Performance
Note: Source: Author’s work.
TABLE 8: Factor loadings and construct reliability of study constructs.
Information Information Organization Organization Information
Management . . . Systems . . .
System Security Security Security Quality Security Policy Security
¥ Training Awareness Policy Systems Quality Performance
Management System  0.885396 NA NA NA NA NA NA
Information Security 351555 0924884 NA NA NA NA NA
Training
Information Security ; 3054 0.780466 0.906354 NA NA NA NA
Awareness
Organization 0.820673 0.81572 0.819537 0.909018 NA NA NA
Security Policy
Systems Quality 0.827567 0.80628 0.870555 0.814895 0.892952 NA NA
Organization
Security Policy * —-0.60949 —-0.59623 -0.61832 —-0.62313 —-0.57821 1 NA
Systems Quality
Information Security , ;35349 0.733906 0.798791 0726273 0.824698 ~0.57337 0.903399

Performance

Note: Source: Author’s work.

TABLE 9: Reliability and convergent validity of constructs.

Constructs alpha rhoC AVE rhoA
Management System 0931 0948 0.784 0.931
Information Security Training 0915 0.947 0.855 0.916
Information Security Awareness 0928 0.948 0.821 0.928
Organization Security Policy 0.930 0.950 0.826 0.931
Systems Quality 0915 0.940 0.797 0.918

Information Security Performance 0.925 0.947 0.816 0.925

Note: Source: Author’s work.

(0.8944) and between Organization Security Policy and
Information Security Performance (0.7822) suggest moder-
ate correlations, supporting their distinctiveness while high-
lighting their interrelationships within the model.

4.3.1. MIS Model Validity FL Criteria. The MIS Model
Validity FL Criteria in Table 8 displays the factor loadings

(FL) for each construct, showing the strength of relation-
ships between indicators and latent variables. Information
Security Training has a strong factor loading of 0.9249 with
its indicators, while Systems Quality shows a significant
loading of 0.8929, indicating its relevance in Table 8. The
Organization Security Policy # Systems Quality interaction
term has a negative loading of —0.6095, suggesting an inverse
relationship with Information Security Performance
(0.9034). These loadings demonstrate the validity and signif-
icance of each construct within the model.

4.3.2. MIS Model Reliability. The reliability and validity met-
rics for the constructs in the model demonstrate robust mea-
surement properties. Cronbach’s alpha («) values range
from 0.915 to 0.931 for all constructs, well above the com-
monly accepted threshold of 0.7, indicating excellent inter-
nal consistency in Table 9. This means that the items
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FIGURE 5: Graphical representation of model reliability. Source: Author’s work.

TABLE 10: Model VIF antecedents (collinearity).

Information.Security.Performance

Information.Security. Awareness

Management System

Information Security Training

Information Security Awareness

Organization Security Policy

Systems Quality

Organization Security Policy * Systems Quality

5.285036 NA
4.525977 NA
5.371245 NA
4.43393 NA
5.310828 NA
1.773663 NA

Note: Source: Author’s work.

within each construct are highly correlated and reliably mea-
sure the same underlying concept.

In Table 9, the Composite Reliability (rhoC) values,
ranging from 0.940 to 0.950, are close to 1, suggesting strong
internal consistency and high reliability for all constructs in
Figure 5. Average variance extracted (AVE) values are all
above 0.7, with values ranging from 0.784 to 0.855, confirm-
ing good convergent validity. AVE measures the amount of
variance captured by a construct relative to the variance
due to measurement error, and these values indicate that
each construct adequately represents its indicators. Addi-
tionally, rhoA values, which assess discriminant validity,
range from 0.916 to 0.931, indicating that the constructs
are distinct from each other, which is crucial for ensuring
that the model does not suffer from multicollinearity.

4.4. MIS Model Variance Inflation Factor (VIF) Antecedents
(Collinearity). Table 10 presents the MIS Model VIF Ante-
cedents (Collinearity) table highlights the VIF values, which
assess multicollinearity among the model’s antecedents.

All  constructs, including Management System
(VIF = 5.285), Information Security Training (VIF = 4.526),
and Systems Quality (VIF = 5.311), exhibit moderate collin-
earity, indicating that these variables are somewhat corre-
lated but not highly problematic for multicollinearity. The
Organization Security Policy # Systems Quality interaction

term shows a lower VIF of 1.774, suggesting minimal collin-
earity between these factors.

4.4.1. MIS Model Constructs Correlations. The MIS Model
Constructs Correlations table reveals the relationships
between various model constructs. The Management System
exhibits strong correlations with Information Security
Training (0.851) and Information Security Awareness
(0.831), indicating a significant influence of management
on both training and awareness in Figure 6. This construct
Organization Security Policy x Systems Quality represents a
moderating effect rather than an original latent construct.
As such, it is not appropriate to include this interaction term
in the measurement model assessment (reliability and valid-
ity analysis), since those tests are only applicable to primary
constructs. Therefore, we have excluded this moderator
from the reliability and validity results and kept it only in
the structural model, where its moderating role is examined.

The analysis of the hypotheses reveals key insights into
the factors affecting Information Security Performance.
Hypothesis 1, which posits that the Management System
Influences Information Security Performance, shows a nega-
tive but insignificant relationship (f=-0.031, p=0.622).
This suggests that the management system does not have a
meaningful impact on security performance, possibly due
to inefliciencies or lack of integration. Hypothesis 2, which
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Ficure 6: Constructs correlation matrix. Source: Author’s work.

examines the relationship between Information Security
Training and Information Security Awareness, demonstrates
a strong positive effect (f=0.780, p < 0.001), supporting the
hypothesis that training significantly improves employees’
awareness of security risks. This is crucial for fostering a
security-conscious workforce. However, Hypothesis 3,
which links Information Security Training to Information
Security Performance, reveals a positive relationship
(B =0.340), but it is not statistically significant (p =0.090).
This suggests that while training may indirectly enhance
performance through awareness, it does not directly lead to
improved security outcomes on its own.

Hypothesis 4, which examines the link between Informa-
tion Security Awareness and Information Security Perfor-
mance, shows a  significant  positive  impact
(B=0.273,p=0.015). This indicates that greater awareness
of security risks directly contributes to better security prac-
tices and outcomes. In contrast, Hypothesis 5, which sug-
gests a relationship between Organization Security Policy
and Information Security Performance, shows no significant
effect (=-0.012,p=0.556). This implies that organiza-
tional policies, in isolation, do not directly affect security
performance, possibly due to ineffective implementation or
lack of enforcement.

Hypothesis 6, linking Systems Quality to Information
Security Performance, reveals a strong positive and signifi-
cant relationship (f=0.472,p <0.001), underscoring the
importance of high-quality systems, such as secure infra-
structure and threat detection mechanisms, in improving
security outcomes. However, Hypothesis 7, which examines
the interaction effect between Organization Security Policy

and Systems Quality on Information Security Performance,
shows an insignificant relationship (f=-0.060, p=0.971),
as illustrated in Figure 7. This suggests that the combination
of these two factors does not have a significant additive
effect, highlighting that policies alone are not enough to
enhance performance without effective systems in place
(Figure 7).

In conclusion, the findings emphasize the importance of
Information Security Training and Systems Quality in driv-
ing both Information Security Awareness and Performance.
While training significantly improves awareness, it requires
strong systems to translate that awareness into better secu-
rity performance [38]. Management Systems and Security
Policies on their own do not significantly impact perfor-
mance, suggesting that their effectiveness depends on how
well they are integrated with other factors like training and
systems quality [35].

5. Discussion

The discussion typically begins with a concise summary of
key findings, followed by an explanation of their signifi-
cance. For instance, findings that highlight the role of system
quality in enhancing information security performance
(B=0.472,p <0.001) should be interpreted in relation to
existing literature, emphasizing how robust systems mitigate
vulnerabilities and improve organizational resilience [12].
Contrastingly, results showing the negligible impact of man-
agement systems and security policies (3 =—0.031, p =0.622
) suggest areas where implementation strategies require
refinement [45].
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This section also addresses inconsistencies or unex-
pected results. For example, the lack of significant interac-
tion between organization security policy and system
quality (8 =-0.060, p =0.971) might reflect inefficiencies in
aligning policies with technological capabilities [46]. Such
findings could prompt further exploration of strategic inte-
gration in future studies. Finally, discussions should explore
practical implications and propose directions for future
research. Emphasizing actionable insights, such as the
importance of training programs to improve awareness
and indirectly enhance performance [38], ensures the study’s
relevance for practitioners.

According to Oladipo et al. [47], the findings under-
score the importance of Information Security Training in
enhancing both Awareness and Performance, which are
crucial for securing organizational systems. The strong
positive relationship between training and awareness sup-
ports existing literature that emphasizes the role of educa-
tion and awareness programs in improving security
outcomes [48]. The moderate, though significant, impact
of training on performance suggests that training alone
may not be sufficient without other supporting organiza-
tional practices, such as improved systems quality and pol-
icy implementation [49].

The author’s assumption might not be aligned with the
hypothesis, we have emphasized the results which actually
come from the real life experience from the Bangladeshi par-
ticipants. If we were to work or investigate this research in a
developed country, then the result and hypothesis would be
a consistent and direct relationship [50]. Therefore, authors
are prioritized to real time experiences of respondents which
indirectly impact on information security performance.

While Management System and Organization Security
Policy showed weak or insignificant relationships with per-
formance, Systems Quality emerged as a key predictor of
security performance. This emphasizes the need for organi-
zations to not only implement strong policies and manage-
ment systems but also ensure the quality and security of
their technological infrastructure [5].

6. Implications and Future Research

The need for a broad, carefully considered, and empirically
supported framework for ISM practices is dealt with in this
work. Although ISM practices have been extensively utilized
in research, more than half of them are used to assess finan-
cial performance, employee awareness, and compliant
behavior [34]. This study is considered timely because it pro-
vides empirical evidence to the area of information security
research, which has been lacking in studies on the state
and perception of security measures taken by IT companies,
particularly in developing nations. In the reviewed literature,
the present investigation found and subsequently defined
several research gaps. Studies that have empirically exam-
ined the common risky cyber-security practices and insider
errors in universities and their effects on an institution’s
resources, information assets, and structure are few, accord-
ing to the weakest link perspective [51]. Based on its find-
ings, the current study offers topics for further research in
the future. Several beneficial implications for policymaking
and teaching in higher education institutions in the age of
digital technologies and distributed and connected systems
are provided by the current review [52].

According to Musostov et al. [53], the encouraging good
ISA is practiced by educating information security profes-
sionals to help them establish an effective ISA development
strategy in their own companies, the study aims to give
future researchers insight into the current trends in ISA con-
tent development methods and factors [54]. The next phase
of the development of the digital society will place an intense
focus on the digital identity recognition and cooperative
authentication of blockchain users, which will serve as the
basis for the national digitalization development plan and
digital security infrastructure [14]. As the online environ-
ment is always evolving, further research and development
in this field is necessary to improve the framework and man-
age new cybersecurity threats [34]. For businesses to prosper
in the digital age and protect their operations, reputation,
and consumers, they have to preserve cybersecurity
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resilience [55]. Personal ability and data sources are two
aspects that require improvement because of the weaknesses
of earlier work. One might argue that “the future can be
expected” as power system cloud computing will have an
extensive variety of uses in the future [56]. There is a lot of
study going on developing smart grids [57].

7. Limitations

Turgel and Chernova [58] while we have adhered to a sound
approach, there are limitations to our research. Only the
Web of Science was employed for the literature search.
Additional articles that are not indexed by the Web of Sci-
ence but may be relevant to the subject matter may be found
by using the same search technique in other databases, such
as IEEE Xplore and Scopus. We may also have overlooked
some potentially important items because of our inclusion/
exclusion criteria. The quality-based criterion, particularly
IC4IC4, only takes into consideration papers that have been
published in prestigious journals or that are pertinent from
the perspective of citations. The implementation and evalu-
ation aspects of ISA are not covered in the review; instead, it
focuses on the methods employed to raise ISA and the fac-
tors influencing it. Weak Device/User Authentication
Scheme as multi-factor authentication schemes do not exist
to protect CPS systems from unauthorized users and access,
many of the authentication methods that are offered aren’t
particularly appropriate for a secure appliance. One of the
many challenges facing the CPS Forensics Field is a lack of
resources, expertise, and reactions to any possible anti-
forensic activity [59]. Particularly after Industry v4.0, there
are currently no suitable honeypot techniques that can be
customized to accurately safeguard CPS systems. Only that
particular area’s targeted industry is evaluated. Large-scale
geographic locations should be included in future stud-
ies [60].

8. Conclusion

This research highlights the interplay of technical, adminis-
trative, and human-centric strategies for robust information
security in organizations. The study employs theoretical
models such as TAM, ISM, and HBM showing critical path-
ways to improve security performance [17]. The findings
indicate that information security training is critical in
enhancing security awareness and, subsequently, overall per-
formance [61]. The systems quality showed to be a signifi-
cant determinism in increasing information security
performance, this study shows how this good-fit of systems
quality needs policy correspondence by the organizations
to avoid harmful deterrence [62]. This research also covers
the integrated approach to the management of risk and
framework integration; the realization would base standards
like ISO/IEC 27002, COBIT, and ITIL on an integrated secu-
rity posture. This study is considered timely because it pro-
vides empirical evidence to the area of information security
research, which has been lacking in studies on the state
and perception of security measures taken by IT companies,
particularly in developing nations.
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