Synthesizing a solution to a potential real-life scenario
Planning and implementation of a BYOD system

Abstract- This project will show students a real life scenario, and are tasked with coming up with a solution in the form of a BYOD implementation network. Overall the task involves a report, a network created in cisco packet tracer and a data flow diagram of BYOD implementation.
I. 
II. Introduction
A BYOD system, or a “Bring Your Own Device” system an accumulation/umbrella-term of previous trends such as BYOT, BYOPC and BYOP of which stand for ‘Bring your own’ technology, pc and phone respectively. This type of system has become very popular for businesses especially within the past 10 years as the wireless communication methods increase in speed and capacity, as well as the fact that the majority of people now have multiple devices. This system tends to sacrifice security for convenience at least from a user point of view. It allows the user to access a company infrastructure and resources via their own devices.[1] 	Comment by Campbell, Carlene: 
Could be more referenced
III. BYOD Assessment
The BYOD trend while popular does come with its fair share of advantages as well as disadvantages. Starting with the advantages; Employers can shift the cost of hardware and a number of software onto their users/employees saving them money in the long run, increased employee satisfaction, and the option for staff to be able to work outside of office hours whilst not at the office. Also it “increases flexibility of work. Employees can do their work at almost anywhere anytime with their own devices”[1]. Simply put, the downsides on the other hand are; increased security requirements, higher chance of security breaches and the cost of the additional software, infrastructure and training associated with the system implementation and maintenance. Of course, while the disadvantages do seem large, they can be mitigated should the correct framework and backup-plans be put in place, as should hopefully be expanded upon later in this assignment.[2], [3]
As this project is based off very little from the specification, students were only told the name of the company, what was warranted and that it was a large company. Therefore, this writer had to make a number of assumptions, of which will be listed below;
· This company is large enough to warrant a HR and IT department
· BYOD network would require a DHCP pool, in the network design this writer allowed 244 users, but should the need be more, it can easily be changed by the admin team in the company.
· The specification asks for a BYOD implementation, this writer assumes that this is limited to one site, the main site of the company, and will not require multiple sites having separate implementation.
· Site is based in UK, or at least somewhere of which has laws similar to the ‘Data Protection Act’[4], of which adds a legal motivation for high standards of data security/integrity.
IV. Policies
The aim of this project is to essentially plan and design a BYOD setup for a large company so that both staff and customers can access the network, all the while remaining relatively secure. This setup will also need to include all matter of policies that come as standard with a BYOD network, which include, but are not limited to; User, access control and security policies.
The user policy is a set of rule/guidelines for an employee, and often comes with an agreement that the employee must sign in order to be allowed to access the system with their personal devices. In regards to ‘Golding-Harvest Ltd’, their user policy could be as follows;
The usage of personal devices to access Golding-Harvest Ltd network and its associated resources is a privilege given to select employees and can be revoked at the digression of management or the G-H Ltd IT and HR departments.

The policies list below is put in place to protect both your personal data, and the company data.
· Any password must be 5-20 characters and contain at minimum one uppercase, one lower case and one numerical character.
· Passwords will last 90 days, after which a new password will have to be created 
· Any new password created cannot be a previous password created within the past five years
· Any device connected to the network must be secured with a strong password, as detailed above, as should the employee’s account credentials follow this guide
· Any device associated with the employee account can be locked and/or remotely wiped at the behest of the associated teams should the following circumstances arise;
(i) Device lost
(ii) Device Compromised
(iii) Device stolen
(iv) Employee status terminated
(v) Privileges revoked
· Any danger to a device connected to the network must be reported to Golding-Harvest Ltd within 24 hours or be subject to disciplinary action.
· Employees are solely responsible for any costs associated with personal devices
· Only devices on the list of approved devices may connect to the network, any device not listed will not be allowed to connect.
· Employees are given limited access to company data, subject to their department and classification
· Employees assume full liability for damage the device be it physical or otherwise.
· Any device an employee should want to connect to the network must be handed in to the IT department for inspection, which will take one to three hours, and up to one day during times of heavy load.	Comment by Campbell, Carlene: 
Write abbreviations out in full on first use.
· All employees wanting to connect their devices the network must complete the associated training course.
Should you need help following any policy listed above, seek the assistance of the IT department.
Golding-Harvest Ltd will not be held responsible for improper and/or illegal usage of user device directly or via association
By accepting this, you allow Golding-Harvest Ltd access to personal data on your devices in the interest of security of both the company’s and its employees. For information on what data is recorded, seek the assistance of the IT department.
Golding-Harvest Ltd reserves its right to disconnect or terminate a device’s connection to the network without notice.
Failure to comply with any of the policies listed will result in disciplinary action, subject to the relevant authorities.
Of course this is a relatively simple user policy compared to those written by actual companies, but they will have the same gist, and afterwards employees will have to sign a waiver, likely written by the company’s legal entity, giving the company a solid legal standing should the need ever arise to sacrifice the employee’s data on their device to protect the security of the data said employee could access on the network. This is important, not only from a security standpoint but from a legal one, should the company data be compromised, it can turn into a legal and ethical fiasco for the entire company, as the majority of staff and other unauthorised entities would likely have access to client data, some even have access to both client and staff data, again of which is a huge fiasco.
The approved devices aspect is to put a limit on aged devices, whilst some are fine long after the majority of devices, generally when a device stops updating/ updates stop being built for that model, this means they then pose a huge security risk to the user, and therefore the Golding-Harvest Ltd network, in which case they are simply not worth the risk. Of course this is mainly in regards to tablets, mobiles, et cetera, laptops and PCs on the other hand, it will be the OS, as opposed to the model that defines whether it is at risk and for this reason most software will not support any windows OS model before Windows 7, as it is the oldest version still being supported by Microsoft. While there are many brands of devices, the deciding factor of whether or not it will be on the approved devices list will ultimately be the operating system, with the brand being secondary, as the brands tend not to make much difference to the core of the device itself.	Comment by Campbell, Carlene: 
Write abbreviations out in full on first use.	Comment by Campbell, Carlene: 
Write abbreviations out in full on first use.
The next policy would be the access control policy. This policy is a means to restrict users to different areas on the network so to speak. For example, the ‘Guest’ group on the network will only be allowed external internet access, but no access to the internal server. The ‘Staff’ group on the other hand would have both external internet access as well as access to the Staff resource server, to a certain degree. Depending on the department the employee works in, their restrictions may be different, the group acting as a baseline. Take for example the HR-department, they would need access to employee data to complete their work, but said data is highly sensitive and therefore it should be restricted as much as possible to minimise the number of people who could act as a data leak. Management on the other hand would need access to employee data, but only select employees such as those ‘beneath them’, so to speak, again this is to minimise possible data breach/leaks. The ‘IT Staff’ on the other hand will be able to access the ‘IT staff’ resource server and external internet access but not the staff server. The IT department would be on a separate server due to the fact that the IT department as a whole would need elevated permissions as compared to the majority of staff that work within the company, such as less restrictive internet-blocking and downloading. That isn’t to say they are completely unrestricted, just more so than most staff. Although this does pose more of a security threat, it is less so due to the fact that as IT professionals they are more informed security-wise than the average staff member and they are still under surveillance by upper management and upper-IT, but then there’s the point of “Who watches the watchmen?”. In this case that would be the Admin group, who can access the entire network, given only to those in the higher sections of the IT department, aka only those who the company can trust and who definitely know what they’re doing such as the specially employed IT specialists. This is because admin privileges are a dangerous double- edged sword, while they have the most-appropriate privileges to fix the network should a problem arise, on the other hand they then have the ability to cause the most damage to the network due to these unrestricted privileges.[5], [6]
Of course all of the account groups mentioned previous will be protected by password-protected accounts mentioned previously, with those departments handling sensitive data, such as HR and Admin, having key card authentication as a separate security measure.
V. Mobile Device Management
Mobile device management software is the software installed on any device connecting to the network in order to add the increased amount of features and security warranted by a BYOD system. While there are many options, each having their own number of features, advantages and disadvantages, but the software this writer chose was ‘AirWatch’. To give the reasons why this was this writers final choice, it will be compared to the 2nd choice, ‘Cisco Meraki’.
To start, between the two, and in general when looking through the web, AirWatch seems to have a better reception from those who have implemented it in their systems, although this is likely due to the fact that where Cisco Meraki supports medium to large businesses, AirWatch supports small businesses as well. Next is cost, one of the larger factors, this was difficult to compare as Cisco Meraki is quote based, whereas AirWatch ranges from $4.33 to $9.33, depending on the package/features the company desires. When comparing the two, AirWatch was chosen as it is simply a number versus X, which isn’t much of a comparison. This writers suggestion package would be the blue suite, as it gives the best cost to feature ratio of the four packages available, and the extra payment per month to upgrade is an additional 50% from the $6.33 of the suggested package, and all that gives is additional ‘Content Locker’ features as well as ‘Telecom Management’, of which doesn’t seem worth it, although that is up to the company, Golding-Harvest Ltd.
The biggest reason though, even including cost is the supported devices, searching thought all of the MDM software’s there were very little that support as many as AirWatch, Meraki supports Windows, Android, IOS devices, Macs and web-based devices, on the other hand AirWatch supports all of these, as well as Linux and Windows-mobile. All of these supported devices pretty much covers all of the bases, at least those that we should reasonably care about, as of Q1 of 2017, in the mobile market, grouping together Android, Windows and IOS mobile devices leaves only a 0.4% market share left unaccounted for[7], but this is in the area of reasonability. Again for PC devices it leaves only 2.4% left unaccounted as of November 2017[8]. This added with the fact that AirWatch supports integration with Certificate authorities as well as public key and email infrastructures, meaning it is very well suited to the task. Lastly one big help is that for businesses AirWatch comes with training courses for configuration and management, so it won’t be as dangerous as if the IT department were forced to use a unknown piece of software.[9]
Moving on from the comparison, AirWatch does boast some very useful features that are warranted in this BYOD system, such as; mobile email, device, content, browser and multiuser management, meaning the company can restrict a lot of what their employees and guests can access on their device. That being said, it is important for a company not to go too overboard, as this can quickly leave to hundreds of user complaints. The best way would be to restrict a lot of what they can do, but only whilst connected to the network, elsewhere they will still have restrictions but that is more so to protect the data that the device holds on the network, this is to minimise the security threat of the information the device carries after connecting to the network. The restrictions will most likely be suited to blocking suspicious & malicious sites, and blocking the installation of any applications or programs that haven’t been approved by IT. Although these restrictions will likely grind some employee’s gears, so to speak, they will then be turned to the document they signed allowing for the restrictions.
Conclusions, recommendations and future work
VI. Data Flow Diagram
Below is a data flow diagram as warranted in the specification.	Comment by Campbell, Carlene: 
Could explain the DFD
[image: ]
VII. Conclusion
In conclusion, a BYOD setup is overall advantageous for both the company and its employees, no matter what angle you look at it from. This is why the trend has rapidly expanded so far since its beginnings in Intel in 2012. These advantages of course come with the security risks, of which, hopefully, through this report has been minimised or at the very minimum, decreased. Of course this report is far from perfect, and can certainly be improved furthermore as this writer continues in his studies, but it should suffice for this project aim.	Comment by Campbell, Carlene: 
Yes, but you could also sum up key aspect of your report and state future improvements.
[10][11] 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Research informed literature demonstrated but more referencing could be utilised.  Referencing convention used. (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]Exhibits understanding of the breadth and depth of establishing views (Grade mark: 73.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]11

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]Sound, logical, analytical thinking and evaluation.  The design discussions could interrelate more with the research aspects.   (Grade mark: 68.75%)
	[bookmark: totalANA]40
	[bookmark: markANA]27.5

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD][bookmark: _GoBack]Basic implementation of the enterprise network, however the strength of the applications make up for this the use of an AAA server and wireless router. The 2 servers appear to be in place for each of the specific users to interact with. As there is no passwords or usernames the configuration cannot be confirmed. (Grade mark: 67.50%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]13.5

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate professionally and confident in a suitable format. Just remember to spell out all acronyms first time used. (Grade mark: 80.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]8

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]70%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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