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1. Introduction

*[Total: 35% - CA2 (20%) + CA3 (15%)]*

1.1 Context and Background

*[10% - CA2]*

Detailed Overview of Cloud-Native Security and Digital Forensics

The domain of cloud-native security and digital forensics represents one of the most
rapidly evolving areas in cybersecurity research, positioned at the intersection of
containerization technologies, distributed systems, and digital investigation
methodologies. This research is situated within the specialized sub-discipline of
container forensics, which has emerged in response to the paradigm shift from
traditional monolithic applications to microservices-based architectures orchestrated
by platforms like Kubernetes. The field encompasses the study of evidence persistence,
artifact recovery, and investigative procedures in ephemeral computing environments
where traditional forensic approaches often prove inadequate.

The adoption of container technologies has fundamentally transformed application
deployment strategies across industries. Docker, introduced in 2013, revolutionized
software development by providing lightweight, portable container environments that
ensure consistency across development, testing, and production systems. Building
upon this foundation, Kubernetes emerged as the dominant container orchestration
platform, automating deployment, scaling, and management of containerized
applications. Current industry surveys indicate that Kubernetes dominates the
container orchestration market with an 83% adoption rate among enterprises, making it
the de facto standard for cloud-native applications [1]. This widespread adoption has
created an urgent need for specialized forensic capabilities tailored to these
environments.

The field of digital forensics has traditionally focused on persistent systems where
evidence remains stable and accessible throughout investigation processes. However,
containerized environments introduce unique challenges due to their ephemeral



nature, distributed architecture, and immutable infrastructure principles. Traditional
forensic tools and methodologies, designed for static systems, struggle to adapt to the
dynamic lifecycle of containers and the complex interactions between orchestration
layers, runtime environments, and underlying infrastructure.

Current Developments and Technological Trends

Recent years have witnessed significant advancements in container security and
observability tools, though forensic capabilities have lagged behind preventive security
measures. The Cloud Native Computing Foundation (CNCF) ecosystem has produced
specialized security tools such as Falco for runtime security monitoring, Trivy for
vulnerability scanning in container images, and OPA (Open Policy Agent) for policy
enforcement. These tools primarily focus on threat prevention and detection rather than
post-incident forensic analysis [2].

The development of eBPF (extended Berkeley Packet Filter) has enabled unprecedented
observability into system behaviors at the kernel level, providing deeper insights into
container runtime activities without requiring application modifications. eBPF-based
tools like Cilium and Pixie offer powerful network observability and application-level
monitoring capabilities that could be leveraged for forensic purposes, though their
integration into formal forensic workflows remains limited [3].

Another significant trend is the emergence of service mesh technologies such as Istio
and Linkerd, which provide sophisticated traffic management, security, and
observability features. These meshes generate extensive telemetry data that could
serve as valuable forensic artifacts, though current implementations focus primarily on
operational monitoring rather than forensic investigation [4].

The cybersecurity threat landscape has also evolved in parallel with container adoption.
Sophisticated attack campaigns specifically targeting container environments have
emerged, including cryptojacking operations that leverage Kubernetes clusters for
cryptocurrency mining, supply chain attacks compromising container registries, and
privilege escalation attacks exploiting misconfigured orchestration platforms. The 2023
Cloud Native Security Report revealed that 94% of organizations experienced security
incidents in their Kubernetes environments, with 59% reporting delays in incident
investigation due to inadequate forensic capabilities [5].

Despite these technological advancements and evolving threats, the forensic
community has been slow to develop standardized methodologies for containerized
environments. Current research remains fragmented, with limited integration between
container security tools and established forensic principles. This research aims to
bridge this gap by developing a comprehensive forensic framework that leverages
existing cloud-native technologies while adhering to digital forensic standards.



1.2 Research Problem
*[7% - CA2]*
Problem Statement and Definition

The core problem addressed by this research is the fundamental inadequacy of existing
digital forensic frameworks and methodologies when applied to Kubernetes
environments. Current approaches fail to account for the ephemeral nature of
containers, the distributed architecture of orchestrated systems, and the unique data
persistence models inherent in cloud-native platforms. This inadequacy manifests in
incomplete evidence collection, compromised evidence integrity, and prolonged
investigation timelines, ultimately undermining the effectiveness of incident response
and compromising legal admissibility of digital evidence.

The transient lifecycle of containers presents the most significant challenge. Unlike
traditional virtual machines or physical servers that maintain persistent state,
containers are designed to be immutable and ephemeral. When a container terminates,
either normally or due to orchestration decisions, all runtime evidence including
memory contents, temporary files, and process information is automatically destroyed
unless explicitly preserved through external mechanisms. This evidence volatility
creates narrow time windows for collection and demands automated approaches that
traditional manual forensic procedures cannot provide [6].

The multi-layered architecture of Kubernetes further complicates forensic
investigations. Evidence relevant to a security incident may be distributed across
multiple layers including the container runtime (Docker, containerd), the orchestration
layer (Kubernetes control plane), the underlying host operating system, and network
components. Correlating evidence across these distributed sources requires
specialized knowledge and tools that exceed the capabilities of most existing forensic
frameworks [7].

Current Challenges and Limitations

Several specific challenges contribute to the research problem, each representing a
significant gap in current forensic capabilities:

Evidence Correlation Complexity: Kubernetes' distributed nature means that forensic
artifacts related to a single security incident may be scattered across multiple pods,
nodes, and control plane components. Traditional forensic tools lack the contextual
awareness to automatically correlate these distributed artifacts, requiring investigators
to manually reconstruct incident timelines across multiple systems. This manual
correlation is time-consuming, error-prone, and often incomplete, particularly in large-
scale deployments [8].



Dynamic Resource Management: Kubernetes' automatic scaling and self-healing
capabilities actively work against forensic preservation. When the system detects a
compromised pod, it may automatically terminate and replace it, effectively destroying
crucial runtime evidence. Similarly, horizontal pod autoscaling can distribute workloads
across multiple nodes, further complicating evidence collection. Current forensic
approaches lack integration with Kubernetes' orchestration mechanisms to preserve
evidence before automated destruction [9].

Layered Storage Architecture: Container storage employs complex layered filesystems
where multiple container images share common base layers. This architecture creates
challenges for evidence acquisition and integrity verification. Traditional disk imaging
approaches capture unnecessary redundant data while potentially missing critical
ephemeral storage volumes. Furthermore, the copy-on-write mechanism can obscure
evidence of file modifications [10].

Anti-Forensic Techniques Exploiting Container Characteristics: Malicious actors have
developed sophisticated anti-forensic techniques that leverage inherent container
properties. These include using temporary volumes that are automatically wiped,
deploying rootkit containers that hide malicious processes, and abusing Kubernetes'
APl to manipulate resource states and obscure evidence. Existing forensic tools lack
specific capabilities to detect and counter these container-specific anti-forensic
measures [11].

Regulatory and Standards Gap: Established digital forensic standards such as the ACPO
(Association of Chief Police Officers) guidelines and NIST SP 800-86 were developed
before the widespread adoption of container technologies. These standards provide
limited guidance for ephemeral environments, creating uncertainty around evidence
admissibility and investigative procedures in containerized systems [12].

The convergence of these challenges creates a significant barrier to effective incident
response in Kubernetes environments. Organizations face extended investigation
timelines, incomplete understanding of security incidents, and potential legal
challenges regarding evidence integrity. This research directly addresses these
challenges by developing a specialized forensic framework that accounts for the unique
characteristics of containerized environments.

1.3 Research Aim and Objectives
*[15% - CA3]*
Primary Research Aim

The overarching aim of this research is to design, implement, and empirically validate a
comprehensive forensic investigation framework that enables reliable, efficient, and
legally admissible evidence collection, preservation, and analysis from Kubernetes



environments. This framework will specifically address the unique challenges posed by
ephemeral containers, distributed architecture, and complex persistence models while
maintaining adherence to established digital forensic principles. The research seeks to
bridge the current methodological gap between traditional digital forensics and cloud-
native infrastructures by providing investigators with standardized procedures,
specialized tools, and validated approaches for Kubernetes environments.

Detailed Research Objectives
Objective 1: Systematic Identification and Categorization of Forensic Artifacts

To conduct a comprehensive analysis of forensic artifact availability and persistence
characteristics across different Kubernetes resource types and orchestration scenarios
through controlled experimentation. This objective involves:

¢ Mapping the complete artifact landscape within Kubernetes deployments,
including container runtime artifacts, orchestration layer evidence, network
telemetry, and storage persistence

¢ Quantifying artifact persistence duration across different resource types
including Pods, Deployments, StatefulSets, DaemonSets, and Jobs

e Documenting artifact dependencies and relationships to establish evidence
correlation pathways

o Developing artifact classification taxonomy based on volatility, investigative
value, and persistence mechanisms

Objective 2: Development of Standardized Forensic Procedures

To design and document standardized procedures for forensically sound evidence
acquisition from container runtimes, orchestration layers, and underlying host systems.
This objective encompasses:

o Creating step-by-step evidence collection protocols for different incident
scenarios

e Developing integrity preservation mechanisms that maintain chain of custody in
distributed environments

e Establishing validation methods for ensuring evidence completeness and
authenticity

e Designing automated evidence collection workflows that integrate with
Kubernetes orchestration

Objective 3: Framework Design and Implementation



To architect and implement a tool-assisted forensic framework that automates
evidence collection from distributed Kubernetes components while maintaining
forensic integrity. This objective includes:

¢ Designing modular framework architecture with evidence collection, correlation,
and analysis components

¢ Implementing automated evidence collection agents for Kubernetes nodes and
control plane

e« Developing evidence correlation engine that reconstructs incident timelines
across distributed sources

e Creating integrity verification mechanisms that ensure evidence reliability
throughout investigation

Objective 4: Empirical Evaluation and Validation

To rigorously evaluate the proposed framework against established digital forensic
principles and real-world scenarios to measure its effectiveness and reliability. This
objective involves:

e Conducting controlled experiments using realistic attack scenarios including
privilege escalation, data exfiltration, and cryptojacking

¢ Measuring framework performance using quantitative metrics including
evidence recovery rate, investigation time reduction, and resource utilization

o Validating forensic soundness through expert assessment against ACPO
guidelines and NIST standards

o« Comparing framework effectiveness against existing ad-hoc investigation
approaches

These objectives are structured to progress from foundational understanding to
practical implementation and validation, ensuring the research delivers both theoretical
contributions and practical solutions to the identified problem.

1.4 Significance of the Research
*[3% - CA2]*
Academic and Practical Importance

This research addresses a critical and growing gap in both academic literature and
practical incident response capabilities for cloud-native environments. The significance
extends across multiple dimensions, offering contributions to theoretical knowledge,
practical methodologies, and industry standards development.



From an academic perspective, this research advances the theoretical understanding
of data persistence and evidence dynamics in ephemeral computing environments. It
contributes to the emerging field of cloud forensics by establishing foundational
principles for investigating containerized systems and developing new models for
evidence correlation in distributed architectures. The research also extends digital
forensic theory by adapting established principles to address the unique challenges of
immutable infrastructure and automated orchestration [13].

For the cybersecurity research community, this work provides a methodological
framework that can serve as a foundation for future investigations into container
forensics. By systematically cataloging artifacts and their persistence characteristics,
the research creates a knowledge base that can accelerate subsequent studies and
tool development. The empirical validation of forensic approaches in controlled
Kubernetes environments also establishes benchmarks for evaluating future
methodologies [14].

Practical Applications and Societal Impact

The practical implications of this research are substantial for organizations operating
containerized infrastructure. The developed framework will enable:

Enhanced Incident Response: Security teams will benefit from standardized procedures
and automated tools that reduce investigation timelines and improve evidence
completeness. This capability is particularly crucial for organizations subject to
regulatory requirements for incident reporting and forensic investigation [15].

Legal and Regulatory Compliance: The framework's adherence to established forensic
principles addresses evidence admissibility concerns in legal proceedings. This is
especially important for organizations in regulated industries such as finance,
healthcare, and government that must maintain investigative capabilities meeting legal
standards [16].

Security Tool Development: The research findings will inform the development of next-
generation forensic tools specifically designed for cloud-native environments.
Commercial security vendors and open-source projects can leverage the artifact
mappings and collection methodologies to enhance their products [17].

Educational Advancement: Academic institutions can incorporate the framework into
digital forensics curricula, ensuring graduates possess relevant skills for investigating
modern cloud infrastructure. This addresses current gaps between academic training
and industry requirements [18].

Industry Standards Development: The research contributes to emerging standards for
cloud forensics by providing empirically validated approaches and identifying



requirements for future standardization efforts. This supports industry consortia and
standards bodies in developing comprehensive guidelines for container forensics [19].

The broader societal impact includes improved security for cloud-native applications
that power critical services across finance, healthcare, transportation, and government.
By enhancing forensic capabilities in these environments, the research contributes to
overall trust in cloud technologies and supports digital transformation initiatives across
sectors.

2. Literature Review
*[25% - CA1]*
Introduction to the Literature Review

This comprehensive literature review examines the current state of research in
container forensics with specific focus on Kubernetes environments, data persistence
models, and investigative methodologies. The primary purpose is to synthesize existing
knowledge, identify established methodologies, and pinpoint significant gaps that this
research aims to address. The review adopts a systematic approach to ensure
comprehensive coverage of relevant literature while maintaining methodological rigor.

The scope of this review encompasses peer-reviewed research from 2018 to 2024,
focusing specifically on forensic techniques for Docker and Kubernetes environments,
data persistence mechanisms in ephemeral systems, and anti-forensic methods in
cloud-native architectures. The review excludes general container security literature
that lacks forensic focus and non-technical policy discussions to maintain technical
relevance. The temporal scope reflects the rapid evolution of container technologies
and ensures inclusion of current research while acknowledging foundational works
from the early adoption period.

Systematic Literature Review Methodology

The systematic literature review (SLR) followed established guidelines to ensure
reproducibility and comprehensiveness. The process incorporated multiple phases
from planning through synthesis, with specific criteria for inclusion and exclusion at
each stage.

Search Strategy and Execution

The search strategy employed multiple academic databases to minimize publication
bias and ensure broad coverage. Primary sources included IEEE Xplore, ACM Digital
Library, Google Scholar, and Springer Link, selected for their comprehensive coverage of
computer science and cybersecurity literature. The search string was developed
through iterative refinement to balance sensitivity and specificity: ("container forensics"



OR "kubernetes investigation" OR "docker forensic") AND ("data persistence" OR
"ephemeral storage" OR "anti-forensic").

The initial search execution in Google Scholar yielded 1,785 records, demonstrating the
breadth of potentially relevant literature. The search results were exported to RefWorks
for deduplication and management, with screening criteria applied systematically to
identify the most relevant studies. The screening process employed the PRISMA
(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) framework to
ensure transparent reporting of inclusion and exclusion decisions.

[PRISMA Flow Diagram - described as would be included in actual submission]

Identification:
Records identified from:
IEEE Xplore (n = 245)
ACM Digital Library (n =412)
Google Scholar (n =985)
Springer Link (n =143)
Total records identified: n=1,785

Screening:
Records after duplicates removed: n = 1,420
Records screened by title/abstract: n =1,420
Records excluded: n=1,100

Eligibility:
Full-text articles assessed for eligibility: n =320
Full-text articles excluded: n =245
- Wrong focus (n = 150)
- Not technical (n =70)
- Insufficient detail (n = 25)

Included:

Studies included in qualitative synthesis: n =75
[Screenshots would be included here showing Google Scholar search interface with
search string and filters applied, and RefWorks library management interface showing
imported references with tagging]

Quality Assessment and Data Extraction

Included studies underwent quality assessment using criteria adapted from
Kitchenham et al. [20], focusing on methodological rigor, relevance to container
forensics, and contribution to knowledge. Data extraction captured bibliographic



information, research methodology, key findings, and specific contributions to forensic
techniques or understanding of data persistence.

Thematic Organization of Literature

The synthesized literature revealed several dominant themes, which are organized
below to provide coherent narrative while highlighting evolutionary trends and
conceptual relationships.

Theme 1: Foundational Container Forensic Techniques

Early research in container forensics focused primarily on Docker environments,
establishing fundamental artifact locations and collection methodologies. Martini &
Choo [3] pioneered systematic Docker forensic procedures, identifying critical artifacts
including container layers, JSON metadata files, and runtime logs. Their work
established that despite container ephemerality, substantial evidence persists in
Docker's management layers and underlying host system.

Subsequent research by Quick & Choo [21] expanded these foundations by exploring
cross-platform container forensics across Docker, LXC, and other container runtimes.
Their comparative analysis revealed both consistent artifact patterns across platforms
and runtime-specific evidence locations, highlighting the need for adaptable forensic
approaches. The research also demonstrated that container forensics requires
integration of multiple evidence sources including image registries, orchestration logs,
and network configurations.

Algahtany et al. [4] conducted comprehensive analysis of forensic readiness in
container environments, proposing preparatory measures to enhance investigative
capabilities. Their work emphasized the importance of proactive evidence preservation
through logging configuration, storage planning, and monitoring integration. This
research marked a shift from purely reactive forensics to integrated approaches that
span the entire container lifecycle.

Theme 2: Kubernetes-Specific Forensic Challenges

As Kubernetes gained dominance, research attention shifted to the unique challenges
posed by container orchestration. Chen et al. [22] conducted seminal work mapping the
Kubernetes forensic landscape, identifying critical evidence sources including etcd
datastore, APl server audit logs, controller manager, and scheduler components. Their
research revealed that Kubernetes' distributed control plane creates both challenges
for evidence correlation and opportunities for redundant evidence storage.

Research by Pahl et al. [23] explored security implications of Kubernetes' architectural
patterns, identifying forensic blind spots in service mesh implementations and
automated scaling behaviors. Their work demonstrated that Kubernetes' self-healing



capabilities actively destroy evidence through pod replacement, creating narrow
collection windows that demand automated response integration.

Benz & Schlette [24] investigated forensic challenges in multi-tenant Kubernetes
clusters, identifying evidence isolation requirements and cross-tenant contamination
risks. Their research highlighted the tension between operational efficiency and forensic
integrity in shared environments, proposing namespace-based evidence segregation
techniques.

Theme 3: Data Persistence and Ephemeral Storage Models

Understanding data persistence mechanisms represents a critical research stream
within container forensics. Hsu et al. [25] conducted empirical analysis of evidence
persistence across different Kubernetes storage classes, quantifying retention
characteristics for emptyDir volumes, hostPath, and cloud-provider persistent volumes.
Their research established that storage choice significantly impacts evidence
availability following container termination.

Research by Kumar et al. [26] explored forensic implications of container storage
interface (CSI) plugins, identifying evidence fragmentation across storage providers and
abstraction layers. Their work demonstrated that traditional disk forensic approaches
require significant adaptation for containerized storage architectures employing
distributed and software-defined storage systems.

Studies by Li et al. [27] investigated memory forensics in container environments,
developing techniques for extracting and analyzing container memory from host system
perspectives. Their research revealed that container memory isolation is imperfect, with
significant evidence leakage to host systems that can be leveraged for investigative
purposes.

Theme 4: Anti-Forensic Techniques and Countermeasures

The evolving threat landscape has generated research into container-specific anti-
forensic techniques. Khan [5] conducted systematic categorization of anti-forensic
methods in cloud-native environments, identifying techniques that leverage container
ephemerality, orchestration automation, and storage characteristics to evade
detection. Their taxonomy included temporal evidence destruction, orchestration API
manipulation, and filesystem obfuscation techniques.

Research by Alrawi et al. [28] explored privilege escalation attacks that specifically
target forensic blind spots in container runtime configurations. Their work
demonstrated that attackers can leverage container capabilities and security contexts
to hide malicious activities from both runtime monitoring and subsequent forensic
analysis.



Mishra & Purtilo [29] investigated forensic countermeasures for container
environments, proposing integrity monitoring approaches that leverage blockchain
technology for evidence verification. Their research represented early efforts to adapt
digital forensic principles to the unique trust models of distributed container
environments.

Key Contributions and Identified Gaps
Major Research Contributions

The reviewed literature demonstrates several significant contributions to container
forensics knowledge:

Establishment of comprehensive artifact maps for Docker and Kubernetes
environments [3, 4, 22]

¢ Development of specialized evidence collection techniques for container
runtime layers [21, 27]

¢ l|dentification of persistence characteristics across different storage models [25,
26]

e Classification of container-specific anti-forensic techniques and mitigation
strategies [5, 28]

Critical Research Gaps
Despite these contributions, several significant gaps remain unaddressed:

Integrated Investigation Frameworks: Current research provides fragmented solutions
for specific aspects of container forensics but lacks comprehensive frameworks that
integrate evidence collection, correlation, and analysis across the entire Kubernetes
stack [30].

Forensic Soundness Validation: Limited research exists validating container forensic
methodologies against established principles such as ACPO guidelines or NIST
standards, creating uncertainty around evidence admissibility [12].

Automation and Scalability: Current approaches rely heavily on manual procedures that
cannot scale to production Kubernetes environments with hundreds or thousands of
nodes [31].

Anti-Forensic Resilience: Existing methodologies provide limited protection against
sophisticated anti-forensic techniques that exploit container and orchestration
characteristics [5].



Tool Ecosystem Maturity: The container forensic tool ecosystem remains immature
compared to traditional digital forensics, with limited integration between specialized
tools and established forensic platforms [32].

Theoretical and Technical Frameworks
Theoretical Foundations

Container forensics research builds upon several established theoretical frameworks
from digital forensics and distributed systems. The ACPO principles of digital evidence
provide the foundational framework for evidence handling, though require adaptation
for ephemeral environments [12]. The NIST SP 800-86 guide to integrating forensic
techniques into incident response offers procedural guidance that informs evidence
collection methodologies [33].

From distributed systems theory, the CAP theorem and consistency models inform
evidence correlation approaches in eventually consistent systems like Kubernetes [34].
Forensic theory also draws from established incident response frameworks including
the NIST Computer Security Incident Handling Guide, adapting phases to container-
specific characteristics [35].

Technical Frameworks and Methodologies

The technical landscape of container forensics employs diverse tools and methods
adapted from multiple domains. Common approaches include:

Container Runtime Analysis: Tools such as Docker CLI, containerd ctr, and CRI-O tools
provide runtime introspection capabilities that can be leveraged for evidence collection

[3].

Orchestration Layer Investigation: Kubernetes API clients including kubectl and custom
operators enable extraction of orchestration state and audit information [22].

Host System Forensics: Traditional host-based tools including Volatility for memory
analysis and forensic suites like Autopsy are adapted for containerized environments
[271].

Network Forensics: Specialized approaches capture container network traffic using
eBPF, service mesh telemetry, and CNI (Container Network Interface) plugins [4].

Storage Analysis: Techniques adapted from cloud forensics analyze container storage
layers including image layers, volumes, and persistent volume claims [25].

The convergence of these technical approaches remains challenging due to tool
interoperability issues and the distributed nature of evidence sources.

Relation to Current Study



This research directly addresses the identified gaps by developing an integrated forensic
framework that spans multiple investigation dimensions. The study advances current
literature through several key contributions:

Comprehensive Framework Development: Unlike previous fragmented approaches, this
research develops a unified framework that integrates evidence collection, correlation,
and analysis across container runtime, orchestration layer, and underlying
infrastructure [36].

Principle-Based Validation: The framework is explicitly designed and validated against
established digital forensic principles, addressing the forensic soundness gap in current
research [12].

Automation Focus: By incorporating automated evidence collection and correlation, the
research addresses scalability challenges that limit current manual approaches [31].

Anti-Forensic Considerations: The framework incorporates specific mechanisms to
detect and counter container-specific anti-forensic techniques, enhancing investigative
reliability [5].

Tool Integration: The research demonstrates practical integration of existing tools with
custom components to create cohesive investigative workflows [32].

This study positions itself as convergent research that synthesizes existing knowledge
into actionable frameworks while addressing significant methodological gaps through
empirical development and validation.

Literature Summary

The literature review reveals a dynamically evolving research domain with substantial
progress in understanding container forensic artifacts and challenges. Foundational
research has established comprehensive artifact maps for Docker and early Kubernetes
environments, while subsequent studies have identified specialized challenges related
to orchestration, storage persistence, and anti-forensic techniques.

Despite these advances, significant gaps remain in integrated framework development,
forensic soundness validation, automation capabilities, and anti-forensic resilience.
The literature demonstrates clear progression from basic artifact identification toward
sophisticated methodological development, though practical implementation and
validation lag behind theoretical understanding.

This research addresses these gaps by developing a comprehensive forensic framework
that integrates multiple evidence sources, incorporates automation, validates against
established principles, and demonstrates practical effectiveness through empirical
evaluation. The study builds upon existing artifact knowledge while advancing
methodological sophistication for Kubernetes environments.



3. Research Design and Methodology
*[25% - CA4]*

3.1 Research Design

[7%]

This research employs a Designh Science Research (DSR) methodology as the
overarching framework, complemented by experimental validation to ensure both
theoreticalrigor and practical effectiveness. The DSR approach is particularly
appropriate for this study as it focuses on creating and evaluating innovative artifacts—
in this case, a forensic framework—that address identified problems in real-world
contexts [7].

The DSR methodology follows the established seven-step process model by Peffers et
al. [7], which includes: (1) problem identification and motivation, (2) definition of
objectives for a solution, (3) design and development, (4) demonstration, (5) evaluation,
(6) communication, and (7) environmental embedding. This structured approach
ensures systematic progression from problem understanding through solution
validation while maintaining focus on utility and relevance.

The selection of DSR is justified by several factors specific to this research context.
First, the research aims to develop a practical artifact (forensic framework) rather than
primarily generate theoretical knowledge. Second, the problem domain requires
iterative design and refinement based on empirical feedback, which aligns with DSR's
cyclical nature. Third, DSR emphasizes utility and practical relevance, ensuring the
resulting framework addresses genuine investigator needs rather than purely academic
interests [37].

The research incorporates experimental components within the DSR evaluation phase
to provide empirical validation of framework effectiveness. This hybrid approach
leverages the strengths of both design-oriented and empirical research traditions,
creating methodology triangulation that enhances validity [38].

3.2 Research Methods and Materials

Methods

[10%]

Research Approach and Philosophical Foundation

This study adopts a pragmatist research philosophy that prioritizes practical problem-
solving and values methodological flexibility based on research questions. The
pragmatist stance acknowledges that multiple forms of knowledge—both quantitative



and qualitative—contribute to understanding complex socio-technical problems like
forensic investigation [39].

The research employs a mixed-methods approach that integrates quantitative
measurement of technical effectiveness with qualitative assessment of practical utility
and forensic soundness. This approach is justified by the multi-dimensional nature of
the research problem, which requires both empirical performance data and expert
judgment of investigative quality [40].

Quantitative components focus on measuring framework performance using objective
metrics including evidence recovery rates, investigation time efficiency, resource
utilization, and scalability characteristics. These measurements provide empirical
evidence of technical effectiveness and enable comparative analysis against alternative
approaches.

Qualitative components address aspects requiring expert judgment, including
adherence to forensic principles, usability for investigators, and integration with
established investigative workflows. These elements capture dimensions of
effectiveness that cannot be fully reduced to quantitative metrics [41].

Research Strategy and Implementation

The primary research strategy is Experimental Research conducted through controlled
laboratory experiments with Kubernetes testbeds. This strategy enables systematic
manipulation of variables, precise measurement of outcomes, and isolation of
confounding factors that would be present in field studies [42].

The experimental approach incorporates multiple phases:

Baseline Establishment: Conducting forensic investigations using current standard
procedures to establish performance benchmarks for comparison with the proposed
framework.

Controlled Scenario Testing: Implementing realistic attack scenarios in isolated
Kubernetes environments to evaluate framework effectiveness across different incident

types.

Variable Manipulation: Systematically varying environmental factors (cluster size,
workload intensity, storage configurations) to assess framework performance under
different conditions.

The experimental design follows a repeated measures approach where the same
investigation scenarios are conducted using both current methods and the proposed
framework, enabling direct within-subjects comparison of effectiveness [43].

System Architecture and Framework Design



The forensic framework employs a modular architecture consisting of four integrated
components:

Evidence Collection Module: Distributed agents deployed as DaemonSets on
Kubernetes nodes that automatically capture artifacts from container runtimes,
orchestration layers, and host systems. The module implements multiple collection
strategies including continuous monitoring, event-triggered capture, and on-demand
acquisition.

Correlation Engine: Central component that processes collected evidence to
reconstruct incident timelines, identify relationships between artifacts, and highlight
investigative significance. The engine employs graph-based analysis to model
relationships between entities across distributed evidence sources.

Integrity Verification Module: Implements cryptographic verification of evidence
integrity throughout the collection and analysis lifecycle. The module maintains chain of
custody records, generates integrity hashes, and provides tamper-evident storage.

Analysis Interface: Web-based interface that presents correlated evidence through
interactive timelines, relationship visualizations, and investigative workflows. The
interface supports both automated analysis and manual investigator exploration.

The framework design incorporates microservices architecture principles to ensure
scalability, fault tolerance, and maintainability. Each component exposes well-defined
APls that enable integration with existing security tools and forensic platforms [44].

Data Analysis and Evaluation Methods

The research employs multiple analysis techniques to address different aspects of
framework evaluation:

Quantitative Performance Analysis: Statistical analysis of evidence recovery rates,
investigation time measurements, and resource utilization metrics using descriptive
statistics, confidence intervals, and hypothesis testing. Performance comparisons
employ paired t-tests to determine statistical significance of improvements [45].

Qualitative Expert Assessment: Structured evaluation by digital forensic experts using
assessment criteria derived from ACPO principles and NIST guidelines. The assessment
employs Likert-scale ratings and open-ended feedback to capture nuanced judgments
of forensic soundness and practical utility [46].

Comparative Case Study Analysis: Detailed examination of investigation outcomes for
specific incident scenarios, comparing evidence completeness, analysis depth, and
investigative efficiency between current methods and the proposed framework.



The evaluation incorporates triangulation across multiple data sources and methods to
enhance validity and provide comprehensive assessment of framework effectiveness
[471].

Materials
[8%]
Research Data Sources and Collection

The primary data source for this research is forensic artifacts generated through
controlled experiments in dedicated Kubernetes testbeds. The data collection strategy
employs multiple complementary approaches to ensure comprehensive evidence
capture:

Kubernetes Cluster Configuration: The test environment utilizes k3s distribution
deployed on AWS EC2 instances, providing production-representative Kubernetes
functionality with reduced resource overhead. The cluster configuration includes three
worker nodes and one control plane node, replicating small-to-medium production
deployment patterns [48].

Attack Scenario Implementation: Realistic security incidents are simulated through
controlled attack scenarios including:

e Privilege escalation attacks leveraging container security context vulnerabilities
o Data exfiltration through unauthorized network connections

e Cryptojacking deployment through compromised container images

e Persistence establishment through manipulated Kubernetes resources

Each scenario is implemented using documented attack techniques from cybersecurity
advisories and threat intelligence reports to ensure realism and relevance [49].

Evidence Collection Methods: Multiple evidence collection techniques are employed
simultaneously:

e Automated evidence capture through the proposed framework components
e Manual evidence collection using standard forensic tools for comparison

o Network traffic capture using tcpdump on network interfaces

e System-level monitoring using host-based intrusion detection systems

The multi-method collection approach enables comprehensive evidence capture while
facilitating comparison between automated and manual techniques [50].

Data Collection Tools and Justification



The research employs both specialized forensic tools and custom-developed
components:

Kubernetes Native Tools: kubectl, kubeadm, and etcdctl provide access to
orchestration layer evidence and cluster state information. These tools are selected for
their official support, comprehensive functionality, and production reliability [51].

Container Runtime Tools: Docker Engine API, containerd ctr, and CRI-O tools enable
introspection of container runtime states and artifacts. Tool selection covers multiple
container runtimes to ensure methodology generality [52].

Traditional Forensic Tools: Volatility for memory analysis, Autopsy for disk forensics,
and Wireshark for network analysis provide baseline comparison points and enable
integration with established forensic workflows [53].

Custom Development: Python-based evidence collection agents implement automated
artifact capture, integrity verification, and evidence correlation specific to Kubernetes
environments.

The tool selection justification emphasizes production relevance, methodological
coverage, and integration capability rather than attempting comprehensive tool
enumeration [54].

Ethical Considerations and Safeguards

The research implements multiple ethical safeguards to ensure responsible
investigation:

Containment: All experiments are conducted in isolated lab environments with no
connectivity to production systems or external networks. Network segmentation
prevents accidental impact beyond the test environment [55].

Data Synthesis: Test scenarios utilize synthetically generated data rather than real user
information, eliminating privacy concerns while maintaining forensic characteristics.

Controlled Access: Experimental environments employ strict access controls with
multi-factor authentication and activity logging to prevent unauthorized usage.

Documentation: All experimental procedures, including attack simulations, are
thoroughly documented and reviewed to ensure methodological transparency and
ethical compliance [56].

The research protocol undergoes formal ethics review through institutional processes
before experimentation commencement.

Software and Hardware Infrastructure

Software Stack:



e Kubernetes Distribution: k3s v1.28+
e Container Runtimes: Docker Engine 24.0+, containerd 1.7+

e Programming Languages: Python 3.11+ (primary development), Go 1.21+
(system components)

o Data Analysis: Jupyter Notebooks, Pandas, NumPy, Matplotlib
e Forensic Tools: Volatility 3, Autopsy 4.19+, Wireshark 4.0+
¢ Visualization: Grafana, Kibana, custom web interfaces
Hardware Requirements:
e Cloud Infrastructure: AWS EC2 instances (4x t3.large, 8GB RAM each)

e Storage: 500GB EBS volumes for evidence storage, 200GB SSD for cluster
operations

o Networking: Isolated VPC with security groups restricting external access
e Backup: Automated evidence archiving to S3 with versioning enabled

The infrastructure design prioritizes reproducibility, scalability, and cost-effectiveness
while maintaining technical capabilities required for comprehensive experimentation
[57].

4. Expected Outcome
*[5% - CA5]*
Anticipated Results and Deliverables

This research expects to produce multiple tangible outcomes that advance both
academic knowledge and practical capabilities in container forensics. The primary
deliverables include:

A Comprehensive Forensic Framework: The complete implementation of the proposed
forensic framework including evidence collection agents, correlation engine, integrity
verification module, and analysis interface. The framework is anticipated to
demonstrate 90%+ evidence recovery rates from terminated containers, representing
significant improvement over current ad-hoc approaches that typically achieve 40-60%
recovery in similar scenarios [58].

Validated Investigation Procedures: Standardized operating procedures for Kubernetes
forensic investigations that have been empirically validated against established



principles. These procedures are expected to reduce investigation timelines by 50-70%
compared to current manual approaches while maintaining evidentiary integrity [59].

Empirical Persistence Analysis: Comprehensive dataset and analysis of forensic artifact
persistence characteristics across Kubernetes resource types and storage classes. This
knowledge base will provide foundational understanding of evidence availability
windows and preservation requirements [60].

Open-Source Tooling: Release of framework components as open-source software to
enable community adoption, validation, and extension. The tooling is designed for
integration with existing security platforms and forensic workflows [61].

Theoretical and Practical Implications
The research outcomes carry significant implications across multiple domains:

Theoretical Advancements: The study contributes to digital forensic theory by adapting
established principles to ephemeral environments and developing new models for
evidence correlation in distributed systems. The research extends current
understanding of data persistence in automated orchestration contexts [62].

Methodological Innovations: The framework introduces automated evidence collection
approaches that maintain forensic soundness while addressing the scalability
challenges of manual investigation. These methodologies enable practical incident
response in large-scale container deployments [63].

Industry Practice Evolution: The validated procedures and tools provide immediate
practical value for organizations operating Kubernetes environments, enhancing
incident response capabilities and supporting regulatory compliance efforts [64].

Educational Impact: The research outcomes can be incorporated into digital forensics
curricula, addressing current gaps between academic training and industry
requirements for cloud-native investigation skills [65].

Research Limitations and Boundary Conditions

While the research aims for comprehensive coverage of Kubernetes forensic
challenges, several limitations define the scope boundaries:

Platform Specificity: The framework development and validation focus specifically on
Kubernetes environments, with limited applicability to other container orchestrators
such as Docker Swarm or Nomad. However, the methodological approach may inform
adaptation to other platforms [66].

Scale Considerations: Experimental validation is conducted on small-to-medium
cluster sizes due to resource constraints. While the framework design incorporates
scalability principles, production-scale validation requires additional research [67].



Attack Scenario Coverage: The evaluation covers representative attack patterns but
cannot exhaustively test all potential incident types. The framework's modular design
supports extension to additional scenarios through future work [68].

Tool Integration Depth: The research demonstrates integration with selected forensic
tools but does not provide comprehensive integration with all commercial forensic
platforms. The framework's APl-based architecture facilitates additional integrations
[69].

These limitations represent opportunities for future research extension rather than
fundamental constraints on framework utility.

5. Timeline
*[5% - CA5]*
Detailed Project Schedule and Milestones

The research follows a structured 12-month timeline organized around the Design
Science Research methodology phases. The schedule incorporates iterative
development cycles with regular evaluation checkpoints to ensure continuous progress
alignment with research objectives.

*Months 1-2: Problem Formulation and Literature Analysis*

e Complete comprehensive literature review and gap analysis

e Finalize research questions and methodology

e Establish experimental testbed infrastructure

¢« Milestone: Literature review completed and research proposal finalized
*Months 3-4: Framework Design and Architecture*

e Designforensic framework architecture and component interfaces

e Develop evidence collection specifications and correlation algorithms

e Createinitialimplementation prototypes for core components

e Milestone: Framework desigh document completed and reviewed
*Months 5-6: Component Implementation and Integration*

e Implement evidence collection modules for Kubernetes environments

e Develop correlation engine and integrity verification mechanisms

e Create analysis interface and visualization components



¢ Milestone: Alpha framework implementation ready for initial testing
*Months 7-8: Experimental Validation and Refinement*

¢ Conduct controlled experiments with baseline measurements

e Perform initial framework evaluation and identify improvement areas

¢ Refine implementation based on empirical feedback

e Milestone: Beta framework implementation with initial performance data
*Months 9-10: Comprehensive Evaluation and Analysis*

e Execute full experimental protocol across multiple attack scenarios

e Collect quantitative performance metrics and qualitative expert feedback

e Conduct comparative analysis against current investigation methods

¢ Milestone: Complete evaluation dataset collected and analyzed
*Months 11-12: Documentation and Dissemination*

¢ Write dissertation documenting research methodology and findings

e« Prepare conference paper for submission to relevant venue

o Create framework documentation and usage guidelines

¢ Milestone: Dissertation submission and conference paper preparation
Risk Management and Contingency Planning

The timeline incorporates buffer periods to address potential challenges including
technical implementation difficulties, experimental complexity, and analysis
requirements. Specific risk mitigation strategies include:

Technical Implementation Risks: Early prototyping and component-wise validation
reduce integration risks. Alternative implementation approaches are identified for
critical components.

Experimental Complexity: Phased experimentation with increasing complexity ensures
methodological soundness. Pilot studies validate experimental protocols before full
implementation.

Analysis Challenges: Preliminary data analysis begins during evaluation phases to
identify potential issues early. Statistical consultation is available for complex analysis
requirements.

The timeline represents an aggressive but achievable schedule that ensures
comprehensive research execution while maintaining methodological rigor.
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