ICMP traffic through firewalls: (cont’d from coursework one)
[image: A computer screen shot of a blue screen

AI-generated content may be incorrect.]
Note no ICMPv4| echo rules in output.
This is due to the domain controller applying Group Policy Object rules.
[image: A screenshot of a computer

AI-generated content may be incorrect.]

Reconfigure ICMP | echo rules:
[image: A computer screen shot of a blue screen

AI-generated content may be incorrect.]
Windows defender is running.
[image: A computer screen shot of a blue screen

AI-generated content may be incorrect.]
No external or internal scripts modified my firewall policies.
[image: A computer screen shot of a blue screen

AI-generated content may be incorrect.]
Reset to standard configuration.
[image: A computer screen shot of a blue screen

AI-generated content may be incorrect.]
Outbound rules must be set to block for icmp | echo.
[image: A computer screen shot of a blue screen

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Manually set and ALLOW icmp rules for icmpv4 pings
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Pings working again.

Setup coursework 2:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Change computer name to SDC-1
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Install ADS (active domain services)
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Configure ADS:
[image: A screenshot of a computer screen

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer
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[image: A screenshot of a computer

AI-generated content may be incorrect.]
How to Setup Active Directory Domain on Windows Server 2022 (Tutorial) 
Addclient:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Configure DNS to allow client to resolve “luke.acca” to ip address.
[image: A screenshot of a computer program

AI-generated content may be incorrect.]
Next step, remove ::1 from DNS server addresses.
[image: A computer screen with text on it

AI-generated content may be incorrect.]
::1 is a logical loopback for ipv6, disbling dhcp for ipv6 without disabling the entirety of IPv6 will ensure ::1 does not confuse the domain while ensuring any windows services that depend on Ipv6 will not be affected.
Add test user to domain:
[image: A computer screen shot of a computer

AI-generated content may be incorrect.]
Add client to domain:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Wireguard config (Debian)
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Make and enable permanent ip forwarding rules:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Firewalls for wireguard interface inbound outbound:
[image: ]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer
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[image: A screenshot of a computer

AI-generated content may be incorrect.]
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UPDATED VERSION:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer
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[image: A screenshot of a computer
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Enable forwarding windows:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Good ping from linux to win gateway 192.168.1.1
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Use MTR to verify paths
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer
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Win server pings linux client.







DNS setup:
[image: A screenshot of a computer program

AI-generated content may be incorrect.]
[image: A screenshot of a computer screen
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[image: A screenshot of a computer screen
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[image: A blue screen with white text
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[image: A black screen with white numbers

AI-generated content may be incorrect.]
NOTE – ADDED  192.168.1.1 INTO etc/resolve.conf 
[image: ]
Queries old DNS ip’s cleaned those up with comments 
[image: A black screen with white text

AI-generated content may be incorrect.]
Obtaining mom-authoritative replies if primary DNS cannot resolve a query:
[image: A screen shot of a computer

AI-generated content may be incorrect.]
Setup network manager to make dns etc persistent the immutable chattr option causes issues with readability from system service 
· Corp wifi or VPN is slowing down packages for deb.org(s)
NetworkManager - Debian Wiki
Try immutable again? eorhferioS

[image: A screenshot of a computer

AI-generated content may be incorrect.]
Use services.msc (CTRL + R this one) to ensure DHCP server cannot actually send leases or requests to clients!
Making Debian server resolv.conf immutable:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Test lookups still work:
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
FIXED:
[image: A screenshot of a computer program

AI-generated content may be incorrect.]
Updated zone to “100” from “10”



Join Debian server “RTI” to windows domain luke.acca
[image: A screen shot of a computer
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[Reseting Tirewall rules
Ps c:\Users\Administrator> netsh advfirewall reset
k.

Ps c:\Users\Administrator>
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PS C:\Users\Administrator> ping 8.8.8.8

pinging 8.8. s s w]th 32 bytes of
Reply from 1 Destination
Reply from Destination
Reply from Destination
Reply from : Destination

ping statistics for 8.8.8.8:

Packets: Sent = 4, Received =

PS C:\Users\Administrator> _

data:

host
host
host
host

4,

unreachable.
unreachable.
unreachable.
unreachable.

Lost = 0 (0% loss),
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[PS C:\Users\Administrator> New-NetFirewallRule -D7

i ayName “Allow ICMPv4 Ping 1nbound” -Direction I
nbound —Protocol ICMPVA ~IcmpType 8 -Action Allow

[Name {a389743a-0aea-4a71-98e1-4804677c099b}
IDisplayName Allow ICMPV4 Ping inbound

Description

DisplayGroup

roup

Enabled True

Profile Any

Platform {3

Direction Inbound

ction Allow

EdgeTraversalpolicy Block

LoosesourceMapping False

LocalonTymMapping False

wner 8

Primarystatus : oK

status : The rule was parsed successfully from the store. (65536)
Enforcementstatus : NotApplicable

Policystoresource PersistentStore

PolicystoreSourceType : Local

[RemoteDynamickeywordAddresses : {}

Ps c:\Users\Administrator>

I
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Ps C:\Users\Administrator> New-NetFirewallRule -Dis

i TayName "Allow ICMPv4 Ping outbound" -Direction
utbound -Protocol ICMPvA mpType 8 -Action Allow

[Name {993cle66-d6ad-4a45-9fee-36a134c9b328}
DisplayName Allow ICMPv4 Ping outbound
Description

DisplayGroup

roup

Enabled True

Profile Any

Platform {3

Direction Outbound

ction Allow

EdgeTraversalpolicy Block

LoosesourceMapping False

LocalonTymMapping False

wner

Primarystatus oK

status The rule was parsed successfully from the store. (65536)
Enforcementstatus NotApplicable

Policystoresource : PersistentStore

PolicystoreSourceType : Local

[RemoteDynamicKeywordAddresses : {}

Ps c:\Users\Administrator>
126
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# and how to activate them. For more information, see interfaces(S).

E source /ete/netuorkinterfaces.d/x

RecycleBin # The loopback network interface
auto 1o

iface lo inet loophack

g; # The primary network interface
o # NAT interface (use for external updates)
itehts allow-hotplug enpos3
iface enpes3 inet dhcp
@ '~ # External netuork connected to suansea data centre
i auto enpess
2] ¥ Download No Interet iface enpese inet static
SN - address 10.0.9.2

Document .
No network netmask 255.255.255.252

Enabled
1:11 # Internal network
auto enpesI
iface enpesd inet static
address 192.168.2.100
netmask 255.255.255.0
& Network gateuay 10.0.0.2
Luke@RTIServer: s ping
ping  pingd pingé
luke@RTIserver:™$ ping 10.0.0.1
PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.
hytes from 10. icmp_seg=1 tt1=128 650 ms
hytes from 10. icmp_seg=2 ttl=128 .32 ms
hytes from 10. ¢ lemp_seg=3 ttl=128 . ms
hytes from 10. icmp_seg=4 ttl=128 . ms
properti € ble hytes from 10. icmp_seq=5 ttl=128 . ms
hytes from 10. icmp_seg=6 ttl=128 . ms
hytes from 10. icmp_seq=7 ttl=128 . ms
hytes from 10. icmp_seq=8 ttl=128 . ms
hytes from 10. icmp_seg=39 ttl=128 . ms
hytes from 10. icmp_seg=10 tt .443 ms
hytes from 10. : icmp_seg=11 tt1=128 time=0.59@ ms
bytes from 10.
bytes from 10.
Windows Server2022 £¢ bUtes from 10
64 bytes from 1.
64 bytes from 1.
4 bytes from 1.
bytes from 10.
butes from 10.

Windows Licen
Build 20348 .
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= Trom L
64 bytes from 10.

Pinging 10.0.0.2 with 32 bytes of data: 64 bytes from 10.
Reply from 10.0.0.2: bytes=32 time<lms 64 bytes from 10.
Reply from 10.0.0. bytes=32 time<lms 64 bytes from 10.
Reply from 10.0.0. bytes=32 time<lms 64 bytes from 10.

= i 64 bytes from 10.
Reply from 10.0.0.2: bytes=32 time<ims o s o

64 bytes from 10.
64 bytes from 10.

LCMPp_sSeq=449
icmp_seg=d1
icmp_seq=dz
icmp_seq=43
icmp_seq=d4
icmp_seq=45
icmp_seq=46
icmp_seq=47
icmp_seq=48
icmp_seq=43
icmp_seq=50
icmp_seq=51
icmp_seq=52
icmp_seq=53
icmp_seq=54
icmp_seq=55

GLuaa s
833 ms
To s Desktop
440 ms ¢
832 ms
.597 ms
.652 ms 4
.548 ms 6°C
.768 ms
+ine=0.330 ms
~448 ms <
(667 ms
[ [ 'Y
10 ms
734 ms - 7z
720 ms

)

PS C:\Users\Administrator> ping 10.0.0.2

ERERR

Ping statistics for 10.0.0.
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds: 64 bytes from 10.
Minimum = Oms, Maximum = Oms, Average = Oms 64 bytes from 16.

PS C:\Users\Administrator> _ g: E::zz ;;E: 12

4 bytes from 10.
4 bytes from 10.
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Dashboard

Local Server

Al Servers

W& File and Storage Services b

i PROPERTIES

For SDC-1 Tasks v
Computer name SDC-1 Lastinstalled updates Never
Workgroup WORKGROUP Windows Update Downical |

Last checked for updates Never
Microsoft Defender Firewall  Public: On Microsoft Defender Antivirus Real-Tim
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled IE Enhanced Security Configuration On
NIC Teaming Disabled Time zone (uTC-084
extiet 10001, 1Pv6 enabled Product ID 00454-40
Intraet 192.168.1.1, IPv6 enabled
Operating system version  Microsoft Windows Server 2022 Standard Evaluation  Processors Intel(R) G
Hardware information innotek GmbH VirtualBox Installed memory (RAM) 1068

EVENTS

All events | 17 total Tasks v
Filter p 2
Server Name. D Severity Source Log Date and Time

SDC-1 10143 Warning Microsoft-Windows-Windows Remote Management System  04/03/2025 17:4533
SDC-1 10149 Warning Microsoft-Windows-Windows Remote Management System  04/03/2025 17:4526
SDC-1 134 Warming Microsoft-Windows-Time-Senvice: System  04/03/2025 17:44:42
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s C:\Users\Administrator> Get-NetAdapter

rane InterfaceDescription

ifIndex Status MacAddress

fextiet Intel(R) PRO/1066 MT Desktop Adapter 13 up 08-00-27-16-59-52

Jintranet Intel(R) PRO/1066 MT Desktop Adapter #2 11 up 08-00-27-24-29-31

PS C:\Users\Administrator> Set-DnsClientServerAddress -1

ps C:\Users\Administrator> net start DNS
[The DNS Server service is starting
[The DNS Server service was started successfully.

ps C:\Users\Administrator> o

I

erf:

IntraNet”

Linkspeed

1 Gbps
1 Gbps

10.0.0.1

2
B & s B
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Physical Address.
DHCP Enabled. .
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Default Gateway .

DHCPV6 TAID . .

DHCPv6 Client DUID.

DNS Servers .

NetBIOS over Tcpip.
[ethernet adapter Intraet:

Connection-specific DNS Suffix
Description . e
Physical Address.

DHCP Enabled. .
Autoconfiguration Enabled .
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

DHCPV6 TAID . .

DHCPv6 Client DUID.

DNS Servers .

NetBIOS over Tcpip.

08-06-27-16-59-52
No

: Yes

Feg0: : 84F:9CSF: dB1e:b780%13 (Preferred)
10.6.0.1(Preferred)

: 255.255.255.252

0.0.0.0

101187623

: 60-61-00-01-2F-3D-6A-24-08-00-27-16-59-52

10.0.0.1
: Enabled

Intel(R) PRO/1066 MT Desktop Adapter #2
: 68-60-27-24-20-31

No

Yes

: fe80::2467:02e1:7e0a:1e2f%11(Preferred)
192.168.1.1(Preferred)

255.255.255.6

:6.0.0.6

168296487
06-01-00-01-2F-3D-6A-24-68-60-27-16-59-52

10.0.0.1
: Enabled
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DHCPV6 Client DUID. . . . . . . . : @0-01-00-81-2F-3D-6A-24-08-00-27-16-59-52

DNS Servers . 8
10.6.6.1
NetBIOS over Tcpip. . . . . . . . : Enabled
PS C:\Users\Administrator> Get-DnsClientServerAddress
InterfaceAlias Interface Address ServerAddresses
Index  Family

exthet 13 IPv4  {10.6.0.1}
exthet 13 IPve  {::1}

Intraliet 11 Ipv4  {10.6.0.1}

Intraliet 11 IPve

Loopback Pseudo-Interface 1 1 TPva

Loopback Pseudo-Interface 1 1 1PV6 1, fece:0:0:fFff::2, feco:0:0:Ffffi:i3}

:\Users\Administrator> Set-NetIPInterface -InterfaceAlias "IntraNet” -AddressFamily IPv6 -Dhcp Disabled
Users\Administrator> Set-NetIPInterface -InterfaceAlias “"extNet” -AddressFamily IPv6 -Dhcp Disabled
:\Users\Adninistrator> Resart-Serive DNS
Resart-Serive : The term 'Resart-Serive’ is not recognized as the name of a cmdlet, function, script file, or operable
program. Check the spelling of the name, or if a path was included, verify that the path is correct and try again.
At line:1 char:1
+ Resart-Serive DNS
S
+ CategoryInfo
+ FullyQualifiederrorTd

ObjectNotFound: (Resart-Serive:String) [], CommandNotFoundException
CommandNotFoundException

Users\Administrator> Restart-Service DNS
Users\Administrator> Restart-Service Netlogon

Waiting for service 'Netlogon (Netlogon)' to start
WARNING: Waiting for service 'Netlogon (Netlogon)' to start
:\Users\Adninistrator> ipconfig /flushdns

windows TP Configuration

Successfully flushed the DNS Resolver Cache.
:\Users\Adninistrator> ipconfig /registerdns

windows TP Configuration

Registration of the DNS resource records for all adapters of this computer has been initiated. Any errors will be reported in
the Event Viewer in 15 minutes.
Users\Administrator>

I
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oot @RTIserver: /etc/uireguards

oot @RTIserver: /etc/uireguards

oot @RTIserver: /etc/uireguards

oot @RTIserver: /etc/uireguard# cd setc/wireguard/publickey

bash: cd: /etc/uireguard/publickey: Not a directory
rooteRTIserver: setc/wireguard# cat /etc/wireguard/publickey

[ TruIz1CnPKer LdpapmLRHENSP 1 1bB iDkahK Jf d2at=

root@RTIserver: /etc/wireguardy sudo systemctl enable we-qucikeugo

root@RTIserver: /etc/uireguardy sudo systemctl enable wg-quick@ugo
oreated sunlink /etcssystemd/system/multi-user. target.uants/ug-quick@uga.service » /lib/systemd/systen/ug-ouicke.service
root@RTIserver: /etc/wireguard? sudo systemctl start ug-ouickuge
JrooteRTIserver: setc/uireguard# sudo wg show
interface: wzo
public key: NTruJziCnPKer ldpapmLRHSSP 11ibBjDkahOK Tfd2aM=
private key: (hidden)
Listening port: 51820

peer:
endpoint: 10.0.9.1:51820
alloued ips: 172.16.9.0/32, 192.168.1.0/24 - T
transfer: o B received, 444 5 sent
persistent keepalive: every 25 seconds )
rootoRTIserver vete/uireguardy

1922
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root@RTIserver:“# pud &
/root p
root@RTIserver:™# echo "net.ipvd.ip_foruard=1" | sudo tee -a /etc/sysctl.conf @ o
net. ipvd. ip_forwar

ronteRTIserver:“ sudo sysctl -p L A=
net. ipvd. ip_forward 1
rootGRTIserver: ¥ Q)
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Iroot@RTIserver:™# echo "Firewall rules run them through wg stuff to accept ICMP echos
Firewall rules run them through uwg stuff to accept ICMP echos!

root@RTIserver:™# sudo iptables -A FORWARD -1 ugd -j ACCEPT

rooteRTIserver:“# sudo iptables -A FORWARD -0 ugd -j ACCEPT
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root@RTIserver:“# sudo iptables-save | sudo tee /etc/iptables.rules
# Generated by iptables-save v1.8.9 (nf_tables) on Won Mar 24 19:47:59 2025
“f Llter
NPUT ACCEPT [0:0] v‘
ORHARD ACCEFT [0
:0UTPUT ACCEPT [6:0]
-A FORHARD -1 wgo -j ACCEPT
A FORWARD -0 ugo - ACCEPT .
COMMIT
# Conpleted on Mon Mar 24 19:47:59 2025
# Generated by intables-save v1.8.9 (nf_tables) on Hon Mar 24 19:47:59 2025
nat B
REROUTING ACCEPT [0:0]
NPUT ACCEPT [6:6]
:0UTPUT ACCEPT [0:0] !
0STROUTING ACCEPT [0:0]
COMMIT
# Conpleted on Mon Mar 24 19:47:59 2025
"00t@RTIserver:™# sudo iptables -t nat -# POSTROUTING -0 enposs -j MASOUERADE
root@RTIserver:“# sudo iptables-save | sudo tee /etc/iptables.rules
# Generated by iptables-save v1.8.9 (nf_tables) on Hon Mar 24 19:48:20 2025
“f Llter
NFUT ACCEPT [0:
ORWARD ACCEFT [0:0]
UTPUT ACCEPT [0:0
-A FORHARD -1 wgo -j ACCEPT
-A FORHARD -0 wgd - ACCEPT
COMMIT
# Conpleted on Mon Mar 24 19:48:20 2025
# Generated by intables-save v1.8.9 (nf_tables) on Won Mar 24 19:48:20 2025
nat
REROUTING ACCEPT [0:0]
:INFUT ACCEPT [0:0]
UTPUT ACCEPT [0:0]
0STROUTING ACCEPT [0:0] Desktop

-A POSTROUTING -0 enp@s8 -j MASQUERADE

COMMIT v

# Completed on Mon Mar 24 13:48:20 2025

00t@RTIserver: ™4 o.
Closed...
<
e s
;T
LD

19:48

24/03/2025
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Interface: SRVpn
Status: @

Public key: ~ 2VELMmO0eTGkaviSGabd3BGSTEU+ ddQLKDyCr+ 1HQD=
Listen port: 65010

Active

Addresses: 172.16.0.1/24 hage  Tools  View  Help

Peer

Public key: - NTowz1CnPKerldpapml RWGhSPIibBjDkahQK Jfd2AM=

Allowed

Endpoint:  10.0.0265010
Persistent keepalive: 25

Transfer: 0B received, 592 B sent

Deactivate

1Ps:192.166.2.0/24, 17216.0.2/32

Edit

Hide|
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otal: 1
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interface
public key: NTruJziCnPKer ldpapmLRHSSP 11ibBjDkahOK Tfd2aM=
private key: (hidden)

Listening port: 65018

gl

peer: I2VELMmMIoeTGkzv i5Gabd3BGsEU+ddaLkDYCr+1HAO=
endpoint: 10.6.0.1:65010
allowed ips: 172.16.0.0/32, 132.168.1.0/24
transfer: o 6 recelved, 148 B sen
persistent keepalive: every 25 seconds [« >
root@RTIserver:™# sudo systemctl stop wg-guick@uge
rooteRTIserver: “# sudo ug shou
root@RTIserver:™# sudo systemctl start wg-guick@uge
rooterTIServer:“# uh shou
bash: uh: command not found
root@RTIserver:™# wg show
interface: wgo
public key: NTrwJziCnPKer ldpapmLRWENSP 1ibBjDkahQkIfd2AM=
private key: (hidden)
listening port: 65010

oeer: T2VELHMI0E TGk 2y 156abd3BES TEL+dUALKDYCr +1HR0= <
endpoint: 10.6.0.1:65010
allowed ips: 172.16.0.0/32, 192.168.1.0/24 [ XY
latest handshake: 7 seconds agn
transfer: 124 & received, 180 0 sent L A=
@)

persistent keepalive: every 25 seconds
root@RTIserver: "

2001
24/03/2025

B

1 (8] st AT
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- 1INk/100phack ©Y:00:00:00:00:00 Drd bh:00:00:00:00:00
inet 127.0.0.1/8 scope host Lo
valid Lt forever preferred_Lft forever
inet6 ::1/128 scope host noprefixroute ga
valid_lit forever preferred_lft farever (Z
: enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 odisc fo_codel state UP group default glen 1000
Link/ether 68:00 99:5¢ brd 1:14: 11 : 1 : 1
inet 10.0.2.15/24 brd 10.6.2.255 scope global dunamic enpess vl
valid_Lft 80935sec preferred_Lft 80935sec
inet6 foBo: :a00:27F:fed5:9952/84 scope link
valid_Lft forever preferred_Lf+ forever
ennose: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc fo_codel state UP group default glen 1666 B
Link/ether 08:00:27:00:50:80 brd F1:Ff:Hf:f:Ff:ff
inet 10.6.0.2/30 brd 10.0.0.3 scope global enpess
valid_Lft forever preferred_Lft forever
inet6 foBo: :a00:27ff:fecd:5e80/64 scope Link
valid_Lft forever preferred_Lf+ forever
: enpos9: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 odisc fo_codel state UP group default glen 1000
Link/ether 68:00 98:14 brd 1:14: 1 : 1 £
. inet 192.168.2.100/24 brd 192.168.2,255 scope global enpess
> valid_Lft forever preferred_Lft forever
inet6 foBo: :a00:27ff fect 19814764 scope Link
Endpoint valld_Lft forever preferred_Lft forever
: ugo: <POINTOPDINT,NOARP,UP,LOKER_UP> mtu 1420 odisc nogueue state UNKNOWN group default olen 1000
Tink/none
1 minute inet 172.16.0.2/24 scope global ugo
valid Lt forever preferred_Lft forever
ro0teRTIserver:“# ping 192.168.2.160
PING 192.168.2,100 (192.168.2.100) 56(84) butes of data
64 bytes from 192.168.2.100¢ icmp_seq=1 ttl=6d time=0.060 ms
64 bytes from 132.168.2.100: icmp_Seq=2 ttl=6d time=0.035 ms

(ahQ)

ent ke

64 butes from 192.168.2.108 _: .031 ms
"c

2 Add Tunnel + --- 192.168.2.100 ping statistics --- Desktop
4 packets transmitted, 4 received, 6% packet loss, time 3053ms

rtt min/ave/max/mdev = 6.831/0.040/0.060/0.011 ns 9
root@RTIserver:™# wg show

public key: NTruJz1CnPKerldpapnLRHENSP LibB jDkahaKkIFd2aH=
private key: (hidden)

ROLES AND SERVER GROUPS Tistening port: 65018
RIS ccr : 12VELHn30e ok 2v 1SGabuaBGS TEU+ddALKDUCr +1HR0= <
Windows Licen  EN0P0int: 10.0.0.1:65010 -
Buldoomafe, .loued ips: 172.16.0.0/32, 192.168.1.0/24 @ o«
77 latest handshake: 2 , 38 ago
AW fIdg , transfer: als B received, 1.43 sent fay 71
2 persistent keepalive: every 25
By oot eRTIserver: ¢ Q)
20:06
24/03/2025

Q@ s =@ EreT AT

64 bytes from 192.168.2.100 : 1036 ms [< >
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Interface: SRVpn

Status: @ Active

Public key: ~ BSTeSfMjuXc4MuVRkogUBEHa1fGYPIMcXLrw=OWha=

Listen port: 65010

Addresses: 172.16.0.1/24

Deactivate

Public key

Allowed Ps:
Endpoint

Persistent keepalive:
Latest handihake

Transfer:

o

]

MuI6sUGWFF+e/Zh+ bMQHZtAexekayl0+ bxxMxEX
RE=

162.1682.0/24, 1721602/
1000265010

»
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696 B received, 968 B sent
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= B oms B
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L]

7o

1822
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Time
2025-04-04 18:21:48.086
2025-04-04 18:22:13304
2025-04-04 18:22:38.485
2025-04-04 182303819
2025-04-04 18:23:03.820
2025-04-04 18:23:28.9%6
2025-04-04 182353943
2025-04-04 18:24119.026
2025-04-04 18:24:19.027
2025-04-04 18:24:19.027
2025-04-04 18:24:19.027
2025-04-04 18:24:19.027
2025-04-04 1824:19.031
2025-04-04 18:24:44.032
2025-04-04 18:25:09.046
2025-04-04 18:25:34.101
2025-04-04 1825:59.11
2025-04-04 18:26:24.189
2025-04-04 18:26:49.197

Log message
[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Receiving keepalive packet from peer 1 (10.0.02:65010)
[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Receiving handshake initiation from peer 1 (10.0.0.2:65010)
[TUN] [SRVpn] Sending handshake response to peer 1 (10.0.0.2:65010)
[TUN] [SRVpn] Keypair 3 destroyed for peer 1

[TUN] [SRVpn] Keypair 5 created for peer 1

[TUN] [SRVpn] Receiving keepalive packet from peer 1 (10.0.02:65010)
[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)

[TUN] [SRVpn] Sending keepalive packet to peer 1 (10.0.02:65010)





image35.png
put

LUke@RTIserver: “$ echo 'enposs”
enposs
Luke@RTIserver:™s sudo iptables -t nat -A POSTROUTING -0 enpess -j MASQUERADE
luke@RTIserver:~$ sudo iptables-save | sudo tee /etc/iptables.rules
# Generated by iptables-save v1.8.9 (nf_tables) on Tue Apr 8 14:11:07 2625
#f ilter
INPUT ACCEPT [6:0]
FORHARD ACCEPT [6:0:
OUTPUT ACCEPT [
-A FORNARD -1 wgo -j ACCEPT
-A FORNARD -0 wgo - ACCEPT
COMMIT
# Completed on Tue Apr 8 14:11:07 2625
# Generated by iptables-save v1.8.9 (nf_tables) on Tue Apr 8 14:11:07 2625
Hnat
:PREROUTING ACCEPT [0:0]
INPUT ACCEPT [0
OUTPUT ACCEPT [
POSTROUTING ACCEPT [0:
-A POSTROUTING -0 enpdse -j MASQUERADE
COMMIT
# Completed on Tue Apr 6 14:11:07 2625
IUke@RTIserver:™s _

IR R 08/04/2025
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Registry Editor
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REG_DWORD 000000001 (1)
REG SZ lukeacea
REG_DWORD 000000000 (0
REG_DWORD 000000001 (1)
REG_DWORD 000000000 (0
REG SZ st
REG SZ mshome.net
] REG_DWORD 000000001 (1)
25| NameServer REG SZ
25NV Domain REG_SZ lukeacca
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25)Searchlist REG SZ
SyncDomainWit... REG DWORD 000000001 (1)
REG_DWORD 000000001 (1)

11/03/2025 16:31 (27 days ago)
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Administrator: Command Prompt

Heading

Jicrosoft Windows [Version 16.6.26348.587]
(c) Microsoft Corporation. All rights reserved.

Jc: \Users\administrator.sDC-15ping 192.168.2.101

Pinging 192.168.2.161 with 32 bytes of data:
192.168.2.101: bytes=32 time-1ms
192.168.2.101: bytes=32 time-2ms
192.168.2.101: bytes=32 time-1ims
192.168.2.101: bytes=32 time-lms

Ping statistics for 192.168.2.161:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
lApproxinate round trip times in milli-seconds:
Minimum = ims, Maximum = 2ms, Average = ims

lC: \Users\Administrator. SDC-15,

135
N2 s B
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DNSsetuppst X

EBomvaunsruwnn

Qs
systeminfo
Get-DnsServerZone
Clear-DnsServerCache

Resolve-DnsName SDC-1.Tuke.acca

#Add primary zones

Add-DnsserverPrinaryZone -Name "luke.acca” -ReplicationScope Domain -DynamicUpdate Secure
Add-DnsServerPrinaryZone -NetworkId '192.168.1.0/24" -ReplicationScope Domain -DynamicUpdate Secure
Add-DnsServerPrimaryZone -NetworkId "192.168.2.0/24" -ReplicationScope Domain -DynamicUpdate Secure

#A records RTIserver is static hostname on debian server
Add-DnsServerResourceRecordA -Name "SOC-1" -ZoneName "luke.acca” -IPv4Address "192.168.1.1'
#Add-DnsServerResourceRecordA -Name "RTIserver” -ZoneName “luke.acca” -IPvéAddress "192.168.1.1"

#Remove and update incorrect resource recorda
#Remove-DnsServerResourceRecorda -Name "RTIserver” —ZoneName “luke.acca” -IPvaAddress "192.168.1.1"
Add-DnsServerResourceRecorda -Name "RTIserver” —ZoneName “luke.acca” -IPvéAddress "192.168.2.1

#Reverse LOOKUPS
Add-DnsServerResourceRecordptr -Name "1" ZoneName "1.168.192.in-addr.arpa” -PtrDomainName "SDC-1.luke.acca”
Add-DnsServerResourceRecordptr -Name "10" -ZoneName "2.168.192.1n-addr.arpa” -PtrDomainName "RTIserver.luke.acca”

#verify (dnsmgnt.msc)

Get-DnsServerzone

Get-DnsServerResourceRecord ~ZoneName "luke. acca”
Get-DnsServerResourceRecord ~ZoneName "1.168.192.in-addr. arpa’
Get-DnsServerResourceRecord ~ZoneName "2.165. 192, in-addr . arpa’

Resolve-DnsName SDC-1.Tuke, acca
Resolve-DnsName RTIserver. luke.acca
Resolve-DnsName 192.168.1.1
Resolve-DnsName 192.168.2.10
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Primary
Primary
Primary
Primary
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PS C:\Users\Administrator.SDC-1» Get-DnsServerResourceRecord ~ZoneName "1.168.192.in-addr.arpa”

RecordType Type Recordpata
ns 2 sde-1.Tuke. ...
SoA 6 [2][sde-1...
PR 12 SDC-1. Tuke. ..

PS C:\Users\Administrator.SDC-1» Get-DnsServerResourceRecord —ZoneName "2.168.192.n-addr.arpa”

HostName RecordType Type Timestanp TimeToLive Recordpata
e ns 2

e SoA 6

10 PR 12

PS C:\Users\Administrator.SDC-1> Resolve-DnsName SDC-1.Tuke.acca

Name Type

SDC-1. Tuke. acca AAMA 1200 Question
SDC-1. Tuke. acca AAAA 1200 Question
SDC-1. Tuke. acca AAMA 1200 Question
SDC-1. Tuke. acca A 1200 Question
SDC-1. Tuke. acca A 1200 Question
SDC-1. Tuke. acca A 1200 Question
SDC-1.Tuke. acca A 1200 Question

PS C:\Users\Administrator.SDC-1> Resolve-DnsName RTTserver. luke.acca

RTIserver. Tuke.acca A 3600 Answer  192.168.2.1

Section  IPAddress
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PS C:\Users\Administrator.SDC-1> Resolve-DnsName 192.168.1.1

Name Type TIL Section  NameHost

1.1.168.192. in-addr . arpa. PTR 1200 Question SDC-1.luke.acca
PS C:\Users\Administrator.SDC-1> Resolve-DnsName 192.168.2.10

Name NameHost

10.2.168.192. in-addr. arpa. RTTserver. Tuke.acca
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Server: 192.168.1.1
Address: 192.168.1.1#53

Neme:  luke.acca
Address: 10.0.0.1
Neme:  luke.acca
nddress: 192.168.1.1
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# nameserver 10.93.6.1
# nameserver 192.168.4.1
nameserver 192.168.1.1
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~00t@RTIserver: /home/ luke#
~00t@RTIserver: /home/ luke# nslookup luke.acca
Servey 192.168.1.1

address 192.168.1.1#53

iame:  luke.acca
address: 10.0.0.1
iame:  luke.acca
address: 192.168.1.1

r00t@RTIserver:/home/ luke#
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Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.

Last login: Fri May 9 10:43:24 BST 2025 on ttyl
Luke@RTIserver:~$ nslookup google.cam

servel 10.93.6.1

Address 10.99.6.1#53

Non-authoritative answer:
Name:  google.com

Address: 172.217.16.238
Name:  google.com

Address: 2a00:1450:4009:6818:

2008
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root@rRTIserver:/nomesluke# nslookup luke.acca
server: 192.168.1.1
Address: 192.168.1.1#53

Name:  luke.acca
Address: 172.16.0.1
Name:  luke.acca
Address: 10.0.0.1
Name:  luke.acca
Address: 192.168.1.1
Name:  luke.acca
Address: 10.0.4.15

root@RTIserver:/home/luke# cat /etc/resolv.conf
#nameserver 10.99.6.1

gnameserver 192.168.4.1

nameserver 192.168.1.1

# public fallbacks allow for debian resolve etc
nameserver 8.8.8.8

nameserver 8.8.4.4

nameserver 1.1.1.1

ront@RTIserver:/home/luke# sudo chattr +i /etc/resoly.conf
root@RTIserver:/home/luke# lsattr /etc/resaly.conf

--- /ete/resaly.conf
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home/luke# sudo chattr +i setc/resolv.conf
home/ Lluke# Lsattr /etc/resoly.conf

--- /ete/resaly.conf
root@RTIserver:/home/luke# cat /etc/resolv.conf
#nameserver 10.99.6.1

gnameserver 192.168.4.1

nameserver 192.168.1.1

# public fallbacks allow for debian resolve etc
nameserver 8.8.8.8

nameserver 8.8.4.4

nameserver 1.1.1.1

ront@RTIserver:/home/luke# nslookup luke.acca
servel 192.168.1.1

Address 192.168.1.1#53

Name:  luke.acca
Address: 172.16.0.1
Name:  luke.acca
Address: 10.0.0.1
Name:  luke.acca
Address: 10.0.4.15
Name:  luke.acca
Address: 192.168.1.1

root@RTIServer:

home/ Luke#
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hone/luke# sudo chattr +1 /etc/netuork/interfaces
hone/luke# lsattr /etc/netuork/ interfaces

- /etc/netuork/interfaces

home/1uke# ping 192.168.1.

PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data

64 bytes from 192.168.1.
64 bytes from 192.168.1.1: icmp_seq=2 tt1=127 time=1.86
64 bytes from 192.168.
64 bytes from 192.168.
C

-- 192.168.1.1 ping statistics --

4 packets transmitted, 4 received, o% packet loss, time 3654ms
rtt min/ave/max/ndev = 1.444/1.738/1.982/0.203 ms
roDt@RTIserver: /home/ luke# nslookup luke.acca

server: 192.168.1.1

Address: 192.168.1.1#53

Name:  luke.acca
Address: 172.16.0.1
Name:  luke.acca
Audress: 10.0.4.15
Name:  luke.acca
Audress: 192.168.1.1
Name:  luke.acca
Address: 10.0.0.1

root@RTIserver: /home/ luke# nslookup 192.168.1.
1.1.168.192. in-addr.arpa name = SDC-1.luke.acca.

root@RTIserver: /homes luke#
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root@RTIserver:/home/ luke# ping 192.168.1.

PING 192.166.1.1 (192.168.1.1) 56(84) butes of data
64 bytes from 192.168.1. tt1=127 tim
64 bytes from 192.168.1.1: icmp_seq=2 tt1=127 time=1.63 ms

o

-- 192.168.1.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1267ms
rtt min/ave/max/miev = 1.032/1.050/1.069/0.018 ms
root@RTIserver: /home/ luke# nslookup 192.168.2.100

wok server can't find 100.2.168.192. in-addr.arpa: NXDOMATN

root@RTIserver: shome/ luke# nslookup 192.168.2.100
100.2.168.192. in-addr.arpa name = RTIserver. luke.acca

o0t @RTISErVE!

rame s 1uk ed
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Administrator. Windows e
PSb%:\Users\Adm]n]strator) Get-NetFirewallRule | Where-Object { 5 .Protocol -eq 'ICMPVA" } | Format-
able -Autosize
PSb%:\User‘s\Administrator) Get-NetFirewallRule | where-object { $_.Protocol "ICMPV4" } | Format-
able -Autosize
Ps c:)\lyge]rs\mministramm Get-NetFirewallRule -Policystore ActiveStore | Where-object { §_.Protocol
1
Ps C:\Users\Administrator> Get-NetFirewallRule -PolicyStore ActiveStore | where-Object { % .Protocol
—eq "1" } | Format-Table -AutoSize —Property Name, DisplayName, Enabled. Direction, Action
C:\Users\Administrator> Get-NetFirewallRule -Policystore ActiveStore | where-Object { $ .Protocol
C:\Users\Administrator> Autosize -Property Name, DisplayName, Enabled, Direction, Action
\Users\Administrator>
\Users\Administrator>
\Users\Administrator>
\Users\Administrator>
\Users\Administrator>
\Users\Administrator>
\Users\Administrator>
\Users\Administrator> Get-NetFirewallRule -Policystore ActiveStore | Where-Object { $ .Protocol
“1"} | Format-Table -AutoSize —Property Name, DisplayName, Enabled, Direction, Action
C:\Users\Administrator> ping 8.8.8.8

pinging 8.8.8.8 with 32 bytes of data:
10.0.0.1: Destination host unreachable.
192.168.1.1: Destination host unreachable.
10.0.0.1: Destination host unreachable.
10:0.0.1: Destination host unreachable.

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Ps c:\Users\Administrator>
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Luke@RTIserver: ™% sudo realm discover luke.acca
luke.acca

type: kerberos

realn-name: LUKE.ACCA

domain-name: luke.acca

conf igured: no

server-softuare: active-directary

client-softuare: sssd

required-package: sssd-tools

required-package: sssd

required-package: 1ibnss-sss

required-package: libpam-sss

required-package: adcli

required-package: samba-common-bin
Luke@RTIserver:“$ sudo realm join luke.acca -U Administrator
Passuord for Administrator:

| UkeGRT Iserver: s
LUK B S O —
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luke@RedTech-client:~$ sudo dhclient -v enp@s8

Internet Systems Consortium DHCP Client 4

4.3-P1

Copyright 2004-2022 Internet Systems Consortium

A11 rights reserved

For info, please visit https://waw.isc.org/software/dhcp/

Listening on LPF/enp@s8/08:00:27:38:e7:9F
Sending on  LPF/enp0s8/08:00:27:38:e7:9f
Sending on  Socket/fallback

DHCPDISCOVER on enp@s8 to 255.255.255.255
DHCPDISCOVER on enp@s8 to 255.255.255.255
DHCPDISCOVER on enp@s8 to 255.255.255.255
DHCPDISCOVER on enp@s8 to 255.255.255.255

port 67
port 67
port 67
port 67

interval 3
interval 5
interval 10
interval 13
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\Users\Administrator>
\Users\Administrator>
\Users\Administrator>
\Users\Administrator>
\Users\Administrator> Get-NetFirewallRule —Polic

3
a
Snn0nn)

PS C:\Users\Administrator> ping 8.8.8.8
Pinging 8.8.8.8 with 32 bytes of data:
Reply from 10.0.0.1: Destination host unreachable.
Reply from 192.168.1.1: Destination host unreachable.
Reply from 10.0.0.1: Destination host unreachable.
Reply from 10.0.0.1: Destination host unreachable.

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
PS C:\Users\Administrator> gpresult /h C:\GPO-Report.html
. htmlrs\Administrator>
ERROR: A file by that name already exists. Move or delete the file and
sult and use the /f option to force an overwrite of the existing file.
ype “GPRESULT /?" for usage.
PS C:\Users\Administrator> Get-NetFirewallProfile | Select-Object Name

Name Enabled
Domain True
Private True
Public True

PS C:\Users\Administrator> _

I

om k>

Store Activestore | Where-Object { $ .Protocol
“1"} | Format-Table -AutoSize —Property Name, DisplayName, Enabled, Direction, Action

gpresult /h C:\GPO-Report

rerun Gpresult, or rerun Gpre

Enabled
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Ps Users\Administrator> Get-ItemProperty "HKLM:\Software\Policies\Microsoft\WindowsFirewall &
[\DomainProfile" SilentlyContinue

PS C:\Users\Administrator> Get-ItemProperty "HKLM: \Software\Policies\Microsoft\WindowsFirewall
\standardpProfile” SilentlyContinue

Ps C:\Users\Administrator> _
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